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SUMMARY Three-quarters of the 1.8 trillion 
gigabytes of digital information online has 
been created by individual users. On top of 
that, an increasing amount of additional data 
about those users is collected by public and 
private companies. 
Stimulated in part by some high-profile cases, 
there are increasing concerns about online 
privacy and for users to have more control 
over their data. Calls for the introduction of a 
right to be forgotten online have been 
tempered by concerns about its effect on 
freedom of expression, as well as more 
practical problems.  
The EU's current data protection legislation 
already provides some protection for citizens 
with regard to the collection and storage of 
information. However, the Commission's 
proposal to introduce a "right to be forgotten" 
is new and goes considerably further than the 
present situation.  
Stakeholders have in general reacted 
positively to the proposal although 
representatives of social media have called for 
consideration to be taken of the special nature 
of individual services. 
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Context 

In 2011, the amount of digital information 
created and replicated globally exceeded 1.8 
zettabytes (1.8 trillion gigabytes). 75% of this 
information is created by individuals through 
new media fora such as blogs and via social 
networks. By the end of 2011, Facebook had 
845 million monthly active users, sharing over 
30 billion pieces of content.  

In addition to user-generated content, “meta-
data” is collected and stored by public and 
private organisations about where, when and 
who created that content. In the private sphere 
it has been said that “literally, Google knows 
more about us than we can remember our-
selves”. This situation has led to growing 
concerns regarding online privacy. In China, 
one estimate suggests there are over 30 000 
government censors monitoring online 
information. 
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Right to privacy 
In an online context, the right to privacy has 
commonly been interpreted as a right to 
“information self-determination”. Acts typically 
claimed to breach online privacy concern the 
collection of personal information without 
consent, the selling of personal information 
and the further processing of that information.  

In the US, a student teacher was denied the 
opportunity to graduate from college 
following the discovery, on MySpace, of a post 
criticising her supervisor and a photo of herself 
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wearing a pirate's hat and holding a cup, to 
which she had added the caption “drunken 
pirate”. Her claim of a constitutional right of 
privacy against the social network was rejected. 

In 2010, it was discovered that Google had 
mistakenly gathered data from unsecured Wi-
Fi networks as part of its global street mapping 
project. This prompted action from a number 
of data protection authorities in Europe as well 
as the US, South Korea and Australia.  

These authorities also demanded that Google 
upgrade its privacy policy. By contrast, 
however, the release of Google's new 
integrated policy has been met with renewed 
concern by privacy analysts, US lawmakers and 
by the EU’s independent advisory body, the 
Article 29 Working Party. The latter even 
requested the company suspend the new 
policy’s implementation whilst it was assessed 
for compliance with EU law.  

Balancing competing rights 
Privacy, however, is not an absolute right but 
one which must be balanced with freedom of 
expression. Therefore any attempt to increase 
online privacy will be perceived as a potential 
threat to the free flow of information. In the 
United States in particular, any measure 
restricting the First Amendment right to free 
speech will be viewed with suspicion.  

The stakes of this policy debate are raised 
further by the growth in e-commerce which 
relies heavily on metadata regarding its 
consumers as part of their business model.  

In Europe, according to a 2011 Eurobarometer 
survey, close to three-quarters of people 
acknowledge that the disclosure of personal 
information is a part of modern life. 
Nevertheless, 72% of Internet users are 
concerned that they give away too much 
personal data.  

In particular, 75% of Internet users said they 
would like personal data stored and collected 
on a website to be deleted whenever they 
wish. This desire has been taken up first by the 
French government, in the form of a non-
binding Charter1 signed jointly with several 

Internet firms2, and latterly by EU 
Commissioner Viviane Reding, who in 
November 2010 signalled an intention to 
include a “right to be forgotten” online as part 
of the comprehensive strategy for data 
protection in the EU.  

Academic debate regarding a right to be 
forgotten dates back to the 1990s. However, 
there is still little consensus as to how it would 
be implemented or enforced, let alone as to 
whether it is the right approach to take.  

Some key issues 

Should data have expiry dates? 
A leading idea in the academic world is 
introduce a right to be forgotten through 
expiry dates, after which data would be 
deleted.3 Opinions differ on the effectiveness 
of technological tools but in theory they could 
cover not only content but cookies, web links 
and search enquiries.  

Whilst it is argued that setting expiry dates will 
force users to think about their content, others 
contend that users will have difficulty in 
foreseeing the future usefulness of their 
content. This may lead to them setting 
“infinity” as a default setting and thus defeating 
its purpose. It is also seen to be contrary to the 
human desire to chronicle life’s events.  

In the case of metadata, data created about the 
user but without their knowledge, 
responsibility would theoretically fall on the 
controller of the data to act in the interests of 
the subject. Some experts doubt whether this 
would improve the current position.  

The multiplying nature of the Internet 
Most Internet services allow a user to delete 
content which they themselves have 
uploaded. However, this does not apply where 
the same content has been copied and posted 
on the site of another, third-party user.  

This latter situation, the sharing of content, is 
part of the Internet’s raison d’être and central to 
"information transporting" sites such as 
Facebook. Under a right to be forgotten, the 

http://googleblog.blogspot.com/2010/05/wifi-data-collection-update.html
http://www.reuters.com/article/2012/02/01/us-google-privacy-policy-idUSTRE80U1UL20120201
http://ec.europa.eu/justice/data-protection/article-29/press-material/press-release/art29_press_material/20120206_press_release_final_en.pdf
http://ec.europa.eu/public_opinion/archives/ebs/ebs_359_en.pdf
http://www.gouvernement.fr/gouvernement/charte-du-droit-a-l-oubli-numerique-mieux-proteger-les-donnees-personnelles-des-interna
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controller of the data may be asked to remove 
such content.  

A number of commentators have expressed 
doubts on the practical feasibility of this task. 
Although it should be relatively simple to 
delete the data at source, copies may also 
remain in caches or on mirror websites. There is 
particular concern as to the traceability and 
likely cooperativeness of 
mirror sites.  

In more general terms, 
the example of Wikileaks 
has demonstrated that 
where some Internet 
users perceive attemp-
ted censorship, they will 
go to extreme lengths to 
ensure the continued 
availability and circula-
tion of data.  

How far should it go?  
The balance between 
freedom of expression 
and privacy underlies 
every aspect of this 
debate. There is parti-
cular concern where the 
content in question has 
been uploaded by ano-
ther user rather than the 
data subject, and is legi-
timately published and 
factually accurate.  

Many free press advocates acknowledge a 
right to request that content is removed; they 
are less convinced that any law should compel 
them to do so. As has been pointed out, even if 
the content is untrue or malicious, from a legal 
perspective this is a matter of libel not privacy.  

The EU’s current data protection regime 
contains specific exemptions and derogations 
for journalists, "to reconcile the right to privacy 
with the right to freedom of expression".4 Even 
if such a provision were retained, concerns 
have been expressed about its effectiveness. In 
particular the meaning of "journalistic 

purposes" is seen as increasingly difficult to 
define.  

Search engines are also viewed as an 
increasingly important source of news. 
However, as the Spanish Google case (see box) 
has shown, they could also fall within a 
potential right to be forgotten. Although, the 
content would not be deleted per se, the effect 

would be the same, as 
the consumer would be 
unable to find it. Google 
has argued that this 
represents censorship 
and has received strong 
support in the media 
some of whom argue 
that such moves repre-
sents an attempt not to 
control data but to alter 
history.5 

Current online 
privacy protection  

Although Commissioner 
Reding has referred to a 
"strengthening" of the 
right to be forgotten in 
the EU, most experts 
consider this to be an 
entirely new right. 
Nevertheless the current 
EU data protection fra-
mework, set out in Direc-

tive 95/46 does include certain provisions rela-
ting to the storage and use of personal infor-
mation.  

Article 6(1)(e) states that personal data which 
identifies the data subject must not be kept for 
any longer than is necessary for the purpose it 
was collected or further processed. Article 14 
gives the data subject the opportunity to 
object “on compelling legitimate grounds 
relating to his personal situation” to the 
processing of data relating to them. In addition, 
Article 12(e)(1) allows the data subject to 
demand deletion if the processing of their data 
was not in compliance with the directive, in 

Towards a case law right? 

Whilst academics and latterly legislators have 
been considering a statutory right to be forgot-
ten, elements have already appeared in case law. 

In Switzerland, a number of cases have emerged 
where convicted criminals have attempted to 
avoid information about their prior convictions 
being drawn to public attention. Swiss court 
practice holds that such information is not of 
indefinite interest to the public. After a 
'substantial amount of time', a discretionary 
concept, the public will be unable to have access 
to such records. However, where that information 
might be needed for public safety the right to 
deny access cannot be invoked. A similar 
interpretation came out of a recent German case.  

In Spain a lawsuit was filed against Google in 
2011 by the Spanish Data Protection Authority 
acting on behalf of a number of individuals. They 
claim a breach of privacy and are demanding it 
remove links and stop indexing websites with 
information about them. One complainant, a 
plastic surgeon, cited a link to a website which 
made reference to him being sued but not to his 
subsequent acquittal.  

http://peterfleischer.blogspot.com/2011/03/foggy-thinking-about-right-to-oblivion.html
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
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particular where that data is incomplete or 
inaccurate. 

Although the three provisions provide 
protection, they do not grant the data subject 
control over their data where it has been 
lawfully collected and processed.  

Commission proposal 

Article 17 of the proposed General Data 
Protection Regulation provides the data 
subject’s right to be forgotten and to erasure. It 
builds on the provision of the existing directive, 
but significantly would now allow for personal 
data to be erased or further dissemination to 
be stopped on the basis of a withdrawal of 
consent by the data subject (and where there is 
no other legal ground for processing the data).  
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It also adds an obligation on the controller 
which made the data public to inform third 
parties of the data subject’s request to remove 
copies, replications or links to that personal 
data. In this respect, the controller is required to 
take all "reasonable steps” including technical 
ones. Furthermore, where the controller has 
authorised publication by that third party they 
are to be considered responsible for that 
publication.  

In an attempt to allay concerns, the Commis-
sion indicated these new rules were designed 
to empower people and were not about era-
sing past events or restricting press freedom.  

Stakeholders' views 

The European Consumers’ Organisation (BEUC) 
has strongly welcomed the Commission’s 
proposal, and in particular the fact that consu-
mers would be handed greater control of their 
own data. In its submission to the public 
consultation preceding the proposal it expres-
sed support for the introduction of the right to 
be forgotten. It stated that “data subjects must 
be able to decide whether to share personal 
information as well as impede its use by data 
controllers, data processors or third parties.” 

Facebook has welcomed the opportunity to 

work with the EU on the proposal. In the public 
consultation, it urged that any new provisions 
such as the right to be forgotten should be 
sensitive to the specific nature of individual ser-
vices. It indicated that it was not aware of a 
desire amongst its users that their data should 
expire over time, emphasising to the contrary 
that it believed they would be upset if such a 
situation occurred without their consent. More 
practically, it expressed concern over diffi-
culties in tracking data copied from its pages to 
other sites.6  

European Parliament position 

On 6 July 2011, the European Parliament 
adopted a resolution on the Commission’s 
comprehensive strategy paper. It underlined 
the importance of the codification of the right 
to be forgotten and stressed the need for a 
“clear and precise identification of all the 
relevant elements underpinning this right”.  

The package of data protection proposals will 
be considered by the Civil Liberties Committee 
in the coming months.  
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http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf
http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf
http://www.beuc.org/BEUCNoFrame/Docs/4/JPAJJCLCLBFCCODIEFMAGKLNPDWY9DBDGW9DW3571KM/BEUC/docs/DLS/2012-00048-01-E.pdf
http://ec.europa.eu/justice/news/consulting_public/0006/contributions/organisations/beuc_en.pdf
http://ec.europa.eu/justice/news/consulting_public/0006/contributions/not_registered/facebook_en.pdf
http://www.europarl.europa.eu/sides/getDoc.do?type=TA&language=EN&reference=P7-TA-2011-0323
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Endnotes 
 

1 In France, a draft law proposing inter alia a "droit à l'oubli numérique", a right to be forgotten, was debated in the French senate in 2009. 
The proposed right was re-formed into the Charter.  

2   Google and Facebook, the world’s two largest Internet firms, did not sign the Charter.  
3  V Mayor-Schonberger, Delete: The Virtue of Forgetting in the Digital Age, Princeton, Princeton University Press, 2009.  
4  Article 10 of Directive 95/34. 
5  J Leaton Gray, A right to be forgotten: the far reaching implications, Data protection law and policy, Volume 8, Issue 5, May 2011.  
6  Erika Mann, Head of EU Affairs, Facebook, Europarl TV, 30 January 2012 


