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Introduction 

The mission was a continuation of previous missions carried out by the LIBE Committee 

since 2012, and more particularly the mission conducted during 16-19 March 2015, with a 

view to discussing with US authorities on major topics as privacy, data protection and mutual 

cooperation in the field of law enforcement as well as the fight against terrorism. 

The purpose of this mission was to obtain up-to-date information on the state of play and 

progress in the US regarding major topics falling within the remit of the LIBE Committee 

and which directly affect EU-US relationship in the field of justice and home affairs:  

 

–  data protection/privacy: EU-US agreement on data protection for exchanges of 

personal data for law enforcement purposes (umbrella agreement), the US Privacy 

Shield for commercial transfers of personal data to the US, the current legislative 

works by Congress on cybersecurity, surveillance, state of play on initiatives on 

privacy reform (bill of rights) and related issues (discussion on big data/open data), 

encryption and law enforcement and state of play of works and views in Congress, 

US federal administration and stakeholders;  

 

–  counter-terrorism; radicalisation, counter terrorism: strategies and measures taken 

by the US authorities;   

 

–  US visa waiver program and reciprocity: information about US system and its 

impact on EU countries and citizens. 

 

The first part of the mission took place in Washington D.C., with several meetings with US 

federal administration, US Congress, private stakeholders and NGOs. The second part of the 

mission took place in San Francisco and the Silicon Valley with meetings with major US 

leading companies conducting business in the EU, starts-up and organisations assisting starts-

up, NGOs and the University of Stanford.  

 

The European Parliament Liaison Office (EPLO) provided important support for the 

preparation of the mission and during its carrying on in Washington D.C.  

 

Summary account of meetings 

A) FIRST PART OF THE MISSION: WASHINGTON D.C (16-18 May 2016) 

I.  BRIEFING BY THE EU DEPUTY AMBASSADOR TO THE U.S., CAROLINE VICINI AND BY 

ANTOINE RIPOLL, DIRECTOR OF THE EP LIAISON OFFICE IN THE US (AS WELL AS BY 

FURTHER STAFF OF THE MISSION) - JOINT BRIEFING FOR THE LIBE AND STOA MISSION  

Ms Vicini gave the Members of the delegation a short overview of the current political 

situation in the US. She referred to the difficult relations between the President and the 

Congress, which have become even bitterer because of the Presidential elections. She also 

informed of the possible loss of seats in Congress by Republicans. As a result, works are in a 
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lethargy phase and no major achievements would be expected. 

Referring to LIBE matters, Ms Vicini referred to the strong priority of the US administration 

to the EU refugee crisis and the US worries about potential influx of terrorists within people 

reaching EU soil and growing radicalisation. On Visa Waiver Program, she explained that the 

US Congress campaigns on protecting Americans against foreigners proceeding from terrorist 

countries or having travelled to designate terrorist countries. It would have even asked for the 

abolition of ESTA. There are five Member States out of the VWP; US administration closely 

oversees other Member States presenting risks because of the number of nationals involved 

on terrorism activities or having travelled to designate countries in the VWP reform. It seems 

that the US administration would advise the EU not to take retaliation measures. 

Mr Ripoll (EPLO) referred to recent developments in Congress on data protection: vote of the 

eMail Privacy Act to update the Electronic Communication Privacy Act (ECPA) by the 

House (Senate will also vote its own version), the update of the Freedom of Information Act 

(FOIA), the expiry of section 702 of FISA by end 2017, one of the legal instruments for mass 

surveillance on non-US persons and a case on Rule 41 of the Federal Code of Criminal 

Procedures, which will allow US judges to issue warrants to have remote access to computers 

located outside the jurisdiction of the court. 

On TTIP, the negotiations are affected by the next US elections and it is likely that they will 

not be achieved under the current Presidential term.  

Mr Glorioso and Dupont (EEAS) deepened issues relating to digital economy issues, 

particularly big data, a strategic sector for the US administration but again not much progress 

is to be expected this year, the reform of the Visa Waiver Program and the EU-US 

transatlantic relations on data protection (Privacy Shield, considered by the US essential to 

protect US interests and the EU-US agreement on data protection for exchanges of personal 

data in the law enforcement sector).  

II. MEETINGS WITH US EXECUTIVE'S AUTHORITIES 

1. MEETING WITH DAVID MEDINE, CHAIRMAN OF THE PRIVACY AND CIVIL LIBERTIES 

OVERSIGHT BOARD (PCLOB) - 17 MAY 2016 

The PCLOB is part of the executive branch but is independent and free to state its views. Mr 

Medine underlined that the reports of the PCLOB are generally taken very seriously by the 

Executive and the intelligence agencies and are a powerful tool to ensure the lawfulness of 

intelligence activities and the respect of civil liberties. The PCLOB has access to all 

information but also works with privacy and compliance offices of the different agencies. He 

considered the PCLOB to be a successful model also for other countries and indicated his 

willingness to share their experiences with oversight bodies of other countries. 

After recalling the PCLOB reports on Section 215 Patriot Act (considered illegal) and 

Section 702 FISA (where several recommendations were made to address privacy concerns), 

Mr Medine informed that the PCLOB will soon release its report on Executive Order 12.333, 

12333 which governs the activities of the entire intelligence community, after having 

conducted a thorough inquiry of the functioning of three different set of activities conducted 
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by two US intelligence agencies.  

On questions to the Members Mr Medine indicated that the US framework for intelligence is 

more transparent than EU systems, as for instance not all EU intelligence services draw 

activities reports. He also recalled the position of the PCLOB on setting strict data retention 

periods for information collected by intelligence services, in order to comply with the 

principle of proportionality. On encryption and potential problems it may rise for law 

enforcement and intelligence agencies, he was prudent as encryption is an essential 

component to ensure functioning of critical infrastructures, economy, civil liberties; any 

action that could be taken in this regard should be thought carefully. Mr Medine will leave 

his post of Chair of the PCLOB as of 1 July 2016.  

2.  MEETING WITH THE US DEPARTMENTS OF STATE, JUSTICE, HOMELAND SECURITY, 

TREASURY - 17 MAY 2016 

Topics: DPPA/Umbrella Agreement and law enforcement. How to best work to improve 

necessary information sharing in accordance with high data protection standards to protect 

our citizens. 

US authorities stressed that the EU-US “umbrella” agreement would create a robust binding 

instrument to protect personal data shared for law enforcement purposes. It would 

supplement data sharing agreements EU/MS-US. For US authorities the agreement meets US 

and EU standards. The agreement does not replace requirements for transfers set forth by 

criminal and procedural laws of Member States. Regarding the Judicial Redress Act, US 

authorities pointed out that it is an important legal instrument granting judicial redress to EU 

nationals. They explained that the Judicial Redress Act does not confer judicial redress rights 

to individuals who are not national of designated countries or organisations (e.g.: non- EU 

nationals) whose personal data are sent to the US for law enforcement purposes. This 

inclusion would have been difficult in Congress. Non-EU nationals will have other remedies 

available, particularly the Freedom Information Act (FOIA) or administrative procedures. 

During the meeting, the US authorities also explained that US Privacy Act provides for 

several exceptions to certain provisions, such as judicial redress, for law enforcement 

activities. These exceptions apply to US PNR system, which is a law enforcement system of 

records.. .  

Treasury indicated that it was considering the “retrospective” application of the “umbrella 

agreement” to the EU-US TFTP.  

Regarding other systems of sharing information, US authorities referred to agreements 

between the Treasury and several FIUs, as efficient tool minimising burden and cooperation 

with Europol, where several US law enforcement agencies are posted in Europol by means of 

liaison officers. Cooperation by means of Mutual Legal Assistance Treaties (MLATs) suffers 

of an important backlog. US DoJ has increased staff to reduce it. After Brussels and Paris 

attacks, a lot of information was urgently shared with EU without MLAT. 

3. US FEDERAL TRADE COMMISSION. MEETING WITH COMMISSIONER MCSWEENY - 
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17 MARCH 2015 

Topics: a) US Privacy Shield b) Big data/internet of things, Consumer bill of rights  
 

Commissioner McSweeny reminded that the FTC is the main enforcer department in the US 

for commercial data protection issues. At state level, other state departments are competent 

for enforcing commercial data protection issues.  

The FTC will play an essential role in the functioning of the Privacy Shield with regard to 

individual complaints relating to the “commercial aspects” of the Privacy Shield. Ms 

McSweeny explained that the FTC would play no role as regards complaints related to 

national security aspects or law enforcement. She stressed the strong commitment of the FTC 

to ensure the functioning of the Privacy Shield. I this regards, the FTC considers very 

seriously the comments of the Article 29 Working Party in its opinion of 13 April 2016 on 

the US Privacy Shield.  The FTC intends to make “consumer friendly” the dispute resolution 

system of the Privacy Shield”. It also explain that international cooperation to address and 

enforce privacy infringements develops within GPEN (Global Privacy Enforcement 

Network). 

On big data and internet of things, Commissioner Mc Sweeny indicated that both the White 

House (National Security Council) and the FTC have similar views on big data and its 

opportunities and challenges. She referred to recent studies of the White House and the FTC 

showing the risks for individuals of stigmatisation, discrimination, social exclusion, invasion 

of their privacy, as well as security risks and the need to address them. FTC is also looking at 

the ethical dimension of the internet of things and big data.  

4. MEETING WITH MS CATHERINE A. NOVELLI, DESIGNATED OMBUDSPERSON FOR EU 

CITIZENS COMPLAINTS ON SIGNALS INTELLIGENCE PRACTICES - US PRIVACY SHIELD.  

US DEPARTMENT OF STATE 17 MAY 2016 

Topics: Privacy Shield and Ombudsperson Mechanism 

The LIBE Members asked Ms Novelli several questions relating to the functioning and 

organisation of this Ombudsperson, her independence and enforcement powers, the 

possibility for an individual to appeal her decision or how the concerns of the WP29’s 

opinion would be addressed. 

Ms Novelli explained that the Ombudsperson is a new original system for intelligence 

community. It is based on the existing structure of US intelligence services and there is not 

such type of arrangement with any other country. She stressed her independence because, 

though she is part of the US executive (DoS), she is placed outside the intelligence 

community and she is not linked to it. She defined her tasks as part of an internal process 

within this network. The Ombudsperson will work closely with the current persons/bodies 

inside the intelligence agencies (Inspectors General; ODNI, Civil Liberties and Privacy 

Officers) for considering the complaints, in order to verify that US intelligence agencies have 

complied with applicable procedures (US law, guidelines, policies and practices), or, if not, 

whether such non-compliance has been remedied. In case of discrepancy between her and the 

agencies on whether or not procedures have been complied with (and/or remedied), she may 
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refuse signing the communication to the requesting EU intelligence body, having transmitted 

the complaint, until the discrepancy is settled. But she is not competent to indicate to the 

intelligence agencies how to fix a problem. She stated that her communication to the 

requesting EU intelligence body will be a final decision not subject to further judicial or 

administrative remedies. 

5.  MEETING WITH THE US DEPARTMENTS OF STATE, JUSTICE, HOMELAND SECURITY, 

TREASURY - 17 MAY 2016 

Topics: Foreign fighters (measures taken in the US (e.g. travel rules and citizenship). 

addressing extremist speech, including removal of illegal content and countering terrorism 

financing. 

 

Both sides discussed on their practices and approaches to radicalisation, fighting violent 

extremism and counterterrorism financing.  

LIBE Members referred to national experiences: prisons are an important element for 

radicalisation that needs to be seriously addressed, problems raised by returning foreign 

fighters and religious leaders entering the EU spreading radical speech, feeling of 

membership of a specific cultural-religious community and different polices developed by 

Member States to tackle these issues as well as inquiring about the experience in their 

contacts with Europol. 

US authorities informed that a new strategy on counter-violent-extremism would be 

published soon by the US DoJ, built on five elements: research, prevention, intervention, 

rehabilitation/reintegration and terrorist use of the internet.  

They referred to their experience about their tools and practices used to spread radicalisation. 

US authorities stated that a close work with communities is important, as they are part of the 

solution; several programs are being developed in major cities. In this regard, it is also 

essential build resilience of communities that they try to serve.  

They also have strengthened cooperation with third countries to ensure they have effective 

law enforcement tools to prosecute foreign fighters, in particular, they pay attention to EU 

data systems (PNR, SIS, etc.) and they expressed their interest in working more closely with 

EU countries.  

On hate speech and radicalisation messages, US authorities referred to the greater 

involvement of private parties (IT companies, social networks) with regard to the removal of 

content. However, they pointed out to the high constitutional protections in the US for the 

freedom of expression, which need to be complied with. They also explained that depriving 

nationality is not possible when the result is that a person becomes stateless. 

On counterterrorism financing, besides TFTP they welcomed the integration of FIU.net (EU 

anti money laundering network) within Europol and the close and valuable work with 

Europol.  

6. VISA WAIVER PROGRAM AND BORDER SECURITY 
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MEETING WITH THE US DEPARTMENT OF STATE, DEPARTMENT OF HOMELAND SECURITY. 

17 MAY 2016  

Topics: US VISIT program and how it has been implemented so far in terms of efficiency and 

costs - comparing it to the proposed Entry Exit System (smart borders) at EU level.  

The visa reciprocity mechanism and how countries qualify for VWP.  Is the U.S. considering 

measures similar to the Canadian expansion of the eTA to “low risk” travellers? Foreign 

Fighter travel and consular/border control measures. The recent law passed by the Congress 

(Consolidated Appropriations Act 2016) on 18 December 2015 tightening the visa waiver 

program and the requirements for ESTA: presentation in details would be welcome – How 

does it work and what is their current assessment: how many persons concerned? How does 

that affect dual nationals? Is the US considering enlarging those provisions to other 

countries than Syria, Iraq, Iran and Sudan? 

 

In response to the questions raised by the LIBE Members, the US authorities explained that 

the Visa Waiver Program is based on bilateral relations between the United States and third 

countries. It is a security cooperation agreement and the countries have to qualify for the 

program according to the set criteria. Therefore, it is not a program between the US and the 

EU as a whole. They stated that the program is based on specific non-negotiable conditions to 

be fulfilled by a third country in order to qualify as a trusted partner. One of these criteria is a 

maximum rate of 3% failure of visa refusal. None of the five EU countries excluded of the 

VWP have yet met this rate and, although the US authorities discuss with those countries and 

the European Commission every 6 months to tackle this issue and go below this rate, and 

although they all made improvements in security requirements, the fact is that so far the 

conditions set by the VWP are not fulfilled. They also indicated that they were expecting the 

Commission to raise the possibility of visa reciprocity during the discussions, although this 

was not finally done. The US authorities also indicated that the administration had been 

working on draft legislative measures to set a higher rate of failure of visa refusal but for the 

time being has not been tabled to the Congress. 

Regarding recent changes to the US VWP adopted on 18 December 2015 banning from the 

VWP those nationals of VWP countries having visited Iran, Syria, Iraq or Sudan since March 

2011, the US explained that this is justified for national security grounds making it necessary 

a more in-depth assessment of those persons, which is carried out during the visa process. 

The US further underlined that for the time being there was no prospect to have this list of 

countries extended.  

Last, they were of the view that EU measures reciprocating against US citizens would be very 

unhelpful and would not contribute to the objective of facilitating travel to citizens and 

tourists. 

The US authorities expressed their willingness to organise a briefing on the Visa Waiver 

Program and implications for EU nationals for the European Parliament.  
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7. WHITE HOUSE- NATIONAL SECURITY COUNCIL- 17 MAY 2016 

Topics:  Counter terrorism and border security; visa waiver program; encryption 
 

During this meeting, there was a broad exchange of views on questions such as intelligence 

activities and respect of privacy and civil liberties, radicalisation, information data sharing, 

and encryption and law enforcement. 

Regarding intelligence activities, National Security Council representatives referred to a 

recent speech of the United States Homeland Security Adviser, Lisa Monaco1, stressing that 

the Signals Intelligence activities must adhere to “the Constitution and incorporate privacy 

and civil liberties considerations. The PDD 28 strengthened executive branch oversight of 

intelligence activities in a number of significant ways and took the unprecedented step of 

extending certain privacy protections enjoyed by Americans to all individuals—regardless of 

nationality”. Accordingly, today US policies and directives followed by intelligence agencies 

rightly address privacy concerns of EU individuals. 

On radicalisation, the National Security Council explanations mirrored those previously 

given by the US DHS about the strategy and policies designed to address this matter. In 

particular the work at local level with different communities. They also referred to exchanges 

of information and practices with RAN as well as the interest for data sharing with Europol 

(focal points) and SIS.   

On encryption and potential issues it may create for law enforcement authorities, the National 

Security Council stressed that encryption of communications and networks is an essential 

feature and cannot be weakened without affecting trust and security of infrastructure, 

networks and communications. President Obama has repeatedly indicated the need of having 

strong encryption to ensure strong security. For the White House the debate is security v. 

security rather than privacy v. security.  

Last, the National Security Council welcomed the adoption of the EU PNR directive and 

showed their interest on developing new initiatives with Member States for a more effective 

information sharing. 

III  MEETINGS WITH CONGRESSMEN AND SENATORS - 18 MAY 2016 

During this mission, the LIBE Members met four Congress representatives members of the 

bipartisan working group on encryption set up by the US Congress to consider encryption 

within the context of law enforcement and national security. This working group has been 

established following the tabling of a bill by the leaders of the Intelligence Committee of the 

Senate, Chairman Burr and Vive-Chair Feinstein. This bill was heavily criticised within the 

Congress. The task of the working group is to identify solutions to the ongoing national 

debate surrounding encryption. Members of the working group agree that encryption is a 

critical tool for protecting Americans’ privacy and security and that private industry must 

continue to increase its effectiveness. However, challenges remain for law enforcement 

seeking to protect the American people from criminals and terrorists. In this regard, the LIBE 

                                                 
1  https://www.whitehouse.gov/the-press-office/2016/03/30/remarks-lisa-o-monaco-intelligence-studies-project-

university-texas  

https://www.whitehouse.gov/the-press-office/2016/03/30/remarks-lisa-o-monaco-intelligence-studies-project-university-texas
https://www.whitehouse.gov/the-press-office/2016/03/30/remarks-lisa-o-monaco-intelligence-studies-project-university-texas
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delegation met Congressman J. SENSENBRENNER (R-WI), Congresswoman ZOE LOFGREN (D-

CA), Congressman BILL JOHNSON (R-OH) and Congresswoman SUZAN DEL BENE (D-WA). 

All of them stressed the need to ensure strong encryption of communications and networks as 

an essential aspect to ensure security and avoid cyber-attacks. Encryption is also essential to 

protect civil liberties and fundamental rights. Although this raises challenges to law 

enforcement authorities and on the measures to take in order to find solutions enabling law 

enforcement authorities to carry out their work, the Congress representatives are opposed to 

creating backdoors or other technical solutions in software. This would weaken software and 

create serious security risks. They also discussed about the review of Section 702, which has 

to be discussed in 2017, as it will expires in December 2017 if not renewed. Some changes 

are needed to the Section but the congresswomen/men admitted that is was difficult at this 

moment to say what the adjustments to be made are. 

IV. EVENTS WITH STAKEHOLDERS AND NGOS  

1. JOINT STOA-LIBE AT THE ATLANTIC COUNCIL.  BUILDING A TRANSATLANTIC DIGITAL 

MARKETPLACE: CHALLENGES AND OPPORTUNITIES - 17 MAY 2016 

Speakers: LIBE Committee: Mr Claude Moraes (Chair) and Mr Jan Albrecht, STOA: 

Mr Paul Rubig (Chair) and Ms Eva Kaili. 

Atlantic Council: Fran Burwell, Vice President; William E. Kennard, a former US 

ambassador to the European Union 

The LIBE Members took part in one of the sessions of this event on “Data and Privacy – 

Reaching a Transatlantic Consensus?” (see agenda2). This session was held in a panel format 

with visiting Members of the European Parliament from the Committee on Civil Liberties, 

Justice and Home Affairs and the Science and Technology Options Assessment Panel. The 

discussion focused on the recently approved EU data protection package, the Privacy Shield 

and Umbrella agreements between the United Sates and the European Union, and the 

potential of big data.3 

 

2. WORKING BREAKFAST WITH TACD (TRANSATLANTIC CONSUMER DIALOGUE) -

WASHINGTON D.C. 18 MAY 2016  

Topics:  Privacy Shield, Data protection in the US, TTIP.  

The TCAD is a forum of US and EU consumer organisations, launched in 1998, which 

develops and agrees on joint consumer policy recommendations to the US government and 

European Union to promote the consumer interest in EU and US policy making. Its mission is 

to ensure that EU/US policy dialogue promotes consumer welfare on both sides of the 

Atlantic and it is well informed about the implications of policy decisions on consumers. 

TCAD provides a formal mechanism for EU and US consumer representatives to input to EU 

                                                 
2  http://www.atlanticcouncil.org/blogs/new-atlanticist/the-digital-single-market-minding-the-gap  
3  The webcast of the event is available at http://www.atlanticcouncil.org/events/webcasts/building-a-

transatlantic-digital-marketplace-challenges-and-opportunities  

http://www.atlanticcouncil.org/blogs/new-atlanticist/the-digital-single-market-minding-the-gap


PE593.838v02-00 10/31 CR\1119167EN.docx 

EN 

and US political negotiations and agreements as well as explore ways of strengthening the 

EU and US consumer view at the international level.  

TACD representatives stressed their serious concerns regarding the future USD Privacy 

Shield and referred to public statements of 7 April 20164 calling for its rejection. In short, 

TACD considers that this new arrangement negotiated between the Commission and the US 

authorities does not fix the problems found by the Court and it will not offer the “essentially 

equivalent” level of protection required. It will not provide legal certainty for data transfers 

because it risks to be invalidated by the Court. The TACD calls for a comprehensive data 

protection framework in the U.S., as it is the case in the EU and with much higher standards 

of protection that the different sectoral laws offer to US persons. The TACD also considers 

that national security aspects will remain unsettled by the Privacy Shield, as bulk collection is 

always possible, the ombudsperson does not provide an effective and transparent means of 

redress and an effective judicial redress mechanism lacks. Some LIBE Members were of the 

opinion that despite the deficiencies of the Privacy Shield, it will set a framework 

establishing certainty and clarity for transatlantic data flows. They also indicated that 

contrary to the US, there is not an ombudsperson for national security requests in the Member 

States.  

On TTIP negotiations, TACD has also published several papers and statements on different 

topics (IP, food, privacy, etc.). As far as data protection is concerned, the TACD 

representatives defined the TTIP as a Trojan Horse within Union’s law, which will result in 

bypassing Union’s data protection legal framework and facilitate the free flow of data under 

conditions not ensuring the adequate level of protection required by Union’s law. The recent 

leak of TTIP negotiations showed the ultimate goal of US of having the free flow of data 

expressly recognised in the TTIP. During the round table, the LIBE Members pointed out that 

the TTIP negotiating mandate does not cover data protection and therefore there would not be 

a free flow of data established in TTIP; others asked if a sunset clause or a revision clause of 

the TTIP would be useful. In their reply, the TACD representatives indicated that the Privacy 

Shield would be the instrument ensuring the free flow of data across the Atlantic, because it 

will be recognised and referred to in the TTIP. However, this free flow of data will take place 

under data protection standards not fulfilling Union’s law requirements and it will become 

difficult to attack because of its link with the Judicial Redress Act and the Umbrella 

agreement. The TACD recommended keeping pressure over US authorities, in particular the 

FTC.  

3. WORKING LUNCH WITH REPRESENTATIVES OF CIVIL SOCIETY ORGANISATIONS, THINK 

TANKS, INDUSTRIES ORGANISED BY CENTER FOR DEMOCRACY AND TECHNOLOGY (CDT) 

18 MAY 2016. 

Topics: encryption, challenges for data protection and law enforcement, Privacy Shield. 

The Center for Democracy and Technology is a non-partisan digital organisation. This event 

organised gathered representatives of different US stakeholders representing industry’s 

association, think tanks and civil society. Their fields of interests are covering data 

protection/privacy, free speech, end-to-end encryption. CDT is regrouping members from 

                                                 
4 http://tacd.org/tacd-calls-on-eu-to-reject-privacy-shield-proposal/  

http://tacd.org/tacd-calls-on-eu-to-reject-privacy-shield-proposal/
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various origins, represented during this meeting by “CDT”, “Access.org”, the “Computer & 

Communications Industry Association (CCIA)”, “The Information Technology Industry 

Council (ITI)”. 

 

During the meeting, the discussion covered the impact of the new privacy shield Commission 

decision, as well as the importance of encryption.  

 

On the latter, the importance of having global rules was underlined but the importance as well 

to have check and balances in cases of misuses by agencies. There is still a problem between 

US and EU definition of what targeted and bulk collection of data are.  

 

On the former, some participants stressed that allowing back doors to encryption would make 

citizens’ security at stake and that cybersecurity is necessary for effective law enforcement 

measures. However, it was stressed that law enforcement face challenges and need solutions 

to protect citizens. It was also stressed that surveillance should only target the sources where 

there is a clear risk of danger. 

 

4. INFORMAL RECEPTION HOSTED BY PROFESSOR MARC ROTENBERG. MONDAY 16 MAY 

2016. 

In addition to the LIBE Members, the reception was attended by EU Ambassador Mr 

Williamson, FTC Commissioner Ms McSweeny, the Chair of the PCLO, Mr David Medine, 

members of the US DHS and DoJ, University professors and lawyers. The reception enabled 

the LIBE Members to exchange views with the persons attending it. 
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B) SECOND PART OF THE MISSION: SAN FRANCISCO - SILICON VALLEY (18-

20 MAY 2016) 

I. MEETINGS WITH STAKEHOLDERS, SCHOLARS AND NGOs  

1. STANFORD LAW SCHOOL (STANFORD CENTER FOR INTERNET AND SOCIETY): 19 MAY 

2016 

Topics: Transatlantic data flows, encryption, big data, EU - US privacy legislation 
 

The discussion covered the aspects of content removal by private companies. The speakers 

underlined the grey area of take down notices, which are not always justified and often 

abused. Therefore, there are sometimes flaws in notice and take down, as they are currently 

implemented. Examples of mechanisms to automatically take down may be abused for 

instance to silence political views of opponents around the world. There is a balance to find 

between freedom of information and take down. The persons that had to suffer from take 

down should also have redress mechanisms if wrongfully silenced.  

 

Regarding encryption, the speakers underlined the need to ensure strong encryption. They 

stressed that companies are collecting more and more information and data and need to 

protect them. They stressed that the FTC and DoS are very in favour of encryption. In terms 

of influence, the Europeans should press Congress to amend Section 702. They also stressed 

that if several countries move towards stronger encryption (such as the Netherlands who said 

that they would not weaken encryption) it could have some influence. Lastly, they underlined 

that end-to-end encryption should become a default, not allowing companies themselves to 

access the data. 
 

2. FACEBOOK - 19 MAY 2016 

Topics: encryption, privacy issues (Privacy Shield/GDPR) terrorism/hate speech 

 

On the implementation of the General Data Protection Regulation, they stressed that the 2 

years to come for implementation were going to be key in terms of business. They stressed 

the importance of the role of Data Protection Authorities that gained more power, stating that 

they can offer to the DPAs their expertise and support. On the one stop shop, Facebook 

recognises its advantages to have only one interlocutor but DPAs’ cooperation will be 

important and they hope that the decision making process on how the Board will work and 

take decision will be transparent and the solutions offered practical. 

 

On the Privacy Shield, they see it being more robust than the Safe Harbour. On one side, 

there are the commercial aspects, which require further obligations from the companies. Still, 

it is seen as a positive step forward. On the other side, the surveillance aspects have been 

taken seriously by the US administration to try to resolve the problems and flaws of the Safe 

Harbour. One positive aspect of importance for them is the annual review mechanism. 

Through this mechanism, the Privacy Shield could be improved. 

Facebook also stressed that they cannot be the arbitrator in the issue of privacy and security. 

 

On removal of content online/hate speech, they want to ensure free speech and rather focus 
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their actions on personal attacks, or attacks based on nationalities (for instance, messages 

against migrants. FB is aware of the widespread use of their platform by terrorist groups, they 

interact a lot with not only the other companies in the sector, but also with law enforcement 

authorities (Europol, IRU, UK Home Office among others). They also stated that the problem 

is not solved by removing the content from their platform. That is why they work with NGO 

and industry stakeholders to train them on how to use the platform and services to counter 

terrorist messages. 

 

On encryption, Whatsapp was represented. They explained that the architecture of Whatsapp 

is different from the one of Facebook messenger.  When a message a delivered, it is not 

anymore on the servers. In case of the person not being online, the messages are kept for 30 

days, and then deleted. They decided to encrypt all Whatsapp messages not to go against law 

enforcement, but in order to protect their users, stating that encryption protects people and 

law-abiding citizens from fraud (data breach). So, they encrypted not only for privacy 

reasons, but also for security reasons. They stated that they advocate with the administration 

to narrow the scope of surveillance in the US and that they consider that when a legitimate 

request to have access is made (e.g. front door request), they should allow the access in the 

respect of Human Rights. They work with the US and the UK on direct accesses. 

 

3. GOOGLE 19 MAY 2016  

Topics: Encryption, removal on controversial content, big data, law enforcement 

 

The representatives of Google explained that personal information of users are not sold by 

Google and that they put in place user friendly control settings, as well as they ensure 

portability of data that allow the users to transport their data to other services, separate from 

Google. They also replied to questions on targeted advertisements, stating that their Google 

ads was complex and that the targeting is controlled by the advertiser, not Google. 

 

Google explained that they try to go beyond what is fixed by the law, to ensure transparency 

of their services to the users.  

 

Regarding the right to erasure, there was a discussion around the current Court case law and 

the GDPR, which establishes the right to erasure. Google explained that for them, the “right 

to be forgotten” in the GDPR was wider than in the Court judgment. It was stated that they 

are complementary.   

On encryption, they stated that the give the choice to their users to have it or not. It is an 

option of their services. 

 

Google also explained their position on “controversial” content, explaining that it is not only 

“illegal” content but covers any content, which are signalled to them. They abide by the local 

laws, but they explained that they are also developing content policies on this aspect. 

 

On Big data, they explained that the use of algorithms is a powerful tool and that in some 

cases, it can create discrimination, but they explained that in some cases, it has very positive 

aspects (driverless cars learning from each other). For Google, open government data can 

support system development  
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On fight against terrorism, they stated that they cooperate with Law Enforcement and publish 

(annual) transparency reports on how many requests they received. They signalled the 

limitation put by MLATs procedure, which are too slow in general in their current format. 

 
 

4. CISCO 19 MAY 2016 

Cisco stated that their company is embracing the new GDPR requirement and the EU 

approach to data protection as they consider that it makes a competitive advantage.  

 

On encryption, they stated that they never had backdoors in their products, and that they 

stood against government request to access Microsoft’s data, as well as to the Apple’s data. 

They referred to their opposition to certain Chinese policies, for instance by refusing to 

supply encryption codes to Chinese authorities. In the US, they advocate for a single 

legislation on data protection/privacy. 

 

They consider that the Privacy Shield is not sufficient at the moment, although it is an 

improvement compared to the Safe Harbour. They want to avoid an erosion of trust of their 

customers and want to rely at the moment on BCRs. 

 

5. APPLE 19 MAY 2016 

Topics: Encryption, data protection, law enforcement, Privacy Shield and international 

transfers 

 

On encryption, one of the main discussion’s point was the Apple case of San Bernardino 

referring to the request by the FBI to access an Apple’s Iphone data. They explained that 

IOS4 was the last operating system for which Apple could get access to the data, which led to 

an internal discussion on how to improve the security of the phones. Since then, their 

operating system are designed in a way that they cannot extract data anymore due to the level 

of encryption. On the abovementioned case, a more recent version of the IOS was running 

(IOS9), so they could therefore not provide the data. They provided the Law Enforcement 

with the data, which was available on the Cloud, but resisted other requests that would have 

allowed to crack not only the specific iPhone in this case, but all iPhones in the market. These 

law enforcements requests referred to the possibilities to have different security features 

removed. 

When the FBI found a third party which accessed the data, the abandoned the judicial 

proceedings. However, Apple informed the delegation that a subsequent court decision 

concluded that the legal basis of the FBI to request access to the data on the iPhone was not a 

valid ground. They also explained that their service of IMessage is using an end-to-end 

encrypted technology with the key kept on the device. Asked by the Members, they explained 

that US Government decided not to report the breach used to hack the iPhone. 

 

On E-privacy, they suggested to keep in mind the possible impact on encryption of the reform 

as they have concerns that Member States may use the e-privacy to facilitate interception and 

taping through requirements for over the top services. 
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On the Privacy Shield, they expressed that, at the moment, they will rely on model clauses, 

and they will maintain these until the status of the Privacy Shield is fixed. They stated that for 

big businesses, it is possible, but that for small companies, it is much more difficult and 

costly to abide by something else than the replacement to the Safe Harbour agreement. They 

also stated that they would not shy about pushing back on bulk data request as the Apple 

legal team is careful in ensuring the government request are really targeted. At the moment, 

they are concerned about the situation in EU countries (eg. UK). 

 

6. MICROSOFT-20 MAY 2016 

Topics: International transfers, Privacy Shield, encryption, remote access to data stored in 

computers 

 

Microsoft considers that there are several challenges as regards law enforcement and 

government access: Transparency reporting is one of those, as the US government does not 

allow publication of these transparency reports. Also, Microsoft is currently facing an 

extraterritorial warrant case in Court. It resisted an extraterritorial warrant request and it is 

defending its position in Court (appeal stage). Finally, Microsoft recently filled a case against 

Government secrecy order. Although the US government has the right to ask Microsoft not to 

inform anyone about an investigation, they challenge such a request when they consider that 

there are not enough safeguards (e.g. indeterminate duration period) or it not consistent with 

US Constitutional rights. 

 

As regards the Privacy Shield, Microsoft will adhere to it and considers that it is a basis and 

the minimum. However, over time, the Privacy shield should be improved by every review. 

Microsoft also stated that they will cooperate with the Data Protection Authorities. They do 

not consider a sunset clause useful, as it demonstrates a lack of stability. 

 

On encryption, the system needs to be improved to make it safer for their customers due to 

existing practices by the US government to directly access the data in the Internet cables. 

 

7. ELECTRONIC FRONTIER FOUNDATION- 20 MAY 2016 

Participants: EFF, Human Right Watch representative, hackers,  

 

EFF is one of the oldest civil liberties organisation working on the digital space. They have 3 

main activities: an activity similar to the one of a law firm, as far as they deal with domestic 

law suits, defending rights or litigating cases in the digital world sphere (e.g. about the NSA 

domestic surveillance, first law suit in 2006) - also defending the hacker community and 

security researchers/technological whistle-blowers. They also develop and build tools to 

ensure privacy (e.g. in reaction to the weakening of the “do not track” policy development). 

Finally, they also play an advocacy work on international surveillance issues. They are 

financed through membership. Their objective is to point out the future consequences of 

actions and policy developments (consequences of removing anonymity / encryption). 

 

The representative of HRW explained that they view mass surveillance and weakened 

encryption as a general and existential threat to the human rights movement around the 

world. They want to promote reform of weakened systems. There are currently discussing 
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about the compliance about international social media company in China to the requirement 

of the Chinese government. 

 

EFF also had an international case in the US court against the government of Ethiopia for 

surveillance activities on resident in the US. 

 

On security and encryption, they explained that companies are t creating tools of encryption  

to secure systems. They also stated that holding too much data could bring a company down, 

due to the risk of security breaches. New business model should rely much less on personal 

information storage and retrieval.  

 

They referred to the European Regulation on electronic and digital signatures to come into 

force in July, where national authorities could require browser to accept government 

approved certificate as official certificates. 

 

They consider that western countries have enormous capabilities so it is possible to detect and 

prevent crime, even with high security features protecting anonymity and privacy. Actually, it 

is impossible to design a tool that could not be used by other third parties for malicious 

purposes, but benefits of such tool should be fully recognised and balanced. They say, for 

instance that TOR was created and funded with the assistance of US government and also 

used by it. It can be used to protect anonymity of special agents or privacy of diplomats and 

journalists and dissidents living in authoritarian third countries. They also stressed of the 

serious risks and spill over effect of weakening IT systems and software for law enforcement 

and national security considerations. 

 

8. MIND THE BRIDGE- 20 MAY 2016 
 

Mind the Bridge supports entrepreneurship; they act as filter for corporations towards start-

ups. They currently host between 30-40 companies/start up, focusing on supporting 

entrepreneurship for both start up and large corporation. They are entrepreneurs born in 

Europe, and act as a sounding board. They are supported by the Commission umbrella 

programme “start-up Europe.” 

 

For them, the best entrepreneurs are those that are able to focus on very specific areas rather 

than on broad array of things. They listed several issues with EU barriers to the development 

of start-ups in the EU compared to the US. The language issue is one element, as there is not 

translation cost involved in the US. There is also an ability to recruit people quickly in the US 

because there is a pool of very highly knowledgeable people. Even if Europe also has very 

good people, in the US there is also the financial means and other elements that facilitate the 

development of start-ups. They explain that Start-ups in Silicon Valley are building 

something, without paying much attention to principles and rules, and once they are 

established, they try to fix any problems because they became big enough. It is the story 

behind a lot of companies in the Valley. 

 

9. INFORMAL DINNER HOSTED BY THE ALLIED FOR STARTUPS. THURSDAY 19 MAY 2016 

This event was organised by Allied For Startups the for the STOA and the LIBE 
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delegations.  

Allied for Startups is a worldwide network of startup associations advocating a better policy 

environment for start-ups though: (i) building consensus on policies that can positively 

impact start-ups and promote digital entrepreneurship, and (ii) ensuring that the voice of start-

ups is heard in government. The organisation is led by Founder and CEO Melissa 

BLAUSTEIN, the Continental Council and its members. Lenard KOSCHWITZ serves as 

European Affairs Director in Brussels. The dinner was co-hosted with the Information 

Technology Industry Council (ITI) and ITI Vice-President of Cyber-Security Policy & Law, 

John MILLER. There were talks by Paul RÜBIG on behalf of STOA and Axel VOSS, MEP 

(EPP, DE), on behalf of LIBE, followed by a discussion. 
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CONCLUSIONS AND FOLLOW-UP 

 The different meetings held have provided the LIBE mission with significant and 

useful information about the different topics discussed with US authorities and 

stakeholders and which are particularly useful for the work of the LIBE Committee. 

Particularly with regard to Data Protection (Privacy Shield, EU-US umbrella 

agreement, big data, startsup), Visa Waiver Reform Program and visa reciprocity, 

fighting radicalisation and counter violent extremism, and US works on encryption 

and law enforcement. 

 n the new EU-US Privacy Shield arrangement to replace the invalidated US Safe 

Harbour, the meetings with the US authorities, particularly the designated 

Ombudsperson in charge of requests of EU citizens on national security matters, some 

Members of the mission, while acknowledging the efforts made by the US authorities, 

are of the view that the system shows substantial doubts with the compatibility with 

Union law. Other Members consider that this mechanism addresses in an appropriate 

manner the major issues identified that are necessary to restore trust and facilitate EU-

US personal data transfers for commercial purposes. On the umbrella agreement, the 

discussions showed that this agreement and the US judicial redress act contain 

improvements for EU persons. The delegation concluded that the umbrella agreement 

is a major improvement to the current situation, especially as to the bilateral 

agreements between Member States and the US. However, while some Members of 

the mission considered that the agreement will provide for appropriate safeguards for 

exchanges of personal data amongst law enforcement authorities, other Members 

expressed concerns of its compatibility with the EU Charter. Regarding the current 

debate between encryption and law enforcement challenges, the meetings with the US 

Congress Members of the bipartisan working group, the National Security Council 

and stakeholders and scholars has showed how sensitive this topic is. There exists a 

consensus on that legitimate law enforcement needs may not be fixed by altering, 

breaking or introducing technical flaws into IT systems or by prohibiting the use of 

encryption. Encryption is a critical tool for protecting Americans’ privacy and 

security and critical infrastructures. 

 Big data is a major topic, closely followed by US administration, stakeholders and 

industry. While acknowledging the huge economic and social benefits of big data 

analytics, there are also important risks in terms of adverse discrimination, economic 

and social exclusion or invasion of private life and personal data of individuals that 

may not be neglected. The development of big data analytics should embed privacy 

by design solutions and clear and transparent information to individuals, effective 

access and redress rights.  

 Regarding Visa Waiver Program and the current exclusion of five Member States, the 

US authorities stated that it is based on objective statutory criteria that those countries 

do not meet yet. This is a controversial issue as the US authorities are not in a position 

to change their decision. The US authorities expressed their willingness to organise a 

briefing on the Visa Waiver Program and implications for EU nationals for the 

European Parliament.  
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 On de-radicalisation and fighting violent extremism, the exchange of views has 

enabled the LIBE delegation to know the approach of the US authorities on it. In 

particular the direct and close work with communities in several cities in order to 

involve them in the process of addressing radicalisation. 

 This was the first time that the LIBE Committee travelled to Silicon Valley to have a 

direct insight from major US companies active in the EU on questions of major 

interest for transatlantic relations and with incubators and one of the most prominent 

US civil rights organisation highly active on privacy and data protection. These 

meetings proved useful and enabled the LIBE Committee to establish direct contact 

with these companies and to have a more comprehensive view on the issues at stake.  

 The meeting with the Stanford University was also of interest as it enabled the LIBE 

delegation to interact with authoritative scholars on IT systems, cryptography and 

electronic communications and heard their view about topics such as encryption or the 

EU data protection reform. 

 As indicated in the previous mission report of the 2015 LIBE delegation, the mission 

has also enabled to deepen cooperation with US administrative authorities and with 

Congress. The meetings with both the federal authorities and the Congress take place 

in a good atmosphere with the US authorities taking these meetings very seriously 

resulting in an open and frank exchange of views of great benefit for the LIBE 

Committee works. The delegation also contributes to a structured dialogue and 

discussion with US authorities.  
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LIST OF MEETINGS AND PERSONS MET 

1. Meeting with representatives of DOJ, DHS, DOS/Legal, DOS/CT and Treasury. 17 

May 2016 
 

Conrad Tribble (Deputy Assistant Secretary- Department of State) Chair. 

Tom Burrows (DOJ) 

Brian Rohde (DHS) 

Michael Scardaville (DHS) 

Jocelyn Aqua (DOJ) 

Abbas Ravjani (DOS/Legal) 

William McCulla (DOS/CT) 

Holly Phelps (US Treasury) 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
2. Federal Trade Commission (FTC) - 17 May 2016 
 

Ms Terrell McSweeny, Commissioner, the Federal Trade Commission 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
3. Department of State (DoS) Privacy Shield- Ombudsperson- 17 May 2016 

 

Ms Catherine A. Novelli, Under Secretary for Economic Growth, Energy, and the 

Environment, designate Ombudsperson for the EU-US Privacy Shield 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
4. Department of State/Marshall Center: Meeting on CT/CVE/Radicalization/Foreign 

Fighters/TFTP - 17 May 2016 

 

Conrad Tribble (Deputy Assistant Secretary- Department of State) Chair Timothy Curry 

(DHS) 

Abdirizak Farah (DHS) 

Dylan Cors (DOJ) 

Rashad Hussain (DOJ) 

Christopher Hardee (DOJ) 

CT-CVE Team 

Laila Hasan (DOS/CT) 

Sharri Clark (DOS/CT) 

Kara Snesko (DOS/Public Affairs) 

Global Engagement Center 

Holly Phelps (Treasury) 
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Young Lee (Treasury) 

Stephen Ponticello (DOJ) 

Sophie Brill (DOJ) 

CT/Foreign Fighter Team 

CT/Europe 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
5.- Department of State/Marshall Center: Visa Waiver Program and Border Security - 

17 May 2016 

 

Conrad Tribble (Deputy Assistant Secretary- Department of State) Chair Timothy Curry 

(DHS) 

Paul Shelton 

Nathan Francis Peeters 

Brian Rohde 

Timothy Curry 

Suzanne Shepherd (DHS) 

Claudia Chlebeck (DHS) 

Timothy Kamphaus 

Claire Kelly (DOS/Visa Office) 

Bob Dahlke (DOS/Visa Office) 

DoS:  Lonni Reasor, Philip Schwada, Janine Wynne, Bill McCulla, 

Morgan Parker. 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
6.- White House - National Security Council - 17 May 2016 

 

Josh Geltzer, Senior Director for Counterterrorism 

Christopher Fonzone, Special Counsel to the President & Deputy NSC Legal Advisor 

Chris Munn, Director for Watchlisting and Combating Terrorist Travel 

Bridget Matty, Director for Community Partnerships 

Amy Dove, Director for European Union, Southern Europe, and European Economic  

Affairs 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
US CONGRESS- Wednesday, 18 May 2016. 

 

Congressman J. Sensenbrenner, 

Congresswoman Zoe Lofgren,  
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Congressman Bill Johnson,  

Congresswoman Suzan DelBene 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
San Francisco/ Silicon Valley  

 

1. Stanford Law School- Thursday 19 May 2016 

Jennifer Granick: Director of Civil Liberties, Center for Internet and Society 

Daphne Keller: Director for Intermediary Liability, Center for Internet and Society 

Riana Pfefferkorn: Cryptographer, Center for Internet and Society 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
2. Facebook - Thursday 19 May 2016 

 

Elliot Schrage, VP Corporate Communication & Public Policy 

Thomas Myrup Kristensen, Managing Director EU Affairs 

Matt Perault, Public Policy Director 

Monika Bickert, Public Policy Director 

Steve Satterfield, Privacy and Public Policy Manager 

Kevin Martin, VP, Public Policy 

Emily Sharpe, Privacy and Public Policy Manager  

Stephen Deadman, Global Deputy Chief Privacy Officer 

Jyn Schultze-Melling, Director of Privacy Policy 

Mark Khan, Deputy General Counsel, Whatsapp 

Emil Valdelin, Public Policy Manager 

Brian Fishman, Public Policy Manager 

Mary DeBree, Public Policy Manager 

Cecilia Zappalà, Policy Manager 

Ania Helseth, Public Policy Manager 

Brenda Tierney, Head of Policy Visits 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
3. Google Inc. - Thursday 19 May 2016 

 

Marisa Jimenez, Senior Counsel and Head of Data Governance at Google, Public Policy. 

Benjamin Petrosky, Senior Counsel      Security, Public Policy 

Steffi Bryson, Senior Analyst, Privacy Public Policy. 

David Lieber, Senior Counsel, Law enforcement and Surveillance. (DC office by Video 

conference). 
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Kat Wang, Google Visits 

Juniper Downs, Senior Counsel Controversial content and Head of Public Policy YouTube. 

Kent Walker, Senior Vice President and General Counsel. 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
4. CISCO - Thursday 19 May 2016  

Michelle Dennedy (Chief Privacy Officer)  

Emily Cannon (Government Affairs Manager)  

Mark Chandler (Senior Vice President and General Counsel)  

Harvey Jang (Director, Legal Services, Global Privacy and Data Protection) 

Hilton Romanski (SVP, Chief Strategy Officer). 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
5. Apple - Thursday 19 May 2016 

 

Guy Tribble, Vice President of Software Technology 

Jane Horvath,  Senior Director of Global Privacy 

Erik Neuenschwander, Product Security and Privacy Manager 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
6. Microsoft - Friday 20 May 2016 

 

Geff Brown, Assistant General Counsel - Regulatory Affairs 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
7. Electronic Frontier Foundation - Friday 20 May 2016 
 

David Greene, Civil liberties Director, Senior staff attorney 

Cynthia M. Wong, Senior Internet Researcher, Human Rights Watch 

8. Mind the Bridge - Friday 20 May 2016 

 

Marco Marinucci, Founder, CEO. 

Michel Wendell, Nexit Ventures (Finland) 

Fabrizio Capobianco, Founder, Tok. tv, Funambol (Italy) 

Julian Green, Founder, Jetpac, Houzz (UK) 

°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°° 
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COMMITTEE ON CIVIL LIBERTIES, JUSTICE AND HOME AFFAIRS 

 
Mission to Washington D.C. and Silicon Valley  

16-20 May 2016 
 

Draft programme (version 23/05/2016) 

Main thematic focus: 

Data protection, US Privacy Shield, EU-US agreement (umbrella agreement), 

big data and internet of things, cybersecurity, counterterrorism, radicalisation, 

law enforcement and privacy 

US Visa Waiver Programme Reform and impact on EU citizens 

 

 

ALL PARTICIPANTS ARE REQUESTED TO HAVE THEIR PASSPORT WITH THEM 

AT ALL TIMES 

(ID card or EP badge is not sufficient) 

 

Monday, 16 May 2016 - Travel  

 

Suggested direct flight from Brussels to Washington D.C (Dulles airport):  

 

Flight SN515  BRU to IAD     Departs: 10.15      Arrives: 12.55     Flight time: 8:40 

 

INDIVIDUAL transfer from the airport to the Lombardy Hotel 
 

Suggested Taxi Company phone numbers:   +1 (703) 967 2895 

+1 (191) 416 0416 

+1 (202) 438 3686 
 

 

EU Delegation to the US 

 

16:45  Meeting at the lobby of the hotel Lombardy  

 

Venue: 2019 Pennsylvania Ave NW, Washington, DC 20006 

 

 

17:00 – 17:30 Walk from the Lombardy Hotel to the EU Delegation to the US  

 

Venue: 2175 K Street, N.W., Suite 600, Washington DC 20037 

 

 

17:30 - 18:00  Welcome Briefing by EU Deputy Ambassador to the U.S., 

Caroline Vicini and by Antoine Ripoll, Director of the EP Liaison 

Office in the US;  
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18:00 – 18:30  Briefing of the mission by Andrea Glorioso and Aymeric 

Dupont:  

- US data protection state of play, Aymeric Dupont, Counselor 

(Justice and Home Affairs) 

- Digital agenda and ICT, Andrea Glorioso, Counselor 

- Visa Waiver Programme, Aymeric Dupont, Counselor 

 

Venue: EU Del, Ambassador's room, 10th floor, 2175 K Street, 

Washington DC 

 

 

18:35 Transfer by bus to Mr Rotenberg's house  

 

 

18:45 - 21:00 Buffet dinner/reception at Mr Rotenberg's house with stakeholders 

from Washington DC. 

President and Executive Director of the Electronic Privacy 

Information Center (EPIC). Professor of Information Privacy Law 

and Open Government Law at Georgetown University Law Center. 

 

Venue: 3230 Woodland Drive Northwest, Washington DC  20008 

 

 

Tuesday, 17 May 2016 - US Privacy Shield - US legal initiatives on privacy, 

judicial redress - Umbrella agreement - Big data - Counterterrorism, law 

enforcement and data protection - Cybersecurity - Radicalisation - US Visa 

Waiver Programme reform 

(regarding the meetings with the US administration, the topic titles are suggested by the 

US Department of State) 

 

 

7:30 Meeting in the lobby of the Lombardy Hotel and walk to EPLO 

 

08:00 - 08:45 Meeting with David Medine, Chairman of the Privacy and Civil 

Liberties Oversight Board  

  

Venue: EPLO meeting room, 6th floor, 2175 K Street, NW  

 

8:50 Bus transfer to the Department of State  

 

09:15 – 10:15 Department of State/Marshall Center 

 Meeting with representatives of DOJ, DHS, DOS/Legal, DOS/CT and 

Treasury. 

 

Topics: - Umbrella agreement and law enforcement (30min) 

- How to best work to improve necessary information 

sharing in accordance with high data protection standards to 

protect our citizens (35 minutes) 

  

 Venue: Department of State, corner of 21st street/Virginia Avenue 

NW, Room 1498 

 

10:25 Bus transfer to the US Federal Trade Commission 
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10:45 – 12:00 Federal Trade Commission (FTC)  

 Meeting with Ms McSweeny, Commissioner, the Federal Trade 

Commission 

  

Topics: a) US Privacy Shield  

 b) Big data/internet of things, Consumer bill of rights  

 

 Venue: Federal Trade Commission, 600 Pennsylvania Avenue NW 

(Visitors entrance: Pennsylvania Avenue)  

 

12: 05 Bus transfer to the Atlantic Council.  

 

 Venue: Department of State, corner of 21st street/Virginia Avenue 

NW, Room 1498  

12:15 - 13:45 Lunch at the Atlantic Council on cyber-security and data 

protection with an emphasis on the EU-US Privacy Shield 

 (joint event with STOA)  

  LIBE Members to intervene: C. Moraes, J.P. Albrecht 

 

14:00   Bus transfer to the US Department of State 

 

14:30 - 15:15 Department of State (DoS) 

Meeting with Ms Catherine A. Novelli, Under Secretary for 

Economic Growth, Energy, and the Environment  

 

Topics: Privacy Shield and Ombudsperson Mechanism 

 

Venue: Department of State, corner of 21st street/Virginia Avenue 

NW. Room 7256  

 

15:15- 16:00 Department of State/Marshall Center  

Meeting with representatives of DOJ, DHS, DOS/CT, DOS/Public 

Affairs, CT-CVE Team, Global Engagement Center, CT/Foreign 

Fighter Team, CT/Europe and Treasury 

 

Topics: counter terrorism, counter violent extremism, countering 

terrorism financing, de-radicalisation and foreign fighters. 

  

Venue: Department of State, corner of 21st street/Virginia Avenue 

NW, Room 1498 

 

16.00 - 16.45  Department of State/Marshall Center 

Meeting with representatives of DHS, DOS/Visa office 

 

Topics: Visa Waiver Program and border security, impact on EU 

citizens 

  

Venue: Department of State, corner of 21st street/Virginia Avenue 

NW, Room 1498 

 

16: 50   Bus transfer to the White House National Security Council 

 

17:10 - 18:10  White House - National Security Council  

Meeting with Mr David Edelman (tbc), Senior Advisor for 

Technology & the Economic Policy, National Economic Council, the 
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White House 

 

Topics: Counter terrorism and border security; visa waiver 

program; encryption 

 

Venue: Eisenhower Executive Office Building at 1650 Pennsylvania 

Ave NW, Washington DC 20504 

 

18:20  Bus transfer to the Residence of the EU Ambassador to the US, Mr 

David O’Sullivan 

 

Venue: Residence of the EU Ambassador to the US 2534 Belmont 

Road NW Washington DC 20008 (Massachusetts Av.)  
 

19:00 - 20:00  Reception hosted by the EU Ambassador to the Members of the 

LIBE Committee and STOA Missions. 

 

 20:15  Bus transfer to the hotel Lombardy. 

Dinner Free arrangements 

 

(Alternatively:  US première of the movie "Democracy") 

  

Venue: Cinema on E St. Washington. 

 
 

Wednesday, 18 May 2015 - Congress meetings on US Privacy Shield - US legal 

initiatives on privacy, judicial redress - Umbrella agreement - Big data - 

counterterrorism, law enforcement and data protection - Cybersecurity - 

radicalisation - US Visa Waiver Programme reform 

 

07:45 Check out and Meeting at the lobby of the hotel Lombardy 

 

 

08:00 - 09:00 TACD: Working breakfast with representatives of NGOs, think tanks 

and civil society (National Association of Consumer Advocates, 

Knowledge Ecology International, Consumer Action, Center for Food 

Safety, Public Knowledge, Center for Digital Democracy, US Public 

Interest Research Group, Electronic Privacy Information Center) 

 

Topics: Privacy Shield, TTIP  

 

Venue: Hotel Lombardy, 2019 Pennsylvania Ave NW, Washington, 

DC 20006 

 

09:10 Bus transfer from Hotel Lombardy to Capitol Hill 

 

9:30 - 11.30 Meetings in Congress with Members of the HoS/Senate 

 Committee on Judiciary, bipartisan encryption working group  

  

 Possibly (depending on Congressmen availability): 

 

 

- 10:00  Congressman Jim Sensenbrenner, 2449 

Rayburn House Office Building 
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- 11:00  Congresswoman Zoe Lofgren, 1401 Longworth 

House Office Building  

 

- 11:30  Congressman Bill Johnson, 2125 Rayburn House 

Office Building 

 

- 12.00 Congresswoman Suzan DelBene, 318 Cannon 

House Office Building 

 

11:45  Bus transfer from the US Congress to CDT  

 

12:15 – 13:15 Working lunch with representatives of civil society organisations, 

think tanks, industries organised by Center for Democracy and 

Technology (CDT) 

 

Topics:  encryption, Privacy Shield and implications for law 

enforcement. 

 

 Venue: Center for Democracy and Technology, 1401 K Street NW, 

Suite 200 Washington, DC 20005 

 

13:15 Bus transfer to EPLO 

 

13:30 - 14:00 Press Point 

 

Venue: EPLO, 2175 K Street, N.W., Suite 600, Washington DC 

20037 

 

14:15 Bus transfer from EPLO to Dulles Airport 

 

17:30 Flight to San Francisco (Suggested flight:  

UA 340 Departs: 17.30 - Arrives: 20.15      Flight time: 5:45 

 

21.15 Bus transfer to Hotel Hilton 

 

Venue: 333 O'Farrell St, San Francisco, CA 94102 

 
 

 

 

07:15 Meeting at the lobby of the hotel Hilton 

 

07:20 Bus transfer to Silicon Valley 

 

08:30 - 09:30  Stanford Law School (Stanford Center for Internet and Society):  

Discussions with: Jennifer Granick - Director of Civil Liberties, 

Daphne Keller - Director of Intermediary Liability, Riana Pfefferkorn 

- Cryptography Fellow 

 

Topics: Transatlantic data flows, encryption, big data, EU - US 

privacy legislation 

 

Venue: Stanford Law School, 559 Nathan Abbott Way, Stanford, CA 

Thursday, 19 May 2016 - Silicon Valley 
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09:35 Bus transfer to Facebook  

 

10:00 - 11:00  Facebook 

 

Topics: encryption, privacy issues (Privacy Shield/GDPR) 

terrorism/hate speech 

 

Venue: Facebook HQ, 1 Hacker Way (at Bayfront Expy), Menlo 

Park, CA 94025 

 

11:05 Bus transfer to Mountain View, Google HQ 

 

11:30 - 13:00  Google  

 

Topics: controversial content online and how to deal with law 

enforcement (right to be forgotten, hate speech), Big data, law 

enforcement and data protection issues (cooperation with law 

enforcement authorities and intelligence agencies, EU data 

protection reform, US Privacy Shield) 

 

Venue: 805 11th Ave, Sunnyvale, CA 94089 

 

13:00 - 13:45  Lunch 

 

13:45    Bus transfer to CISCO  

 

14:00 - 16:15  CISCO  

 

Topics: Big data, Internet of things 

 

Venue: Cisco, 300 East Tasman Dr., San Jose, CA 95134 

 

16:30   Bus transfer to Apple 

 

 

 

17:00 – 17:40 Apple 

 

Topics: law enforcement access, privacy shield 

 

Venue: Apple, 1 Infinite Loop, Cupertin, CA 95014 

 

17:45   Bus transfer to 1525 Fillmore Street and Hilton Hotel San Francisco 

  

19:00 -21:00 Dinner organised by Alliedforstartups and ITIC in San Francisco. 

 

Venue: State Bird Provisions at 1525 Fillmore Street 

 

Individual returns to the Hotel 
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8:40   Walk from hotel to Twitter HQ building 

 

9:00 - 10:00  Microsoft 

 

Topics: law enforcement access, encryption, privacy shield 

 

Venue: 1355 Market street San Francisco, CA 94103 

 

10:00 Walk to EFF 

 

10:30 - 12:00 Electronic Frontier Foundation 

Round table with stakeholders 

  

Topics: law enforcement and encryption 

 
Venue: 815 Eddy Street San Francisco CA 94109 

 

 

12:00    Bus transfer to Mind the bridge 

 

12:30- 13:30  Mind the bridge 

Meeting with start-ups from Sounding Board 

Lunch 

 
Venue: 450 Townsend St, 94107 San Francisco 

 

 
13:30-14:30  Bus to the hotel for luggage  

 

  

15:00   Transfer to the airport of participants leaving with the suggested 

flight or with flights leaving at approximately the same time 

 

 

19.00 Return flights back to Brussels 

 

 

Flight LH9127  SFO1 to FRA1 Departs: 1900   Arrives: 1455 + 1 day 

             

Flight LH1018  FRA1 to BRU Departs: 1725 Arrives: 1820   Total flight time: 14:20 

 

or 

 

Flight LH 459    SFO1 to MUC2 Departs: 2045   Arrives: 1705 + 1 day 

             

Flight LH2292  MUC2 to BRU Departs: 1820 Arrives: 1940 Total flight time:  13:55 

 

Friday, 20 May 2016 - San Francisco 
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MEMBERS OF THE EUROPEAN PARLIAMENT 

Nr Name Group1 

Full 
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Substitute 

Country 

1 

Mr Claude MORAES Chair of the LIBE Committee, 
Head of the Delegation 

Rapporteur for the Mass Surveillance own-initiative 
report 

S&D F EN 

2 

Mr Jan Philipp ALBRECHT 
Vice-Chair of the LIBE Committee 
Rapporteur Data Protection Regulation and Shadow 

Rapporteur on the Data Protection Directive 
Rapporteur on the Umbrella Agreement 
Shadow-Rapporteur on the EU PNR Directive 

Greens/EFA F DE 

3     

4 

Mr Timothy KIRKHOPE 
ECR Coordinator in the LIBE Committee 

Rapporteur on the EU PNR Directive 

Shadow-Rapporteur on the Data Protection 
Directive and on the Data Protection Regulation 
Shadow-Rapporteur on the Umbrella Agreement 

ECR F EN 

5 
Mr Josef WEIDENHOLZER  
 

S&D F AT 

6 
Ms Ana GOMES 
Rapporteur for the LIBE own-initiative report on 
Big Data 

S&D F PT 

7 

Ms Roberta METSOLA 
EPP Vice-Coordinator in the LIBE Committee 
Co-Rapporteur of the strategic own-initiative report 
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EPP F MT 

8 

Mr Axel VOSS 
Shadow-Rapporteur on the Data Protection 
Regulation and on the Data Protection Directive 
and Big Data 

Rapporteur for the EU Agency for Criminal Justice 
Cooperation (Eurojust) 
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 ECR  European Conservatives and Reformists Group 
 ALDE   Alliance of Liberals and Democrats for Europe 
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