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BACKGROUND

The energy sector in Europe is experiencing changes at a scale and pace that are unprecedented in more
than a century. These are driven by the urgency of actions required to
mitigate climate change and decarbonise the energy system. New
energy technologies such as renewable generation, electricity storage
and electric vehicles will have far-reaching social and economic
benefits. These transformations, however, depend upon the
deployment of ‘smart’ technology, which underpins other
digitalisation strategies to deliver the benefits associated with smart
cities, health, transport and logistics. The expansion of intelligent
networked devices throughout the energy distribution system,
together with the supporting integrated communications networks,
creates an urgent requirement for a co-ordinated energy cyber
security strategy. The range of potential attacks (or ‘threat vectors’) is multiplied, both by the growing 
sophistication of cyber attackers and by the increasing number of accessible targets within the smart 
energy ecosystem.

FOCUS OF THE STUDY
The study Cyber Security Strategy for the Energy Sector explores the development of energy specific 
cyber security solutions and defensive practices. It provides an assessment of existing European policies 
and legislation to address cyber security in the energy sector and recommends additional policy 
prescriptions that may be necessary to protect Europe and its citizens. The assessment is based upon a 
review of the profound changes that the energy system is undergoing. It is against these current and 
future challenges that existing Cyber security policy and actions are and must be measured.

KEY FINDINGS

1. Cyber threats to the energy industry

A smart and decarbonised EU energy system will likely expand upon the existing interconnection and
interdependency of the networks across Member States: as a result, orchestrated cyber-attacks could
have a domino effect across multiple Member States.

The current status of smart energy system development is not at all consistent across the EU and this
could pose specific challenges in harmonising an EU cyber security strategy for the energy sector.

There have been recent significant advances relating to general Cyber Security policy in Europe. The
European Union Agency for Network and Information Security (ENISA) is playing an effective lead role

http://www.europarl.europa.eu/RegData/etudes/STUD/2016/587333/IPOL_STU(2016)587333_EN.pdf
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across multiple sectors, publishing insightful reports and working with the many EU organisations
active in the field of cyber security. The publication of the Network Information Security (NIS) Directive
incorporates clear intentions relating to cross-sectoral development.

The development of smart energy has also led to exponential growth of networked intelligence
throughout the energy grids and also the consumer premises. The result is that a massively expanding
‘attack surface’ now forms the operational foundation of the energy ecosystem. As the energy system
is also fundamentally interconnected with every other critical infrastructure network, the cyber security
threat to the energy sector impacts every aspect of our modern society.
The unsurprising result is that the energy sector is already a clear and increasing target for cyber-
attacks. A recent report from the Industrial Control System Cyber Emergency Response Team found
that in the USA energy systems have the second highest number of reported cyber security incidents.
Furthermore, research indicates that the number of incidents which are reported are only a small
proportion of the incidents that actually occur.

2. Coordination of cyber security measures

Critically, there appears to be insufficient information sharing and co-ordination of action in the energy
sector. A number of steps are being taken to implement cross-sector strategies and platforms which
will address some of these issues. However, these measures are not commensurate with the nature,
diversity, scale and direction of recent and future challenges.

Research, development and innovation in cyber security is undoubtedly occurring in the energy sector,
however this appears to be mostly ad hoc and not the product of specific coordinated and focussed
objectives. Therefore, outcomes are unlikely to be comprehensive, nor will they necessarily address the
immediate priorities in the EU energy sector.

This situation is broadly mirrored in terms of relevant policy activity within the EU. Numerous activities
are ongoing to address cyber security in general and applying the NIS Directive in particular. This
includes three ‘pillars’ to 1) assess minimum standards, 2) ensure the development of capabilities
through audits and sanctions, and 3) encourage cross-border information sharing. Whilst there is
diversity and inconsistency at a Member State and sectoral level, good progress is being made
regarding ICT cyber security and protection of critical infrastructure and critical information
infrastructure. The immediate and potentially catastrophic nature of the cyber threat across the Energy
sector, however, demands an urgent and focussed policy response.

RECOMMENDATIONS
The most important recommendation is to appoint a central authority with the power and
capability to implement all the other recommendations effectively, such as the mandatory reporting
of security incidents and information sharing system.

Other key recommendations, both legislative and non-legislative, are listed in the study and are
ranked according to their importance and impact.
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