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EN 

Squaring privacy rules with measures to combat 
child sexual abuse online  

With internet-based communications services, such as webmail, messaging services and internet telephony, 
becoming subject to the strict confidentiality requirements of the e-Privacy Directive, providers' deployments of 
specific technologies to detect, report and remove child sexual abuse material online now appear unlawful. To 
accommodate such practices, the European Commission proposed a regulation that would temporarily exempt 
them from certain provisions of the e-Privacy Directive, without, however, stipulating the legality of these 
practices with respect to the wider EU data protection framework. During its July plenary session, the European 
Parliament is due to vote at first reading on the final text resulting from interinstitutional negotiations. 

Background 
Since the e-Privacy Directive (ePD) carries over the definition of 'electronic communication services' from 
the EU telecoms framework, the ePD also became applicable to internet-based communication services, 
once corresponding changes to the telecoms framework took effect (in principle) on 21 December 2020.  

European Commission proposal 
'To enable the continuation of certain existing activities aimed at combating child sexual abuse [CSA] 
online', i.e. the automatic analysis of communications data, the Commission proposed an exemption from 
certain confidentiality rules of the ePD. By providing for 'safeguards', the Commission proposes to limit the 
exemption's application to tools and practices that meet 'best practice' standards and 'thereby limits the 
intrusiveness to the confidentiality of communications'. Tools covered by this exemption would 
nevertheless need to comply with the General Data Protection Regulation (GDPR). Since the Commission 
aims to replace this temporary regulation with more prescriptive 'long-term legislation', it sets an expiry 
date for this exemption of 31 December 2025 at the latest.  

European Parliament position 
Due to serious concerns over the proposal's consistency with the fundamental rights to privacy and data 
protection (see also the European Data Protection Supervisor's opinion), Parliament's Committee on Civil 
Liberties, Justice and Home Affairs (LIBE) recommended in its report adopted on 7 December 2020 to add 
significant safeguards and to reduce the period of application by three years. The Council's October 2020 
negotiating position roughly reflects the Commission proposal, but introduces an explicit obligation to 
consult data protection authorities before deploying novel technologies. On 29 April 2021, the co-
legislators reached a provisional agreement. Parliament was able to secure privacy-preserving points such 
as the exclusion of audio communications from the regulation's scope, a mandatory data protection impact 
assessment for all technologies, compulsory human review prior to submitting reports to other 
organisations, reporting on the GDPR legal basis relied upon for data processing, and statistical reports from 
Member States. Conversely, it conceded on the sensitive issues of allowing systematic scanning of text in 
communications to detect CSA patterns and on the omission of maximum error rates for search algorithms. 
The provisional agreement was approved by LIBE on 26 May 2021. The text now needs to be formally 
adopted by Parliament, and is scheduled to be voted during the July plenary session. 

First-reading report: 2020/0259(COD); Committee 
responsible: LIBE; Rapporteur: Birgit Sippel (Germany, S&D). 
For further information see the EPRS Targeted substitute 
impact assessment  
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