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A high common level of cybersecurity – NIS2 
Cyber-attacks and cybercrime continue to rise worldwide. The EU is planning to increase its cyber-resilience by 
updating the Network and Information Security (NIS) Directive. The expansion of the scope to be covered by the 
proposed NIS2 directive, obliging more entities and sectors to take consistent measures, would help increase 
the level of cybersecurity in Europe in the longer term. The European Parliament is due to vote in plenary in 
November on the agreement reached in interinstitutional negotiations. 

Background 
The NIS Directive, adopted on 16 July 2016, is the first piece of EU-wide legislation on cybersecurity to 
protect critical infrastructure from cyber-attacks. It covers six critical sectors (energy, transport, water, 
health, digital infrastructure and finance), while also considering ex-post supervision for critical digital 
service providers (such as online market places and cloud and online search engines). The deadline for EU 
Member States to turn the directive into national law was 9 May 2018. While strengthening the Member 
States' cybersecurity capabilities and cooperation mechanisms, NIS implementation has also resulted in 
fragmentation at different levels across the Member States. 

European Commission proposal 
In response to the growing threats posed by digitalisation and the surge in cyber-attacks, the Commission 
presented on 16 December 2020 a proposal for a directive (NIS2) on measures for a high common level of 
cybersecurity across the EU, to replace the existing directive and tackle its limitations. To ensure consistency 
with related EU legislation, the proposal takes into account the review of the Resilience of Critical Entities 
(CER) Directive and the proposal on a digital operational resilience act for the financial sector (DORA). The 
proposal for NIS2 would expand the scope of NIS by obliging more entities and sectors to take measures, 
including providers of public electronic communications services, social media operators, manufacturers of 
critical products (e.g. medical devices), and postal and courier services. It would also strengthen the security 
requirements, address the cybersecurity of supply chains, streamline reporting obligations, and introduce 
more stringent supervisory measures and stricter enforcement requirements, including harmonised 
sanctions. Moreover, it would establish a cybercrises liaison organisation network (EU-CyCLONe). 

European Parliament position 
In the European Parliament, the file has been assigned to the Committee on Industry, Research and Energy 
(ITRE). The committee adopted its report on 28 October 2021, as well as a mandate to enter into 
interinstitutional negotiations. The Council agreed its position on 3 December 2021. The co-legislators 
reached a provisional agreement on the text on 13 May 2022. As demanded by the Council, the directive 
will not apply to entities carrying out activities in areas such as defence and national security, public 
security, law enforcement and the judiciary. Parliaments and central banks are also excluded from the 
scope. However, as demanded by the Parliament, the directive will apply to public administration entities 
at central and regional levels. In addition, Member States may also decide that it applies to entities at local 
level. The agreement now needs to be adopted formally by the Parliament and Council. Parliament is 
expected to vote on it during the November I part-session. Once formally adopted by both institutions, 
Member States will have 21 months after the directive's entry into force to transpose it into national law. 

First-reading report: 2020/0359 (COD); Committee 
responsible: ITRE; Rapporteur: Bart Groothuis (Renew, the 
Netherlands). For further information see our 'EU Legislation 
in progress' briefing. 
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