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SUMMARY

The growing importance of internet-enabled platforms for delivery of government,
financial, and public services makes them one of the key priorities for national security.
Over recent years, state, state-sponsored and non-state actors (i.e. terrorist
organisations, organised crime groups) alike have resorted to intrusive techniques to
gain the economic, political or security upper hand over their competitors and
adversaries. The evolving landscape of threats, and challenges linked to attribution of
attacks to specific perpetrators, have further increased the risks of misunderstanding
and misperception of operations in cyberspace.

Against this background, a number of international and regional organisations in
Europe, Asia and Latin America have embarked on the process of developing
confidence-building measures in cyberspace, with a focus on improving
communication and information exchange, transparency and verification, cooperation
and restraint measures. While these are welcome, there is growing concern that the
nascent global 'cyber stability regime' may be undermined by diverging concepts,
methods and measures elaborated within these diverse frameworks.

The European Union has embraced the peaceful development of cyberspace as one of
its key priorities in the EU Cybersecurity Strategy. It contributes actively to the ongoing
debates about norms, provides support to regional confidence-building processes, and
pursues the objective of a stable, safe and secure cyberspace by providing funding for
capacity building in partner countries.
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Uncertainty and trust in cyberspace
The global digital environment is evolving rapidly, raising concerns about the
sustainability of the positive contribution that the internet has made towards economic
and human development.1 The global online population is expected to reach 4.7 billion
by 2025 and the number of mobile devices worldwide is already higher than the world's
population. As the global cyber village becomes more crowded, exposure to different
value systems increases the risks of misperceptions and clashes. A number of cyber-
specific developments contribute to limiting trust between states in cyberspace. Firstly,
global governance of cyberspace is weakened by legal complexities. While the
international community agrees that existing international law applies in cyberspace,
the guidelines on how this should be done in practice are only beginning to emerge.
Secondly, the threat landscape is changing rapidly, undermining trust in the digital
environment: attackers move faster, continually upgrade their techniques and use more
sophisticated means to explore vulnerabilities. State and non-state actors alike rely on
intrusive techniques to gain the economic, political or security upper hand over their
competitors and adversaries. Consequently, protecting cyberspace against cyber
espionage and attacks on critical infrastructure has become a key component of
national security and cybersecurity strategies.

Critical infrastructure as a target
Increasing reliance on internet-enabled platforms for delivery of government, financial
and public services makes them vulnerable to cyber-attack by organised criminal groups
or foreign governments. Numerous studies conducted by private and public institutions
argue that the risk of cyber-attack on critical infrastructure exists, but that a large-scale
attack is unlikely to materialise. According to United States intelligence, only a limited
number of countries have the capacity to invade and possibly disable the computer
systems of energy utilities, financial institutions or aviation networks. To counter
associated risks, many countries have made the protection of critical information
infrastructure a key element in their national security strategies. Consequently, the risk
of conflict resulting from misunderstandings and misperceptions also increases. Better
understanding of ambiguity of intent in cyber-operations is therefore needed.

Militarisation of cyberspace
The growing investment in developing cyber capabilities results in a progressive
militarisation of cyberspace. While a substantial part of the adopted solutions is of
non-military nature (i.e. legislation, organisational adaptation, training), many countries
have been also investing in developing offensive and defensive cyber capabilities of a
military nature. Estimates indicate that the cybersecurity market will grow from
US$106 billion in 2015 to US$170 billion by 2020.2 There is therefore a risk that the
progressive militarisation of cyberspace and the reliance on malware and botnets for
state-run cyber-operations (e.g. Moonlight Maze, Titan Rain, Red October or Stuxnet)
will accelerate the cyber arms race and competition for 'digital supremacy' and
ultimately increase the risk of escalation and conflict. The issue of militarisation and
expansion of cyber weapons is problematic given the lack of clarity on when a
cyber-attack would constitute use of force under Article 2.4 of the UN Charter and the
threshold for self-defence as stipulated in Article 51.3 However, establishing in practice
whether a cyber-attack constitutes an armed attack, or a legitimate use of force (jus ad
bellum), and how force may be employed (jus in bello), remains contentious among
international legal scholars.4

https://www.microsoft.com/security/cybersecurity/cyberspace2025/
http://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/white_paper_c11-520862.pdf
http://ict4peace.org/wp-content/uploads/2015/04/processbrief_2013_cbm_wt-71.pdf
http://www.symantec.com/security_response/publications/threatreport.jsp
http://www.defenseone.com/technology/2015/03/what-future-government-surveillance-looks/106425/
http://www.defenseone.com/technology/2015/03/what-future-government-surveillance-looks/106425/
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services
https://www4.symantec.com/mktginfo/whitepaper/ISTR/21347932_GA-internet-security-threat-report-volume-20-2015-social_v2.pdf
http://www.symantec.com/content/en/us/enterprise/other_resources/b-istr_main_report_v19_21291018.en-us.pdf
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-threat-landscape/enisa-threat-landscape-2014
http://cdn.arstechnica.net/wp-content/uploads/2015/02/Clapper_02-26-15.pdf
https://www.nsa.gov/public_info/_files/speeches_testimonies/ADM.ROGERS.Hill.20.Nov.pdf
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/national-cyber-security-strategies-in-the-world
http://www.cfr.org/cybersecurity/strategic-risks-ambiguity-cyberspace/p36541
http://www.europarl.europa.eu/EPRS/EPRS-Briefing-542143-Cyber-defence-in-the-EU-FINAL.pdf
http://www.marketsandmarkets.com/PressReleases/cyber-security.asp
http://jnslp.com/wp-content/uploads/2014/02/Easier-Said-than-Done.pdf
https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/fireeye-wwc-report.pdf
https://ccdcoe.org/publications/2012proceedings/5_2_Schmitt_AttackAsATermOfArt.pdf
https://www.icrc.org/eng/assets/files/other/opinion-paper-armed-conflict.pdf
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The attribution challenge
Cyberspace guarantees a certain level of anonymity, often exploited by states or state-
sponsored groups and non-state criminal groups. Difficulties in attributing attacks allow
perpetrators to deny responsibility, and pose an escalatory risk in cases of erroneous
attribution. For instance, despite the accusations of the US government, North Korean
authorities have consistently denied any involvement in the cyber-attacks on Sony
Pictures Entertainment in December 2014. Other groups, like APT1 and APT30, have
conducted continuing cyber-espionage campaigns against high-level government and
commercial targets worldwide. The challenges related to attribution of attacks and the
risks of potential mistakes are even more alarming if one takes into account the
relatively ease with which cybercriminals and hackers obtain access to instruments for
conducting cyber-attacks. In 2014, malware initially assessed as capable of destroying
the content of the entire stock exchange was discovered on Nasdaq's central servers.
Despite similarities to a tool developed by the Russian Federal Security Services, it
appeared that the malware was planted by two Russian hackers and was somewhat less
destructive. In a similar vein, the cyber-attacks against TV5 Monde in April 2015 initially
attributed to ISIL/Da'esh were later re-attributed to perpetrators based in Russia.

What are confidence-building measures?
Confidence-building measures (CBMs) aim to prevent or reduce risks of conflict by
reducing or eliminating causes of mistrust, misunderstanding and miscalculation
between states. The foundations for the development of CBMs were provided for in the
1975 Helsinki Final Act, 1986 Stockholm Document on Confidence- and Security-Building
Measures and Disarmament in Europe, and the 1990 Vienna Document. The primary
focus of military CBMs is on increasing transparency, improving information exchange
and restraining the use of violence by armed forces. The assumption is that exchange of
information about military doctrines and resources contributes to stability by enhancing
situational awareness and building common understanding. The reports on the
implementation of United Nations General Assembly Resolution 65/63 of 2011
distinguish three categories of military CBMs:

 Communication and information exchange measures that aim to enhance mutual
understanding of national military capabilities and activities by facilitating regular
communication between parties (e.g. military points of contact, hotline between
chiefs of the armed forces, advance notification of important military exercises);

 Transparency and verification measures that allow participating states to monitor
each other’s military facilities and activities, primarily to ensure that a party’s military
activities are of a non-aggressive nature and that they are organised in conformity
with the UN Charter (e.g. invitation of observers to monitor major military exercises);

 Military restraint measures that are implemented to limit the capacity of parties for
(surprise) offensive military attacks (e.g. restrictions on major military exercises,
limitations of troop movements, demilitarised and weapon-free zones).

Non-military CBMs, on the other hand, aim to increase transparency, trust and
confidence through diverse actions or processes without a military component:

 Political measures aim to strengthen confidence in the political system, through
power sharing arrangements, electoral reforms, or decentralisation of power;

 Economic measures (i.e. trade agreements, customs areas) reduce the risk of a
conflict by creating trade and economic interdependency;

http://www.tandfonline.com/doi/pdf/10.1080/01402390.2014.977382
http://www.nytimes.com/2014/12/18/world/asia/us-links-north-korea-to-sony-hacking.html?_r=0
http://www.bbc.com/news/world-us-canada-30560712
http://intelreport.mandiant.com/
https://www2.fireeye.com/rs/fireye/images/rpt-apt30.pdf
http://www.bloomberg.com/bw/articles/2014-07-17/how-russian-hackers-stole-the-nasdaq
https://www.fbi.gov/newyork/press-releases/2013/manhattan-u.s.-attorney-and-fbi-assistant-director-in-charge-announce-charges-against-russian-national-for-hacking-nasdaq-servers
http://www.theguardian.com/world/2015/apr/09/french-tv-network-tv5monde-hijacked-by-pro-isis-hackers
http://www.bbc.com/news/world-europe-33072034
http://www.un.org/en/ga/search/view_doc.asp?symbol=A/S-15/3%28SUPP%29&Lang=E
https://www.osce.org/mc/39501?download=true
http://www.osce.org/fsc/41238?download=true
http://www.osce.org/fsc/41245?download=true
http://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/65/63
http://www.un.org/ga/search/view_doc.asp?symbol=A/66/176
http://www.osce.org/cpc/91082?download=true
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 Environmental measures develop trust by addressing common challenges in the
areas of crisis and disaster management (e.g. earthquakes, floods, fires, toxic spills)
or management of natural resources (e.g. access to water, river basin management);

 Societal measures have as their primary purpose the strengthening of ties between
communities or nations. The specific methods include people-to-people dialogue and
joint projects (e.g. student exchanges, travel facilitation);

 Cultural measures serve to demonstrate a government’s openness to
accommodating different cultures and value systems. This can be achieved through
refraining from actions that might be interpreted as an attack on certain ethnic or
regional group (e.g. removing monuments) or discrimination against such groups.

Confidence-building measures in cyberspace
Confidence-building measures are one of the key mechanisms in the international
community’s toolbox aimed at preventing or reducing the risk of a conflict by
eliminating the causes of mistrust and miscalculation between states. Such measures
serve as tools for ensuring that states have the same understanding of the normative
commitments they make and that they respect them. Consequently, CBMs in
cyberspace quickly became an element in the debates at the global and regional levels.

United Nations
The issue of information security in the international context was introduced to the
United Nations agenda by Russia in 1998. Since then, the Secretary-General presents
annual reports to the General Assembly laying out the views of member states. In its
submission to the 2003 Report of the Secretary General, Russia put forward the idea of
establishing a group of governmental experts which would analyse international legal
provisions relating to various aspects of international information security. The UN
Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security (UN GGE) established for
the first time in 2005 became one of the main channels for the discussion about cyber
norms and confidence-building measures. To date, four such groups have been
established – albeit in different constellations – leading to three consensus reports to
the UN Secretary-General. The first report, adopted in June 2013, reaffirmed that
'international law, and in particular the UN Charter, is applicable, and is essential to
maintaining peace and stability and promoting an open, secure, peaceful and accessible
ICT environment'. The most recent report, presented in July 2015, recognises the
importance of confidence-building measures as a means to 'strengthen international
peace and security' and to 'increase interstate cooperation, transparency, predictability
and stability'. It also contains a number of recommendations related to voluntary and
non-binding norms of responsible state behaviour, confidence-building measures, ICT
security and capacity-building.

The 2015 UN GGE report recommends that states: identify appropriate points of contact to
address serious ICT incidents; develop and support mechanisms for consultation to enhance
inter-state confidence-building; encourage measures improving transparency and confidence;
clarify their national positions on categories of infrastructure which they consider critical, and
national efforts to protect them; strengthen cooperative mechanisms between relevant
agencies; develop focal points to exchange information about malicious ICT use; establish
computer emergency response teams or similar and support cooperation between such bodies;
and cooperate with requests from other states in investigating ICT-related crime or the use of
ICTs for terrorist purposes.

http://undocs.org/A/RES/53/70
http://daccess-dds-ny.un.org/doc/UNDOC/GEN/N03/523/40/PDF/N0352340.pdf?OpenElement
https://unoda-web.s3.amazonaws.com/wp-content/uploads/2014/01/Information-Security-Fact-Sheet-Jan-2014.pdf
http://www.un.org/ga/search/view_doc.asp?symbol=A/68/98
http://www.un.org/ga/search/view_doc.asp?symbol=A/70/174
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Organization for Security and Co-operation in Europe (OSCE)
The Istanbul Declaration of 2013 'urged' the OSCE to 'develop confidence-building
measures to reduce the risk of cyber conflicts and to promote a culture of cyber
security'. On the basis of this political guidance, the OSCE Permanent Council decided in
2012 to establish an open-ended and informal OSCE working group tasked with
elaborating a set of draft confidence-building measures 'to enhance interstate
co-operation, transparency, predictability, and stability, and to reduce the risks of
misperception, escalation, and conflict that may stem from the use of ICTs'. A proposal
for a Ministerial Council decision on confidence-building measures was tabled for the
first time at the 2012 Ministerial Council in Dublin but no decision was adopted due to
Russia's objections. A ground breaking set of 11 voluntary CBMs was finally adopted in
December 2013. More than three quarters of OSCE participating states have already
exchanged information with other states. The OSCE is currently engaged in the
implementation of the transparency measures adopted in 2013 and the discussion of a
second set of cooperative measures, based on a mutual commitment to assist each
other in improving the resilience of the respective systems. As part of the process, the
Swiss OSCE Chairmanship hosted a workshop in November 2014, aimed at taking stock
of implementation of the adopted measures, supporting negotiation of a second set of
CBMs, and to provide a platform for discussion between non-governmental
stakeholders, such as critical infrastructure operators. The next step in the OSCE-
orchestrated effort is development of the final set of 'stability measures', whereby
individual states commit to refrain from taking certain actions against each other.5

The initial set of OSCE Confidence-building measures includes the following voluntary
measures: exchange of views on various aspects of national and transnational threats to and in
the use of ICTs; facilitating cooperation among the competent national bodies and exchange of
information; consultations in order to reduce the risks of misperception, and of possible
emergence of political or military tension or conflict; sharing information on measures taken to
ensure an open, interoperable, secure, and reliable internet; using the OSCE as a platform for
dialogue, exchanging best practices, awareness-raising and information on capacity-building;
putting in place modern and effective legislation to facilitate bilateral cooperation and
information exchange between competent authorities; sharing information on national
organisation, strategies, policies and programmes relevant to the security of, and in the use of,
ICTs; nominating a contact point to facilitate pertinent communications and dialogue; providing
a list of national terminology related to security of, and in the use of, ICTs accompanied by an
explanation or definition of each term; exchange of views using OSCE platforms and
mechanisms to facilitate communications regarding the CBMs; and regular meetings of national
experts to discuss information exchanged and explore appropriate development of CBMs.

ASEAN Regional Forum
The ASEAN Regional Forum (ARF) is one of the main fora for CBM debate in south-east
Asia. In 1995, the ARF presented a Concept Paper which envisaged three stages of
security cooperation: confidence-building, preventive diplomacy, and conflict
resolution. The proposed measures focused on two main areas: a set of principles to
ensure a common understanding and approach to interstate relations in the region
(i.e. dialogues on security perceptions, publication of white papers); and adoption of
comprehensive approaches to security. In 2012, the Ministers of Foreign Affairs
adopted a Statement on Cooperation in ensuring Cyber Security, tasking the ARF with
the promotion of dialogue on confidence-building, stability, and risk-reduction
measures among its members. The ARF was also mandated to develop a work plan on
ICT security, focusing on practical cooperation on CBMs. Subsequently, the ARF

https://www.oscepa.org/documents/all-documents/annual-sessions/2013-istanbul/declaration/1801-istanbul-declaration-eng-1/file
http://www.osce.org/pc/90169
http://www.osce.org/pc/109168?download=true
http://www.giplatform.org/sites/default/files/Summary Chairmanship in Office Event.pdf
http://www.amitavacharya.com/sites/default/files/ASEAN Regional Forum-Confidence Building.pdf
https://ccdcoe.org/sites/default/files/documents/ASEAN-120712-ARFStatementCS.pdf
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organised two seminars on CBMs in cyberspace and other events, focusing on broader
issues, including cyber-incident response. The ultimate goal of these initiatives was to
bring together various communities dealing with technology, security or internet
infrastructure.6 The ARF Work Plan on security of, and in the use of, information and
communications technologies presented in May 2015 aims to 'promote a peaceful,
secure, open and cooperative ICT environment and to prevent conflict and crises by
developing trust and confidence between states in the ARF region, and by capacity
building'. The work plan proposes establishing an open-ended Study Group on
Confidence-Building Measures to submit consensus reports recommending confidence-
building measures to reduce the risk of conflict stemming from the use of ICTs. Looking
at the proposals of concrete workshops to be organised in support of the Study Group,
it is difficult to avoid the impression that they clearly build on the OSCE set of
confidence-building measures. A workshop on operationalising confidence-building
measures for cooperation during cyber-incident response – proposed by the EU and
Malaysia – is planned for March 2016.

Organization of American States
The Organization of American States (OAS) launched its efforts to develop CBMs at the
First Summit of the Americas in 1994. The Plan of Action adopted at the summit
expressed support for action to encourage regional dialogue and strengthen mutual
confidence. OAS also held two regional conferences on confidence- and security-
building measures – in Santiago (1995) and San Salvador (1998) – resulting in the
development of two comprehensive sets of CBMs. In 2004, OAS adopted the
Comprehensive Inter-American Cybersecurity Strategy encompassing a number of
initiatives aimed at strengthening trust between member states by fostering 'a culture
of cybersecurity that deters misuse of the Internet and related information systems' and
encouraging 'the development of trustworthy and reliable information networks'. The
strategy encompasses a number of initiatives aimed at strengthening trust and
confidence in cyberspace, including formation of an inter-American alert, watch, and
warning network to rapidly disseminate cybersecurity information and respond to
incidents, and developing secure infrastructure for managing sensitive information,
enhancing the ability to communicate securely with stakeholders, and establishing
procedures to guard against inappropriate disclosure of information. Consequently, the
confidence-building measures in the OAS context have been pursued primarily through
non-military initiatives focused on cybercrime or infrastructure-protection capacity-
building initiatives. Their ultimate aim is to minimise digital risks to member states and
to prevent any of them becoming a safe haven for criminals. The implementation of
these various initiatives has been delegated to the Inter-American Committee against
Terrorism (CICTE), the process of the Meetings of Ministers of Justice or of Ministers or
Attorneys General of the Americas (REMJA), and the Inter-American Telecommunication
Commission (CITEL).

Complementary confidence-building processes
In addition to the government-led processes aimed at defining concrete confidence-
building measures, a number of complementary initiatives have been launched by other
stakeholders (i.e. law enforcement agencies, incident response teams, or critical
infrastructure managers). By focusing on establishing platforms for information
exchange or capacity-building, these initiatives have contributed to a more transparent
and trust-based environment conducive to cooperation more than conflict.

http://aseanregionalforum.asean.org/files/library/Plan of Action and Work Plans/ARF Work Plan on Security of and in the Use of Information and Communications Technologies.pdf
http://www.oas.org/en/default.asp
http://www.oas.org/csh/english/csbm.asp
http://www.summit-americas.org/miamiplan.htm
http://www.oas.org/csh/english/csbmdeclarsant.asp
http://www.oas.org/csh/english/csbmdeclarsansal.asp
http://www.oas.org/juridico/english/cyb_pry_strategy.pdf
http://www.oas.org/en/sms/cicte/programs_cyber.asp
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Table 1 – Examples of confidence-building measures in cyberspace
Objective Measure
Communication
and information
exchange

 Military/non-military consultations, dialogues and exchanges on
strategies, policies, potential red lines, staff

 Exchange of information about strategy, military doctrine, CERTs
organisational culture, intelligence on malware

 Communication channels in case of escalation, i.e. hotlines
 Track 1.5/2.0 dialogues
 Development of/exchange of common terminology

Transparency
and verification

 Crowdsourcing of reporting on compliance
 Joint investigative/forensics teams
 Third-party organisation monitoring
 Joint working groups on doctrines and technological developments
 Observation during exercises

Cooperation  Joint cyber forensics teams/joint exercises
 Joint threat assessment, including sharing methodology
 Mutual aid/cyber-refugee hosting
 Public-private collaborative mechanisms
 Joint/common guidelines for responding to cyber incidents
 Capacity-building measures

Restraint  International treaties and norms
 Measures to ensure continuity and security of internet operations, even

during a crisis
 Restrictions on types of systems that could be targeted, i.e. excluding

civilian installations, critical infrastructure
 Voluntary 'communities of responsible states'

Sources: Stauffacher D., 2013; Healey et al., 2014.

Eradicating safe havens and fighting cybercrime
The need for closer cooperation in preventing states from becoming safe havens and in
the investigation and prosecution of international cyber-attacks has been recognised in
UN General Assembly Resolution 55/63 of 2001. To that effect, many regional
organisations have engaged in projects intended to develop or reinforce capacities to
prevent, respond to, and pursue the perpetrators of cyber-attacks through developing
adequate legal frameworks, training of law enforcement officials and strengthening
cyber-forensic capacities. The legal framework for international cooperation against
cybercrime is provided by the Council of Europe Convention on Cybercrime (also known
as the Budapest Convention), which is the only international legally binding treaty in
this domain. The capacity-building projects undertaken by the Council of Europe around
the world not only improve individual countries' human or legal capacities, but also
contribute to enhancing trust through concrete cooperation mechanisms
(e.g. establishing 24/7 points of contact, mutual assistance in concrete investigations,
assistance with evidence collection). At the same time, regional organisations like the
Commonwealth of nations, Organization of the American States, and the African Union
with its Regional Economic Communities (RECs) have pursued similar objectives through
engagement with the International Telecommunications Union (ITU), which in some
cases resulted in the adoption of guidelines and model laws of a less binding nature.
There are also numerous examples of bilateral law enforcement cooperation. In
September 2015, for instance, the USA and China agreed to establish a 'high-level joint
dialogue mechanism on fighting cybercrime and related issues'. The dialogue will focus
on concrete confidence-building measures such as review of the timeliness and quality

http://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_55_63.pdf
http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/default_en.asp
http://www.un.org/en/africa/osaa/peace/recs.shtml
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Legal-Measures.aspx
https://www.whitehouse.gov/the-press-office/2015/09/25/fact-sheet-president-xi-jinpings-state-visit-united-states
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of responses to requests for information and assistance with respect to malicious cyber
activity of concern identified by either side; establishing a hotline for the escalation of
issues that may arise in the course of responding to such requests. Both sides also
agreed to cooperate with requests to investigate cybercrimes and provide updates on
the status and results of those investigations, collect electronic evidence, and mitigate
malicious cyber activity emanating from their territory.

Strengthening resilience and response capacities
Confidence-building processes also exist within a broadly defined community of private
sector and global incident respondents. The role of the private sector is important for at
least two reasons. Firstly, the security of products put on the market by IT companies
and internet service providers has a direct impact on the level of trust that their users
exhibit towards ICTs in general. For instance, business representatives have called upon
governments to refrain from inserting vulnerabilities (backdoors) or other actions that
could undermine public trust in products, non-proliferation of cyber-weapons, and
limitations on the use of cyber-offensives. Secondly, private companies – either due to
their innovative potential or importance for national security – are one of the main
targets of cyber-attacks. Consequently, setting common minimum standards for
protecting critical infrastructure and public-private partnerships increases trust and
confidence among affected parties. At the government level, the Meridian Process
seeks to explore the benefits and opportunities of cooperation and to create a
community of senior policy-makers in critical information infrastructure protection
(CIIP) by fostering ongoing collaboration. Incident respondents, too, have established
their own mechanisms. For instance, FIRST is a global 'trust network' composed of more
than 300 computer security incident response teams from the public and private
sectors. FIRST strengthens trust within the global incident-response community by
fostering coordination in incident prevention and response, as well as by promoting
information sharing among members. Similar networks have also been established at
regional level, including AP-CERT for the Asia Pacific and AfricaCERT, aimed at improving
cooperation among African countries.

Creating a better political climate
In order to be successful, confidence-building processes require an appropriate political
environment. One of the mechanisms aimed at providing a space for the exchange of
views between governments, civil society and the private sector is the London Process
launched by the United Kingdom in 2011, with subsequent conferences in Budapest
(2012), Seoul (2013) and The Hague (2015).7 The aim is to discuss the challenges and
policies related to the development of cyberspace. The Global Conference on
Cyberspace 2015, organised by the government of the Netherlands, addressed a
number of issues related to digital economy, cybersecurity and cybercrime, data
protection, capacity-building and international security. The participants also
committed to developing and implementing CBMs to prevent the risk of conflict as a
result of misperceptions related to the malicious use of ICTs.
Civil society organisations also play a role in generating an appropriate political climate,
including via agenda setting, knowledge generation, monitoring and implementation.
For instance, the Tallinn Manual on the International Law Applicable to Cyber Warfare
published in 2013 aimed to 'bring clarity to the complex legal issues surrounding cyber-
operations', including the questions of sovereignty, state responsibility, jus ad bellum
and international humanitarian law. The process, involving international legal scholars
and coordinated by the NATO Cooperative Cyber Defence Centre of Excellence

http://scholarship.law.upenn.edu/cgi/viewcontent.cgi?article=1889&context=jil
http://blogs.microsoft.com/cybertrust/2015/01/20/six-proposed-norms/
http://www.osce.org/atu/103500
http://www.weforum.org/reports/partnering-cyber-resilience-towards-quantification-cyber-threats
http://www.meridianprocess.org/
https://www.first.org/
http://www.apcert.org/
http://www.africacert.org/home/
https://www.gov.uk/government/news/london-conference-on-cyberspace-chairs-statement
https://www.gccs2015.com/sites/default/files/documents/Chair's Summary Budapest.pdf
https://www.gccs2015.com/sites/default/files/Seoul Framework.pdf
https://www.gccs2015.com/sites/default/files/documents/Chairs Statement GCCS2015 - 17 April.pdf
https://www.gccs2015.com/sites/default/files/documents/Chairs Statement GCCS2015 - 17 April.pdf
https://ccdcoe.org/tallinn-manual.html
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(CCDCOE), has provided an opportunity for government officials and practitioners to
clarify their positions on those issues.8 The follow-on project, known as Tallinn 2.0,
continues the reflection and focuses on the application of international law to
cyberspace in peacetime and will be finalised in 2016. It analyses the application of
existing laws in case of cyber-attacks which are below the threshold of armed conflict,
and addresses questions related to attribution and possible responses. In addition,
several think-tanks are spearheading 'track 1.5' processes, where experts and
government representatives meet to exchange views on key cyber-related issues, in
their personal capacity.

Figure 1 – Overview of global and regional confidence-building processes

https://ccdcoe.org/
http://glossary.usip.org/resource/tracks-diplomacy
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Restraining the use of cyber-weapons
As a way to build confidence in cyberspace and reduce the risk of conflict, governments
have taken several steps to limit the progressive militarisation of cyberspace. In
December 2013, signatories of the Wassenaar Arrangements – an international regime
regulating exports of conventional weapons and sensitive dual-use items and
technologies with military end-uses – agreed to impose restrictions on exports of
IP network surveillance systems and intrusion software in order to prevent 'cyber-
proliferation'. Restrictions were imposed, among others, on 'zero-days' vulnerabilities,
which are purchased by governments for the purpose of targeted attacks.9 In addition,
China, Russia and the United States have concluded a series of bilateral arrangements
that contribute to reinforcing confidence. In June 2013, the US and Russia signed a
landmark agreement to reduce the risk of conflict in cyberspace through real-time
communications about incidents of national security concern. The US-Russia pact
foresees the establishment of a hotline as one of the components in the existing Direct
Secure Communication System between the White House and the Kremlin, and the
exchange of technical information between the US Computer Emergency Response
Team and its Russian counterpart. To avoid any risk of misperception and escalation,
both sides agreed to expand the role of the Nuclear Risk Reduction Centre established
in 1987 to exchange information about planned cyber-exercises or cyber incidents. In
May 2015, Russia and China concluded a non-aggression agreement, on the virtue of
which both sides agreed to refrain from cyber-attacks against each other and to
respond jointly to technologies that may have a destabilising effect on political and
socio-economic life or interfere with the internal affairs of the state. Finally, in
September 2015, the United States and China reached a deal that includes a number of
confidence-building measures, including to provide one another a timely response to
requests for information and assistance concerning malicious cyber activities and to
refrain from conducting or knowingly supporting cyber-enabled theft of intellectual
property with the intent of providing competitive advantages to companies or
commercial sectors.

EU approach to confidence-building
The EU Cybersecurity Strategy adopted in 2014 reaffirmed the EU's support for 'efforts
to define norms of behaviour in cyberspace that all stakeholders should adhere to', and
commitment to the development of confidence-building measures in order to increase
transparency and reduce the risk of misperception in state behaviour. In the Council
Conclusions on Cyber Diplomacy adopted on 10 February 2015, the EU welcomed the
adoption of a first set of Cyber Security Confidence Building Measures in the OSCE
framework. The EU has played an important coordinating role throughout the process.
The EU expresses support for the implementation of the OSCE framework and the
commitment to elaborating measures aimed at enhancing confidence and cooperation.
Furthermore, the EU is pursuing the objective of strengthening confidence-building
processes through:

 Support for the initiatives focused on confidence-building measures launched by
other regional organisations, in particular through the ASEAN Regional Forum and
the Northeast Asia Peace and Cooperation Initiative (NAPCI). The ARF and EU will
co-host a workshop on confidence-building in Malaysia in March 2016.

 Development of structured and overarching EU strategic cyber consultations,
sectoral dialogues (e.g. on ICT, organised crime and human rights), and operational
cooperation with the US, China, Japan, India, South Korea and Brazil;

http://www.wassenaar.org/introduction/index.html
http://cyberlaw.stanford.edu/publications/changes-export-control-arrangement-apply-computer-exploits-and-more
http://www.ft.com/intl/cms/s/0/2903d504-5c18-11e3-931e-00144feabdc0.html
http://www.ft.com/intl/cms/s/0/2903d504-5c18-11e3-931e-00144feabdc0.html
https://www.washingtonpost.com/blogs/the-switch/wp/2013/08/31/the-nsa-hacks-other-countries-by-buying-millions-of-dollars-worth-of-computer-vulnerabilities/
https://www.whitehouse.gov/the-press-office/2013/06/17/fact-sheet-us-russian-cooperation-information-and-communications-technol
http://blogs.wsj.com/digits/2015/05/08/russia-china-pledge-to-not-hack-each-other/
http://www.nytimes.com/2015/05/09/world/europe/russia-and-china-sign-cooperation-pacts.html?_r=0
http://eeas.europa.eu/policies/eu-cyber-security/cybsec_comm_en.pdf
http://data.consilium.europa.eu/doc/document/ST-6122-2015-INIT/en/pdf
http://www.mofa.go.kr/ENG/North_Asia/res/eng.pdf
http://www.europarl.europa.eu/RegData/etudes/BRIE/2015/564374/EPRS_BRI%282015%29564374_EN.pdf
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 Active participation in global and regional debates on cyber norms. For instance, the
EU works closely with the Member States and like-minded partners to advance the
set of norms proposed in the 2015 UN GGE report and to clarify the positions
promoted by the Shanghai Cooperation Organisation (SCO) through the International
Code of Conduct for Information Security.

 Capacity-building initiatives implemented by the European Commission alone or in
cooperation with other regional organisations (e.g. Council of Europe, OAS). The
focus of these projects is primarily on developing legal and technological capabilities.

In June 2015, the European External Action Service (EEAS) presented to the Council
Friends of the Presidency Group on Cyber Issues a 'food-for-thought' paper on
international security in cyberspace. The paper stresses the important role of CBMs in
supporting the development of norms, and invites the Member States to continue the
reflection on future confidence-building measures.

In a resolution on Cyber Security and Defence (2012), the European Parliament called on the
Commission, EEAS and Member States to take a leading role in international organisations in
efforts to achieve final agreement on defining a common understanding of norms of behaviour
in cyberspace, and also to encourage cooperation with a view to developing a cyber-weapons
control agreement. The resolution also encourages closer cooperation with NATO and
exchanges of knowledge with BRICS countries and other countries with emerging economies,
with the aim of exploring possible common responses to the growth in cybercrime and cyber-
threats at both civilian and military levels. In addition, the resolution on a Cybersecurity Strategy
of the EU (2013) emphasised that efforts to increase cyber-resilience and fight cyber-threats
should not be confined to like-minded partners, but also addressed to regions with less-
developed capacities. Most recently, the resolution on human rights and technology (2015)
welcomed the December 2013 Wassenaar Arrangement decision on export controls in the areas
of surveillance, law enforcement and intelligence-gathering tools and network surveillance
systems. It recalled the still incomplete nature of the EU dual-use Regulation when it comes to
the effective and systematic export control of harmful ICT technologies to non-democratic
countries, and urged the Commission to address the existing shortcomings in the context of the
forthcoming dual-use policy review and renewal. Finally, the resolution called for the
development of policies to regulate the sales of zero-day exploits and vulnerabilities without
such regulations having a meaningful impact on bona fide security research.
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Endnotes
1 Pawlak, P., Riding the digital wave – The impact of cyber capacity building on human development, EUISS, 2014.
2 The estimates of the size of the cybersecurity market are based on estimates and may vary substantially. For

instance, for 2011 some studies estimated the value of the market at between £35 and £51 billion while others
suggest the security market was worth £123 billion.

3 The UN General Assembly defines aggression as 'the use of armed force by a state against the sovereignty,
territorial integrity or political independence of another state, or in any other manner inconsistent with the
Charter of the United Nations'.

4 Schmitt, M. N., 'Attack' as a term of art in international law: the cyber operations context, 4th International
Conference on Cyber Conflict, 2012.

5 The International Code of Conduct for Information Security – proposed by the Shanghai Cooperation Organisation
(SCO) in 2011 – is an example of a concrete political initiative aimed at promoting a reliable and cooperative
environment in cyberspace. The Code recognises that technological developments could have both civilian and
military application. Revised in January 2015, the Code aims to 'identify the rights and responsibilities of States in
the information space, promote constructive and responsible behaviour on their part and enhance their
cooperation in addressing common threats and challenges in the information space'. It also includes the pledge of
the signatories to develop confidence-building measures aimed at increasing predictability and reducing the
likelihood of misunderstanding and the risk of conflict.

6 The Southeast Asia Nuclear Weapon-Fee Zone Treaty (SEANWFZ) in force since 1997 is the only significant
constraining measure in the region. Due to US and French objections regarding the definition of territory adopted
by the Treaty, none of the nuclear weapon states has yet signed the protocols.

7 The next conference will be organised by Mexico in 2017.
8 It is noteworthy that NATO's role with regard to confidence-building measure in cyberspace has so far been

limited.
9 The move was met with criticism from the IT security research community, which argues that the broad definition

of intrusion software adopted by the signatory countries will hinder the publication and sharing of important
security research.
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