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This briefing is drawn up to support ECON’s work on scrutiny of delegated acts, in particular the 
discussion taking place on 29 November 2016 on the draft Regulatory Technical Standards (RTS on 
Strong Customer Authentication and Secure Communication ‘SCA&SC’) under the revised Payment 
Services Directive (PSD2) 2015/2366 (Art.98). 

In brief 
  
PSD2 aims at harmonisation, innovation and security of payment services. Regarding the latter, Art. 98 
PSD2 mandated the EBA to prepare Regulatory Technical Standards on strong customer authentication and 
secure communication (RTS on SCA&SC) in close cooperation with the ECB. Based on a Discussion Paper 
released in December 2015, the EBA has issued in August 2016 a Consultation Paper containing the draft 
RTS and is now working on the finalisation of the text by January 2017 in the light of the feedback received. 
The final RTS will have to balance on the one hand the possibility - also for new market entrants - to provide 
the new services regulated by PSD2, to enhance existing payment services and users’ experience as well as 
to allow for (IT) innovation and, on the other hand, to introduce a framework that ensures common, as well 
as specific, IT approaches which ensure a high level of security, e.g. by proper authentication, i.e. that the 
person giving the payment instruction is the right person. Some stakeholders question if the draft RTS get 
the balance right between security and convenience and raise issues concerning non-bank service 
providers. The ECON PSD2 Negotiating Team commented in its letter to the EBA of 24 October 2016. 

According to the EBA, the draft RTS are intended to ensure appropriate levels of security while at the same 
time maintaining fair competition among payment service providers (PSPs), as well as allowing the 
development of user-friendly, accessible and innovative payment services. The draft RTS relate to 
requirements for: 

• strong customer authentication (SCA) and applicable exemptions; 
• security measures for the confidentiality and integrity of payment service users' (PSU) personalised 

security credentials; and 
• common and secure open standards of communication between the functions of account servicing 

payment service provider (ASPSP), payment initiation service provider (PISP), account information 
service provider (AISP), payer, payee and other payment service providers (PSPs). 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L2366
http://www.eba.europa.eu/documents/10180/1303936/EBA-DP-2015-03+%28RTS+on+SCA+and+CSC+under+PSD2%29.pdf
https://www.eba.europa.eu/documents/10180/1548183/Consultation+Paper+on+draft+RTS+on+SCA+and+CSC+%28EBA-CP-2016-11%29.pdf
http://www.polcms.europarl.europa.eu/cmsdata/upload/cb4a7aaf-03c7-4f6e-8979-30c45da0561b/Letter%20on%20PSD2%20RTS%20strong%20customer%20authentication.pdf
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SOME RTS ISSUES UNDER DISCUSSION 

The letter of the Negotiating Team to EBA 

The ECON Negotiating Team on PSD2 raised some issues concerning the draft RTS in a letter to EBA 
of 24 October 2016 which addressed:  

• business-model neutrality,  
• direct and indirect access possibilities for PSPs, and  
• conflicting limits to the usage of risk-based authentication (RBA).  

The limited application of Art. 74(2) PSD2 and the exemptions to SCA: SCA versus RBA 

Art. 74(2) PSD2 allows the payee or PSP the option not to require SCA, provided that they bear the risk 
and cover the loss in the event that the transaction is fraudulent, or otherwise not properly authorised. In 
the EBA’s understanding1, this exemption only applies during the transitional period between the 
implementation date of PSD2 (i.e. 13.1.2018) and the application date for the RTS (i.e. 18 months from the 
entry into force of the RTS, Art. 115 PSD2, according to the EBA October 2018 at the earliest). After that 
point, Art. 8 RTS would provide the (only) exemptions from SCA, e.g. for contactless payments below 
EUR 50(individual)/EUR 150(cumulative) or remote payments below EUR 10/100. This would remove the 
payees’ or their PSPs’ current ability to take a risk-based approach to the application of SCA, for instance 
based on background checks. Customers would always (if no exception applies, e.g. for low-value amounts) 
have to be securely authenticated by two elements on different devices/channels, e.g. via a computer 
and a code via mobile phone (multi-factor authentication). In addition, the draft RTS introduce not only 
for payment transactions, but for all activities that require SCA, the generation of a one time authentication 
code (dynamic element). So under the draft RTS,  

• some currently performed services would no longer qualify (e.g. Amazon 1-Click, single authentication 
with background RBA for credit card payments) unless they are exempted via Art. 8 draft RTS.  

• account aggregation services (AISPs) would require the SCA - including the use of a one-time code - 
being repeated for each login where sensitive payment data (as defined in Art. 4(32) PSD2) is disclosed. 

In its letter to EBA, the ECON Negotiating Team (NT) questioned the compatibility of that interpretation by 
EBA with the text of PSD2.  

Communication with ASPSPs: who provides the interface and is it standardised? 

Art. 19 draft RTS requires ASPSPs to offer at least one communication interface. The NT’s letter saw a 
possible obligation for AISPs/PISPs for account access only via this interface as restricting technological 
and business model neutrality. The EBA also did not specify the messaging/interface standards, e.g. to 
facilitate interoperability across the industry2. This may provide flexibility in an environment where new 
developments come quickly. But this also means that the industry, namely each online-account providing 
bank will have to define and develop those standards, see Art. 17ff. draft RTS, in accordance with ISO 
200223. The draft RTS would require each ASPSP/bank to develop a (possibly non-standardised) interface 
(API) allowing access for PISPs/AISPs, possibly forcing the latter to connect with different interfaces and 
therefore forcing established AISPs/PISPs to adapt their business models.  

                                                           
1 See p. 9, para. 19b) of the Consultation Paper and also p. 16, para. 54: ‘EBA was not able to identify which minimum set of information 
the RTS should require for such transaction risk analysis to be sufficiently reliable to allow a specific exemption from the application of 
SCA, while also ensuring a fair competition among all payment service providers.’) 
2 See p. 19, para. 68 of the Consultation Paper. 
3 See p. 20, para. 69c) of the Consultation Paper: ‘The EBA discarded reference to generic internet communications standards (such as 
HTTP, HTTPS, TLS, and SSL) [...], as the EBA judged them as already of general use and too unspecific for communication standards under 
the mandate conferred on EBA by PSD2.’ 

http://www.polcms.europarl.europa.eu/cmsdata/upload/cb4a7aaf-03c7-4f6e-8979-30c45da0561b/Letter%20on%20PSD2%20RTS%20strong%20customer%20authentication.pdf
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With the letter, the NT wanted to ensure that direct access to payment accounts remains possible for 
AISPs/PISPs also when a bank’s interface is used and that banks have to ensure that authentication by 
AISPs/PISPs as required by Art. 65 (2)(c), Art. 66(3)(d) and Art. 67(2)(c) PSD2 is technically possible for both, 
indirect and direct access. A further issue for some providers is for instance that under the draft RTS, 
AISPs/PISPs could connect to customer sensitive data (only) twice per day if the connection is not initiated 
by a customer request4. 

Scraping: established practice or interference with PSD2? 

In the context of PSD2, (screen/data/web) scraping is one tool to share/access online banking information 
with personal financial management apps. Proponents say it is a valuable supplement to direct data feeds 
that may be incomplete, out-of-date or difficult to access otherwise. But screen scraping also raises 
concerns. The bank may not be able to determine if the customer or a PISP/AISP access the account data. 
This may raise data protection issues and may be contrary to the obligation for PISPs/AISPs to clearly 
identify themselves to the ASPSP according to Art. 66(3d)/Art. 67(2c) PSD2. 

Timeline of RTS on Strong Customer Authentication 

25 November 2015 PSD2 adopted (published 25.12.2015, in force as of 12.1.2016) 
 Conferred on the EBA was the responsibility to develop six technical standards 

and five sets of guidelines. Article 98 PSD2 foresees that EBA shall develop, in 
close cooperation with the ECB, draft RTS addressed to payment service 
providers (PSP) on strong customer authentication (SCA) and secure 
communication. 

8 December 2015 EBA publishes discussion paper to which it receives 118 responses. 
12 August 2016  EBA publishes Consultation Paper 

12 October 2016 End of consultation period 
by 12 January 2017 EBA planning for publication of final draft 

 Follow-up: COM to adopt the RTS - scrutiny of European Parliament and Council 
Possibly October 

2017 
(date estimated by EBA): the RTS to become directly applicable in the EU 

13 January 2018 PSD becomes applicable. 

The development of the RTS 

To prepare for this RTS, EBA published on 8 December 2015 a Discussion Paper on future Draft Regulatory 
Technical Standards on strong customer authentication and secure communication under the revised 
PSD2 with five parts, reflected in the draft RTS, namely on:  

• exemptions to SCA, and  
• exemptions on payment services users’ (PSU) personalised security credentials, 
• Considerations prior to developing the requirements on strong customer authentication, 
• Considerations prior to developing the rules for common & secure open standards of communication, 
• Possible synergies with the e-IDAS Regulation on electronic identification and trust services. 

Based on this consultation and as mandated by Article 98 PSD2 in close cooperation with the ECB, the 
EBA published on 12 August 2016 the Consultation Paper on the draft Regulatory Technical Standards 
specifying the requirements on strong customer authentication and common and secure communication 
under PSD2; the consultation period ended on 12 October 2016 with about 260 comments received - the 
highest amount of feedback so far.

                                                           
4 See p. 21, para. 69g) Consultation Paper (it is not specified if only successful information requests are considered). 

http://www.eba.europa.eu/documents/10180/1303936/EBA-DP-2015-03+%28RTS+on+SCA+and+CSC+under+PSD2%29.pdf
http://www.eba.europa.eu/documents/10180/1303936/EBA-DP-2015-03+%28RTS+on+SCA+and+CSC+under+PSD2%29.pdf
http://www.eba.europa.eu/documents/10180/1303936/EBA-DP-2015-03+%28RTS+on+SCA+and+CSC+under+PSD2%29.pdf
https://www.eba.europa.eu/documents/10180/1548183/Consultation+Paper+on+draft+RTS+on+SCA+and+CSC+%28EBA-CP-2016-11%29.pdf
https://www.eba.europa.eu/documents/10180/1548183/Consultation+Paper+on+draft+RTS+on+SCA+and+CSC+%28EBA-CP-2016-11%29.pdf
https://www.eba.europa.eu/documents/10180/1548183/Consultation+Paper+on+draft+RTS+on+SCA+and+CSC+%28EBA-CP-2016-11%29.pdf
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Related Provisions and Papers 

o Directive (EU) 2016/1148 on Cybersecurity, comes into force in 2017 and provides for fines of up to 5% 
of the global turnover in the event of a cyber security breach; 

o Regulation (EU) 910/2014 on electronic identification & trust services for electronic transactions in the 
internal market (e-IDAS); 

o the EBA Consultation Paper Draft Guidelines on the information to be provided for the authorisation as 
payment institutions and e-money institutions and for the registration as account information service 
providers, CP/2016-18 of 3.11.16; and the 

o the EBA Consultation on the Guidelines on the criteria on how to stipulate the minimum monetary 
amount of the professional indemnity insurance under PSD2; CP/2016-12 version 2* of 22.9.2016. 

ABBREVIATIONS 

CONTACTS 

 

AIS account information service 
AISP account information service provider (Art. 4 (16) PSD2) 

API application programming interface (e.g. offered - possibly for a fee - by a bank where IT 
developers can latch on and create specific customised app solutions) 

ASPS account servicing payment service 
ASPSP account servicing payment service provider (Art. 4 (17) PSD2), e.g. a bank 

[C]SC [common] and secure communication  
e-IDAS Regulation (EU) 910/2014 on electronic identification and trust services for electronic 

transactions in the internal market 
NT (ECON PSD2) Negotiating Team 

PCI DSS payment card industry data security standard 
PIS payment initiation service (Art. 4 (15) PSD2) 

PISP payment initiation service provider 
PSC personalised security credentials (e.g. PIN, TAN) 
PSP payment service provider (PSD2/SEPA context) 
PSU payment service user (PDS2/SEPA) 
RBA risk-based authentication 
SCA strong customer based authentication (Art. 98 PSD2) 
SSL secure socket layer (IT) 
TPP third party payment (service provider) lets its customers accept online payments without a 

merchant account of their own by allowing to use their merchant account under their own 
terms of service (e.g. Paypal) 

 ECON Secretariat 
econ-secretariat@ep.europa.eu 

 ECON Committee webpage 
http://europarl.europa.eu/econ 

 All ECON Scrutiny papers can be found on the ECON Policies pages 

http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1478721329191&uri=CELEX:32016L1148
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2014.257.01.0073.01.ENG
https://www.eba.europa.eu/documents/10180/1646245/Consultation+Paper+on+draft+Guidelines+on+authorisation+and+registration+under+PSD2+(EBA-CP-2016-18).pdf
https://www.eba.europa.eu/documents/10180/1646245/Consultation+Paper+on+draft+Guidelines+on+authorisation+and+registration+under+PSD2+(EBA-CP-2016-18).pdf
https://www.eba.europa.eu/documents/10180/1646245/Consultation+Paper+on+draft+Guidelines+on+authorisation+and+registration+under+PSD2+(EBA-CP-2016-18).pdf
https://www.eba.europa.eu/documents/10180/1586019/EBA-CP-2016-12+(Consultation+Paper+on+draft+Guidelines+on+PII+under+PSD2).pdf
https://www.eba.europa.eu/documents/10180/1586019/EBA-CP-2016-12+(Consultation+Paper+on+draft+Guidelines+on+PII+under+PSD2).pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2014.257.01.0073.01.ENG
mailto:econ-secretariat@ep.europa.eu
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http://www.europarl.europa.eu/committees/en/econ/financial-services.html?tab=Delegated%20Acts

