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Introduction 
The search to obtain, and retain, profits from crime is a key motivation of financial crime, including 
money laundering. For this reason, financial investigation is a valuable tool in the investigation and 
prosecution of these crimes. The Financial Action Task Force (FATF), the intergovernmental body 
established by the G7 in 1989 to set standards in anti-money-laundering efforts and counter-
terrorist financing (AML and CFT) and monitor compliance among its member countries, defines 
financial investigation as: 

'an enquiry into the financial affairs related to a criminal activity, with a view to:  

(i) Identifying the extent of criminal networks and/or the scale of criminality;  

(ii) Identifying and tracing the proceeds of crime, terrorist funds or any other assets that 
are, or may become, subject to confiscation; and  

(iii) Developing evidence which can be used in criminal proceedings.' 

This form of investigation adopts a 'follow the money' approach to allow investigators to map out 
criminal networks, which often operate at a transnational level. It also provides evidence to 
prosecute suspected criminals, and identify and confiscate criminal assets. The use of financial 
investigation as a tool to investigate crime is included in the standards set by FATF. Its 
Recommendation 30 requires countries to ensure that, in investigations of large-scale money 
laundering and terrorist financing, a financial investigation takes place.1 

Although financial investigation is regarded as crucial to the investigation and prosecution of 
financial crime, EU investigators often lack the tools for effective action in this area. The European 
Commission analysed the financial investigation techniques used by financial intelligence units 
(FIUs). These are autonomous bodies established under the EU's AML and CFT legislation, 
responsible for receiving and analysing suspicious transaction reports, and information relevant for 
combating money laundering and terrorist financing. In its report, the Commission found that FIUs 
lacked the tools to carry out financial investigations to their full extent, in the form of information-
sharing or joint analysis. 

Context 
Research undertaken for the Commission shows that illegal revenues generated by criminal 
activities in the EU amounted to €139 billion in 2019, corresponding to 1 % of its gross domestic 
product. Swift access to financial information is key to effective financial investigations and the 
successful tracing and confiscation of the proceeds of crime. Criminals and terrorists frequently 
operate in a number of Member States and disperse their assets throughout the EU to avoid or 
hinder detection by national police forces. They are often quick adopters of financial innovation that 
allows them to transfer funds between different bank accounts and currencies on an almost 
instantaneous basis. The use of fintech, accelerated by the pandemic, means that, increasingly, 
electronic funds transfers can be made on a real-time basis, enabling instantaneous money transfers 
from smart phones, other portable devices, digital wallets and the web.  

The identification of bank accounts is important for the analysis of domestic cases but also permits 
cooperation and joint analysis between FIUs to detect cross-border money laundering/terrorist 
financing, using assets and bank accounts held in multiple jurisdictions. By contrast, the current 
system of identifying the bank accounts of a suspect in a criminal investigation or for asset recovery 
purposes is slow and ineffective. FIUs can request bank account information from other FIUs, but 
responses can often be slow to arrive. In contrast to the instantaneous transfers of assets possible 
under the banking system, the Egmont Group of FIUs recommends a one-month response period 
to reply to requests for information, and even that is not always observed, as a report by the 
European Commission shows.  

https://ec.europa.eu/info/food-farming-fisheries/farming/international-cooperation/international-organisations/g7_en
https://ec.europa.eu/info/sites/default/files/report_assessing_the_framework_for_financial_intelligence_units_fius_cooperation_with_third_countries_and_obstacles_and_opportunities_to_enhance_cooperation_between_financial_intelligence_units_with.pdf
https://op.europa.eu/en/publication-detail/-/publication/ab3534a2-87a0-11eb-ac4c-01aa75ed71a1/language-en
https://egmontgroup.org/
https://ec.europa.eu/info/sites/default/files/report_assessing_the_framework_for_financial_intelligence_units_fius_cooperation_with_third_countries_and_obstacles_and_opportunities_to_enhance_cooperation_between_financial_intelligence_units_with.pdf
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Law enforcement authorities can make their requests via FIUs or use bilateral police cooperation 
agreements or judicial cooperation agreements. These include Council Framework Decision 
2006/960 on simplifying the exchange of information and intelligence between law enforcement 
authorities of the Member States of the European Union. Some Member States (with the exception 
of Ireland and Denmark) require a European Investigation Order for which a deadline of 30 days 
applies for its recognition or execution. By this time, the assets under investigation may have long 
been moved on or dispersed, and the delays in obtaining financial information under the current 
system may help to explain why the rates of confiscation in the EU are so low.2  

Existing situation 
Directive (EU) 2018/843 (5AMLD) inserts a new Article 32a into Directive (EU) 2015/849 (4AMLD). 
This requires Member States to put in place, by 10 September 2020, national centralised automated 
mechanisms (such as central registries or central electronic data retrieval systems) to allow the 
timely identification of any natural or legal person holding or controlling payment accounts, bank 
accounts, and safe-deposit boxes held by credit institutions established in their territory (hereafter 
referred to as 'national bank account registers' or BARs). 

Article 32a(3) sets out the nature of the information that the national BAR must contain: 

• For the customer-account holder and any person purporting to act on their behalf: 
their name, along with a unique identification number, or the customer due diligence 
documentation required under the national transposition of Article 13(1) of the 
consolidated 4AMLD. 

• For the beneficial owner of the customer-account holder: their name, along with a 
unique identification number, or customer due diligence documentation as required 
under the national transposition of Article 13(1) of 4AMLD. 

• For the bank or payment account: the IBAN number and date of account opening and 
closing. 

• For the safe-deposit box: name of the lessee, along with either the other identification 
data required under Article 13(1), or a unique identification number and the duration 
of the lease period. 

Article 32a(4) allows Member States to include in the BARs 'other information deemed essential for 
FIUs and competent authorities for fulfilling their obligations under this Directive'. 

The information held in the national BARs must be 'directly accessible in an immediate and 
unfiltered manner to national FIUs'. FIUs must also be able to provide information held in the BARs 
to other FIUs in a timely manner.  

The legal basis of 4AMLD and 5AMLD are the internal market provisions of Article 114 of the Treaty 
on the Functioning of the European Union (TFEU), with the aim of preventing the use of the Union's 
financial system for money laundering and terrorist financing. Since there is no recourse to the 
provisions of the Treaties dealing with police and judicial cooperation, these directives allow direct 
access to the BARs only to FIUs. While Article 32a states that Member States should ensure that the 
information in the BARs 'shall also be accessible to national competent authorities for fulfilling their 
obligations under this Directive', another legal instrument was required to enable this to happen.  

For this reason, Directive (EU) 2019/1153 laying down rules facilitating the use of financial and other 
information for the prevention, detection, investigation or prosecution of certain criminal offences, 
and repealing Council Decision 2000/642/JHA, was adopted. Its legal basis is Article 87(2) TFEU. This 
relates to police cooperation and permits the Union to take measures involving Member States' 
competent authorities (including police, customs and other specialist law enforcement services) 
regarding inter alia the collection, storage and exchange of information relevant for the prevention, 
detection and investigation of criminal offences. On this basis, Article 3 of Directive 2019/1153 
requires Member States to designate: 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02006F0960-20061230
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02006F0960-20061230
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014L0041-20140501
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L0843&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02015L0849-20210630
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012E%2FTXT
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012E%2FTXT
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019L1153


EPRS | European Parliamentary Research Service 

4 

'among its authorities competent for the prevention, detection, investigation or prosecution 
of criminal offences, the competent authorities empowered to access and search its national 
centralised bank account registry'.  

These designated competent authorities must include the national asset recovery office (ARO). 
AROs are established by Council Decision 2007/845/JHA to trace and identify the proceeds of crime 
in order to facilitate their freezing and confiscation by a competent judicial authority. They also act 
as national contact points for the exchange of information on criminal assets. The Directive also 
permits Member States to designate tax authorities and anti-corruption agencies as competent 
authorities if they are competent to prevent, detect, investigate or prosecute criminal offences 
under national law.  

Article 4(1) of Directive 2019/1153 obliges Member States to ensure that these designated 
competent authorities have the power to access and search bank account information, directly and 
immediately, when it is necessary to prevent, detect, investigate or prosecute a serious criminal 
offence, or to support a criminal investigation into a serious criminal offence. These investigations 
can also include the identification, tracing and freezing of assets relevant to the investigation.  

However, Article 4(2) of Directive 2019/1153 does not allow competent authorities to access the 
additional information which Member States can include in their BAR on the basis of considering it 
essential, as provided by Article 32a(4). So the Directive limits competent authorities' access to 
information contained in the national BAR only to that set out in Article 32a(3) of 4AMLD.  

Directive 2019/1153 states that access to the BARs shall be provided to prevent, detect, investigate 
or prosecute a serious criminal offence as listed in Annex I of Regulation (EU) 2016/794 (the Europol 
Regulation). Offences listed in Annex I are broadly drafted to include a wide variety of crimes, among 
which are terrorism, organised crime, drug trafficking, and money-laundering activities, as well as 
environmental crime, sexual abuse, including child sexual abuse, and crimes against the financial 
interests of the Union.  

While Directive (EU) 2019/1153 provides designated competent authorities with access to their 
national BAR, it also contains provisions permitting a broader exchange of information. Article 3(2) 
requires each Member State to designate, from its authorities competent for the prevention, 
detection, investigation or prosecution of criminal offences, the 'competent authorities that can 
request and receive financial information or financial analysis from the FIU'.  

The preamble to the Directive explains the reasoning behind the provision of such powers. Recital 
14 notes that FIUs have the right to access the information that they require to prevent, detect and 
combat money laundering, its predicate offences and terrorist financing. However, since Member 
States are free to determine the organisational structure of FIUs, different FIUs have varying degrees 
of access to regulatory databases, leading to an insufficient exchange of information between law 
enforcement or prosecution services and FIUs. Therefore, Recital 15 holds that: 

'In order to enhance legal certainty and operational effectiveness, this Directive should lay 
down rules to strengthen the FIUs' ability to share financial information and financial 
analysis with the designated competent authorities in their Member State for all serious 
criminal offences.' 

Directive 2019/1153 also provides a legal framework for FIUs to request relevant data from 
designated competent authorities in their Member State in order to allow them to carry out their 
work effectively, by means of Article 8.  

Cross-border information exchange provided by Directive 2019/1153 
As well as providing competent authorities with access to their national BAR, Directive 2019/1153 
allows for cross-border information exchange between FIUs. Article 9 states that Member States 
must ensure that in 'exceptional and urgent' cases their FIUs: 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32007D0845
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0794&from=EN
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'are entitled to exchange financial information or financial analysis that may be relevant for 
the processing or analysis of information related to terrorism or organised crime associated 
with terrorism'. 

The Directive does not impose any deadlines for the provision of such information, merely that, 
subject to their operational limitations, FIUs must 'endeavour to exchange such information 
promptly'. 

The limitations imposed on the exchange of data between FIUs, and the absence of deadlines, 
reflect the views of the Council in the negotiation of the Directive in trilogue with the Parliament 
and Commission. When Parliament adopted the current text of Directive 2019/1153, two statements 
from the Parliament and Commission were annexed to the text. They indicated that the two 
institutions regretted the removal of the 'rules on precise deadlines and IT channels for the 
exchange of information between Financial Intelligence Units of different Member States'. They also 
expressed regret as to the reduced scope of the possibility for FIU cooperation, limited to cases of 
terrorism and organised crime associated with terrorism, which 'does not cover all types of serious 
criminal offences, as originally proposed'.  

Parliament urged the Commission to re-examine this issue as part of the evaluation process 
provided under Article 21 of the Directive, and committed to coming up with its own 
recommendations, if required. The Commission stated 'it will further reflect on Financial Intelligence 
Unit to Financial Intelligence Unit cooperation, notably as part of its reports on the implementation 
of this Directive and of the Anti-Money-Laundering Directive'.  

Article 10 of the Directive permits cross-border exchange of information between competent 
authorities of different Member States. Competent authorities designated by Member States to 
request and receive financial information and financial analysis from their FIU can exchange this 
information, upon request and on a case-by-case basis, with a designated competent authority in 
another Member State 'where that financial information or financial analysis is necessary for the 
prevention, detection and combating of money laundering, associate predicate offences and 
terrorist financing'. Hence, while the Directive limits direct cross-border information-sharing 
between FIUs to terrorism or organised crime associated with terrorism only, it permits indirect 
sharing of information relating to wider criminal investigations from an FIU in one Member State to 
a competent authority in another via the competent authority of the sending FIU acting as an 
intermediary. Article 10 provides a number of safeguards in this cross-border information-sharing.  

Parliament's starting position  
The European Parliament, in its current legislative term, addressed the need for improved 
information-sharing between FIUs and better cooperation between the administrative, judicial and 
law enforcement authorities within the EU for the purposes of investigating and prosecuting money 
laundering and terrorist financing offences.  

In its resolution of 26 March 2019 on financial crimes, tax evasion and tax avoidance 
(2018/2121(INI)), Parliament referred to the obligation imposed by 5AMLD to set up BARs to enable 
the speedy identification of the holders of bank and payment accounts and allow FIUs to provide 
information held in these BARs to other FIUs in a timely manner. It called on Member States to speed 
up the establishment of these BARs in order to permit FIUs to cooperate effectively with each other. 
It stressed the importance of quick access to information to prevent financial crimes and the 
discontinuation of investigations. It also stressed the importance of data protection in this area.  

The Commission published its report on the interconnection of the Member States' BARs in July 
2019. This found that a 'future EU-wide interconnection of bank account registries and data retrieval 
systems would facilitate the cross-border cooperation of the competent authorities involved in the 
fight against money laundering, terrorist financing and other serious crimes'. It further found that 
the interconnection of these centralised mechanisms is technically feasible.  

https://www.europarl.europa.eu/doceo/document/TA-8-2019-0418_EN.html#title3
https://www.europarl.europa.eu/doceo/document/TA-8-2019-0240_EN.pdf
https://www.europarl.europa.eu/doceo/document/TA-8-2019-0240_EN.pdf
https://ec.europa.eu/info/sites/default/files/report_assessing_the_conditions_and_the_technical_specifications_and_procedures_for_ensuring_secure_and_efficient_interconnection_of_central_bank_account_registers_and_data_retrieval_systems.pdf
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Parliament noted these findings in a number of resolutions. In its resolution of 19 September 2019 
on the state of implementation of the Union's anti-money-laundering legislation (2019/2820(RSP)), 
it pointed to the need for better cooperation between administrative, judicial and law enforcement 
authorities in the EU, particularly FIUs, and noted the requirement to provide a stronger mechanism 
to coordinate and support cross-border cooperation and analysis by FIUs. In its resolution of 10 July 
2020 on a comprehensive Union policy on preventing money laundering and terrorist financing – 
the Commission's action plan and other recent developments (2020/2686(RSP)), Parliament 
welcomed the Commission's AML and CFT action plan of 7 May 2020. It suggested that the proposed 
new AML Regulation, which would replace the AMLD Directives, should contain provisions on 
centralised mechanisms on payment accounts and bank accounts, as well as the framework for 
cooperation between competent authorities and FIUs. It also welcomed the plan to ensure the 
interconnection of centralised payment and bank account mechanisms across the EU to facilitate 
access to financial information for FIUs and law enforcement authorities, while also noting the need 
for full compliance with applicable data protection rules. With regard to Directive (EU) 2019/1153, it 
welcomed its adoption and stated that it was awaiting the Commission's assessment of the 
proportionality of extending the definition of financial information or financial analysis between 
FIUs within the EU to cover exchanges relating to serious criminal offences other than just terrorism 
and organised crime associated with terrorism.  

Council starting position 
The Council has made repeated calls for financial investigations to form an integral part of the 
investigations of organised crime, starting with its 2016 Council conclusions and action plan on 
financial investigations. In the Council conclusions on enhancing financial investigations to fight 
serious and organised crime of 17 June 2020, it called on Member States to 'devote particular 
attention to the transposition of Directive (EU) 2019/1153 in order to maximise the benefit of the 
centralised bank accounts registries'. It also called on them to engage in a 'constructive discussion 
with the Commission regarding a future interconnection of national bank account registries in order 
to significantly accelerate the access to financial information and facilitate cross-border cooperation 
between competent authorities and their European counterparts'. It asked the Commission to 
consider adapting the legal framework to permit the interconnection of BARs to accelerate access 
to financial information and enhance cross-border cooperation between competent authorities. 
The Council repeated its call to Member States to swiftly complete the transposition of Directive (EU) 
2019/1153 in its conclusions of 5 November 2020. 

Preparation of the proposal 
From 2016 onwards, the Commission has emphasised the need to establish BARs to provide 
operational support to FIUs and to allow them to be used for investigations carried out by other 
authorities, including asset recovery offices, tax authorities and other law enforcement bodies.  

Article 32(a)(5) of the consolidated 4AMLD requires the Commission to assess the conditions and 
technical specifications and procedures for ensuring the secure and efficient interconnection of the 
national BARs created under that article. The Commission's assessment, adopted in July 2019, 
concluded that the interconnection of the national BARs is technically feasible.  

The Commission's Action Plan for a comprehensive Union policy on preventing money laundering 
and terrorist financing, adopted in May 2020, also stressed the need for an EU-wide interconnection 
of the national centralised bank account registries in order to 'speed up access by law enforcement 
authorities and FIUs to financial information and facilitate cross-border cooperation'. It states that 
this interconnection 'should be considered as a matter of priority'.  

In its EU Security Union Strategy 2020, the Commission indicated that it was considering the 
interconnection of national BARs as part of the enhancement of the EU's AML and CFT legislative 
framework. The EU Strategy to tackle organised crime 2021-2025 (SOCTA), adopted by the 

https://www.europarl.europa.eu/doceo/document/TA-9-2019-0022_EN.html
https://www.europarl.europa.eu/doceo/document/TA-9-2020-0204_EN.html
https://data.consilium.europa.eu/doc/document/ST-10125-2016-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-10125-2016-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-8927-2020-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-8927-2020-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-12608-2020-INIT/en/pdf
https://eur-lex.europa.eu/resource.html?uri=cellar:e6e0de37-ca7c-11e5-a4b5-01aa75ed71a1.0002.02/DOC_1&format=PDF
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020XC0513(03)&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020XC0513(03)&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020DC0605&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021DC0170&from=EN
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Commission in April 2021, states that the tackling of criminal finances is crucial to uncover criminal 
activities, deter crime, and prevent criminal infiltration of the legal economy and society. With this 
in mind, it notes that swift access to financial information is essential for carrying out effective 
financial investigations and for successfully tracing and confiscating assets. It views the 
transposition by Member States of Directive 2019/1153 by the deadline of August 2021 as crucial in 
order to prevent the proceeds of crime becoming integrated into the legitimate economy. The 
Commission also committed itself to the revision of the Directive, along with the AML legislative 
framework, 'in order to provide law enforcement authorities access to the future platform 
interconnecting bank account registries across the Union'.  

The Commission's impact assessment accompanying the 2021 AML package highlights the need for 
swift access to bank account information to ensure effective freezing and confiscation of assets 
deriving from criminal activities. It points out that current confiscation rates are low, with only 2 % 
of these assets frozen and 1 % confiscated, and notes the difficulties and slowness of obtaining 
information via current police cooperation procedures to determine in which Member States the 
subject of an investigation holds bank accounts. It then recommends that FIUs and authorities 
competent for the prevention, detection, investigation or prosecution of criminal offences be 
provided with direct access to the platform interconnecting the national centralised BARs. EPRS has 
published an initial appraisal of the Commission's impact assessment. 

The Commission also published a staff working document accompanying the proposal for a 
Directive amending Directive (EU) 2019/1153. This reviewed the progress made by Member States 
in setting up the centralised bank account registries and electronic data retrieval systems, and 
highlighted the problems which the current legal framework for accessing cross-border bank 
account information via police cooperation or judicial cooperation poses with regard to swift access 
to financial information.  

The changes the proposal would bring 
In July 2021, the Commission adopted a new AML package comprising a number of legislative 
proposals to strengthen the EU's AML and CFT rules. This included a proposal for a directive (the 
new 6AMLD), which, in its Article 14, repeats the terms of Article 32a of the consolidated 4AMLD 
with regard to the establishment of a national BAR and its contents. However, there is one important 
change. Article 14(5) of the proposal states: 'The centralised automated mechanisms ... shall be 
interconnected via the bank account registers (BAR) single access point to be developed and 
operated by the Commission.' It gives the Commission the power to adopt, by means of 
implementing acts, the technical specifications and procedures for the connection of the Member 
States' BARs to the single access point. Member States are obliged to ensure that the information in 
their national BAR is accessible via the single access point and must also keep that information up 
to date. Article 14(7) gives FIUs 'immediate and unfiltered access' to the information on payment 
and bank accounts and safe-deposit boxes in other Member States available through the single 
access point. Article 14(5) limits the information accessible via the single access point to that which 
is set out in Article 14(3) and which itself repeats the limits on the information available in the BARs 
imposed by Article 32a(3) of 4AMLD. While Member States are free to include in their BAR additional 
information which they deem essential for FIUs and other competent authorities, it will not be 
accessible and searchable via the single access point interconnecting Member State BARs.  

As its legal basis is the internal market provisions of Article 114 TFEU, the new 6AMLD will provide 
access to the BAR single access point only to FIUs. Therefore, in order to permit effective financial 
investigations to be undertaken and to fight better against serious crime, access to the BAR single 
access point needs to be widened to include the competent authorities responsible for the 
prevention, detection, investigation or prosecution of criminal offences. For this reason, the AML 
package of legislation announced by the Commission in July 2021 also proposes to amend Directive 
(EU) 2019/1153 to allow these authorities access to the single access point created under the 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021SC0190
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2021)699467
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0210&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0429
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0429
https://eur-lex.europa.eu/resource.html?uri=cellar:05758242-ead6-11eb-93a8-01aa75ed71a1.0001.02/DOC_1&format=PDF
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proposal for 6AMLD. As is the case with its predecessor, the access of competent authorities to the 
BARs via the single access point is based on the police cooperation provisions of Article 87(2) TFEU.  

The amendments to Directive 2019/1153 consist of the following provisions:  

• Article 1 of the proposal amends Article 4 of Directive (EU) 2019/1153 by enabling 
designated authorities competent for the prevention, detection, investigation or 
prosecution of criminal offences to directly access and search centralised bank 
account registries of other Member States through the BAR single access point.  

• Article 2 provides the deadline for Member States' transposition of the new directive.  

As indicated above, Directive (EU) 2019/1153 allows the use of the BARs in order to prevent, detect, 
investigate or prosecute a serious criminal offence, as listed in Annex I of the Europol Regulation. 
Therefore, it also broadens the number of offences that can be investigated by means of the single 
access point to the BARs from those limited to money laundering and terrorist financing, and their 
predicate offences only, as permitted under 4AMLD, 5AMLD and the proposed 6AMLD. The single 
access point will allow competent authorities to immediately identify in which Member States a 
suspect has bank accounts or safe deposit boxes.  

They could then use the existing legal cooperation instruments to formally request further 
information about the bank accounts from the Member States where these accounts are located. As 
Directive (EU) 2019/1153 obliges Member States to designate their national asset recovery office, 
they will also be able to use the single access point. The asset recovery offices can then invoke their 
existing legal powers to send requests for further information, or freezing and confiscation orders, 
to secure the assets, based on Regulation 2018/1805 on the mutual recognition of freezing orders 
and confiscation orders.  

It is important to note that the competent authorities and asset recovery offices will have to use the 
existing legal framework to obtain sensitive bank information, such as the account balance and 
transactions, as Directive (EU) 2019/1153 contains significant data protection safeguards.  

Data protection safeguards 
As previously discussed, Directive (EU) 2019/1153 gives access to a strictly defined set of 
information, limited to that which is necessary to identify whether the subject of an investigation 
holds a bank account and where it is located. The amended Directive 2019/1153 will therefore not 
permit the authorities designated by Member States to access and search sensitive data via the BAR 
single access point, such as information on transactions or the account balance.  

Therefore, the data made available to competent authorities under the BARs' single access point by 
means of Directive 2019/1153 complies with the principle of data minimisation, as required by 
Article 5 of the General Data Protection Regulation (GDPR). This states that the processing of 
personal data must be limited to what is necessary in relation to the purposes for which they are 
processed.  

However, as the BARs hold personal data relating to natural and legal persons, extending access to 
the BAR single access point will impact on the fundamental rights of data subjects, with particular 
impact on the right to privacy and the right to protection of personal data (Articles 7 and 8 
respectively of the Charter of Fundamental Rights of the European Union). The Commission has 
stated in its proposal to amend Directive (EU) 2019/1153 that:  

'any resulting limitations on the exercise of the rights and freedoms recognised by the 
Charter, in particular those laid down in its Articles 7 and 8, comply with the requirements 
set by the Charter, in particular those of its Article 52(1)'. 

It further states that this limitation is 'provided for by law and is justified by the need to pursue an 
objective of general interest recognised by the Union, namely, combating serious crime'. It also 
holds that 'the essence of the rights and freedoms in question are respected and the limitations are 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0794&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1805
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proportionate to the objective pursued'. The Commission is of the view that the impact on the right 
to privacy is limited given that the information available via the single access point to the BARs is 
already available by means of police and judicial cooperation channels and the accessible and 
searchable data does not include financial transactions or the account balance. It provides access to 
information which is limited only to that which is required 'to establish with which bank(s) in other 
Member States the subject of an investigation holds an account'. 

The Commission recognises that the information on bank accounts constitutes the personal data of 
natural persons. As a result, access to this data through the single access point would represent the 
processing of personal data. It would therefore be subject to Directive (EU) 2016/680 on the 
protection of natural persons with regard to the processing of personal data by competent 
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal 
offences or the execution of criminal penalties, and on the free movement of such data. This is the 
case for data accessed under the current version of Directive 2019/1153. It points to the safeguards 
provided for in Articles 3, 4, 5 and 6 of Directive 2019/1153, which, in addition to those already 
mentioned, include the following: 

• Only the authorities designated by Member States will be able to access and search the 
BARs, including through the BAR single access point. 

• The power to access and search the BARs, including through the BAR single access point, 
can only be used to prevent, detect, investigate or prosecute 'serious criminal offences' as 
defined in Annex I to Regulation (EU) 2016/794 (the Europol Regulation).  

• Articles 5 and 6 of the Directive impose a number of safeguards with regard to the 
processing of data by competent authorities. Access to and processing of data can be 
undertaken only on a case-by-case basis by staff that have been specifically designated and 
authorised to perform this task.  

• Member States must ensure that the staff designated for this role 'maintain high 
professional standards of confidentiality and data protection', are of high integrity and are 
appropriately skilled. Staff must be aware of EU and national data protection legislation and 
be provided with specialist training.  

• Member States are obliged to ensure the security of data being accessed under the Directive 
'to high technological standards'.  

• In addition, the authorities operating the BARs must keep logs to record access to and search 
of bank account information. The logs must record which competent authority consulted 
the BAR, a national file reference, date and time of the search, type of data used to launch 
the query or search, and a unique identifier for the results. A unique identifier is also required 
for the official making the query or search, the official who ordered the query or search, and 
where possible, the recipient of the results of the query or search.  

• The logs must be checked by the BARs' data protection officers and be made available to 
the competent supervisory authority established under Article 41 of Directive (EU) 2016/680 
when requested. 

• The logs themselves are subject to additional data protection measures, as set out in Article 
6(3), including protection against unauthorised access and erasure after five years unless 
required for ongoing monitoring.  

Advisory committees 
The European Economic and Social Committee (EESC) adopted an opinion on the Commission's 
AML package but did not refer to the proposal to amend Directive 2019/1153. The European 
Committee of the Regions (CoR) has not adopted an opinion on the proposal to date. 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02016L0680-20160504&from=EN
https://www.eesc.europa.eu/en/our-work/opinions-information-reports/opinions/anti-money-laundering-legislative-package
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National parliaments 
National parliaments in three Member States analysed the proposal, with opinions provided by 
Spain and Portugal by the deadline of 22 October 2021, while on 3 January 2022 the Czech Senate 
submitted its opinion.  

No subsidiarity concerns were expressed with regard to the proposal, but the Czech Senate raised 
concerns about the substance of the Commission's AML package without directly referring to the 
proposal to amend Directive 2019/1153.   

Stakeholder views 
Article 42 of Regulation (EU) 2018/1725 obliges the European Commission to consult the European 
Data Protection Supervisor (EDPS) on all legislative proposals that might have an impact on the 
processing of personal data. On 6 September 2021, the EDPS issued formal comments on the 
proposal for a Directive amending Directive (EU) 2019/1153. Overall, the EDPS welcomed the 
Commission's assessment of the possible impact of the proposal on the rights to privacy and 
protection of personal data, as set out in the explanatory memorandum to the proposal. It 
emphasised the proportionality principle with regard to the processing of data in the proposal, 
citing the limitations on access to data, as set out in Article 14(3) of the proposal for 6AMLD, and 
discussed above. The EDPS also notes the safeguards provided in Articles 3, 4, 5 and 6 of Directive 
2019/1153, discussed above. It also cited its opinion 5/2020 on the Commission's action plan for a 
comprehensive Union policy on preventing money laundering and terrorist financing, where it 
recommended: 

'Concerning the works on the interconnection of central bank account mechanisms ... that 
they comply, in particular, with the principles of data minimisation, accuracy and data 
protection-by-design and by default.'  

It states that it will continue to pay specific attention to this aspect, having regard to the proposal 
for a new AML Directive and the other legislative proposals in the Commission's AML package of 
July 2021. Opinion 5/2020 also references the Commission's report assessing the procedures for 
ensuring the interconnection of central bank account registers and data retrieval systems. It 
welcomes the fact that, in the report: 

'the Commission takes into account the data protection principles and highlights the need 
to restrict the scope of the information accessible through the interconnection platform to 
the minimum required (data minimisation) and to keep the proportionality between the 
scope of access to personal data and what is necessary to comply with the objectives of the 
AML Directive (proportionality principle)'. 

Despite its favourable assessment of the proposal to amend Directive 2019/1153, the EDPS notes 
that these comments do not prevent it from issuing further comments, particularly if new 
information becomes available or further issues are identified.  

Legislative process 
The proposal to amend Directive 2019/1153 was included in the 2021 Joint Declaration, in which 
the three EU institutions established common legislative priorities for the year. In the European 
Parliament, the proposal has been assigned to the Committee on Civil Liberties, Justice and Home 
Affairs (LIBE), with the Committee on Economic and Monetary Affairs (ECON) designated as 
committee for opinion. Emil Radev (EPP, Bulgaria) has been appointed as rapporteur for LIBE, with 
Inese Vaidere (EPP, Latvia) as rapporteur for ECON's opinion. ECON issued its opinion on 15 March 
2022. This recommended the deletion of Article 9, which refers to the exchange of information 
between FIUs of different Member States to avoid inconsistency regarding the legal basis for the 
exchange of information between EU FIUs. The opinion was of the view that Article 53 of 5AMLD 

https://www.europarl.europa.eu/RegData/docs_autres_institutions/parlements_nationaux/com/2021/0429/ES_PARLIAMENT_CONT1-COM(2021)0429_ES.pdf
https://secure.ipex.eu/IPEXL-WEB/document/COM-2021-429/ptass
https://www.europarl.europa.eu/RegData/docs_autres_institutions/parlements_nationaux/com/2021/0429/CZ_SENATE_CONT1-COM(2021)0429_EN.pdf
https://edps.europa.eu/data-protection/our-work/publications/comments/edps-comments-access-competent-authorities_en
https://edps.europa.eu/sites/edp/files/publication/20-07-23_edps_aml_opinion_en.pdf
https://ec.europa.eu/info/sites/default/files/report_assessing_the_conditions_and_the_technical_specifications_and_procedures_for_ensuring_secure_and_efficient_interconnection_of_central_bank_account_registers_and_data_retrieval_systems.pdf
https://oeil.secure.europarl.europa.eu/oeil/popups/thematicnote.do?id=2066000&l=en
https://www.europarl.europa.eu/doceo/document/ECON-AD-700736_EN.html
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and its replacement, Article 24 of the Commission proposal for 6AMLD, should be the sole legal basis 
for exchange of information between EU FIUs. 

 

EUROPEAN PARLIAMENT SUPPORTING ANALYSIS 
Bąkowski P., Proposal for a regulation to fight money laundering and counter terrorist financing, EU 
legislation in progress briefing, December 2021. 

Binder E., Anti Money Laundering Package 2021, implementation appraisal, EPRS, European Parliament,  
March 2021. 
Cirlig C.-C., Use of financial data for preventing and combatting serious crime, EPRS, European 
Parliament, July 2019. 
Girard V., Anti-money-laundering package, initial appraisal of a Commission impact assessment, EPRS,  
European Parliament, December 2021. 
 

OTHER SOURCES 
Use of financial and other information for the prevention, detection, investigation or prosecution of 
certain criminal offences: single access point, Legislative Observatory (OEIL), European Parliament. 

Commission staff working document, accompanying the document, Proposal for a Directive of the 
European Parliament and of the Council amending Directive (EU) 2019/1153 as regards access of 
competent authorities to centralised bank account registries through the single access point,  
(COM(2021) 429 final). 

 

ENDNOTES
 

1  FATF, International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation. 
Recommendation 30 allows for cross-border investigations and the identification, tracing and freezing of assets that 
may be the proceeds of crime. It also requires countries to engage in joint investigations with competent authorities 
in other countries. 

2  Report on asset recovery and confiscation: ensuring that crime does not pay, COM(2020) 217 final.  

 

DISCLAIMER AND COPYRIGHT 
This document is prepared for, and addressed to, the Members and staff of the European Parliament as 
background material to assist them in their parliamentary work. The content of the document is the sole 
responsibility of its author(s) and any opinions expressed herein should not be taken to represent an official 
position of the Parliament. 
Reproduction and translation for non-commercial purposes are authorised, provided the source is acknowledged 
and the European Parliament is given prior notice and sent a copy. 
© European Union, 2022. 
eprs@ep.europa.eu (contact) 
www.eprs.ep.parl.union.eu (intranet) 
www.europarl.europa.eu/thinktank (internet) 
http://epthinktank.eu (blog) 

 

First edition. The 'EU Legislation in Progress' briefings are updated at key stages throughout the legislative 
procedure. 

https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2021)698862
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2021)662624
https://www.europarl.europa.eu/RegData/etudes/BRIE/2019/633144/EPRS_BRI(2019)633144_EN.pdf
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2021)699467
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2021/0244(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2021/0244(COD)&l=en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52021SC0210&from=EN
https://cfatf-gafic.org/home-test/english-documents/cfatf-resources/14728-fatf-recommendations-2012-updated-october-2020/file
https://ec.europa.eu/home-affairs/system/files/2020-06/20200602_com-2020-217-commission-report_en.pdf
mailto:eprs@ep.europa.eu
http://www.eprs.ep.parl.union.eu/
http://www.europarl.europa.eu/thinktank
http://epthinktank.eu/

	overview
	Financial information is vital for the investigation of serious crime and for the freezing of the proceeds of crime, but EU investigators often lack the tools for effective investigation, especially when dealing with cross-border crime. The proposed a...
	Introduction
	Context
	Existing situation
	Cross-border information exchange provided by Directive 2019/1153
	Parliament's starting position
	Council starting position
	Preparation of the proposal
	The changes the proposal would bring
	Data protection safeguards
	Advisory committees
	National parliaments
	Stakeholder views
	Legislative process

