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In the absence of a dedicated European Commission impact assessment accompanying
the Commission’s proposal on the processing of personal data by Union institutions and
bodies, which follows the adoption of the General Data Protection Regulation (GDPR)
applicable to all Member States, the European Parliament’s Committee on Civil Liberties,
Justice and Home Affairs (LIBE) decided on 27 April 2017 to ask the Ex-ante Impact
Assessment Unit within the Directorate General for European Parliamentary Research
Services to provide an assessment of three specific aspects of that proposal: the impact of
the new model of governance and accountability of data protection on Union institutions
and bodies, the implication of this new model in terms of budget and human resources,
and the risks generated by the decentralised model in terms of consistency and uniform
application of the Regulation within Union institutions and bodies performing several
processing activities by different controllers.

Abstract

The study explains to what extent, in the short term (during an 'initial period of
application'), the new governance model, involving necessary changes in the data
protection culture and in the distribution of related roles and responsibilities within
Union institutions and bodies, will lead to an increase in workload (for both data
controllers and data protection officers) and additional investments in terms of budget
and human resources required to support the modification of internal practices and the
development of adequate tools. The study also concludes that it will only be possible to
reasonably assess the final impact of the new model of governance and accountability on
Union institutions and bodies, and whether the removal of some administrative
obligations ultimately offsets the increased workload, after this so-called 'initial period of
application'.

As for decentralisation, the study considers that the proposal appears to contain adequate
safeguards to offset the risks in terms of consistency and uniform application of the
Regulation, in particular the new balance in the tasks of the European Data Protection
Supervisors and Data Protection Officers with more focus on supervision and
enforcement.
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Executive summary

On 10 January 2017, the European Commission issued a proposal for a Regulation1

(hereinafter the “Proposal” and “Regulation”) on the protection of personal data
processed by Union institutions, bodies, offices and agencies (hereinafter “Union
institutions and bodies”) and repealing Regulation (EC) No 45/20012 (hereinafter
“Regulation 45/2001”). The General Data Protection Regulation (Regulation (EU)
2016/679 - hereinafter “GDPR”) adopted by the European Parliament and the Council of
the European Union on 27 April 20163 called for Regulation (EC) No 45/2001 to be
adapted to the principles and rules laid down therein with the objective of providing a
strong and coherent data protection framework in the Union. In order to streamline the
current governance model of data protection in Union institutions and bodies and to
ensure stronger compliance with and enforcement of data protection rules in Union
institutions and bodies, this Proposal provides a new model of governance and
accountability of data protection within Union institutions and bodies which entails a
modification of the distribution of roles and responsibilities. On the one hand, more
obligations and responsibilities are imposed on controllers4. On the other hand, the
Proposal focuses on the advisory and monitoring roles of Data Protection Officers
(hereinafter "DPOs")5. In addition, the role of the European Data Protection Supervisor
(hereinafter “EDPS”) in enforcement and supervision is also reinforced.

In the course of its review of the Proposal, given the absence of a dedicated impact
assessment, the Committee on Civil Liberties, Justice and Home Affairs of the European
Parliament (hereinafter “LIBE Committee”) requested an assessment of three specific
aspects of the Proposal: the impact of the new model of governance and accountability of
data protection on Union institutions and bodies, the implication of this new model in
terms of budget and human resources and the risks generated by the decentralized model
in terms of consistency and uniform application of the Regulation within Union
institutions and bodies performing several processing activities by different controllers.

Firstly, the stakeholders consulted for this study identified three main impacts of the new
data protection governance model proposed for Union institutions and bodies: an
increase in controllers’ workload (and staff members involved in the processing of
personal data), an increase in DPOs’ workload and a decrease in the effectiveness of data
protection management in general. Many facts and levers can mitigate these impacts,

1 Proposal for a Regulation of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data by the Union institutions, bodies, offices
and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001
and Decision No 1247/2002/EC - COM (2017) 8 final.
2 Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000
on the protection of individuals with regard to the processing of personal data by the Community
institutions and bodies and on the free movement of such data.
3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regards to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC.
4 See the definition in the Glossary.
5 See the definition in the Glossary.
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especially the expected decrease and stabilization of the data protection-related activity
after an initial period of application, the implementation of training and appropriate
tools and strong involvement of the management of Union institutions and bodies to
support DPOs and to impose the new governance model internally. In light of these
facts and levers, it appears that, after an initial period of application, the impacts of the
new model of governance and accountability could be limited. An initial period of
application or transition period is not officially foreseen in the Proposal, which will be
fully applicable from 25 May 2018, just like the GDPR. Nevertheless, from a practical
perspective, a transition period seems to be necessary and the interviewed
representatives in charge of supervision and enforcement for the EDPS made clear that
this necessity will be taken into account. The DPOs interviewed were also unanimous
regarding the necessity to allow such an initial period of application considering the
expectable lack of timeframe between the adoption of the new Regulation and its
application, contrary to the GDPR. Given the necessary initial period of application or
transition period and stakeholders’ actual willingness to maintain some of their existing
administrative tasks as good practices, it is not currently possible to assess the final
impact of the new governance model on Union institutions and bodies. However such a
transitional period may not entail Union institutions and agencies not to comply with the
new legal framework and affect data subjects' rights.

Secondly, the impact on budget and human resources can only be estimated for the
initial period of application, which is expected to last between one and two years.
Many factors may impact the long-term consequences of the implementation of the
new Regulation (success of the initial period of application, capacity of the
stakeholders to adapt their practices, efficiency gain due to efficient IT tools, better
management of data protection activities, etc.), which make it difficult to assess the
future “running costs” of implementing the Proposal. For the initial period of
application, it is estimated that the new Proposal would entail an additional cost of
€ 2.8 million (low range) to € 3.9 million (high range) for the EU institutions by
increasing mainly the time allocated to data protection activities by DPOs (and Data
Protection Coordinators for the five institutions concerned - hereinafter “DPCs”). This
increase corresponds to between 21 and 29.3 Full-Time Equivalents (hereinafter
“FTEs”). DPOs would be heavily impacted by the Proposal (between +40% and +50%
additional workload), some of them being already dedicated full-time to data protection
activities. However, for data controllers, the impact on the staff structure and
consequently on the costs should be limited. The gross impact is estimated between € 1.9
and € 2.8 million during an initial period of application of one year. But the additional
time incurred by the Proposal should be limited to +20% to +30%, i.e., will have a
marginal effect on the staff as a large majority of them dedicate only one day or less per
month on data protection activities and should consequently mitigate the impacts on
the costs.

The changes are to be considered in light of the current situation. The Evaluation Study of
Regulation 45/20016 assessed the total cost of its implementation at € 28 million in 2014,

6 JUST/2013/FRAC/FW/0157/A4 in the context of the multiple framework contract
JUST/2011/EVAL/01 (RS 2013/05) - Evaluation Study of May 2015 conducted for the European
Commission on the application of Regulation (EC) 45/2001, by Ernst and Young
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087).

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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corresponding to 210 FTEs and performed by 1 455 staff members across Union
institutions and bodies (including 1 214 data controllers).

Thirdly, the fact of maintaining the definition of ‘controller’ as in the current Regulation
allowing the existence of several controllers in a same Union institution or body, jointly
with the new governance model could lead to more decentralization and therefore,
according to the stakeholders consulted, generate risks in terms of consistency and
uniform application of the Regulation (i.e., differences in the interpretation of data
protection rules, especially the principle of accountability, differences in the assessment
of personal data processing operations, etc.). Nevertheless, the stakeholders consulted
also agree on the fact that such risks are limited. In particular, the new orientation of the
DPOs’ role toward advice and monitoring and the reinforcement of the supervision
and enforcement roles of the EDPS should in the long run offset the decentralization
by providing controllers with common standards and reference positions. Therefore, it
is unlikely that the new governance model will lead to more decentralization and
generate risks in terms of consistency and uniform application of the Regulation.
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Chapter 1 – Background, objectives and methodology

I - Background

Adoption of the GDPR - On 27 April 2016, the European Parliament and the Council of
the European Union adopted the GDPR aimed at ensuring consistent and high level of
protection of natural persons with regard to the processing of their personal data and
removing obstacles to flows of personal data within all Member States. It will be
applicable on 25 May 2018.

According to Articles 2(3) and 98 of the GDPR, the European Commission must adapt
Union legal acts applicable to the processing of personal data by the Union institutions
and bodies, in particular Regulation (EC) No 45/2001 on the protection of individuals
with regard to the processing of personal data by the Community institutions and bodies
and on the free movement of such data, to the GDPR “in order to provide a strong and
coherent data protection framework in the Union”7.

Proposal and absence of impact assessment - On 10 January 2017, the Commission
issued a Proposal for a Regulation of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC)
No 45/2001 and Decision No 1247/2002/EC. According to the Explanatory Memorandum
drafted by the Commission, the Proposal is based upon several consultations and
surveys8, an Evaluation Study on the application of Regulation 45/20019 and the Impact
Assessment carried out to prepare the GDPR10. Since the impact of the Proposal is mainly
limited to Union institutions and bodies and due to the existing Impact Assessment
concerning the GDPR, no specific impact assessment has been carried out concerning the
Proposal.

Request of the LIBE Committee - The LIBE Committee is currently reviewing the
Proposal. The rapporteur and shadow rapporteurs consider that the Proposal will imply
a major shift in the data protection governance model of the Union institutions and
bodies and have an impact on many departments of the Union institutions and bodies
processing personal data, both as regards budget and human resources. Therefore the
LIBE Committee requested an assessment of three specific aspects of the Proposal.

7 Recital 17 of the GDPR.
8 See http://ec.europa.eu/justice/data-protection/reform/index_en.htm, European Data
Protection Supervisor's general report on ‘Measuring compliance with Regulation (EC) 45/2001 in
EU institutions (‘Survey 2013’)’ and ‘Opinion 3/2015 ‘Europe’s big opportunity: EDPS
recommendations on the EU’s options for data protection reform’.
9 JUST/2013/FRAC/FW/0157/A4 in the context of the multiple framework contract
JUST/2011/EVAL/01 (RS 2013/05) - Evaluation Study of May 2015 conducted for the European
Commission on the application of Regulation (EC) 45/2001, by Ernst and Young
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087).
10 Commission staff working paper, Impact Assessment of 25 January 2012, SEC(2012) 72 final.

http://ec.europa.eu/justice/data-protection/reform/index_en.htm
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II - Objectives

Assessment of three aspects of the new governance model - Based on the LIBE
Committee request, the present research paper aims to assess the following three specific
aspects of the new governance and accountability model of data protection by Union
institutions and bodies in the Proposal, in order to help the LIBE Committee in its
legislative work:

- the impact of the new model of governance and accountability of the Proposal on
the Union institutions and bodies, taking account of the new obligations imposed
on or transferred to the data controllers and on data protection officers;

- the implication of this model in terms of budget and human resources for the
various data controllers (e.g., directorates, institutions, bodies or organizational
entities, …);

- the possible risks of such a decentralized model in view of the need to ensure a
consistent and uniform application of the provisions of the Regulation within
Union institutions and bodies involving different controllers performing several
processing activities.

Please note that the impacts, implications and risks of the new model of governance for
Union institutions and bodies acting as processors11 are not assessed within the scope of
the present study.

III – Methodology

Primary and secondary data - The study relies on two types of data:
- “secondary data”: legal framework, legal doctrine (reports, position papers,

opinions and comments, etc.), Evaluation Study of May 2015 conducted by the
European Commission on Regulation 45/2001 and its supporting data (in
particular, the results of the survey carried out for the evaluation), Impact
Assessment of January 2012 by the European Commission for the GDPR, etc.

- “primary data”: collected during interviews.

Interviews - As regards primary data, in view of the very short time frame, it was
decided to focus on discussions with a limited number of key stakeholders in order to
obtain more in-depth information. Nine interviews were organized with key stakeholders
such as representatives from the Data Protection Unit of the Directorate-General for
Justice, Freedom and Security of the European Commission who drafted the Proposal,
representatives in charge of supervision and enforcement for the EDPS, DPOs and data
controllers’ representatives of Union institutions and bodies. The list of key stakeholders
to be interviewed was established in conjunction with the responsible services of the
European Parliament12.

11 According to Article 3.1(a) of the Proposal which refers to Article 4(8) of the GDPR, “’processor’
means a natural or legal person, public authority, agency or body other than the data subject, controller,
processor and persons who, under the direct authority of the controller or processor, are authorised to process
personal data”.
12 See Annex 1.
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Please note that some of the key stakeholders contacted refused to participate in the
present study; they alleged the need to avoid any conflict of interest or their lack of
knowledge on data protection governance (i.e., one stakeholder was too new in his/her
position and one controller’s representative argued that he fully relied on the DPO and
did not have enough data protection knowledge).

An agenda with a set of questions was communicated to the stakeholders consulted
before the interviews. Nevertheless, the issues assessed here are difficult subjects on
which most of the stakeholders interviewed do not have an analytical approach, because
they are sometimes not familiar enough with the Proposal or have difficulty anticipating
modifications and differentiating the impacts of the Proposal from impacts due to other
factors. Thus, with a few exceptions, the information collected reflects insights or
preliminary views of the stakeholders consulted rather than more well-reasoned
positions based on in-depth analyses of changes that are likely to occur.
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Chapter 2 – Overview of the main changes to the
governance model of data protection in Union institutions
and bodies

Main objective of the Proposal - The main objective of the Proposal is to align
Regulation 45/2001 with the GDPR in order to ensure consistent application of data
protection rules throughout the Union. Another important objective is to streamline the
current governance model of data protection in Union institutions and bodies and to
ensure stronger compliance with and enforcement of data protection rules in Union
institutions and bodies by taking into account the results of the consultations, surveys
and evaluation with regard to the application of Regulation 45/200113.

Ex-post and ex-ante systems - According to the Commission14, the Proposal will lead to a
shift from the current ex-ante approach based on administrative processes towards an ex-
post approach based on effective compliance and stronger enforcement of substantive
data protection rules. The ex-ante approach was based on administrative obligations to be
complied with prior to the implementation of the personal data processing, such as the
obligations for controllers to notify processing of personal data to DPOs, for DPOs to
keep a register and for the EDPS to carry out a prior check where necessary (see below, as
regards the removal of such obligations). On the contrary, the ex-post approach is based
on new principles and obligations, such as the principles of accountability, of data
protection by design and by default and the obligation to carry out data protection
impact assessments, which aim at fostering effective compliance with data protection
rules and whose compliance will be monitored after the implementation of the personal
data processing (see below for more detail on those principles). Therefore, the concept of
compliance by means is replaced by the concept of compliance by result.

Changes on the model of governance and accountability - The Proposal thus involves
changes to the model of governance and accountability with regard to data protection
within Union institutions and bodies, i.e., changes to the obligations and responsibilities
of data controllers, the tasks of DPOs and the tasks and powers of the EDPS15.

I – Concerning data controllers

New obligations - In accordance with the GDPR, the Proposal strengthens and adds to
the responsibilities and obligations of data controllers.

Principle of accountability - Among others, the Proposal imposes a new requirement of
accountability on data controllers, entailing the need for controllers to document their
processes and practices relating to data protection. According to Article 4(2), controllers
are responsible for and must be able to demonstrate compliance with the principles
relating to personal data processing. In addition, according to Article 26 relating to the

13 Legislative financial statement relating to the Commission Proposal, COM(2017) 8 final, §1.4.2.
14 Legislative financial statement relating to the Commission Proposal, COM(2017) 8 final, §1.4.3.
15 See comparative table in Annex 2.
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responsibility of the controller, controllers must take appropriate technical and
organizational steps to ensure and be able to demonstrate that processing is performed in
accordance with the Proposal.

Other new obligations and removal of the obligation to notify - As part of the principle
of accountability, the Proposal expressly compels controllers to respect firstly the
principles of data protection by design and by default16, secondly the obligations to
perform data protection impact assessments (hereinafter “DPIAs”) on processing
operations likely to trigger a high risk for the rights and freedoms of natural persons and
to consult the EDPS regarding at least part of said processing operations17 and finally the
obligation to notify personal data breaches to the EDPS and communicate such breaches
to the data subjects where the breach is likely to trigger a high risk18.

In addition, the Proposal replaces the existing obligation for controllers to notify the
processing activities to DPOs19 with the obligation to maintain a record of processing
activities20. There could be several records per Union institution or body (i.e., one per
Directorate-General). The Union institutions and bodies must make their record(s)
available to the EDPS and can also decide to keep them in a central register and make it
publicly accessible. The Proposal also imposes new principles of data minimization and
transparency on controllers21, reinforces the obligation to inform data subjects22,
strengthens data subjects’ access rights and introduces new rights of erasure and of data
portability23.

Modification in the definition of ‘controller’ - Finally, it should be stressed that there is
a slight modification in the definition of ‘controller’. According to the Proposal,
“‘controller’ means the Union institution, body, office or agency or the Directorate-General or any
other organizational entity which, alone or jointly with others, determines the purposes and means
of the processing of personal data; where the purposes and means of processing are determined by a
specific Union act, the controller or the specific criteria for its nomination can be provided for by
Union law”24. The Commission removed the reference to ”the unit”25.

16 According to article 27 of the Proposal, “ (…) the controller shall:
- both at the time of the determination of the means for processing and at the time of the processing itself,
implement appropriate technical and organisational measures (…) which are designed to implement data-
protection principles (…), in an effective manner and to integrate the necessary safeguards into the
processing in order to meet the requirements of this Regulation and protect the rights of data subjects
[principle of data protection by design];
- implement appropriate technical and organisational measures for ensuring that, by default, only personal
data which are necessary for each specific purpose of the processing are processed (…) [principle of data
protection by default].
17 Articles 39 and 40 of the Proposal.
18 Articles 37 and 38 of the Proposal.
19 Article 25 of Regulation 45/2001.
20 Article 31 of the Proposal.
21 Articles 4.1(a) and (c) of the Proposal.
22 Articles 15 and 16 of the Proposal.
23 Articles 19 and 22 of the Proposal.
24 Article 3(2) (b) of the Proposal.
25 Article 2(d) of Regulation 45/2001.
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II – Concerning data protection officers

Main changes regarding DPOs - As regards DPOs, the Proposal introduces the
possibility of appointing one DPO for several Union institutions and bodies and to
outsource the function26, newly specifies that they must “report to the highest management
level of the controller”27, newly imposes upon them the obligation to monitor compliance
with applicable data protection rules and now expressly refers to their advisory role (in
addition to their existing information role)28. DPOs must inform and advise controllers
(and employees who carry out processing) of their obligations and, in particular, must
provide advice (where requested) regarding data breach notifications or
communications, DPIAs and the related consultations of the EDPS. It must be noted that
the provisions of the Annex of Regulation 45/2001 regarding DPOs’ position and tasks
are introduced directly into the main text of the Proposal.

Removal of the obligation to keep a register and of prior checking - In addition, the
obligations for DPOs to keep a register of processing operations notified by controllers
and to notify some of these operations to the EDPS for prior checking are removed29.
Instead, the Proposal provides that ”the Union institutions and bodies shall ensure that the
data protection officer is involved, properly and in a timely manner, in all issues which relate to
the protection of personal data”30.

III – Concerning the European Data Protection Supervisor

Obligation to promote the awareness of controllers - The Proposal provides for new
tasks to be carried out by the EDPS. As regards its interactions with Union institutions
and bodies, the Proposal expressly introduces the obligation to promote the awareness of
controllers of their obligations under the Regulation31.

Removal of prior checking - In addition, the Proposal removes the obligation for the
EDPS to keep a register of and to carry out a prior check on the processing operations
notified by DPOs32. Instead, the EDPS will have inter alia to give advice on the processing
on which it is consulted by controllers33.

Investigative and corrective powers - The Proposal also reinforces the powers of the
EDPS by vesting it expressly with investigative powers (e.g., powers to order controllers
to provide information and carry out investigations in the form of data protection audits,
etc.) and the power to impose administrative fines34.

26 Article 44(2) and (4) of the Proposal.
27 Article 45(3) of the Proposal.
28 Article 46(a) and (d) to (f) of the Proposal.
29 Articles 26 and 27 of Regulation 45/2001.
30 Article 45(1) of the Proposal.
31 Article 58(1)(c) of the Proposal.
32 Article 46(i) and (j) of Regulation 45/2011.
33 Article 58(1)(m) of the Proposal.
34 Article 59(1) and (2)(i) of the Proposal.
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Chapter 3 – Assessment of specific aspects of the new
governance model

The three specific aspects under consideration – Considering that the Proposal will
imply a major shift in the data protection governance model of the Union institutions and
bodies, the LIBE committee requested that the three following aspects should be
analysed: (i) the impacts of the new data protection governance model on the Union
institutions and bodies, (ii) its implications in terms of budget and human resources and
(iii) the potential risks caused in terms of consistency and uniform application of the
Regulation. These three issues are assessed below.

I - Impact of the new model of governance and accountability on
Union institutions and bodies

Key findings

- According to the Commission, the new model of governance and accountability
of data protection within Union institutions and bodies is based on additional
obligations imposed on controllers and adjustments in the tasks of DPOs. Those
additional obligations should be offset by the removal of part of their
administrative obligations.

- According to the stakeholders consulted, the new model of governance and
accountability will have three major impacts:
o The increase in controllers’ workload (i.e., increase in their number of tasks

due to the accountability principle and obligation to keep a record, and
additional workload due to their other new obligations as well as the need to
be trained);

o The increase in DPOs’ workload (i.e. new obligation to monitor the
application of the Regulation, increase in their advisory role and on-the-
ground performance of tasks imposed on controllers);

o The loss of effectiveness of data protection management (i.e., lack of
controllers’ data protection expertise, difficulty for DPOs to perform their
tasks and risk of double documentation by controllers and DPOs).

- Those impacts will likely be mitigated by facts and levers, in particular:
o The workload can be expected to increase during the initial period of

application necessary to develop and implement the new organization. At
the end of this period, when appropriate processes and procedures would be
effectively implemented, the workload should stabilize or decrease;
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New model of governance and accountability - The new model implies a modification
of the distribution of roles and responsibilities within Union institutions and bodies
regarding data protection. On the one hand, more obligations and responsibilities are
imposed on controllers. On the other hand, the Proposal provides for the advisory and
monitoring roles of the DPO.

1. Position of the Commission
Limited impacts in terms of resources - According to the Commission, the impact of the
Proposal on Union institutions and bodies in terms of resources will be limited35. Union
institutions and bodies already made substantial investments in data protection and
existing tools. In the Commission's view, the Proposal does not require additional

35 Legislative financial statement relating to the Commission Proposal, COM(2017) 8 final, §3.2.

o Part of the workload increase referred to is triggered by factors other than
the Proposal.  The growth of personal data processing operations in
connection with the development of information society technologies and
digital practices, the rise of cybersecurity risk exposure and data subjects’
stronger awareness also compel organizations to significantly reinforce their
data protection governance and defense;

o Provision of adequate training, information and tools to controllers and
DPOs (e.g., software, procedures, guidelines, templates, etc.) should facilitate
their day-to-day tasks;

o Clear distribution of roles and responsibilities allowing DPOs to focus on
their advisory and monitoring roles and a strong involvement of the
management will also support and facilitate their day-to-day tasks. It can
be expected that the involvement of the management will de facto increase
because of the increase in the implications and risks in case of non
compliance with data protection rules (i.e., possibility for the EDPS to
impose fines on Union institutions and bodies, raise of the awareness of data
subjects on data protection, etc.).

- It thus appears that, after an initial period of application (which is expected to
last one to two years according to the interviews performed, having in mind that
there is no precedent of similar situation as of today, even in the GDPR context
which officially foresees a transition period and is not applicable yet), the impacts
of the new model of governance and accountability could be limited.
Nevertheless, given the necessary initial period of application or transition period
and the actual willingness of stakeholders to maintain some of their existing
administrative tasks as good practices (i.e., notifications by controllers and
register maintained by DPOs), it is not currently possible to assess the final
impact of the new governance model on Union institutions and bodies. Such
impact could only be assessed effectively at the end of the initial period of
application. However such a transitional period may not entail Union institutions
and agencies not to comply with the new legal framework and affect data
subjects' rights.
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investments but a change in the data protection governance and culture within Union
institutions and bodies. Since the actual governance is not fully compliant with
Regulation 45/2001 and in order to improve effectiveness, the Proposal tries to
streamline the governance by giving greater responsibility to controllers and fostering
their involvement, mostly by including provisions increasing implications and risks in
case of non-compliance with data protection rules (i.e., possibility for the EDPS to impose
fines on Union institutions and bodies, raise of the awareness of data subjects on data
protection, etc.) and also by increasing the advisory and monitoring roles of DPOs and
the EDPS. According to the Commission, interaction between controllers and DPOs is the
key to efficient data protection.

Limitation of controllers’ administrative burden and limited impact of controllers’ new
obligations - In particular, as regards controllers, the Commission considers that the
removal of the administrative burden associated with the notification requirement, which
represents nowadays an important part of controllers’ activities (even if notifications are
often delegated to DPOs), substantially offsets the impact of the many new obligations
and responsibilities of the controllers (especially, the obligation of accountability). In
addition, according to the Commission, some of the new obligations and principles
applicable to controllers will have a very limited impact intrinsically (e.g., the principles
of minimization and transparency, the rights of erasure and of data portability36) and
some of the obligations are also already partially implemented (e.g., (i) the obligation to
inform data subjects already exists and has only been reinforced, (ii) compliance analysis
and risk and security assessments are already performed in some Union institutions and
bodies and are highly comparable to the new obligation to carry out DPIAs and (iii) the
obligation to comply with the principles of data protection by design and by default is
already taken into account when developing projects in many Union institutions and
bodies). The data breach notification requirement is completely new37 and may have an
impact on the controller’s activity but data breach occurrence is fortunately very
limited38.

Limitation of DPOs’ administrative burden and possibility to share and outsource
DPOs - As for controllers, the Commission states that the removal of the administrative
burden associated with drafting (on behalf of the controller) and assessing notifications,
keeping the register and prior checking, which represents the main part of DPOs’

36 The online survey performed for the Evaluation Study on Regulation 45/2001 showed that (i) a
large majority of DPOs and DPCs considered that the principle of data minimization would result
in a minimal (53%) or non-existent (23%) impact on Union institutions and bodies. According to the
Evaluation Study, the introduction of the transparency principle would not have a significant
impact on institutions and bodies (JUST/2013/FRAC/FW/0157/A4 in the context of the multiple
framework contract JUST/2011/EVAL/01 (RS 2013/05) - Evaluation Study of May 2015 conducted
for the European Commission on the application of Regulation (EC) 45/2001, by Ernst and Young
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087), p.127 and 128).
37 Already applicable to telecom operators under Article 4.3 of Directive ePrivacy (Directive
2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector
amended by Directive 2009/136/EC of the European Parliament and of the Council of 25
Novembre 2009).
38 Legislative financial statement relating to the Commission Proposal, COM(2017) 8 final, §3.2.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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activity, will offset DPOs’ new tasks. In addition, the possibility to share or outsource
DPOs could also be a source of savings for Union institutions and bodies39.

2. Impacts according to the consulted stakeholders
All potential impacts must be taken into account - Besides the position of the
Commission, it is necessary to look for and take into account all potential impacts of the
new model of governance and accountability on data protection activities of the
controllers and the DPOs within Union institutions and bodies.

2.1 Increase in controllers’ workload
More obligations on controllers - As explained above, the Proposal imposes more
obligations on controllers and on staff members involved in the processing of personal
data. According to the vast majority of controllers and DPOs interviewed, even if it will
not instigate a genuine revolution in data protection, the Proposal will lead to an increase
in controllers’ data protection activities.

Additional administrative burden - The first argument is the added administrative
burden with the introduction of the accountability requirement and the obligation for
controllers to maintain a record of processing activities. Staff members involved in the
processing of personal data on behalf of controllers will have to document in writing all
processes implemented and data protection-related actions taken. This is even more
pertinent for controllers of public administrations such as Union institutions and bodies
where customs and practices are more driven by a high degree of formality. The
obligation to maintain a record of processing activities contributes to controllers’
accountability. This could neutralize or at least limit the gain from the removal of the
notification obligation, expected by the Commission.

Obligation to carry out DPIAs - In addition, the obligation to carry out DPIAs on
processing operations which are likely to trigger a high risk to the rights and freedoms of
natural persons would bring a large amount of work. Many Union institutions and
bodies already perform compliance and/or risk assessments on processing activities and
full DPIAs will only be carried out in rare cases. Nevertheless, the existing compliance
and risk assessments are less time-consuming than DPIAs (because they are less granular
and comprehensive) and it will be necessary to perform an assessment of the need to
carry out a DPIA and a compliance assessment as regards all processing operations. The
impact of introducing the obligation to perform DPIAs was already assessed as
significant (or at least moderately significant) by stakeholders interviewed for the
Evaluation Study carried out regarding Regulation 45/200140.

Principles of data protection by design and by default - Similarly, the data protection by
design and by default principles are already partially implemented by Union institutions
and bodies through existing notifications and further compliance assessments (often

39 Legislative financial statement relating to the Commission Proposal, COM(2017) 8 final, §3.2.
40 JUST/2013/FRAC/FW/0157/A4 in the context of the multiple framework contract
JUST/2011/EVAL/01 (RS 2013/05) - Evaluation Study of May 2015 conducted for the European
Commission on the application of Regulation (EC) 45/2001, by Ernst and Young
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087), p130.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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carried out when drafting the notification) and in IT tools. But the systematic
implementation of these principles by including data protection in each new service,
process or tool developed would also increase controllers’ data protection activities.

Obligation to carry out data breach notifications and communications - Fourth, the data
breach notification and communication requirement would also contribute to the increase
in controllers’ data protection activity, even if this will only apply in rare cases.

Need to attend training and awareness sessions - Finally, in order to be able to perform
all the new obligations laid down by the Proposal, the controllers would need to attend
training and awareness sessions regularly and acquire more data protection expertise.
Attend training and awareness sessions will be important for all staff members involved
in the processing of personal data. This would represent an important part of their data
protection activities at least for the first years.

2.2 Increase in DPOs’ workload
Modification of DPOs’ tasks– As explained above, the Proposal partially modifies the
role of DPOs. According to most stakeholders interviewed, this would also lead to an
increase in DPOs’ data protection activities and consequently, at least partially, to an
increase in the workload for the data protection coordinators (here after “DPCs”) in the
five institutions concerned41.

New monitoring role - Firstly, the Proposal newly imposes upon DPOs the obligation to
monitor compliance with applicable data protection rules, in addition to their existing
tasks which focus more on support for prior assessment of legal feasibility. Monitoring of
compliance would lead to an increase in DPOs’ workload.

Reinforced informative and advisory roles - Secondly, DPOs’ existing tasks include
informing and advising controllers. The DPOs’ advisory role is newly stated expressly in
the Proposal but is already an important part of DPOs’ data protection activities.
Nevertheless, DPOs’ informative and advisory role would increase. Indeed, it will
become more necessary to raise controllers’ awareness of data protection and train them
to be able to comply with their obligations. It seems that the controllers’ demand for
training is already increasing. DPOs will also have to provide controllers with
procedures, tools and guidelines in order to make controllers’ work easier and more
efficient.

Performance of controllers’ tasks - In addition, according to the stakeholders
interviewed, as is currently the case in many Union institutions and bodies, it is likely
that DPOs will continue to perform many tasks imposed on controllers such as

41 Data protection coordinators (DPCs) assist DPOs in the performance of their tasks. DPCs act as a
relay of DPOs in the main Union institutions, i.e., the European Commission, the Council of the
European Union and the European Parliament. Their function is usually provided for in the
implementing rules adopted by Union institutions and bodies pursuant to Article 24.8 of the
Regulation. The following institutions have DPCs: European Central Bank: 10; European
Parliament: 12; European External Action Service (EEAS): 16; European Commission: 36; Council of
the European Union: 39.
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documenting processes and actions, maintaining the record or carrying out DPIAs.
Therefore, increasing controllers’ data protection obligations would also have an impact
on DPOs. It should be pointed out that all stakeholders interviewed and many authorities
recommend that records be maintained centrally and be publicly accessible for better
transparency42. The most strategic position with respect to data protection in the Union
institutions and bodies is DPO.

According to the stakeholders interviewed, the significant increase in DPOs’ work would
not be offset by the removal of the existing obligations to keep a register and to perform
prior checking with the EDPS.

2.3 Potential loss of data protection management effectiveness
Other impact - In addition to the increase in controllers’ and DPOs’ workloads, according
to the stakeholders interviewed, the new governance and accountability model of data
protection within Union institutions and bodies may lead to a loss of effectiveness as
explained below.

Lack of controllers’ expertise - The Proposal contains more obligations imposed on
controllers but the stakeholders interviewed stressed the lack of data controllers’
expertise to perform their tasks. Controllers may not be able to properly assess the risks
related to data processing operations and, as a result, may either take overprotective
decisions in order to avoid liability or take no data protection action because of their lack
of awareness.

Existence of grey areas (i.e., principle of accountability and definition of ‘controller’) -
In addition, according to the stakeholders interviewed, there are grey areas in the
Proposal which could contribute to the loss of effectiveness due to the need for internal
interpretation and organization. The first area would be the accountability requirement
which is very general and far less prescriptive than the notification requirement. The
second would be the definition of controller which leaves Union institutions and bodies
with a high degree of freedom for the distribution of responsibility (i.e., the controller can
be the Union institution or body or the Directorate-General or any other organizational
entity). The lack of clarity and consistency of the definition of ‘controller’ has already
been stressed in the Evaluation Study regarding Regulation 45/200143.

Loss of information and difficulty for DPOs to perform their tasks - Removing
obligations for controllers to notify DPOs of data processing operations and transferring

42 See European Data Protection Supervisor, Opinion 5/2017, Upgrading data protection rules for
EU institutions and bodies, 15 March 2017, §2.4.1. ; Opinion of the European Economic and Social
Committee on the Council of the European Union on the Proposal, 10134/17, 7 June 2017, §4.15.
This has also been requested in the draft report of the Committee on Civil Liberties, Justice and
Home Affairs of the European Parliament on the Proposal, 2017/0002(COD), 8 June 2017,
amendment 37.
43 JUST/2013/FRAC/FW/0157/A4 in the context of the multiple framework contract
JUST/2011/EVAL/01 (RS 2013/05) - Evaluation Study of May 2015 conducted for the European
Commission on the application of Regulation (EC) 45/2001, by Ernst and Young
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087), p.138.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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the obligation from DPOs to controllers to keep a record or register may make it more
difficult for DPOs to obtain regular, up-to-date information on data processing
operations carried out by controllers. Indeed both notifications and registers are
considered as having two main benefits: raising data controllers’ awareness of data
protection rules and principles and keeping DPOs informed of the data processing
operations carried out44. Contrary to the objective of the Proposal, this may lead to a loss
of effectiveness in data protection management within Union institutions and bodies
because DPOs may have more difficulty in performing their tasks, notably in providing
controllers with adequate information and advice. Therefore, controllers may receive less
help and support from DPOs to better comply with their data protection obligations.

Risk of double work - Finally, there is a risk of double work by controllers and DPOs
because controllers will have to comply with their obligations of accountability and
keeping a record of processing activities but DPOs will still need to keep information on
personal data processing operations carried out, so as to be able to provide appropriate
advice and for monitoring.

Outsourcing DPOs is not perceived as a gain of effectiveness - It has to be stressed that
all stakeholders interviewed and many authorities rejected the possibility of outsourcing
DPOs as a relevant way to gain effectiveness. According to the EDPS45, outsourcing is not
suitable for entities exercising public authority because the DPO is a key function. Staff
members of Union institutions and bodies are subject to the rights and obligations
governed by European Union law, are expected to live up to the highest standards of
professional ethics and remain independent at all times. In addition, confidentiality could
be best maintained by an internally appointed DPO and knowledge of the institution or
body functioning and processing operations is essential. The stakeholders interviewed
also pointed out the importance for DPOs to be known and appreciated by other staff
members.

It follows from the above that the interviewed stakeholders identified three main impacts
of the new model of governance and accountability of data protection on Union
institutions and bodies: an increase in controllers’ and DPOs’ workload and a loss of data
protection management effectiveness. According to the interviewed stakeholders, the
new ex-post system will add to the existing ex-ante system but not replace it. The feedback
shared by the DPOs interviewed is that the ex-ante mechanisms are still necessary to
monitor and control compliance, according to the accountability principle set forth in the
Proposal. It was also pointed out that the impact on controllers’ and DPOs’ workload will
be higher if existing tools could not be reused.

44 JUST/2013/FRAC/FW/0157/A4 in the context of the multiple framework contract
JUST/2011/EVAL/01 (RS 2013/05) - Evaluation Study of May 2015 conducted for the European
Commission on the application of Regulation (EC) 45/2001, by Ernst and Young
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087), p.72.
45 European Data Protection Supervisor, Opinion 5/2017, Upgrading data protection rules for EU
institutions and bodies, 15 March 2017, §2.4.5.1.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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3. Facts and levers mitigating such impacts
Given the above-reported impacts of the new model of governance and accountability,
facts and levers must be taken into account.

3.1 General arguments
Initial period of application - The first general argument to be made is that the impacts
will be significant especially during an initial period of application or transition period.
The Proposal does not provide for an official transition period. Nevertheless, despite the
very short timeframe before the expected date for application of the new Regulation, a
“transition period” seem to be necessary for Union institutions and bodies to comply
with the new Regulation: several months will be needed to adapt the organisation, the
tools and the practices to the new Regulation. The Evaluation Study regarding
Regulation 45/200146 observed the concrete application of the text by identifying the
tasks implemented by the stakeholders and comparing them with those assigned by
Regulation 45/2001. The evaluation reported that the practices differed compared to the
text itself (for instance DPOs making the tasks assigned in theory to the data controllers)
and that the data protection culture was slowly progessing throughout the Union
institutions and bodies. All the stakeholders consulted on the Proposal thus agree on the
fact that the impact of the Proposal will be much stronger during an initial period of
application and will decrease thereafter, once existing procedures have been updated,
new procedures will be implemented, existing personal data processing will be checked,
data controllers and EU staff will be more trained and the practices will effectly be
modified. The length of such a period is difficult to evaluate, also because it is a matter of
further disseminating a data protection culture. It can be considered that it will start from
the adoption of the final version of the Regulation (before May 2018) and will last at least
one year. According to some of the stakeholders interviewed, it will last until mid-2019.

Impacts not only triggered by the Proposal - The second general argument to be made is
that the impacts identified are not only generated by the new Proposal. As stated in the
Impact Assessment carried out for the GDPR, “there are hardly any business transactions
today which are not supported by information technology. Online transactions produce a
trail of personal data by their very nature”47. Given the growth of personal data
processing operations, the general environment which is increasingly dangerous (i.e.,
development of technical means and tendency to outsource which are grounds for an
increase in cybersecurity risk exposure) and the awareness of data subjects, the need for a
stronger involvement of data controllers for better personal data protection already
exists. This also already leads to an increase in DPOs’ work. Irrespective of the new data
protection requirements introduced by the Proposal, these aspects call for more action to
limit risks to personal data and exposure of Union institutions and bodies (e.g., more
compliance and risk assessments, stronger technical and organizational measures, better
awareness and better anticipation, etc.). Some of the stakeholders interviewed
highlighted this fact.

46 JUST/2013/FRAC/FW/0157/A4 in the context of the multiple framework contract
JUST/2011/EVAL/01 (RS 2013/05) - Evaluation Study of May 2015 conducted for the European
Commission on the application of Regulation (EC) 45/2001, by Ernst and Young
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087).
47 Commission staff working paper, Impact Assessment of 25 January 2012, SEC(2012) 72 final, p.12.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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3.2 As regards controllers’ workload in particular
Existing obligations and possibility to reuse tools - It must be recalled that many
obligations imposed on controllers in the Proposal already exist, at least partially, in
Regulation 45/2001. Most of them are more detailed in the Proposal than in Regulation
45/2001. As a consequence, controllers and staff members involved in the processing of
personal data should thus be able to reuse existing tools and procedures after update
(e.g., existing DPOs’ registers, information notices, IT policies, etc.). The willingness to
allow controllers to reuse existing tools has been confirmed by the EDPS.

Benefits of training - In addition, as mentioned above, controllers and staff members
involved in the processing of personal data will need to be trained on data protection by
DPOs or external providers, so as to be able to carry out their obligations. Attending
trainings should mainly be part of the controllers’ workload during the initial period of
application. Thereafter, they would only need regular updates. In addition, all the
stakeholders agree on the fact that training would increase controllers’ effectiveness and,
ultimately limit the impact on their workload.

Benefits of new documentation providing for guidance – All the stakeholders consulted
also agree on the fact that updated or new documentation such as guidelines, procedures
and templates provided by DPOs, the EDPS and also the Article 29 Data Protection
Working Party (hereinafter “WP29”) or the future European Data Protection Board
(hereinafter “EDPB”) would help controllers and staff members supporting them to
better comply with their obligations, would increase controllers’ effectiveness and thus
contribute to limiting the impact of the Proposal on their workload. It is also very
important for controllers to work together with DPOs and the EDPS and seek their advice
where necessary. It must be noted that because of the removal of prior checking, the
EDPS will have more time for advising, setting up training, drafting tools and guidelines.
The EDPS will also have more time for inspections which also helps controllers’
awareness raising.

Benefits of IT tools - The impact of the new controllers’ obligations on their workload
could also be limited by the use of new IT tools and software which facilitate and maybe
automate some of the controllers’ activities.

Benefits of DPIAs and data protection by design - Finally, it must be stressed that
certain new obligations in the Proposal, such as the obligation to perform DPIAs or the
principle of data protection by design, are highly beneficial in the long term. As regards
DPIAs, which must be considered as one tool for data protection by design, the Impact
Assessment carried out for the GDPR enumerates many benefits48, including the fact that
the DPIA “(…) can enable an organization to spot a privacy problem and take effective counter-
measures before that problem strikes the business as a privacy crisis (…)” and that “(…) it is
more cost-effective and efficient to build “privacy by design” into projects, policies, technologies
and other such initiatives at the design phase than attempt a more costly retrofit after a technology

48 Commission staff working paper, Impact Assessment of 25 January 2012, SEC(2012) 72 final,
Annex 6 ”Detailed Assessment of Impacts of Data Protection Officers (DPOs) and Data Protection Impact
Assessments (DPIAs)”, p.123.
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is deployed or a policy promulgated. A PIA creates an opportunity for organisations to anticipate
and address the likely impacts of new initiatives, to foresee problems and identify what needs to be
done to design features that minimize any impact on privacy and/or find less privacy-intrusive
alternatives”. The DPIA “should also be regarded as a learning experience, for both the
organization that undertakes the PIA as well as the stakeholders who are engaged in the process”.
DPIAs and data protection by design are ways to anticipate data protection problems and
avoid any extra costs (in both terms of budget and workload) caused by absence or late
management of the problem (e.g., data breach notifications and communications49, etc.).

3.3 As regards DPOs’ workload in particular
Need for DPOs to limit their action to advice and monitoring - It must be stressed that
the Proposal limits DPOs’ administrative work by removing the obligations to keep a
register and carry out prior checking allowing for more time to perform other tasks such
as informing and advising controllers or monitoring. Therefore, if DPOs stick to their
new tasks (and therefore do not carry out controllers’ tasks), the impact on their
workload should be limited because it will be offset by the removal of their
administrative obligations. To this end, according to the EDPS, DPOs should mainly
maintain a central repository, which will include records provided and maintained by
controllers. Similarly, concerning DPIAs, DPOs should chiefly act as advisors as provided
by Article 39 of the Proposal. DPIAs should be carried out by controllers. DPOs could
also centralize all documentation in relation to data protection for better accountability
but the documentation should be drafted and provided to DPOs by controllers (based on
DPOs’ advice where necessary).

Necessary change in the distribution of data protection tasks - This constitutes a change
in the distribution of data protection tasks within some Union institutions and bodies but
it should be facilitated by the reinforced position of DPOs who must not receive
instructions regarding performance of their tasks and now report to the highest
management level of the controller50. According to the DPOs interviewed and to the
WP29, it is very important for DPOs to have the support of their hierarchy51. This will
help them to succeed in imposing this new governance model on controllers. In addition,
raising controllers’ and staff awareness of data protection, their new obligations and
related risks should highly contribute to motivate and engage controllers. This should
impact DPOs’ workload during an initial period of application but which should
decrease thereafter. Moreover, according to the DPOs interviewed, new obligations and
higher risks for controllers (e.g., potential fines) should also facilitate and legitimize
DPOs’ advisory and informative role. With the help of those elements, the change in the
distribution of data protection tasks (including the drafting of personal data processing
records by controllers) seems to be realistic.

49 Article 38 of the Propocal provides for the obligation to communicate the personal data breach to
the data subject without undue delay when the personal data breach is likely to result in a high risk
to the rights and freedoms of natural persons.
50 Article 45.3 of the Proposal.
51 WP29, Guidelines on Data Protection Officers (‘DPOs’), WP 243 rev.01, 13 December 2016, §3.2.
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Benefits of training, guidelines, procedures and supporting tools - In addition, as for
controllers, all the stakeholders interviewed agree on the fact that training, guidelines
and other tools developed or updated by the EDPS or the WP29 or EDPB would increase
DPOs’ effectiveness and therefore limit the impact of the new model of governance and
accountability on their workload.

3.4 As regards the data protection management effectiveness in particular
Benefits of training, guidelines, procedures and supporting tools - As mentioned
above, all the stakeholders interviewed agree on the fact that raising controllers’
awareness of data protection, their obligations and related risks would be key to the
change to the model of governance and accountability. Training and regular information
should progressively fill the gaps in controllers’ data protection expertise and be
important factors for controllers’ effectiveness in complying with their many obligations.
Providing them with practical documentation drafted by DPOs or the EDPS (e.g.,
guidelines, templates, IT tools, etc.) should also help to clarify the content of new
controllers’ obligations such as accountability and increase controllers’ effectiveness.
These factors should mostly limit the loss of effectiveness related to the change to the
data protection management model to an initial period of application.

IT tools to avoid double work and facilitate access by DPOs to information - The use of
IT tools could also help increase data protection management effectiveness by enabling
controllers and DPOs to avoid double work. For example, the use of electronic
repositories with shared access could enable centralization of data protection
documentation (including records maintained by controllers) and access by both
controllers (sometimes several controllers in the same institution or body) and DPOs.
This would avoid duplication in documentation by both controllers and DPOs on account
of their respective needs (i.e., complying with the accountability principle and
monitoring compliance within the Union institutions and bodies) and would facilitate
DPOs’ access to information.

Importance of involvement and of hierarchical support for DPOs - Access by DPOs to
information on controllers’ data processing activities is essential to the proper
performance of their tasks. Article 45.1 of the Proposal provides that DPOs must be
“involved, properly and in a timely manner, in all issues which relate to the protection of personal
data”. It has been stressed by some stakeholders interviewed that this provision does not
specify the timing for involving DPOs. Nevertheless, the provision implies that DPOs
must be involved soon enough in order to be able to inform, advise and then ensure and
monitor application of the Regulation. According to the WP29 concerning DPOs in the
GDPR, “it is crucial that the DPO (…) is involved from the earliest stage possible in all issues
relating to data protection. (…) Ensuring that the DPO is informed and consulted at the outset
will facilitate compliance with GDPR, promote a privacy by design approach and should therefore
be standard procedure with the organisation’s governance”52. It is also the position regarding
DPOs in Union institutions and bodies. The WP29 enumerates means to ensure
involvement of DPOs such as inviting DPOs to participate regularly in meetings of senior
and middle management where decisions with data protection implications are taken. As
already mentioned above, the role and support of their hierarchy is really important for

52 WP29, Guidelines on Data Protection Officers (‘DPOs’), WP 243 rev.01, 13 December 2016, §3.1.
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DPOs to ensure their position and their role of discussion partner within the Union
institutions and bodies. It can be expected that the involvement of the management and
support of DPOs by their hierarchy will de facto increase because of the increase in the
implications and risks in case of non compliance with data protection rules (i.e.,
possibility for the EDPS to impose fines on Union institutions and bodies, awareness-
raising of data subjects on data protection, etc.). Guidelines or indications that set out
when the DPO must be consulted could also be developed by DPOs themselves or by the
EDPS. In addition, it must be noted that Article 45.2 of the Proposal provides that the
Union institutions and bodies must provide DPOs with “access to personal data and
processing operations”. Such provision was part of the Annex of Regulation 45/2011 and is
given more importance by being introduced into the Regulation itself. It could help to
facilitate DPOs’ access to information.

Importance of a clear distribution of roles and responsibilities - Clear distribution of
data protection roles and responsibilities within Union institutions and bodies should
also enhance data protection management effectiveness and avoid double work. Each
Union institution and body should clearly determine (i) what organizational entity acts as
controller internally and is therefore accountable (i.e., the institution or body or the
Directorate-General, etc.), (ii) who is operationally in charge of data protection and is
therefore responsible and (iii) what are the tasks of the people in charge and of the DPO.
This could be formalized through the adoption of internal rules and in the employment
contract of the stakeholders (i.e., DPOs, staff members involved, etc.)53. It has been
stressed by the stakeholders interviewed that the internal organization and distribution
of roles and responsibilities in data protection should follow the ordinary chain of
command and be related to functions and not individuals.

Benefits of outsourcing and sharing DPOs - Finally, contrary to the existing position of
the EDPS and the interviewed stakeholders, the possibility of outsourcing DPOs could be
seen as an opportunity to find data protection expertise outside Union institutions and
bodies especially where a lack of adequate or competent profiles exists. It could also be a
way to open the DPO network to new customs and practices in data protection
management. The outsourcing of DPOs could therefore be a gain of effectiveness.
But most of all, it is the possibility to share DPOs which could be a gain of effectiveness.
Indeed, according to the EDPS, “EU institutions which are geographically close to each other
and are similar in activity, structure, tasks and procedures may benefit from a shared and easily
accessible DPO”54. Shared DPOs could be full-time and therefore develop more expertise
in data protection and benefit from being part of several Union institutions or bodies to
develop their competencies.

53 In its Guidelines on DPOs (see above, §4.2), “the WP29 (…) recommends that the controller clearly
outline, for example in the DPO’s contract, but also in information provided to employees, management (and
other stakeholders, where relevant), the precise tasks of the DPO and their scope, in particular with respect to
carrying out the DPIA”.
54 European Data Protection Supervisor, Opinion 5/2017, Upgrading data protection rules for EU
institutions and bodies, 15 March 2017, §2.4.5.1.
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In view of the above, many facts and levers can mitigate the impacts of the new model of
governance and accountability on controllers’ and DPOs’ workloads and data protection
management effectiveness.

4. Conclusion
Position of the Commission - As indicated earlier, the Commission alleges that in order
to foster a new ex-ante system based on effective compliance and stronger enforcement of
substantive data protection rules, it has proposed a new model of governance and
accountability of data protection within Union institutions and bodies based on the
introduction of new obligations for controllers and the adjustment of DPO’s tasks.

Position of the interviewed stakeholders and facts and levers to mitigate identified
impacts - According to the stakeholders consulted, the new model would have important
impacts on the workload of both controllers and DPOs and on data protection
management effectiveness in general. Nevertheless, as demonstrated above, many
facts and levers can mitigate these impacts (e.g., the expected decrease and
stabilization of the data protection activity after an initial period of application,
implementation of training and appropriate tools, strong involvement of the
management, etc.). In view of such facts and levers, it appears that, after an initial
period of application (which may last one to two years), the impacts of the new model
of governance and accountability could be limited.

Assessment of the final impact of the new governance model - As a result of the
necessary initial period of application or transition period and of stakeholders’ actual
willingness to maintain part of their existing administrative tasks as good practices (i.e.,
notifications by controllers and register maintained by DPOs), it is not currently possible
to reasonably further assess the final impact of the new governance model on Union
institutions and bodies. This impact may only be assessed effectively at the end of the
initial period of application.
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II - Implication in terms of budget and human resources

1. Method and main hypotheses
In order to determine the impact of the new model of data protection governance and
accountability in terms of budget and human resources, the following approach has been
followed:

- Identification of the baseline situation, i.e., the current human and financial
resources arising from implementation of Regulation 45/2001 per main function,

Key findings

- The impact on budget and human resources can only be estimated for the
initial period of application, which is expected to last at least one year. Many
factors may impact the long-term consequences of the implementation of the new
Regulation (success of the initial period of application, capacity of the
stakeholders to adapt their practices, efficiency gain due to IT tools, better
management of data protection activities, etc.), which make it difficult to assess
the future “running costs” of implementing the Proposal.

- For the initial period of application, it is estimated that the new Proposal would
entail an additional gross cost of € 2.8 million (low case scenario) to € 3.9
million (high case scenario) by increasing especially the time allocated to Data
Protection activities by DPOs (and Data Protection Coordinators for the five
institutions concerned - hereinafter “DPCs”). This increase corresponds to
between 21 and 29.3 Full Time Equivalents (hereinafter “FTEs”). DPOs would be
heavily impacted by the Proposal (between +40% and +50% additional
workload), some of them being already dedicated full-time to data protection
activities.

- However, for controllers, the impact on the staff structure and consequently on
the costs should be limited.

Assuming that the initial period of application will last one year and having in
mind that the fact that most of the additional costs and investments will be
punctual and will be incurred during this first year, the gross impact is estimated
between € 1.9 and € 2.8 million. But, the additional time incurred by the
Proposal should be limited to +20% to +30%, i.e., will have a marginal effect on
the staff as a large majority of them dedicate only one day or less per month on
data protection activities and should consequently mitigate the impacts on the
costs.

- This increase is to be considered in the light of the current situation. The
Evaluation Study of Regulation 45/2001 assessed the total cost of its
implementation to be € 28 million in 2014, corresponding to 210 FTEs and
performed by 1 455 staff members across Union institutions and bodies.
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i.e., DPOs, DPCs and controllers, according to the Evaluation Study of Regulation
(EC) 45/200155;

- Interviews with relevant stakeholders56 to quantify the additional time that
would be needed to adapt to the new Regulation, i.e., the additional time needed
to develop new tools and procedures, to train staff, to modify their practices;

- Critical analysis of the data gathered, formulation of hypotheses in terms of
additional time spent per category of staff, calculation of the financial impacts
and consequences for the staff involved in data protection matters.

Some hypotheses have been considered to assess the budgetary and human resources
impacts and need to be considered throughout the whole analysis:

- It is considered that the stakeholders will not change their behaviour overnight
and continue to implement the tasks arising from implementation of Regulation
45/2001. Whereas, in theory, as shown previously, the new Proposal should lead
to certain tasks being reduced, for instance for DPOs, following removal of
obligations to keep a register and prior checking.

- The estimates focus on the additional time related to the entry into force of the
new Regulation, i.e., linked to the initial period of application necessary to
deploy the new governance model and develop the related procedures.

- It does not take account of the potential loss of data protection management
effectiveness related to the new governance model, or the external factors that
may impact the involvement of stakeholders on data protection matters, such as
they are set out previously when detailing the facts and levers that mitigate the
direct impacts of the Proposal.

Limitations:
- The impact on budget and human resources can only be estimated for the initial

period of application, which is expected to last at least one year. Many factors
may impact the long-term consequences of the implementation of the new
Regulation, such as the success of the initial period of application, capacity of the
stakeholders to adapt their practices, efficiency gain due to IT tools, better
management of data protection activities, etc., which make it difficult to assess
the future “running costs” of implementing the Proposal.

- A thorough impact assessment method would have compared several policy
options and assessed the financial impacts of each option, also in the long term.
This comparison is, in the present study, not possible.

- The interviewees were asked to give an estimate of the additional time needed,
expressed in percentage, of the current time dedicated to data protection issues.
There were no strong discrepencies between the stakeholders, leading to retain a
rather narrow range in our calculation. The percentages used to develop the
calculations are a low range and a high range of the figures given by the

55 (...) Evaluation Study of May 2015 conducted for the European Commission on the application of
Regulation (EC) 45/2001, by Ernst and Young (http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=51087).
56 The nine interviewees were asked to estimate the additional time the tasks assigned by the
Proposal for a new Regulation would take in comparison to existing tasks.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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stakeholders. The team of experts made a critical assessment of the estimates
provided by the stakeholders, based on their kwowledge of the practices in place
(developed through the Evaluation Study regarding Regulation 45/2001).

- The figures have to be considered with caution, taking into account all
hypotheses and limitations expressed above. The observation basis is highly
limited. Considering the time frame and the ressources allocated to conduct the
present study, it was not possible to enter into a larger data collection process.

2. Baseline situation
The Evaluation Study regarding Regulation 45/2001 made it possible to determine the
human resources and the budget arising from the implementation of the Regulation. The
results showed that the total cost of implementation of Regulation 45/2001 reached € 28
million in 2014, corresponding to 210 FTEs and performed by 1 455 staff across Union
institutions and bodies.

- The estimated cost of DPOs and DPCs was approximately € 11 million. 61 DPOs
were in place, who spent 35% of their time on data protection activities on
average, supported by 0.35 FTE each and 113 DPCs, spending 8 hours per week
on data protection issues, each of them being assisted by 0.16 FTE on average.

- A first estimation of the number of controllers was made in the Evaluation Study
on the implementation of Regulation 45/2001. Based on the number of
respondents and the number of Union institutions and bodies, 1214 controllers
were estimated. The estimated cost of controllers was approximately € 9.3
million, corresponding to 70 FTEs per year.

3. Quantitative impacts in terms of time spent
The analyses developed so far have identified the types of impact of the Proposal on the
workload. Transposing these impacts into quantitative data is not simple, with each
interview providing its own perception. As mentioned previously, considering the slight
variation of opinions between the stakeholders, a narrow range of hypotheses have been
applied: a low hypothesis increase and a high hypothesis.

Main types of impact
identified on the workload
as per the Proposal and EY

analysis

Estimated impact
on time allocated
to Data Protection
during the initial

period of
application

Rationale behind
/ additional
comments

DPOs ► New monitoring role
(highly demanding)

► Reinforced information
and advisory roles;
development of new
procedures and
guidelines for controllers
(very time consuming)

► Overall
increase
between 40 and
50%

► The current
practices will
continue for a
certain time
period

► DPOs will
lead the shift
towards to
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► Performance of
controllers’ new tasks (as
already observed for
Regulation 45/2001)

the new
Regulation

DPCs ► No information given in
the Proposal

► Once the initial period of
application is over, DPCs’
workload should increase
in the same proportion as
DPOs’ activity

► For the initial period of
application, we can
assume that DPCs’
workload slightly
increases due to their
contribution to the
monitoring role

► Overall
increase
estimated
between 10 and
20%

► No data
protection
coordinators
have been
interviewed

► We assume
that new
procedures,
guidelines
and training
materials will
be developed
by DPOs

Controllers ► Additional administrative
burden (i.e., principle of
accountability)

► Obligation to carry out
DPIAs

► Principles of data
protection by design and
by default (already
implied by the existing
Regulation)

► Obligation to carry out
data breach notifications
and communications
(new time consuming
obligation)

► Requirement to attend
training and awareness
sessions

► Overall
increase
estimated at
between 20%
and 30%

It is assumed
that in the
short term,
there will be
no removal of
notifications

4. Financial consequences and impact on human resources
Impact on Data Protection Officers (and Data Protection coordinators for five institutions)
for the initial period of application
In the Union institutions and bodies, there are 61 DPOs, one per Union institution or
body, representing a total of 21.2 FTEs. In addition, the total number of FTEs working on



PE 610.997 28

data protection related to the DPOs (in a team managed by a DPO for example) is
estimated to be 21.457.

Based on an annual base salary, related to the average cost of an official staff member of
the European Union, of 132 000 euros58, it was possible to establish different scenarios of
the impact of the new Regulation on the time spent on data protection and, thus, the
resulting financial impact per year.

Category
Number of

FTEs per year

Estimated cost
per year

further to the
Evaluation

Study of
Regulation

45/2001

Costs incurred by the additional
time allocated to data protection

Low
hypothesis

+ 40%

High
hypothesis

+ 50%

DPOs’ activity
on data
protection

21.2 2 802 096 € + 1 120 838 € + 1 401 048 €

Support to
DPO59 21.4 2 818 200 € + 1 127 280 € + 1 409 100 €

Total 42.6 5 620 296 € + 2 248 118 € + 2 810 148 €

Therefore, the additional cost related to the extra time allocated to data protection is
between € 2.2 million and € 2.8 million, or 17 to 21.3 FTEs. Of the 61 DPOs, ten are
declared as working full-time60 or almost full-time on data protection activities.  For these
institutions, additional staff would be necessary to handle the DPOs’ new scope of
responsibilities. For the other institutions, some internal reallocations would temporarily
be needed.

For five institutions61, DPOs are accompanied by DPCs, with 113 DPCs overall. Two
scenarios were also developed for this population.

57 See https://edps.europa.eu/data-protection/eu-institutions-dpo/network-dpos_en.

58 DPOs, DPCs and controllers correspond to the average cost of an official staff member of the
European Union (as per the Circular note of DG BUDGET to RUF of 26.06.14).

59 Most DPOs (54%) work alone and are not assisted by any team or to a limited extent (82% are
supported by 0.5 FTE or less). However, DPOs of the largest institutions are assisted by one or
more FTEs. Source:  Evaluation Study regarding Regulation 45/2001
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087).

60 European Parliament, Council of the European Union, European Commission, EEAS, European
Centre for the Development of Vocational Training (CEDEFOP), European Investment Bank (EIB),
EU-LISA. Source:  Evaluation Study regarding Regulation 45/2001
(http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087).

61 The following institutions have DPCs: European Central Bank: 10; European Parliament: 12;
European External Action Service (EEAS): 16; European Commission: 36; Council of the European

https://edps.europa.eu/data-protection/eu-institutions-dpo/network-dpos_en
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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Category
Number of

FTEs per year

Estimated cost
per year

further to the
Evaluation

Study of
Regulation

45/2001

Costs incurred by the additional
time allocated to data protection

Low
hypothesis

10%

High
hypothesis

20%

DPC activity
on data
protection

22.6 2 983 200 € + 298 320 € + 596 640 €

Support to
DPCs62 17.8 2343 943 € + 234 394 € + 468 789 €

Total 40.4 5 327 143 € + 532 714 € + 1 065 429 €

The additional FTEs of DPCs would vary from 4 to 8 and is calculated based on the cost
estimated from € 0.5 million to € 1 million, to adapt to the new Proposal. Moreover, only
around 1% of the DPCs work full-time on data protection activities. It can therefore be
assumed that the additional resources needed to cover the impacts in terms of human
resources will come from staff reorganization and potential reallocations.
In total, the additional cost for DPOs and DPCs during the transition phase could vary
between €2.8 and €3.9 million.

Impact on data controllers during the initial period of application
Concerning controllers, the change in Regulation will change several aspects of their day-
to-day job during the transition phase. A range between 20% and 30% additional time has
been estimated.

Category
Number of

FTEs per year

Estimated cost
per year

further to the
Evaluation

Study of
Regulation

45/2001

Costs incurred by the additional
time allocated to data protection

Low
hypothesis

20%

High
hypothesis

30%

Controller
activity on data
protection

70.5 9 300 181 € + 1 860 036 € + 2 790 054 €

The additional cost of the Proposal on controllers could vary between € 1.9 million and €
2.8 million, depending on the hypothesis selected to make the calculation. In terms of

Union: 39.
62 Most DPCs do not receive any support to perform their duties whereas others are assisted by a
limited number of staff.
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human resources, this additional cost is equal to a range between 15 and 22.5 FTEs.
However, this increase has to be mitigated by the fact that 80% of the controllers spent on
average one day or less than one day per month on data protection issues. An additional
20% means two hours more per month. It can be assumed that for the services concerned,
no additional staff will be needed and that some efficiency gain would lead to a marginal
increase in data controller time dedicated to data protection issues. In certain institutions
or services, where data controllers are more involved63, there will be a potential need to
reallocate controllers’ time between data protection and non-data protection activities.

5. Overall impact on budget and human resources during the initial period of
application

The overall gross financial impact on the data protection functions (DPOs, DPCs and
controllers) in European Institutions may vary from + € 4.6 million to + € 6.7 million,
depending on the hypothesis selected. The corresponding increase in FTEs is between
35.2 and 50.5. However, considering the current organisation on data protection issues,
some internal reallocation and efficiency gain can be anticipated now to absorb the
additional time needed for data controllers during the initial period of application but
also on a long term basis64. The evaluation report of Regulation 45/2001 provides some
recommendations on this specific aspect.

In addition to HR costs, some investments in IT systems will be needed. A series of
training sessions will also need to be organized.

63 8% of the controllers spend more than 5 days per month on data protection activities and 11% of
them spend between 2 and 5 days per month. Source:  Evaluation Study regarding Regulation
45/2001 (http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087).

64 See recommendations chapter of Evaluation Study regarding Regulation 45/2011

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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III – Risk in terms of consistency and uniform application of the
Regulation

One of the specific objectives of the Proposal is “to ensure consistent application of data
protection rules throughout the Union”65. This objective is to ensure consistency between
Member States and Union institutions and bodies. Consistency and uniform application
of the Regulation within Union institutions and bodies should also be ensured.

The new governance model proposed combined with the definition of ‘controller’ leads
to decentralization. In view of this decentralized model, it is fair to question the risks
related to such decentralization in terms of consistency and uniform application of the
Regulation within Union institutions and bodies.

1. Context and position of the Commission
Non-prescriptive definition of ‘controller’ for better adaptation to internal
organization - Article 3.2(b) of the Proposal defines the ‘Controller’ as “the Union
institution, body, office or agency or the Directorate-General or any other organizational entity

65 Legislative financial statement relating to the Commission Proposal, COM(2017) 8 final, §3.2.

Key findings

- The Commission proposes a new governance model, in order to ensure stronger
compliance with and enforcement of data protection rules in Union institutions
and bodies. The Commission also maintains a definition of ‘controller’ designed
to respect the differences in the internal organization of Union institutions and
bodies, which allows the existence of several controllers in the same institution or
body.

- According to the stakeholders interviewed, this new governance model combined
with the definition of ‘controller’ leads to more decentralization, due to the
increased autonomy of controllers (mostly through the new principle of
accountability and the transfer of the obligation to keep a record), the potential
difficulties for DPOs to advise and monitor, and the loss of prior involvement of
the EDPS in Union institutions and bodies’ processing activities. This factor
could generate risks in terms of consistency and uniform application of the
Regulation (i.e., differences in the interpretation of data protection rules and
notably the principle of accountability, differences in the assessment of personal
data processing operations, etc.).

- Nevertheless, the stakeholders consulted also agree on the fact that such risks are
limited. Indeed, the definition of ‘controller’ in the Proposal is quite identical to
that in the current Regulation 45/2001. Moreover, the risks related to the
decentralized model should be offset by (i) stronger supervision and
enforcement roles of the EDPS and (ii) the new orientation of the DPOs’ role
toward advice and monitoring.
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which, alone or jointly with others, determines the purposes and means of the processing of
personal data”. This definition is quite identical to that in Article 2(d) of Regulation
45/2001.

According to the Commission, this definition aims to allow Union institutions and bodies
to choose the adequate granularity for allocation of the controller role, in order for Union
institutions and bodies to reflect their internal organization and to foster proximity of
decisions. As is currently the case, each Union institution or body can decide that the
controller is the institution or body, the Directorate-General, the Service or the Unit, etc.,
depending on its internal organization. There may be several controllers within a same
institution or body.

New governance model for stronger compliance and enforcement – In addition, the
Proposal provides a new model of governance and accountability of data protection
within Union institutions and bodies which implies a modification of the distribution of
roles and responsibilities. On the one hand, more obligations and responsibilities are
imposed on controllers. On the other hand, the Proposal provides for the advisory and
monitoring roles of the DPO. In addition, the role of the EDPS in enforcement and
supervision is also reinforced.

According to the Commission, this new governance model aims to streamline the current
governance model of data protection in Union institutions and bodies and ensure
stronger compliance with and enforcement of data protection rules in Union institutions
and bodies66. In particular, new obligations imposed on controllers aim to increase
controllers’ involvement in data protection, as part of the shift from the administrative ex-
ante approach to the new ex-post approach, which consists in effective compliance and
stronger enforcement of substantive data protection rules.

2. Potential risks in terms of consistency and uniform application of the Regulation
2.1 Potential risk relating to the definition of ‘controller’
Possibility of choosing a different organization level - As mentioned above, the
definitions of ‘controller’ in Regulation 45/2001 and in the Proposal allow Union
institutions and bodies to choose the organizational level to qualify as controller,
sometimes with high granularity (e.g., the department or the unit).

Lack of clarity and consistency - Firstly, it must be stressed that, according to the
Evaluation Study as regards Regulation 45/2001, there is a lack of clarity and consistency
in the definition of ‘controller’ which may raise interpretation and application issues67.
Therefore, the definition of ‘controller’ itself in the Proposal (which is identical as the
Regulation 45/2001) could be considered as a source of risk in terms of consistency and
uniform application of the Regulation between Union institutions and bodies but also
within Union institutions and bodies, leading to internal difficulties to set a clear internal
data protection organization.

66 Legislative financial statement relating to the Commission Proposal, COM(2017) 8 final, §1.4.2.
67 (...) Evaluation Study of May 2015 conducted for the European Commission on the application of
Regulation (EC) 45/2001, by Ernst and Young (http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=51087), p.138.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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Several controllers within the same institution or body - Secondly, based on this
definition, there may be several controllers within the same institution or body.
Combined with other factors enumerated below, this factor could give rise to a risk of
inconsistency and non-uniform application of the Regulation.

2.2 Potential risk relating to the new governance model
More autonomy for controllers – According to the stakeholders consulted, the new
governance model proposed could lead to more autonomy for controllers in data
protection. Indeed, among the new obligations imposed on controllers, the accountability
principle involves implementing technical and organisational measures and the need to
document processes and data protection-related actions. This rule is less prescriptive than
the existing obligation to notify DPOs of personal data processing. In addition, the
obligation to keep a record of processing activities is transferred from DPOs to
controllers.

Difficulty for DPOs to advise and monitor - With the removal of the obligations for
DPOs to keep a register based on notifications from controllers and notify the EDPS for
prior checking, it appears that the Commission is attempting to change the role of DPOs
from the daily administration of data protection to more supervision and enforcement.
The role of DPOs is focused on advice and monitoring, further to the Proposal.

Nevertheless, because of the removal of such obligations and of the obligation for
controllers to notify DPOs, controllers no longer have to inform DPOs of their data
protection activities. The Proposal only includes in Article 45.1 the general obligation for
Union institution and bodies to ensure that DPOs are “involved, properly and in a timely
manner, in all issues which relate to the protection of personal data”. This provision does not
specify when DPOs must be involved and how.

Therefore, according to the stakeholders consulted, it is likely that DPOs might face
difficulties obtaining in a timely way up-to-date information on controllers’ data
processing operations and related actions taken. This would be impacted by each DPO’s
influence, meaning whether he or she would have a personality strong enough to
persuade controllers to keep them informed. Where information on processing
operations is lacking, DPOs would be in a weaker position than under Regulation
45/2001 to provide controllers with adequate information and advice and ensure and
monitor compliance with the Regulation.

Less prior involvement of the EDPS on processing operations - Similarly, with the
removal of the obligation for DPOs to notify the EDPS of processing operations that may
present specific risks to the rights and freedoms of data subjects for prior checking, the
EDPS will also obtain less information about processing operations carried out by
controllers and therefore might lose supervisory and advisory capacity over them.

Decentralized management which may lead to inconsistencies and non-uniform
application of the Regulation – Since there may be several controllers in the same
institution or body, as a result of increased autonomy of controllers in data protection
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management, the difficulty for DPOs to provide controllers with adequate advice and
monitor compliance with the Regulation and the prior lesser involvement of the EDPS in
controllers’ processing operations could result in the loss of central data protection
management. Such loss of central management could therefore lead to inconsistencies
and non-uniform application of the Regulation by the different controllers within a same
institution or body. Without central support and referral, controllers could interpret data
protection rules in different ways, in particular the principle of accountability.
Controllers could also assess the risks related to a processing operation very differently,
leading to very different management decisions or the implementation of different
processes and procedures in relation to data protection management.

It must be stressed that major inconsistencies and differences in the application of the
Regulation could create fragmentation which could impact cooperation between Union
institutions and bodies. This could also lead to legal uncertainty and complexity which
could affect the trust of data subjects68.

3. Facts and levers mitigating such risks
3.1 Limited impact of the definition of ‘controller’
Requirement for a flexible definition of ‘controller’ triggering the need for a clear
distribution of internal roles and responsibilities – As explained above, the first factor
influencing the risk of inconsistencies and non-uniform application within Union
institutions and bodies may be the definition of ‘controller’. Nevertheless, regarding the
non-prescriptive character of the definition leading to potential inconsistencies and non-
uniform applications, it must be stressed that the distribution of the role of controller
must be adapted to the size and the internal organization of the Union institution or body
concerned. The controller role cannot be allocated at the same organizational level in
small bodies or agencies as in big institutions such as the European Commission, the
European Parliament or the Council of the European Union. Flexibility in the definition
of ‘controller’ therefore appears necessary for Union institutions and bodies. This does
not mean that there is no need for a clear distribution of data protection roles and
responsibilities. As mentioned above, this distribution could be settled by adopting or
modifying internal rules and adequate provisions on their role and tasks included in each
stakeholders’ employment contract.

Neutral impact of the existence of several controllers within the same institution or
body - As a result of this definition, there may be several controllers in some Union
institutions or bodies. It must however be stressed that there is almost no difference
between the definition in Regulation 45/2001 and that in the Proposal aside from the
removal the reference to “the unit”69 in the Proposal. This slight modification could be
seen as an effort to limit the granularity of the organization level to which the role of
controller would be allocated and thereby limit decentralization within Union
institutions and bodies. In any event, because the definitions are almost identical, the
impact of the definition of ‘controller’ on the risk of inconsistencies and non-uniform

68 For the same argument applied to fragmentation, legal uncertainty and inconsistent enforcement
among Member States, see Commission staff working paper, Impact Assessment of 25 January
2012, SEC(2012) 72 final, p. 20 and 21.
69 Article 2(d) of Regulation 45/2001.
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application of the Regulation remains at least the same as today and is not related to the
Proposal. Therefore, it should be considered as neutral and not be taken into account in
order to assess the risk.

3.2 Strategic role of DPOs
Regular involvement – As mentioned above, it seems that the Proposal steers the role of
DPOs to advice and monitoring in order to foster supervision and enforcement. The role
of DPOs within Union institutions and bodies is the most strategic in relation to data
protection. The loss of information caused by the removal of the obligations for
controllers to notify DPOs and its impact on the central management of data protection
within Union institutions and bodies could be offset by reinforcing the position of DPOs.
The Proposal newly provides that DPOs report to the highest management level of the
controller70. The support afforded to DPOs by senior management should help them to
impose the new governance model on controllers and notably the general requirement to
involve them in all issues relating to personal data protection. In addition, raising
controllers’ awareness of data protection, their new obligations and the related risks (e.g.,
sanctions) should help to motivate and engage controllers and incite them to regularly
refer to DPOs.

Centralization of relevant documentation - In practical terms, the loss of information
caused by the removal of the obligation for controllers to notify DPOs and its impact on
the central management of data protection within Union institutions and bodies could
also be offset by the implementation of good practices, such as the centralization of all
relevant documentation by DPOs. All documents drafted by controllers in relation to
data protection management, including record forms could be sent to DPOs for
centralization (or uploaded on an electronic repository with shared access). Such good
practices could be set forth in internal rules or procedures and promoted through
training71.

Provision of common guidelines, procedures, supporting tools and training - In
addition, providing controllers with common data protection documentation (e.g.,
guidelines, procedures, and templates), tools (e.g., software) and training developed (or
obtained) by DPOs would also help to limit the inconsistencies and non-uniform
applications of the Regulation by controllers. Regular involvement of DPOs and
centralization of relevant documentation would enable DPOs to have an overview of the
personal data processing and data protection practices carried out within their Union
institution or body and to draft or choose adequate documentation, tools and training.
Moreover, as explained above in section 172, if the change in the distribution of data
protection tasks succeeds, DPOs will have more time for supervision as a result of the
removal of their administrative obligations.

70 Article 45.3 of the Proposal.
71 (...) Evaluation Study of May 2015 conducted for the European Commission on the application of
Regulation (EC) 45/2001, by Ernst and Young (http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=51087), p. 70: as regards the fact that ”each institution and body has [already] to
adopt implementing rules laying down the status, tasks and duties of the DPOs”.

72 See p. 25 of the present study.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087


PE 610.997 36

Cooperation between DPOs – Finally, consistency and uniformity in the application of
the Regulation could be enhanced by good cooperation and sharing of practices between
institutions and bodies (e.g., through groups such as the DPOs’ Network73).

3.3 Strategic role of the EDPS
More enforcement and supervision - Similarly, the role of the EDPS in enforcement and
supervision of the Regulation by controllers is reinforced. On the one hand, Article 58 of
the Proposal newly specifies that the EDPS will promote controllers’ awareness of their
obligations under the Regulation and express reference to the EDPS’ consultative powers
is introduced in Article 59.3. On the other hand, investigative and corrective powers of
the EDPS are reinforced. In particular, according to Article 58, the EDPS now has the
powers “to carry out investigations in the form of data protection audits” and to impose
administrative fines on Union institutions and bodies74.

Provision of common documentation, tools and training - With the removal of prior
checking, instead of drafting opinions on specific processing operations, the EDPS will
have more time to build documentation (e.g., guidelines, opinions and templates), tools
(e.g., software) and training to be used as common guidance and standard by all
controllers (within the same institution or not). This documentation, tools and training
can also promote consistency and uniformity among Union institutions and bodies.

Audits for better consistency and uniform application – The EDPS will also have more
time for monitoring and audits which are a good means for the EDPS to develop its
knowledge on data processing activities carried out by controllers and foster consistency
and uniform application of the Regulation within Union institutions and bodies75.

Information on internal rules relating to processing of personal data - In addition, it
must be noted that, according to article 41 of the Proposal, the Union institutions and
bodies must inform the EDPS when drawing up internal rules relating to processing of
personal data76. This requirement to inform is also instrumental for the EDPS to obtain
information on Union institutions’ and bodies’ practices in relation to data protection
management. In view of the internal rules communicated, the EDPS can decide to issue

73 (...) Evaluation Study of May 2015 conducted for the European Commission on the application of
Regulation (EC) 45/2001, by Ernst and Young (http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=51087), p. 46: as regards the effectiveness of the DPOs network.
74 (...) Evaluation Study of May 2015 conducted for the European Commission on the application of
Regulation (EC) 45/2001, by Ernst and Young (http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=51087), p. 41-42 and 135-136: as regards the fact that ”The sanctionning powers of
the EDPS are [currently] not sufficiently applied”.
75 (...) Evaluation Study of May 2015 conducted for the European Commission on the application of
Regulation (EC) 45/2001, by Ernst and Young (http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=51087), p. 89-92: as regards the fact that the number of inspections carried out
by the EDPS could be improved.
76 See Council position on the Proposal, 2017/0002, 24 May 2017, p.92: proposing to delete the
general requirement to inform the EDPS “when drawing up (…) internal rules relating to the processing
of personal data involving a Union institution or body alone or jointly with others”.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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an opinion and therefore influence the data protection management of the Union
institution or body concerned77.

In view of the above, many facts and levers can mitigate the risks of adverse effect on the
consistency and uniform application of the Regulation generated by the decentralized
model proposed.

4. Conclusion
Decentralized model - In order to ensure stronger compliance with and enforcement of
data protection rules in Union institutions and bodies, the Commission proposed a new
governance model which, combined with the non-prescriptive definition of ‘controller’
designed to respect the differences in the internal organization of Union institutions and
bodies and allowing the existence of several controllers in the same institution or body,
leads to decentralization.

Limited risk in terms of consistency and uniform application of the Regulation -
According to the stakeholders interviewed, such apparent decentralization may create
risks in terms of consistency and uniform application of the Regulation (i.e.,
differences in the interpretation of data protection rules and notably the principle of
accountability, differences in the assessment of personal data processing operations, etc.).
Nevertheless, they also agree on the fact that such risks are limited. Indeed, the
definition of ‘controller’ in the Proposal is almost identical to that in the current
Regulation 45/2001, and there is thus no specific risk related to the Proposal. Moreover,
the risks related to the decentralized model should be offset by (i) reinforcement of the
supervision and enforcement roles of the EDPS and (ii) the new orientation of the
DPOs’ role toward advice and monitoring.

77 (...) Evaluation Study of May 2015 conducted for the European Commission on the application of
Regulation (EC) 45/2001, by Ernst and Young (http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=51087), p. 55: as regards the importance for the EDPS to be informed on
administrative emasures in order to build its doctrine.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=51087
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Annex 1 – List of stakeholders interviewed

Union institution or body Position

European Data Protection Supervisor (EDPS) Representatives in charge of
supervision and enforcement

European Commission, Directorate -General
for Justice (DG JUST), Data Protection Unit

Deputy Head of Unit and Policy Owner

European Parliament DPO
European Central Bank (ECB) DPO
European External Action Service (EEAS) DPO
Court of Justice of the European Union DPO
European Anti-Fraud Office (OLAF) DPO
European Parliament
DG-PERS

Controller’s representative

European Parliament
DG-PERS

Controller’s representative
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Annex 2 – Comparative table of obligations imposed on controllers and tasks assigned to
DPOs and the EDPS upon Regulation 45/2001 and the Proposal

Regulation 45/2001 Proposal – COM(2017) 8 final

Data
Controller

Comply with principles relating to data quality.
(art. 4)

MAINTAINED BUT:
- Introduction of the principle of ‘transparency’;
- Introduction of the principle of ‘data minimization’;
- Introduction of the principle of ‘integrity and

confidentiality’.
(art. 4)

Comply with the obligation of lawfulness of the processing.
(art. 5)

MAINTAINED
(art. 5)

Comply with the conditions relating to processing for
purposes other than those for which the personal data have
been initially collected.
(art. 6)

MAINTAINED BUT:
- Introduction of the notion of ‘compatible purpose’;
- Obligation to perform a test of compatibility where the

processing for another purpose is not based on the data
subjects’ consent.

(art. 6)
X NEW

Comply with the conditions for consent (including children’s
consent).
(art. 7 & 8)
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Comply with the conditions for transfer of personal data to
recipients other than Community institutions and bodies,
but subject to EU law.
(art. 8)

MAINTAINED BUT:
- Where the transmission takes place on the initiative of the

controller, the controller have to demonstrate that the
transmission comply the enumerated conditions.

(art. 9)
Comply with the conditions for processing special
categories of data.
(art. 10)

MAINTAINED BUT:
- Inclusion of genetic data and biometric data to the special

categories of personal data;
- New exceptions to the prohibition are introduced;
- Removal of the provision relating to personal number or

other identifier of general application.
(art. 10 and 11)

X NEW
Comply with conditions relating to processing which does not
require identification.
(art. 12)

X NEW
Comply with conditions relating to processing for archiving
purposes in the public interest, scientific or historical research
purposes or statistical purposes.
(art. 13)

Provide adequate information to data subjects.
(art. 11 and 12)

MAINTAINED BUT:
- Increase of the granularity of the information to be provided

(e.g., storage period, existence of automated decision-
making, etc.);

- Specification of the conditions in which the information
must be provided.
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(art. 14, 15 and 16)

Respect the rights of data subjects (i.e., right of access, rights
to rectification, blocking, erasure and object, right to obtain
notification to third parties and right not to be subject to an
automated decision which produces legal effects concerning
the data subject or significantly affects him/her).
(art. 13 to 19)

MAINTAINED BUT:
- Introduction of the right to data portability;
- Reinforcement of the other rights;
- Specification of the conditions to answer to requests of data

subjects in relation to the exercise of their rights.
(art. 14 and 17 to 24)

Comply with the conditions for the adoption of restrictions.
(art. 20)

MAINTAINED BUT:
- Introduction of new authorizations for restriction;
- New obligation to notify the DPO with any restriction

applied and limiting the application of data protection
principles and data subjects’ rights.

(art. 25)
X NEW

Implement appropriate technical and organizational measures to
ensure and to be able to demonstrate compliance with the
Regulation.
(art. 26)

X NEW
Apply data protection by design and by default.
(art.27)



PE 610.997 42

X NEW
Determine respective responsibilities in case of joint controllers.
(art. 28)

Comply with conditions for processing of personal data on
behalf of controllers (by processors).
(art. 23)

MAINTAINED BUT:
- Reinforcement of such conditions, in particular introduction

of a list of provisions to be stipulated in the contract.
(art. 29 & 30)

Notify the data processing operations to the DPO.
(art.25)

REPLACED:
 Maintain a record of processing activities.
(art. 31)
 Involve the DPO properly and in a timely manner, in all issues

which relate to the protection of personal data.
(art.45)

Implement appropriate technical and organizational
measures to ensure a level of security appropriate to the
risks.
(art. 22)

MAINTAINED
(art. 33)

Implement appropriate technical and organizational
measures to safeguard the secure of telecommunications
networks and terminal equipment and inform users in the
event of any particular risk of a breach of the security of the
network and terminal equipment.
(art. 35)

REMOVED

Ensure confidentiality of communications by means of
telecommunication networks and terminal equipment.
(art. 36)

MAINTAINED
(art. 34)

Erase or anonymize traffic data relating to users processed REMOVED
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and stored to establish calls and other connections over the
telecommunication network.
(art. 37)
Limit the personal data contained in directories of users and
access to such directories.
(art. 38)

MAINTAINED
(art. 36)

X NEW
Notify a personal data breach to the EDPS and inform the DPO.
Communicate a personal data breach to the data subject when it is
likely to result in a high risk to his/her rights and freedoms.
(art. 37 & 38)

X NEW
Carry out a DPIA when a processing is likely to result in a high risk
to the rights and freedoms of natural persons.
Consult the EDPS when a DPIA indicates that the processing -
without safeguards, security measures, mechanisms reducing the
risk - results into a high risk to the rights and freedoms of natural
persons (“prior consultation”).
Seek the advice of the DPO when conducting a DPIA and about the
need for prior consultation of the EDPS.
(art. 39 & 40)

React to allegations for violation of the Regulation.
(art.31)

MAINTAINED
(art.43)

The selection of the DPO shall not be liable to result in a
conflict of interests between his or her duty of DPO and any
other official duties.

MAINTAINED BUT:
- Ensure that any other tasks and duties fulfilled by the DPO

do not result in a conflict of interests.
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(art. 24.3) (art. 45.6)
Possibility to consult the DPO.
(Annex 2)

MAINTAINED
(art. 45.7)

Comply with conditions for transfer of personal data to
recipients other than Community institutions and bodies,
which are not subject to EU law.
(art. 9)

MAINTAINED BUT:
- Introduction of new mechanism to secure transfers.

(art.47 to 51)

Comply with conditions for transfer of personal data within
or between Community institutions or bodies.
(art. 8)

REMOVED

Data
Protection
Officer

Keep record of notifications in a register.
(Art. 24.1.d and 26)

REPLACED
 Being involved properly and in a timely manner, in all issues

which relate to the protection of personal data.
(art.45)

Notify to the EDPS the processing likely to present specific
risks to the rights and freedoms of data subjects and consult
with the EDPS in case of doubt as to the need for prior
checking.
(art.24.1.e)

REPLACED:
- Advise (if requested) on the DPIA, monitor its performance

and consult the EDPS in case of doubt on the need for a
DPIA.

(art. 39 & 46.1e)
- Advise (if requested) on the need for prior consultation of

the EDPS.
(art. 40 & 46.1f)

Ensure that data controllers are informed about their
obligations.
(Art. 24.1.a)

MAINTAINED BUT:
- Also advise the controller and the employees who carry out

processing.
(art. 46.1a)

Ensure in an independent manner the internal application MAINTAINED BUT:



PE 610.997 45

of the provisions of the Regulation.
(Art. 24.1.c)

- Also monitor compliance with the Regulation and other
applicable law containing data protection provisions and
with policies of the controller in relation to data protection.

(art. 46.1b)
Ensure that data subjects are informed about their rights
and obligations.
(Art. 24.1.a)

MAINTAINED
(art. 46.1c)

X NEW
Advise (if requested) on the necessity for a data breach notification
and communication.
(art. 46.1d)

Respond to requests from and cooperate with the EDPS.
(Art. 24.1.b)

MAINTAINED
(art. 46.1g)

Possibility to make recommendations for the practical
improvement of data protection to the controller and the
processor, advise them on matters concerning the
application of data protection provisions, investigate
matters and occurrences directly relating to his/her tasks
and report back to the person who commissioned the
investigation or to the controller.
(Annex Point 1)

MAINTAINED
(art. 46.2)

EDPS Cooperate with the national supervisory authorities (i) to
the extent necessary for the performance of their respective
duties, in particular by exchanging all useful information,
requesting such authority or body to exercise its powers or
responding to a request from such authority or body and (ii)
with a view to improving consistency in applying the rules
and procedures with which they are respectively

MAINTAINED BUT:
Take appropriate steps (in cooperation with the Commission and
the EDPB) to (a) develop international cooperation mechanisms to
facilitate the effective enforcement of legislation for the protection of
personal data, (b) provide international mutual assistance in the
enforcement of legislation for the protection of personal data, (c)
engage relevant stakeholders in discussion and activities aimed at
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responsible for ensuring compliance.
(Art. 46.f)

furthering international cooperation, (d) promote the exchange and
documentation of personal data protection legislation and practice,
including on jurisdictional conflicts with third countries.
(art. 52)

Ensure that the fundamental rights and freedoms of natural
persons, and in particular their right to privacy, is respected
by the Community institutions and bodies.
(art. 41.2)

MAINTAINED
(art. 53.2)

Monitor and ensure the application of the provisions of the
Regulation and any other Community act relating to the
protection of the fundamental rights and freedoms of
natural persons with regard to the processing of personal
data by a Community institution or body, and advise
Community institutions and bodies and data subjects on all
matters concerning the processing of personal data.
(art. 41.2)

MAINTAINED
(art. 53.3)

Monitor and ensure the application of the provisions of the
Regulation and any other Community act relating to the
protection of natural persons with regard to the processing
of personal data by a Community institution or body with
the exception of the Court of Justice of the European
Communities acting in its judicial capacity.
(Art. 46.c)

MAINTAINED
(Art. 58.1.a)

X NEW
Promote public awareness and understanding of the risks, rules,
safeguards and rights in relation to processing.
(Art. 58.1.b)

X NEW
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Promote the awareness of controllers and processors of their
obligations under the Regulation.
(Art. 58.1.c)

X NEW
Upon request, provide information to any data subject concerning
the exercise of their rights under the Regulation and, if appropriate,
cooperate with the supervisory authorities in Member States to that
end.
(Art. 58.1.d)

Hear and investigate complaints, and inform the data
subject of the outcome within a reasonable period.
(Art. 46.a)

MAINTAINED
(Art. 58.1.e)

Conduct inquiries either on its initiative or on the basis of a
complaint, and inform the data subjects of the outcome
within a reasonable period.
(Art. 46.b)

MAINTAINED
(Art. 58.1.f)

Advise all Community institutions and bodies on all
matters concerning the processing of personal data, in
particular before they draw up internal rules relating to the
protection of fundamental rights and freedoms with regard
to the processing of personal data.
(Art. 46.d)

MAINTAINED BUT:
- Advise on legislative and administrative measures.

(Art. 58.1.g)

Monitor relevant developments, insofar as they have an
impact on the protection of personal data, in particular the
development of information and communication
technologies.
(Art. 46.e)

MAINTAINED
(Art. 58.1.h)

X NEW
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Adopt standard contractual clauses to be used for agreements with
the data processor and to secure transfers.
(art.58.1.i)

X NEW
Establish and make public a list of the kind of processing operations
which are subject to the requirement for a DPIA.
(art.58.1.j)

Participate in the activities of the WP29.
(Art. 46.g)

MAINTAINED BUT:
- Participate in the activities of the EDPB;
- Provide the secretariat for the EDPB.

(Art. 58.1.k & l)
X NEW

Give advice in case of prior consultation by the controller, on the
processing which risk to violate the regulation.
(Art. 58.1.m)

X NEW
Authorize contractual clauses and provisions other than standard
contractual clauses to secure transfers.
(Art. 58.1.n)

X NEW
Keep internal records of infringements of the Regulation and of
measure taken.
(Art. 58.1.o)

X NEW
Fulfil any other tasks related to the protection of personal data.
(Art. 58.1.p)
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Establish his or her Rules of Procedure.
(Art. 46.k)

MAINTAINED
(Art. 58.1.q)

Determine, give reasons for and make public the
exemptions, safeguards, authorizations and conditions for
the processing of certain special categories of personal data.
(art.46.h)

REMOVED

Keep a register of processing operations (considered to
present specific risks) notified to him in the view of prior
checking and provide means of access to the registers kept
by the Data Protection Officers.
(art.46.i)

REMOVED

Carry out a prior check of processing notified to him or her.
(art.46.j & 27)

REMOVED
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Glossary

Controller: the Union institution, body, office or agency or the Directorate-General or any
other organisational entity which, alone or jointly with others, determines the purposes
and means of the processing of personal data; where the purposes and means of
processing are determined by a specific Union act, the controller or the specific criteria for
its nomination can be provided for by Union law (Article 3.2(b) of the Proposal).

Data protection by design: obligation to implement, both at the time of the
determination of the means for processing and at the time of the processing itself,
appropriate technical and organisational measures designed to implement data-
protection principles, in an effective manner and to integrate the necessary safeguards
into the processing in order to meet the requirements of this Regulation and protect the
rights of data subjects (Article 27.1 of the Proposal).

Data protection by default: obligation to implement appropriate technical and
organisational measures for ensuring that, by default, only personal data which are
necessary for each specific purpose of the processing are processed (Article 27.2 of the
Proposal).

Data Protection Coordinator (DPC): assist DPOs in the performance of their tasks and
act as a relay of DPOs in the main Union institutions (i.e., the European Commission, the
Council of the European Union, the European Parliament, the European Central Bank
and the European External Action Service).

Data Protection Impact Assessment (DPIA): assessment of impact of the envisaged
processing operations on the protection of personal data, where a type of processing in
particular using new technologies, and taking into account the nature, scope, contact and
purposes of the processing, is likely to result in a high risk to the right and freedoms of
natural persons (Article 39 of the Proposal).

Data Protection Officer (DPO): person designated by each Union institution or body in
order to (i) inform and advise the controller (or the processor) and the employees who
carry out processing of their obligations under applicable data protection rules (in
particular, concerning notifications or communications of personal data breach, DPIAs
and consultation of the EDPS in relation to DPIAs); (ii) ensure in an independent manner
the internal application of applicable data protection rules and monitor compliance with
these rules; (iii) ensure that data subjects are informed of their rights and obligations and
(iv) respond to requests from, cooperate and consult with the EDPS (Article 46 of the
Proposal).

General Data Protection Regulation (GDPR): Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regards to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC.
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Personal data: any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person (Article 4.1 of the GDPR).

Principle of accountability: obligation to implement appropriate technical and
organizational measures to ensure and to be able to demonstrate that processing is
performed in accordance with the applicable data protection rules (Article 26 of the
Proposal).

Processing: any operation or set of operations which is performed on personal data or on
sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction (Article 4.2 of the GDPR).

Processor: a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller (Article 4.8 of the GDPR).

Union institutions and bodies: the Union institutions, bodies, offices and agencies set up
by, or on the basis of, the Treaty on European Union, the Treaty on the Functioning of the
European Union or the Euroatom Treaty (Article 3.2(a) of the Proposal).
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In the framework of its consideration of the Commission’s
proposal on the processing of personal data by Union
institutions and bodies, the European Parliament’s Committee
on Civil Liberties, Justice and Home Affairs requested an impact
assessment of three specific aspects of that proposal. These
aspects concerned: (1) the impact of the new model of
governance and accountability of data protection on Union
institutions and bodies; (2) the implication of this new model in
terms of budget and human resources; and (3) the risks
generated by the decentralised model in terms of consistency
and uniform application of the Regulation within Union
institutions and bodies performing several processing activities
by different controllers.

The study considers the short term implications of the new
governance model with regard to increased workload (for both
data controllers and data protection officers) and additional
investments in terms of budget and human resources. It
concludes that it will only be once the 'initial period of
application' has been completed that it will be possible to
reasonably assess the final impact of the new model of
governance and accountability on Union institutions and bodies.
As for decentralisation, it considers that the proposal appears to
contain adequate safeguards to offset the risks in terms of
consistency and uniform application of the Regulation.
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