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Abstract

Beginning with a discussion of the Wirecard case, this study
highlights several lessons for the regulation and supervision of
Fintech companies. Innovation in the financial industry brings
both efficiency gains and new risks. To balance these two
elements, regulators need a deep understanding of Fintech’s
technologies and business models.Because Fintechs can be very
complex companies, there is a need for an approach combining
the oversight of both entities and activities. The global scope of
Fintech's activities also calls for convergence and coordination of
rules and supervisory practices at the European level and
beyond.
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EXECUTIVE SUMMARY

Although the case of Wirecard appears to be an accounting fraud of the more classical type, many
lessons can be drawn forthe design of Fintech regulation and supervision.To some extent, the inability
of the authorities to detect such a misconduct in a prominent and well-known company is the result of
regulatory loopholes, which may leave room for future transgressions.

There was no comprehensive and integrated oversight of Wirecard activities, both in terms of lines of
business and geography of its operations. There was neither an adequate vetting of its accounting
practices, nor an effective oversight and enforcement of accounting and auditing practices. Probably
this was possible also dueto a generally inadequate understanding of the business modeland of the
technology of Wirecard. Because of its status as a high-tech Fintech company, Wirecard was left to
operate under a veil of requlatory ignorance, with no effective challenge to the viability of its business
model. Also, the geographical span of its operations, frequently carried out through third parties and
under different regulatoryand supervisoryregimes, madethe oversightofits activities even looser. At
the sametime, Wirecard could also pass the hurdle of the scrutiny of large investorsand banks, which
provided massive funding to its operations.

The complexity of Fintech companies, their technologies and the broad span of their operations, both
in terms of bundled services and geographical scope, raise concerns for both investor and customer
protection, as well as for financial stability, as discussedat length in this briefing paper.

In generalterms, thereis a growingneed to balance the efficiency gains of technologicalinnovationin
the financial industry with possible additional risks for its stakeholders. Regulation and supervision
must be effective but, at the same time, they must not stifle innovation in the financial industry. This
briefing paper makes a number of proposals andidentifies few clear “imperatives” to address “the new
challenges and risks associated with the digital transformation” — one of the four key priorities of the
Digital Finance Strategy for the EU recently published by the European Commission (EU Commission,
2020a-c) and to address the concerns and resolution on digital finance put forward by the European
Parliament (2020):

1. Avoid regulatory arbitrage. Cover uncharted territories when businesses are running ahead of
regulators,and ensure a level playing field between Fintech companies and traditional businesses.
Make sure thatentities carrying the same activity follow the samesets of rules, however they carry them
out (e.g., providing credit through on-line credit platforms or traditional banks).

2. Understand clearly what Fintechs do and what their business models are. Regulators need to
understand the potential enhancing or disruptive impact of Fintech activities and how they interact
with other parts of financial and non-financial markets. Sandboxes — well identified, temporary and
light regulatory frameworks for new experimental products, lines of business or technologies — are
usefulin this respect, as far as they do not create unhealthy links between the regulators and the
regulated.

3. Combine the oversight of entities with the oversight of activities. On the one hand, unbundled finandal
activities should be supervised independently of the form of incorporation adopted by the company
and of the other activities that it performs in parallel.’ On the other hand, just focusing on regulating
and supervising activities generates a significant risk of compartmentalising the oversight of financial
markets. The Wirecard lesson is that a partial oversight of an entity may create substantial regulatory
loopholes. These loopholes may especially emerge for companies like Wirecard, with a complex and

! According to EBA 2017, more than 30% of online payment services are unregulated.
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intricate web of activities, unbundling part of their services to third parties in different countries (eg.
third party acquirers in Asia), carrying out their operations through independent entities within the
group in different lines of business, under different regulatoryand supervisory regimes (e.g. Wirecard
AG, the holding, considered as a technology non-financial company, and Wirecard Bank in Germany)
and carrying out services for financial clients based again in many differentcountries (e.g. small banks
or other Fintechs). Although supervisory failures in the Wirecard case were mostly in the domain of
accounting enforcement and thus of investor protection, loopholes may emerge in all regulatory
domains, pertainingto customer protection, investor protectionand financial stability. In this respect,
we do share the underlying rationale of the proposal of the European Commission (European
Commission, 2020a), which grants adequate oversight powers with respect to technological third-
party providers, alsowithin the same group. Thisapproachovercomes the problem of the identification
of financial conglomerates with the right of oversight just depending on the actual risks that
technology companiesor activities may cause on financialintermediation.

4. Master the technology used by Fintechs. At the core of Fintech expansion there are a set of relatively
recent technologies that allow for better information extraction from data, often classified under the
hat of Artificial Intelligence (Al), and the use of a massive amount of data - Bigdata - that can be
effectively exploited with Al. It should be clear that technologies are only tools to perform standard
financial activities that up to now were carried out with other means. Although one can never
understatethe impressive efficiency that Alalgorithms can bring to financial markets, any hype about
Al and its applications should be avoided. Most important, for a safe use of Al in financial markets,
supervisors and regulators must have the ability to monitor and assess the actual behavior and
functioning of these algorithms. They mustdevelop and acquire technological competences, to avoid
losing sight of the true business model of the entities supervised, as it seems to have happened in the
Wirecard case. Regtech and Suptech are interesting developments in this respect, but although they
will certainly complement the activity of regulation and supervision of financial markets, they cannot
completely substitute more traditional approaches.

5. Know the global picture and harmonise and coordinate internationally rules and oversight of Fintechs.
Fintech players, especially those unbundling and specialising in narrow segments, have shown a
naturaltendencyfor cross-border activities. This is expected, since with specialisation firmsneed totap
new markets ratherthan new businesses. This broad span of the geography of business activities calls
foracoordinated actionof regulatorsand supervisors, certainly in Europe, hopefully more broadly. The
case of Wirecard highlights how crucial this issueis. The global reach of the company was significant,
with the obvious problem that in the payment systems we lack unified supervision and different
national standards apply, for example, on the interoperability of enabling technologies. When a Fintech
player in this business outsources part of its activities to a third-party, national supervisors haveaccess
to information about these external operators only if they are located within national boundaries. As
soon as these activities take place cross-border, they become almost impossible to scrutinisein a
unified way. Solutions to the issue of lack of coordination and harmonised standards are necessary,
although not easy to find. The effort that is normally required is significant, but not impossible,
especially in situations of crisis, as the case of Banking Union has shown. We see this process of
harmonisation and coordination, in the case of Europe, as a necessaryingredient of the Capital Market
Union.

6. No need for a new regulatory agency, rather we need coordination among national competent
authorities. We do not believe that thereis a need for a new regulatorybody overseeingFintechs. The
regulatory loopholesemerging fromthe Wirecard case are to a large extent independent fromthe fact
that the business was Fintech. Certainly, IT and Al technologies increase the complexity and the
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intricacy of business activities and of new initiatives in unchartered areas. Also, they may induce
supervisory indulgence under a veil of ignorance. Nonetheless this can happen in newly created
Fintechs or also with the introduction of Fintech activities in traditional businesses. The objectives of
regulation remain the same, investors’ and consumers’ protection and financial stability, whether
operations arecarried out by Fintechs, traditional businesses or a blend of the two.Fintech playersand
the Wirecard case do not provide, in our view, a compelling justification for such a new European
Authority. In each of the key areas, investor protection, customer protection and financial stability,
European authorities, EBA and ESMA may be put in the position of indicating harmonised and
coordinated frameworkfor Fintech across Europe, which will then be exercised by national competent
authorities.
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1. INTRODUCTION WIRECARD AND FINTECH

The bankruptcy of Wirecard raised manyissues on the lack of an adequate regulatory framework and
of supervisory actions overseeing its activities. It also raised the broader issue (hence this study) of
whether thefailure by the authorities to detect a fraud of such an extent in such a prominent and well
known business is in particular related to Wirecard being a “Fintech”, usinginnovative technologies to
carry out its activities and to bundle (and at the same time unbundle, as we will see later) several
services. See Box 1 for a definition of Fintech and associated innovative technologies.

Box 1: Definitions: Fintech and technologies

Fintech is ‘technologically enabled financial innovation that could result in new business models,
applications, processes or products with an associated material effect on financial markets and
institutions and the provision of financial services’. (FSB 2019)

See also http://www fsb.org/what-we-do/policy-development/additional-policy-areas/monitoring-of-fintech/.
Innovative technologies in financial markets

Although it is difficult to systematically identify technological innovations that are relevant for
financial markets, thefollowingis a list of the mostimportant ones. Section 3.3.1 further develops
some of these with additional details.

Artificial Intelligence (Al) refers to a broad area, in computerscience, but not only, thatdevelops
and provides systemsable to perform tasks thattraditionally require humanintelligence.

Machine Learning (ML), a form of Al, is a collection of methods and algorithmsthatare designed
to solve specific problems (e.g. classification and prediction) and thatimprove with experience,
with limited or no human intervention.

Cloud computing is a system that allows on-demand use of computing capability such as,
processing and data storage, that is hosted online by cloud providers. It allows increasing the
scale and flexibility of computing capacity.

Application Programme Interfaces (APIs) are set of rules and interfaces for communicationand
interaction between different software programmes that allow for a more flexible solution to
specific applications involving several software intermediaries.

Source: Authors’ analysis.

In its official narrative, technology was at the core of Wirecard business model. “The Wirecardis a global
technology group that supports its customers and partners in accepting electronic payments from all sales
channels and also in the issuing of payment instruments. (...) The uniform platform approach and
seamlessly integrated value added services such as data analytics, customers loyalty programmes and
digital banking services support customers and partners of Wirecard to successfully master the challenge of
digitalisation” (Wirecard, Annual report 2018). In 2018, three quarters of its total revenues (€ 2,016.2
million) were generated by its payment andrisk management and another quarter by its acquiringand
issuing business. In essence, Wirecard processed payments and provided infrastructure and services
for payments.
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More specifically, Wirecard acted as an acquirer of payment transactions (most of them online),
operating as an intermediary between merchants and their banks, on the one hand, and customers,
their cardissuers and their banks, on the other (See Figure 1for a simple representation of card based
payment transactions). Accordingto theEuropean Securities and Markets Authority (ESMA) (2019) (see
also Zeranskiand Sancak, 2020) Wirecard “connected to more than 200 international payment networks
(banks, payment solutions, card networks), which resulted in 34,000 customers from various industries, and
offered its services in over 100 transaction currencies”. In many countries, it operated directly with
licensed subsidiaries, e.g. Wirecard Bank AG in Germany. In other countries, it operated through
supposedly independent licensed third-party acquirers (mostly in Asia).

Its operations were supported by online platformsand a technological framework, which, according to
Wirecard’s claims, were instrumental in implementing an effective risk management of a complex
network of payment transactions. But, overall, the type of activities carried out were pretty standard
routine paymentservices. In this respect, given publicly available informationso far, Wirecard appears
to be a case of standard accounting fraud (which makes its being undetected for so long even more
surprising), with little to do with the alleged technological complexity of its operations. In otherwords,
Wirecard’s bankruptcy did not happen because of undetected problems or mismanagement of the
technology. Rather, the Fintech status created a screen of presumed complexity, a possible diversion
for the supervisors, and, as we will see below, a fragmented supervisoryframework, in a company that
already initselfhad a pretty intricate web of activities and operations worldwide (see Figure 1 below).

In what sense does it appear to be a standard accounting fraud? According to the publicinformation
available as of now, a large share of Wirecard revenues and profits, especially in Asia, were apparently
forged through a network of companies, indirectly controlled by Wirecards’ management and acting
as third party acquirers, falsifying documents and money flows (see Mc Crum, 2020, for a
comprehensive report of the Financial Times findings on Wirecard between 2015 and 2020).
Additionally, according to reports of the Financial Times, only a minority of its operations were
generating revenue and were profitable (Storbeck and Mc Crum, 2020; KPMG, 2020). Finally, € 1.9
billion of alleged reserves supposedly held in escrow accounts in Asia, were in the end not found by
theauditors, Ernstand Young GMBH (EY) and in an investigation by KPMG.
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Figure 1: Credit card payments

Credit card scheme
(e.g., Mastercard, Visa)

Acquiring bank _ Issuing bank

(e.g., Wirecard Bank AG) (credit card issuer)

At times agreed within
each scheme, the
issuer transfers the

funds to the acquirer

After the authorization
of the purchase, verified
within the credit card
scheme, the acquirer
transfers the funds to

Regularly, the issuer
debits the bank account
of the customer

the merchant’s bank

Merchant’s bank Customer’s bank

Merchant Customer

Source: Authors’ description.

In this respect, what s surprisingis the inability of all the layers of controls to detect such majorfrauds,
especially as red flags of possible mismanagement of the accounts had been raised as of 2015 by the
Financial Times (Mc Crum, 2015). Even more surprising is the fact that such red flags were instead
considered as “fake news” channeled through the Financial Times by short sellers to manipulate
markets:aslate asFebruary 2019, BaFin, the Germanauthority for securities regulation and supervision,
prohibited short selling positions in shares of Wirecard AG and the following April initiated a criminal
complaint against the reporters of the newspaper?.

The first level of internal controls in German listed companies is the supervisory board, followed by
external auditors, like EY. According to public information, Wirecard AG, the parent company,
submitted audited financial statements and management reportsfrom financial year 2009 until 2018.
EY also decided not to pursueaninternal enquiryon an Indian branch of Wirecard, where evidence of
accounts forgery had emerged through a whistleblower. Only a KPMG investigation in 2020 (KPMG,
2020), commissioned by the Supervisory Board of Wirecard itself, was finally unable to substantiate all
of Wirecard AG's revenuesin 2016-2018, and led the auditors not to sign the 2019 accounts and to
acknowledge the non-existence of € 1.9 billion of presumed reservesin Asian trust accounts. The
German Auditor Oversight Body (Abschlusspriiferaufsichtstelle), a relatively small agency under the
Economic Minister, alsodid not detect anomalies in the EY management of Wirecard's auditing process.

2 ESMA signed off the short sell-decision of Bafin in a short declaration on its website, alluding to “threats to market confidence” and “threats
to the German financial market” without offering further explanations; see https://www.esma.europa.eu/press-news/esma-news/esmaissues-
positive-opinion-short-selling-ban-bafin. (From Krahnen and Langenbucher 2020).
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The accounting enforcement bodies were also unable to detect fraud. In Germany, accounting
enforcement for listed companies is normally carried out in two stages. As reported by Veron (2020),
the first stage is undertaken by the Financial Reporting Enforcement Panel (FREP, known colloquially
as the Bilanzpolizei - the Balance sheet police), and the second stage by the BaFin (Bundesanstatt fiir
Finanzdienstleistungsaufsicht), which steps in only when it is perceived that the FREP has not been
successful in solving the problem.> Whereas the BaFin is a large public agency with a wide mandate
over securities regulation and supervision, the FREP is a private entity, on a contractual relationship
with Bafin operating with a smallbudget of €5.5 million in 2019 (Veron, 2020).

This fragmented structure of accounting enforcement, and consequently the inability in this case to
provide adequate investor protection,*is also partly related to the corporate structure of Wirecard.
Wirecard AG, the parent company, was not classified as a financial holding company subject to direct
Bafin supervision, but was regulated only as a technology company. Only Wirecard Bank AG was
directly supervised by Bafin (Salway, 2020; Krahnen and Langenbucher, 2020; Zeranski and Sancak,
2020).° This implies that Bafin had no direct access to the activities of the group as a whole, but only to
the activities of the bank, which provided only a partial picture of the company’s operations. Finally,
the Asian operations through third party acquirersand possibly difficult coordination between national
supervisorsadded complexityand confusion to the Group’sactivity.

If Wirecard AG had been classified as a financial company, its accounting andits overall activities would
have been probably supervised more tightly and directly by Bafin. Yet the issue of inadequate
accounting oversight is of relevance for any listed company, not just those operating in financial
services, in other words, no matter whatthe activities of Wirecardhad been.

Even though this supervisory framework was probably not adequate to provide investor protection,
and even though the global web of Wirecard’s activities was quite intricate, it is still not easy to
understandhowa major fraud was not detected by several layers of controls.

As argued before, thereasoncannotbe technological complexity.Wirecard's appears to have been an
otherwise pretty standard business model, simple enough to be benchmarked and adequately
scrutinised to gauge the unsustainability of its operations. The presumed identity of “Fintech” and
technological leader gave the company, instead, a status of “too complex to be challenged” and
provided a veil of ignorance that possibly induced supervisors’ complacency and diverted their
attention. In otherwords, supervisors and markets appear tohave accepted a superficial assessment of
the activities performed.

As we will further discuss in the next sections, large amountof dataand the use of Al can favoura better
understanding of the customer base, a better screening of the quality of the business partners,and a
more effective market risk management. But was all this enough to justify the quite extraordinary
returns and the rate of growth of the company? Apparently,and according tothe Financial Times, even

3 According to Zeranskiand Sancak (2020), “The FREP acts on a random basis and in the event of concrete indications of a violation of accounting
regulations and on the request of the BaFin (Bundesministerium der Finanzen, 2020). The BaFin may only act at the second level if the company does
not voluntarily participate in auditing or does not agree with the result of an audit (Bundesministerium der Finanzen, 2020). It may also take action
if there are serious doubts about the correctness of the examination results of the FREP or about the proper conduct of the examination by the FREP
(Bundesministerium der Finanzen, 2020)". According to the Activity report of FREP on the year 2018, BaFin initiated three examinations because
the companies had notaccepted the FREP's findings and two examinations because companies refused to cooperate with the FREP.

* le., ensuring an environment in which investors could make informed decisions.

> According to Zeranskiand Sancak (2020): “In February 2017, pursuant to EU laws, the BaFin and the Deutsche Bundesbank7 from the supervisory
authority perspective examined Wirecard AG, as the parent company, and came up with the result that Wirecard AG was not to be classified as a
financial holding company; therefore, the supervisory authority has no access to the entire Group. The ECB later agreed with this assessment
(Bundesministerium der Finanzen, 2020).”
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its IT infrastructure was notflawless, rather, it inherited weakness from companies acquired in the past
(Storbeck and Mc Crum, 2020).

According to the Wirecard 2018 annualreport, thelast oneissued, its payment and risk management
business had a level of Earnings Before Interests Taxes Depreciation and Amortization (EBITDA) of
32.5%, and the acquiring and issuing business of 13.1%, resulting in a total EBITDA of almost 28%.
Indeed, the business model of the company should have been thoroughly scrutinised to justify such
high margins. Moreover, as partofits business was carried out by licensed third party acquirersin Asia,
part of the margins of these activities had to be granted to these independent companies, at the
expense of Wirecard margins.

Wirecard also claimed to use its technology to effectively bundle other financial services: “by tapping
on Al, credit solutions can be tailor-made to suit customer needs through flexible and rapid digital loan-
approval processes. Last year, Wirecard introduced an Al-based credit assessment and decision system that
is directly integrated into Wirecard's digital payment infrastructure. Powered by Al, real-time evaluation
using data from long-term business relationships in the area of payment processing allows Wirecard’s B2B
customers to benefit from uncomplicated loan-approval decision-making processes and shorter waiting
times for loan disbursements” (Annual Report, 2018). Yet lending was a minoractivity for Wirecard, from
what we can understand today. Moreover, credit is a strictly supervised activity (and in fact Wirecard
Bank was directly supervised by Bafin) where interest margins and defaulting loans are easily
monitored. Also on thisground, the company’s marginsare hardlyjustifiable.

Hence, one of the consistent explanation of the supervisory failure here is probably related to an
insufficient technological mastery by the supervisor,and the inability to assess thattechnology alone
could not have improved the traditional business model to the extent claimed by the company. The
lack of technological mastery and, possibly, the indulgence reserved to a fast growing national tech
champion, may haveinduced supervisors, investors, and auditors into a complacency that prevented
them from seeing what in fact there was (or actually there was not) behind Wirecard'’s exceptional
figures.

Zertansky and Sancak (2020) and Pell (2020) assert thatan explanation of the complacency could be
behavioral biases (of the belief perseverance type, where one tendsto remainon his/her original view
even if evidence should ask for a revision) ofthose in charge of controlling Wirecard, and of investors
as well. These interpretations of the case are just suggestive. Yet, there remains the fact that supervisors
are experts and should be free from any bias.

Theissue of national preference andthe fact that one difficulty of supervising Wirecard is related tothe
weak coordination among supervisors in other countries, especially in Asia and in countries still
protected by banking secrecy, like Singapore, brings into the picture the questionof the international
dimension of supervision. As for Europe, as we will discuss extensively below, this case calls for a
strengthening of the coordinationand even of aunification of the European regulation and supervision
in the domain of investor protection and financial markets stability, along the lines of the Banking
Union. And also the growth of the global dimension of Fintechs’ activities requires an extensive
coordination among authorities, beyondthe European space.

It is also interesting that most of the debate on Wirecard does notbring intothe picture the regulatory
framework and oversight of payment systems. The company, asof its 2018 report, is subject to statutory
andregulatory requirements for payment systems and payment products. Why were no irregularities
detected also from this angle? Forexample, Salway (2020) states, “As a provider of payment services that
could be fulfilled by another provider, and which did not hold client money or engage in lending, Wirecard

PE 651.384 15



IPOL | Economic Governance Support Unit

was not considered particularly risky from a regulatory perspective. lIts risk was hidden in its
interconnectedness across the market”.

The company was facingcreditriskarising fromreceivables directly acquired by merchants oracquiring
partners. This would arise from chargebacks, because of merchant insolvency or misbehavior, or time
laps between the transaction and the product or service rendered (e.g. airline tickets) and possible
chargebacks at a later stage. The company claimed to carry out comprehensive assessments of data to
evaluate merchants and other business partners. But who was protecting the merchants, the business
partners and the clients from Wirecard’s behavior?

As we will discuss below, avoiding loopholes in the supervision of payment systems, especially online,
and especially when many different third parties in all layers of the value chain are involved, is very
important and requires combining the double perspective of entities and activities.

In the next section, we discuss the Wirecard case and the complexity of Fintech’s activities from the
point of view of theirimpact oninvestors and customer protection and on financial stability.

Taking stock of the observations about the Wirecard case, in section 3 we offer a broader view of the
issues and possible solutionsfor the regulation and supervision of Fintech activitiesand operators.

2. THE COMPLEXITY OF FINTECH FIRMS AND THE OBJECTIVES
OF FINANCIAL REGULATION AND SUPERVISION

2.1. Complexityin financial intermediation and Fintech

Until the end of the last century, financial intermediation used to be a rather simple activity: a bank
collected short term deposits and used the proceedings to grant longer term loans (Rajan, 1998).
Around the beginning of the 90’s a consolidation processtook place in the banking industry, which led
tothe creation of larger and more complexfinancial intermediaries, oftenspanning different countries
and activities (DeYoung et al., 2009; Pozzolo, 2009). In the following years, the diffusion of the “originate
to distribute” model of financial intermediation was afirst crucial step in the process of renovation of
theindustry. Unbundling their traditional activities, several banks sold their loansto outsideinvestors,
thus moving them outsidethe formal perimeter of their balance sheets (Farruggioetal., 2015; Panetta
and Pozzolo, 2018). The next step was the spreading of the information and communication
technologies in the financial industry, which allowed to further unbundle and recombine activities
which used to be performed internally by a single bank (BarbaNavarettietal., 2017).

The Fintech revolution is still underway and it is allowing new players to enter financial markets and
offer products which represent a single stepin the value chain of traditional in financial intermediation
(Boot, 201