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'Splinternets': Addressing the renewed 
debate on internet fragmentation 

Recent events have multiplied concerns about fragmentation of the internet into a multitude of non-
interoperable and disconnected 'splinternets'. This options brief summarises four policy approaches in 
response to the issue; they are examined in greater detail in the accompanying STOA study. 

Maintaining the status quo 
This first scenario is based on the assumption that the internet and the digital market are structured in 
a way that prevents fragmentation. The governance of the internet would essentially remain a multi-
stakeholder process, and the EU would rarely intervene directly in matters relating to standards. This 
approach might provide the benefit of reducing complexity in the decision-making process, and is 
suitable if the matter of fragmentation is not considered a priority, a likely risk, or a public problem. 
However, legislative proposals and current debate, as well as increased pressure from public authorities 
with regard to data transfer governance, mean that preservation of the current status quo is unlikely. 

The reality of fragmentation defined as total loss of connectivity, at least at the technical level, or even 
the risk of it ever happening, is subject to debate between experts. However, Russian and Chinese 
initiatives, combined with a deteriorating international climate for upholding an open and global 
multi-stakeholder process, will inevitably place fragmentation on the agenda, either as an opportunity 
or as a risk. Recent initiatives aimed at imposing design elements in digital infrastructure and services 
available in the internal market, such as upload filters (Article 17 of the 2019 Copyright Directive), or 
'lawful filtering' complying with EU legal requirements and national legislation of EU Member States (a 
requirement in the DNS4EU tender), or forcing browsers to recognise qualified website authentication 
certificates, may mean that some EU policy initiatives contribute to patterns of divergence. 

The adoption of a clear strategy would ensure that any effect of EU public policy on patterns of 
convergence and divergence in the internet was the result of a conscious political choice, upholding 
the EU's obligations under primary law and international law, rather than being left to chance. 

Embracing fragmentation 
Fragmentation can be the consequence of measures intended to further either public or private 
interests. For example, delisting certain domain names from domain name system (DNS) servers to 
prevent access to illegal content pursues a public interest but creates fragmentation. In this way, 
fragmentation has always been part of the design of the internet, and a strategy could be pursued to 
embrace its potential benefits. Specific policy options could include: 

 applying the proposed NIS2 Directive to all root DNS servers; 
 reforming the European standardisation strategy to reduce the influence of actors from outside 

the EU and the EEA, in areas such as cybersecurity or artificial intelligence;  
 imposing 'Schengen routing', so that communication between two nodes located in the 

Schengen area are routed through nodes that are all located in that area; 
 restricting access to the European fragment of the internet as a diplomatic sanction; 
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 dropping interoperability and data portability requirements in the General Data Protection 
Regulation (GDPR), and the proposed data act, digital markets act (DMA) and digital services act 
(DSA), and dropping the net neutrality and universal access requirements imposed by the Open 
Internet Regulation. 

This scenario may be based on the premise that fragmentation is in the nature of the internet itself, 
that fragmentation is beneficial to digital sovereignty, or that commercial walled gardens allow 
companies to create well-integrated, efficient and user-friendly equipment and services. 

Aligning the digital public sphere to the boundaries of European sovereignty could help the EU to 
assert political values, including fundamental rights such as privacy or the protection of intellectual 
property. Strict enforcement of data localisation rules and rules limiting or banning data transfers to 
third countries could also help considerably to limit foreign public or private surveillance over 
European data, including personal data or data containing information on industrial or trade secrets. 
Furthermore, by pushing foreign actors and services that fail to comply with European rules from the 
internal market, new services could emerge that might then be able to compete. There may also be 
opportunities for improved moderation and deletion of illegal content. 

However, this approach might also limit the incentive to comply with European rules even outside the 
EU. It may also lead to service disruptions for European users, if providers of key services, equipment or 
software that are not produced in Europe, such as web browsers, decide to leave the European market. 
Imposing standards that diverge from internationally recognised standards may also be out of step 
with international trade law. The Technical Barriers to Trade (TBT) Agreement allows direct state 
intervention in technical standardisation only when it is done in the pursuit of a limited list of grounds 
of public interest. This may also reduce the potential fundamental rights benefits of freedom of speech. 
Mandating the use of specific standards could risk undermining the security of the internet, as this will 
limit the capacity of operators to apply the latest technology in the field of cybersecurity. 

Consistently fighting fragmentation 
Under this third scenario, fragmentation is considered to be something to be avoided. The EU would 
have to revise many of its current policies in order to avoid any fragmenting effects, while ensuring it 
breaks up situations of monopolies that allow certain corporations to create their own walled gardens, 
and creating instruments to help bring connectivity to countries that limit access to the internet. 
Specific policy options could include: 

 imposing strict interoperability requirements, but allowing market actors to choose the best 
available open and interoperable global standards used by the industry; 

 giving Member States possibilities to introduce more stringent measures with regard to 
interoperability than those required as a minimum under EU law; 

 increasing the pace of negotiations for adequacy decisions based on the GDPR, or amending the 
GDPR to drop restrictions on personal data transfers altogether; 

 amending Regulation 2018/1807/EU on a framework for the free flow of non-personal data in 
the EU to forbid any data localisation requirements being imposed by Member States; 

 keeping the graduated approach to the regulation of online platforms and gatekeepers adopted 
in the proposed DSA and DMA, in order to ensure that smaller actors can emerge and offer an 
alternative to the current technological silos created by the predominance of a few very large 
online platforms and gatekeepers; 

 restricting the scope of the proposed NIS2 Directive to avoid covering root DNS servers; 
 forbidding the practice of geo-blocking; 
 amending the Open Internet Regulation to include networks that provide services for other 

networks in the scope of network neutrality obligations; 
 creating new long-term instruments for the funding of open source projects, which are structural 

to the functioning of an open, interoperable internet, such as OpenSSL; 
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 adopting a European equivalent to the US Global Online Freedom Act of 2013, to impose 
transparency and due diligence measures on information society service providers operating in 
countries that restrict access to the internet; 

 using international cooperation initiatives to incentivise net neutrality and data protection 
mechanisms, and to prevent patterns of internet consolidation and fragmentation. 

Generally speaking, this scenario may entail refraining from using legislation to mandate specific 
technical design or the use of specific protocols over others, and letting market actors make their 
decisions based on the availability of global open standards. Market consolidation may reinforce the 
capacity of a given actor to impose its own standards or to break interoperability with products and 
services from other providers, and could be combated with measures such as those set out in the 
proposed DMA and those already laid down in competition law. 

This approach would support the functioning of the internet as a global, interoperable and 
decentralised network of networks and the maintenance of a single global DNS root and routing 
system allowing unrestricted access to a united global public sphere and market. While it would be 
compatible with international trade obligations it would not prevent public authorities from holding 
market actors responsible if, for example, they chose to ignore the latest cybersecurity or data 
protection principles. It would also align well with the duty of the EU to guarantee freedom of 
expression, and might also help to improve technical resilience to disruptions. 

However, it may prove impossible to drop all data transfer requirements and might present difficulties 
for the right to be forgotten and to be de-listed. Other data localisation requirements may be necessary 
on grounds of public security, to protect intellectual property rights, or other interests that may justify 
proportionate limitations on the unity of the internet. 

Fragmentation that is 'necessary in a democratic society' 
This approach is based on human rights law. It considers internet unity to derive from fundamental 
rights, such as freedom to access information, and asserts that any limitation to that right must be, in 
the words of the European Court of Human Rights (ECtHR), 'necessary in a democratic society.' 

The unity of the internet can also be conceptualised as being related to freedom of expression. 
According to Article 11 of the EU's Charter of Fundamental Rights, freedom of expression includes the 
right 'to hold opinions', 'to impart' them without interference from public authorities, but also to 
'receive information … and ideas … regardless of frontiers'. Article 19 of the Universal Declaration of 
Human Rights adds that such communication can be 'through any media'. Any direct attempt at cutting 
access to parts of the internet therefore appears to be a limitation of freedom of expression. 
Furthermore, under the European Convention on Human Rights, states are also under certain 
obligations to ensure respect for freedom of expression rights.  

Having established that universal access to a united internet derives from the fundamental right to 
freedom of expression, any policy action aimed at undermining this unity 'must be provided for by law 
and respect the essence of those rights and freedoms' and 'may be made only if they are necessary and 
genuinely meet objectives of general interest recognised by the Union or the need to protect the rights 
and freedoms of others' (Article 52(1), Charter of Fundamental Rights). In other words, and to use the 
vocabulary of the ECtHR, fragmentation is only legal if 'it is necessary in a democratic society'. 

Establishing the unity of the internet as a fundamental digital right means setting it, both legally and 
politically, at a higher level than laws and regulations, for example by including a statement on 
'protecting a neutral and open internet where content, services, and applications are not unjustifiably 
blocked or degraded' in the proposed 'European declaration on digital rights and principles for the 
digital decade'. This would not mean that there are no limitations on that unity, but that they must be 
justified and proportionate on grounds of public interest, including the need to establish a balance 
with other, conflicting fundamental right interests. Policy options here may include: 
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 data localisation requirements and restrictions on data transfers. These can indeed be construed 
as limitations provided for by law, that pursue legitimate public interests, and that appear to be 
proportionate given that the Court of Justice of the EU has ruled that, in the field of data 
protection, it is a requirement deriving from Article 8 of the Charter of Fundamental Rights on 
the right to the protection of personal data; 

 restrictions on certain technologies, such as the mining of crypto-currencies, may be justified on 
grounds of environmental protection; 

 information society service providers, including intermediaries, may be subject to certain rules 
to ensure that their decisions do not fragment the internet in a way that disproportionately 
affects fundamental rights. Indeed, in a societal context where some online platforms play a 
central role in the dissemination of information and in the economy, it is imperative that 
providers of information society services respect the fundamental rights of their users. Several 
provisions in the proposed DSA serve this purpose. It may even be argued that states are under 
positive obligations to ensure the protection of fundamental rights in the context of some 
private information society services, such as very large online platforms under the proposed DSA 
or gatekeepers under the proposed DMA; 

 improving accessibility and interoperability requirements to mitigate internet consolidation, 
reinforce resilience and combat walled gardens. 

Interoperability is greatly helped by the existence and implementation of shared open standards. The 
EU could encourage the use of such standards. Obligations stemming from the WTO's TBT Agreement 
limit the capacity of the EU or Member States to impose certain standards, but mechanisms can be 
introduced to ensure that actors are held accountable, e.g. Article 32 GDPR.  

GAIA-X and DNS4EU are initiatives that aim at developing strategic autonomy and European digital 
sovereignty by reducing dependency on foreign suppliers. However, some proposed technical 
features, that enable filtering, may contribute to patterns of fragmentation. Although fragmentation 
can be perceived as a path towards digital sovereignty, sovereignty may be best served by investing in 
the development of open source infrastructure and services that, being digital commons, reduce 
dependence on foreign providers, and provide for improved transparency. 

This document is based on the STOA study 'Splinternets': Addressing the renewed debate on internet 
fragmentation'. The study was written by Clément Perarnaud (Brussels School of Governance – Vrije Universiteit 
Brussel), Julien Rossi (COSTECH – Université de technologie de Compiègne and PREFICS – Université Rennes 2), 
Francesca Musiani (CIS – CNRS) and Lucien Castex (IRMECCEN – Université Sorbonne Nouvelle) at the request of 
the Panel for the Future of Science and Technology (STOA), and managed by the Scientific Foresight Unit, within 
the Directorate General for Parliamentary Research Services (EPRS), European Parliament. STOA administrator 
responsible: Philip Boucher. 
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