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Abstract 

The  European  Union  and  the  United  States  are  united  in  the  common  purpose  of 
identifying, containing and rolling back the threat from  international terrorism. Both the 
US and EU value  the rights of  the  individual and  the right  to be  free  from  the  threat of 
terrorism; and  they both  seek agreements  that make  their  common efforts  stronger. A 
convergence  of  policy  can  be  observed  in  traditional  security  areas,  particularly  in 
counterterrorism  operations  at  the  operational  and  strategic  levels.  There  has  been  a 
divergence  of  policies  where  data‐sharing  has  been  concerned,  despite  the  trend  for 
creating, maintaining and analysing  large databases that  is common to both the EU and 
US.  The  key  challenge  for  European  and  American  policymakers  is  to  overcome  the 
concerns about how data is retained, what it is used for, how it might be further shared, 
and accommodating their different visions of the rights of the individual. There has been a 
revolution  in  the  amount of personal  information  that  is being  collected,  retained  and 
analysed,  but  there  has  not  been  the  same  level  of  debate  about  the  relationship 
between the state and the citizen, nor  in the appropriate balance between security and 
privacy, which differs in the EU and US. 
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EXECUTIVE SUMMARY 
Following the high profile terrorist attacks on New York (2001), Istanbul (2003), Madrid (2004), and 
London (2005) there has been a convergence of views between the United States and its European 
partners about the pressing urgency of identifying, containing and rolling back the threat from 
non-state based terrorist groupings. The consistency of these aims has not been matched by a 
consistency of approach. There are strong debates within this broad coalition about the most 
effective ways to reduce and eliminate the threats and where to cast the balance between the 
rights of the individual (and therefore the limitations of state power) and the need to ensure 
effective counterterrorism measures against plotters and those who offer them support.  

There have been two very distinct strands to counterterrorism and security policy since 2001; first, 
traditional kinetic operations and; second, electronic information gathering, monitoring and 
analysis. There are many areas of convergence in both these important fields, but the EU and US 
have failed to secure important and enduring agreements on data sharing. There is, however, an 
encouraging amount of political will to secure such agreements – the recent comments from US 
Vice President Joe Biden (6 May), and from Commissioner Viviane Reding (26 May) and the EU-US 
declaration on counterterrorism (3 June) are to be taken as positive signs of a conducive political 
environment.  

Following 2001, the US embarked on a policy of active counterterrorism, including the detention 
without trial of unlawful enemy combatants, the secret detention of terrorist suspects from third 
countries captured outside of the US, enhanced interrogation techniques and the rendition 
(kidnapping) of suspects and their transportation to third countries without due courtroom 
process. This suite of policies was loudly rejected, and often condemned, by EU member 
governments as breaches of US and international law; but in the quieter world of secret diplomacy 
these same governments had offered support or no opposition to these policies. The European 
member governments were placed in politically difficult positions by the removal of suspects from 
their soil by US intelligence officers, and by the revelations of their tacit support for these activities. 
Intergovernmental institutions, however, were firmer in their rejection of these operations – the 
Vienna Convention (which gave an international legal opinion on the compatibility of rendition 
and secret detention with European Convention on Human Rights) went the furthest in saying that 
the practices were incompatible with the ECHR, and that signatories had an obligation to actively 
ensure that this did not occur on their territory. The revelations about these operations have made 
it almost untenable for European governments to continue even covert support for these 
measures, and there is now a greater emphasis on the rights of the individual and the need for 
judicial due process for even the most dangerous suspects. The future in this area will depend on 
the success of bi- and multi-lateral intelligence liaison and the effectiveness of judicial processes.  

Traditional intelligence-led counterterrorism operations are now merely one element of a state’s 
security strategy. The collection, maintenance and analysis of large amounts of ‘ordinary’ data on 
individuals have become important counterterrorism tools. The problems that have arisen in trying 
to find agreements on how to share European travel and financial information have revolved 
around the right of Europeans to have some control over the use of information kept about them, 
around concerns about the US passing this data or the analysis done to it on to third countries, and 
about the ability of a European citizen to check the data held on them, and to challenge it if it is 
incorrect.  

The first area that this paper examines is the attempts to secure an agreement over the transfer of 
European Passenger Name Record data (PNR) to US security officials. The US authorities use the 
PNR to prevent three classes of criminal activity: terrorism and related crimes; transnational 
organised crime, and people trying to escape warrants and custody for criminal offences and they 
see it as a vital component in their counterterrorism strategy. The European Parliament withheld its 
approval - on 6 May 2010 – for the agreement on struck between the EU and US until such time as 
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the proposals meet ‘European standards’ on privacy. There are concerns about the length of time 
that the US Department for Homeland Security plans to retain this information, the unspecified 
time and process for disposal of the data, the inaccessibility for European citizens to challenge the 
material held on them, and the potential for the data or the analysis done on it to be passed to 
third countries. The European Parliament has similarly rejected the EU-US deal on sharing SWIFT 
financial data. US authorities believe that this financial data can be useful in tracing abnormal 
transactions, which may in turn lead to the discovery of terrorist plots in the US and Europe. The 
final area this paper examines is internet governance. There are concerns about the hegemonic 
position occupied by ICANN, a possible issue of restraint of trade through ICANN’s prohibitively 
high fees and arbitrary disputes process. Reforms to widen the governance of ICANN are ongoing, 
and are towards liberalisation.  

The rejection of the EU-US data-sharing agreements goes against the prevailing trends in security 
policy. Many European governments have large information gathering operations, targeting 
particular types of financial or social information. Moreover, the management and analysis of large 
databases is the sort of intelligence work that EU institutions could engage in. The convergence 
between the EU, its member governments and the US both in the analysis of large datasets and the 
importance of these techniques to counterterrorism bodes well for the chances of future 
agreements. But there are many in Europe who think that the right to privacy, and the inalienable 
civil rights of the individual are being eroded in the name of security. For them to agree to data 
sharing they want to see greater parity between the US and EU (US data being shared with the EU) 
and further legal protection over what the data can be used for, how it is kept and how an 
individual can seek judicial redress for mistakes. This paper calls for greater dialogue and 
transparency between transatlantic lawmakers to allow them to see how data would be processed 
and used, and for separate agreements to be struck on these measures, rather than seeking an 
over-arching agreement on all data-transfers.  
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1 CONTEXT 

The terrorist attacks on New York in September 2001, in Istanbul 2003, in Madrid in 2004, and in 
London in 2005 and the peripheral involvement of other European countries (such as Belgium, 
Denmark, France and Germany) as inadvertent hosts of terrorist plotters has unified the majority of 
the western world in a concerted effort to identify, contain and roll back the threat presented by 
non-state threats. Washington can legitimately view the EU and its member states as both a 
partner and ally in combating international terrorism, but also as a place where threats to the US 
emanate.  

Whilst the overall aim of this broad coalition of governments is consistent, there is a plurality of 
approaches to counterterrorism and a strong divergence of opinion about where to cast the 
balance between the rights of the individual (and therefore the limitations of state power) and the 
need to ensure effective counterterrorism measures against plotters and those who offer them 
support. The tensions that have appeared within this coalition are as result of attempts to 
overcome the shift in international security from state-based threats (the Cold War balance) to the 
post-9/11 world of non-state based, transnational and yet locally based threats. Western states 
have found it difficult dealing with the fluidity of these threats, which do not respond to the tried 
and tested tools of international diplomacy.  

Given the revolution in information technology brought about by the internet and by 
improvements to electronic storage capacity and its unit cost, many of the new ways of countering 
terrorism come in the guise of managing and analysing data. There have been considerable 
difficulties in reconciling the differences between EU and US understandings of privacy and 
managing personal data. The EU approach has been founded on privacy laws (a one size fits all 
approach), whilst the US approach is more technocratic, relying on regulation and self-regulation 
within cognate industries. It should be noted that US Vice President Joe Biden made some 
important comments on this issue to the European Parliament on 7 May 2010; “The U.S. 
government and this Parliament have struggled over how best to protect citizens without yielding 
the foundational rights on which all of our societies are built. I am absolutely confident that we 
must and can both protect our citizens and preserve our liberties... President Obama and I reject 
the false choice between safety and our ideals. We believe that upholding our principles only 
makes us stronger and that compromising them then actually undermines our effort in the broader 
struggle against violent extremism... Indeed, no less than privacy, physical safety is also an 
inalienable right -- and a government that abdicates its duty to ensure the safety of its citizens 
violates their rights no less than a government that silences dissidents or imprisons accused 
criminals without trial... We understand your concerns.”1 These comments were further enhanced 
by a joint EU-US declaration on counterterrorism (3 June) that affirmed the need for robust 
counterterrorism and legal protection for ordinary citizens, although this declaration carries no 
legal weight.2  So, the political good-will exists to find accommodations, but many of the difficulties 
faced by the two sides are located in practical areas such as how to treat the analysis done to data, 
the secondary product, whilst others concern the further dissemination of this data to third 
countries.  

                                                               

 

1 Office of the Vice President (6 May 2010), Remarks by Vice President Biden to the European Parliament, 
[http://www.whitehouse.gov/the-press-office/remarks-vice-president-biden-european-parliament accessed 
27 May 2010]. 
2 Council of the European Union (3 June 2010) EU-US and Member States 2010 Declaration on 
Counterterrorism, Luxembourg (http://www.eu-un.europa.eu/home/print.asp?1=1&1g=6 accessed 3 June 
2010) 
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This paper discusses some of the significant recent developments in this field which it divides into 
two broad sections. First, the retention and analysis of electronic databases and second, action 
operations conducted by American and European security officials. Specifically, it deals with the 
Passenger Name Record data transfers, the SWIFT case, ICANN, Guantanamo Bay and the 
‘extraordinary rendition’ programmes.   

This paper advances the argument that that despite the loud rhetorical differences between 
European and American policy communities on these measures, the differences can be distilled 
down to issues of ownership (both sides want ownership of the means of collection and use of 
data), and also an extreme discomfort about the United States conducting operations against 
European citizens, sometimes in the EU. The discomfort exists about the infringement of 
sovereignty this entails, and that such operations impinge on the civil liberties of the suspect, 
without offering any judicial redress. The balance between the rights of the individual and the 
rights of the community and its security, has shifted starkly towards the latter since 2001.   

Many European governments are developing the means by which to intercept and analyse vast 
quantities of email, voice and electronic social networking traffic, to try and spot anomalies and to 
identify threatening patterns of behaviour. The political and security culture exists amongst 
European member states to match developments in the United States. The type of data that is 
being collected is not particularly sensitive, in and of itself, so one can be optimistic that 
international agreements on data-sharing might be found, although it is clear that neither 
European member governments, nor the EU understand the tradable value of this data. In many 
respects these developments echo the behaviour of private companies, such as supermarkets and 
internet service providers, who have long collected data on their customers, volunteered by their 
customers through the use of loyalty cards, for profiling purposes with restrictions on where this 
information can be passed onto. Much of the data that is to be shared with US authorities has not 
been volunteered by European citizens, and so in this area as well, the emphasis has shifted onto 
collective security and away from the privacy of the individual. For the longer term, there is a 
demonstrable shift in the attitudes of those under 30 years old, who have grown up in a culture 
where their online lives are better developed – for them sharing personal information with an 
unlimited number of people is more acceptable. It could be, therefore, that American and 
European security agencies are merely ahead of their time, that with the passing of time, 
monitoring and interception will become socially and politically more acceptable. It is also possible 
for the EU to build up its role as coordinator of this type of data, and therefore build up its security 
role. Such a role would play to the EU’s strengths of managing and regulating government and 
private collaborations.  

 

2 DATABASE MANAGEMENT 

All of the measures discussed within this paper can be broadly described as intelligence activities. 
Intelligence has been defined in many ways; but it is – in essence – the acquisition (and analysis) of 
information about an adversary, conducted under conditions of secrecy. With the large scale 
database and information sharing projects discussed here, it is relatively open information being 
retained and the analysis and end-use of that information which is the covert element. Moreover, it 
is not just information about adversaries which is being acquired and analysed, but large swathes 
of the ordinary population.  The EU, particularly the European Commission, has worked closely with 
the US on trying to find agreement about large scale database projects involving the personal data 
of European citizens, despite their divergent approaches to privacy. This section briefly explores 
three key security related issues that have data-sharing and data-management at their core: the 
Passenger Name Record data, the SWIFT negotiations, and the future issue of ICANN and the 
regulation of the internet; all of which are issues of data-sharing where US security officials seek to 
gain access to data on European citizens to use for secret analysis.  
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2.1 Passenger Name Record Data (PNR) transfers 

As part of the suite of legislation that was passed in the United States following 9/11, there was 
enacted a provision that compelled all air carriers operating flights to, from or through United 
States territory to provide the US customs authorities with electronic access to Passenger Name 
Records data (PNR) which is stored on the operators’ automatic reservation and departure control 
systems. The US authorities use the PNR to prevent three classes of criminal activity: terrorism and 
related crimes, transnational organised crime, and people trying to escape warrants and custody 
for criminal offences.3 The PNR data assists American security officials in making risk assessments 
about passengers travelling to the US, in advance of their arrival.  

In June 2002 EU officials informed their American counterparts that the PNR data transfer 
agreement potentially came into conflict with European legislation (particularly Article 6, 
paragraph 2 of the Treaty of European Union) and also with member state law and in 2004, the 
European Court of Justice annulled the agreement between the EU and America over PNR data 
transfers.4 Agreement was struck on 23 July 2007 between the two sides, after the Commission 
moved the agreement under the Third Pillar and made explicit reference to the assurances that 
had been provided by the Department of Homeland Security about how the PNR data would be 
used and safeguarded in the US. Part of this unease about US data management processes is due 
to how the controversial USA Patriot Act has been implemented or invoked since 2001 (and its 
subsequent legislative renewals, both of the main text and the various sunset clauses). There have 
been various accusations that the USA Patriot Act has been used to acquire private information on 
individuals in excess of the letter and spirit of that particular law. On 6 May 2010 Members of the 
European Parliament opted to withhold their approval for the PNR agreement, until such time that 
the agreement meets with European standards of data protection and thus the protection of the 
rights of the individual, and on the 26 May 2010 the European Commission laid out its negotiating 
mandate for a transatlantic agreement on data transfers and privacy.5  

The PNR data collected is, on the face of it, not particularly sophisticated; it includes the 
passenger’s name, address and other contact details, their travel itinerary (including who they 
booked with, how, and how much they paid), their seat numbers and the luggage they checked in, 
and whether they are part of a frequent flyer programme. This data can be shared with domestic 
and foreign intelligence and policing agencies for the purposes of countering terrorism and other 
serious organised crime. It is kept by US authorities for seven years in an analytical database, after 
which it is kept for a further eight years in a dormant form, and at that point would only be 
accessed in the instance of a particular investigation. It is important to note that the Department 
for Homeland Security expects to delete the PNR record after its fifteen years of retention, but that 
these timings will become part of future negotiations between the EU and the US. Some of the 
concerns expressed about PNR transfers are around sensitive information. This includes: personal 
data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade 

                                                               

 
3 Passenger Name Record Agreement (2007) Agreement between the European Union and the United States 
of America on the processing and transfer of Passenger Name Record (PNR) data by air carriers to the United 
States Department of Homeland Security (DHS) 
4 Judgment of the Court of Justice (30 May 2006)  Joined Cases C-317/04 and C-318/04, European Parliament 
v Council of the European Union and European Parliament v Commission of the European Communities.  
5 European Commission (26 May 2010), European Commission seeks high privacy standards 
in EU-US data protection agreement, Document IP/10/609.  
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union membership, and data concerning the health or sex life of the individual.6 The Department 
for Homeland Security can access this information (but often does not, via automated filtering), but 
where it does in exceptional circumstances it will notify the European Commission. The Privacy 
Office of the DHS found in 2008 that requests by individuals to discover what PNR information was 
held on them had taken over a year to process, well outside of guideline limits, and indicative of 
the concerns that European Parliamentarians have about this arrangement. Without stronger 
frameworks in place concerning the limitation on collection, storage, judicial redress, and 
reciprocal arrangements about US PNR there will continue to be accusations that the US authorities 
do not take the protection of European data seriously.  

2.2 Sharing SWIFT financial data 

The Society for Worldwide Interbank Financial Telecommunications (SWIFT) is a Belgian based firm 
which helps to facilitate around fifteen million international currency transfers a day.7 Making a 
payment via SWIFT through their home branch is one of the main ways European citizens transfer 
money from one country to another, or into another currency. When SWIFT maintained computer 
servers on American soil, US authorities could access SWIFT’s information (under their anti-
terrorism legislation and subpoena) without reference to European authorities; this provided a 
large window through which US intelligence officials could view the financial lives of Europeans. 
When SWIFT moved their servers to Europe, the US negotiated with EU interior ministers to 
continue this monitoring activity. The new Lisbon Treaty powers allowed the European Parliament 
to strike down this agreement in February 2010.8 This dismayed US authorities; the official in 
charge of the ‘Terrorist Finance Tracking Program’ (which had been accessing SWIFT records), 
Adam Szubin, commented that the EU had failed the first big test of EU-US counterterrorism 
cooperation post-Lisbon.9 He also added that a large number of recent terrorist plots had been 
aimed at European countries – which the SWIFT reports had helped and could continue to help 
identify - and therefore the decision of the European Parliament had also compromised European 
security. This was a point Szubin emphasised when he travelled to Berlin and noted that his unit 
had passed on 20 SWIFT reports to the German authorities to help them identify and roll back the 
so-called ‘Sauerland Cell’ of terrorists who had plotted to attack American targets on German soil.10 
To emphasise just how keenly the US authorities feel about the SWIFT issue and its utility as a 
counterterrorism tool, Secretary of State Clinton also made representations to the High 
Representative, Baroness Ashton.  

The main criticisms levelled against the SWIFT agreement have concerned data privacy, namely 
that data about European citizens was to be handled by US officials without restraint or control. 

                                                               

 
6 Chertoff, M (23 July 2007), in Passenger Name Record Agreement (2007) Agreement between the European 
Union and the United States of America on the processing and transfer of Passenger Name Record (PNR) data 
by air carriers to the United States Department of Homeland Security (DHS). 
7For further information see SWIFT’s corporate information pages: 
[http://www.swift.com/about_swift/company_information/index.page?lang=en accessed 26 May 2010].  
8 European Parliament: Justice and Home Affairs (11 February 2010), SWIFT: European Parliament votes down 
agreement with the US [http://www.europarl.europa.eu/news/expert/infopress_page/019-68675-039-02-07-
902-20100209IPR68674-08-02-2010-2010-false/default_en.htm accessed 26 May 2010]; European Parliament 
(3 March 2010), Background: Parliament’s Rejection of the SWIFT Agreement 
[http://www.europarl.europa.eu/sides/getDoc.do?type=IM-
PRESS&reference=20100205BKG68527&language=IT accessed 26 May 2010] 
9 For a profile of Adam Szubin see: [http://www.whorunsgov.com/Profiles/Adam_Szubin accessed 28 May 
2010]. 
10 Musharbash, Y (8 December 2009), Jihadists Describe Hatred of US as Reason for Terror Plot (Spiegel: Berlin) 
[http://www.spiegel.de/international/germany/0,1518,642047,00.html accessed 27 May 2010]. 



US and EU approaches to Civil Liberties  

 

9/18 

 

Szubin publicly argued that it would be SWIFT employees handling this data, within an office in 
Washington. Furthermore he argued that there were a number of checks and balances over the 
request for and handling of data, including by European officials. The difficulties in reaching 
agreement on SWIFT are many-fold, but centre on the loss of European ownership of this data 
(European officials would prefer to filter this information themselves), the indiscriminate analysis of 
this information (Europeans would prefer it to be a targeted process), and the potential for this 
data to be passed on to third countries.  

The rejection of the SWIFT deal goes considerably against the grain in terms of the developing 
European security policy. Whilst European governments publicly criticised the operations by 
American intelligence agencies on European soil, they have enthusiastically pursued bureaucratic 
and passive activities like the freezing of terrorist financial assets and mass data mining projects. 
European member states are at the forefront of this kind of intelligence activity, as they seek to 
create sophisticated computer programmes that can draw together and make sense of suspicious 
behaviours and social connections.11 Much of this activity occurs through public-private initiatives, 
and is thus effectively hidden from public view; it is however a growing phenomenon with real 
implications for how the state and supra-state interacts with its citizenry. The European Parliament 
has been more concerned with principled issues of data protection – based on the history of 
intrusive governments and the limitations on personal freedoms in Europe’s recent past - than the 
EU member states, who collectively are closer to the American view of security and privacy than 
they would publicly admit. Finding a way of being more of an equal partner with the US will be the 
key to finding future international agreement on these issues. For the European Parliament it 
appears to be a case of trying to find appropriate privacy protection and ensuring that any block 
data transfer agreements comply with European standards on data protection and sharing. Part of 
these concerns centre around the perception that the EU is supplicant to American security policy; 
something that needs to be addressed through continued dialogue and negotiated flexibility.  

2.3 The Internet Corporation for Assigned Names and Numbers - ICANN 

Internet governance has become an important and pressing issue because of the ubiquity of the 
internet, because of the increasing amount of time people spend and the range of tasks that they 
perform on it, and the scope for abuse that lies in the amount of relatively easy to reach 
information about citizens being so available to states. Governance of the internet largely falls to 
the Internet Corporation for Assigned Names and Numbers (ICANN) which is the company which 
controls the technical management of internet names and addresses, for the entire internet.12 It 
was established in 1998 and was designed to facilitate a more robust internet and platform for e-
commerce. ICANN carries out its functions under the authority of a Memorandum of 
Understanding with the US Department of Commerce, most recently updated in September 
2006.13 

ICANN is a not for profit company, registered in California, but written into its Memorandum of 
Understanding was the provision that it should operate "in a bottom up, consensus driven, 
democratic manner." The plans for global, participant based involvement in the governance of 
ICANN have effectively been set aside, although it does periodically hold public meetings in each 
of the world’s continents. However, the notion that large numbers of the internet-using public can 
afford to travel to or attend such meetings is without much credibility. There have been criticisms, 
                                                               

 
11 Amoore, L (2009) Algorithmic war: everyday geographies of the war on terror, Antipode: Journal of Radical 
Geography, Vol.41, No.1, pp.49-69.  
12 For further information see: http://www.icann.org accessed 27 May 2010.  
13 ICANN (29 September 2006), Modifications to JPA; Affirmation of Responsibilities for ICANN Private Sector 
Management [ http://www.icann.org/general/JPA-29sep06.pdf accessed 27 May 2010].  
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even within ICANN, that too much of its governance is conducted without consultation or 
reference to its wider constituencies, including the end-users of the internet. It has recently moved 
to appease some of its wider global constituency by recognising the multilingual nature of the 
contemporary internet and now allows non-Latin script domain names, with the first Cyrillic, Arabic 
and Chinese coming on stream in May 2010.14 

Wider criticisms of ICANN – which was established to manage a more robust internet – have 
included the $185,000 fee it charges to companies wishing to re-sell domain names (a significant 
barrier to entry for companies) and that it has created a series of controlling rules and punishments 
over internet trade (known as the Uniform Dispute Resolution Policy, which a domain registrant 
must agree to sign up to), that effectively are a breach of its initial terms of reference. The British 
MEP Bill Newton-Dunn has formally asked the European Commission whether ICANN is engaged in 
a breach of European free trade laws by imposing restrictions on who can sell domain names and 
who can operate a top-level domain; he also questioned the appropriateness of the fee 
structures.15 The United Nations also showed an interest in taking a role in the management of the 
internet – not unreasonable given its obvious global reach – but was persuaded into taking a more 
advisory role to ICANN following the opposition of the US authorities (who agreed to allow ICANN 
to report back to an International Review Team in September 2009).  

From a security perspective, ICANN and the companies it allows to sell and manage domain names 
have attracted some criticism because of the arbitrary way they have been seen to police free 
speech and the slowness with which they deal with complaints, something that could be vital to an 
ecommerce business. The controversial campaigning website wikileaks has brought to light the 
censorship it claims it faced from the domain name manager eNom and Demand Media Inc, who 
removed wikileaks’ control of their domain space without a court order because – wikileaks claims – 
of their stance on freedom of information issues.16 The issue of personal privacy has also caused a 
great deal of debate as anyone or any organisation who registers a domain name has to provide 
their contact information to be entered into one of the public online databases, known as WHOIS.17 
The quality of these databases has been open to question; those who operate illegal or immoral 
domains can rarely be traced through this process, thus their utility is open to question. Business 
interests, intellectual property campaigners and law enforcement agencies have argued strongly 
for a more open and transparent system, which is accurate and robust. ICANN sent this issue out to 
consultation with its Generic Names Supporting Organization (GNSO), which recommended in 
2006 that there should be a narrow public record, as advocated by privacy campaigners, but ICANN 
has still yet to resolve its view on this issue. The majority management of the internet by one 
organisation should be a cause for concern – ICANN’s opposition to opening the governance up to 
other actors because it would ‘limit flexibility’ is a narrow reading of effective 
management.18Allowing the internet world to operate in local languages and scripts is clearly 

                                                               

 
14 Humphries, C (25 May 2010) First Russian language web addresses go live (Reuters: London) 
[http://www.reuters.com/article/idUSLDE64O1W420100525accessed 27 May 2010]. 
15 European Parliament (13 March 2007) Question no 78 by Bill Newton Dunn (H-0126/07 ) Subject: ICANN's 
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progress, but it is still a monopoly, rather than open competition. Such concerns really mask the 
more serious privacy issue of internet monitoring by, for example, the US’s National Security 
Agency, and the British signals intelligence agency (GCHQ) which both acquire, analyse and retain 
individuals’ search records and email traffic; this poses more of a problem for those agencies in 
how to effectively process such a large amount of information, but the emphasis is on collection 
over privacy concerns.19 

 

3 COUNTERTERRORISM OPERATIONS IN EUROPE AND 
GUANTANAMO BAY 

An area of public divergence between European governments and the US has been on the so-
called ‘Extraordinary Rendition’ programme, and yet in the quieter world of international 
diplomacy some of the keenest supporters of muscular US counterterrorism operations have been 
European.20 Despite being strongly critical of US intelligence in the run up to the Iraq war, the 
French government has taken a large amount of American money to establish the ‘Alliance Base’ in 
Paris, a centre of counterterrorism field operations in Europe, which is run by a senior member of 
the French external intelligence agency, the DGSE, but which is also staffed by members of the 
American, British, German, Canadian and Australian intelligence agencies.21 Of all the European 
countries this centre could have been based in, France was the most obvious choice, because of its 
history of taking strong quasi-military action against terrorists and also a judicial system (anti-
terrorist investigative magistrates) suited to covert investigations. Large-scale intelligence 
cooperation – the notion of pooling resources across Europe – has not worked because it runs 
counter the central ethos of intelligence activity, which is the protection of information acquired 
under conditions of secrecy. Arrangements like the ‘Alliance Base’ work because the officers 
allocated from each partner country are tasked to the operations of the base – they work with each 
other as one unit, focussed on tactical level concerns.  

Regardless of the quiet cooperation of European governments with strong American 
counterterrorism measures, the reports by the investigative reporter Dana Priest in the New York 
Times in November 2005, about the presence of secret CIA prisons on European soil that had been 
used to hold and transit important Islamist terrorist suspects, were highly controversial.22 The 
disquiet about these secret prisons echoed the concerns that were held about the Guantanamo 
Bay facility in Cuba. The detention without trial of terrorist suspects was condemned as a breach of 
natural justice, but more accurately it reflected the problems of bringing secret intelligence to a 
public court-room and the inadequacies of the international law to deal with non-state military 
actors. The problem with secret detention centres on EU soil was that it heralded the American 
export of this highly contested problem abroad. Such concerns were further expanded with the 
journalistic investigations into so-called ‘ghost-flights’ which were the transiting of these high 
value assets through European airspace and airports, often on their way to secret prisons in the 

                                                               

 
19 Nakashima, E (7 November 2007) A Story of Surveillance (Washington Post: Washington DC; Leppard, D (5 
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Maghreb, Eastern Europe and the Middle East.23 In November 2009, twenty-two CIA officers were 
convicted in-absentia in Italy for their part in the illegal ‘rendition’ of the Islamic cleric Abu Omar in 
Milan in 2003; the officers argued that their actions had been sanctioned in Washington, but an 
Italian judge disagreed in one of the starkest legal judgments of its kind. Investigations of a similar 
kind are ongoing in Germany, Italy, Sweden, and there is some evidence that in London the 
disruption of the transatlantic flight bomb plot (August 2006) was hastened by British intelligence 
and police agencies because US agents planned to ‘render’ the suspects. There have also been 
investigations by the Council of Europe's Committee on Legal Affairs and Human Rights. The 
investigation led by the Swiss Senator Dick Marty had only limited resources, but was assisted by 
the Secretary-General of the Council of Europe using his Article 52 powers to request information 
from member states as to how their laws provided protection against secret detention (including 
by foreign states) and asking for details of any recent incidences of this occurring. The result of this 
investigation was a definitive legal opinion on the incompatibility of rendition with the ECHR and 
that all signatories had to directly avoid rendition or assisting in rendition or secret detention 
programmes, moreover they had to actively ensure that this practice did not occur in their 
jurisdiction.24 If the EU member governments followed this stricture, it would adversely impact on 
their diplomatic relations with the US.   

The European Parliament and Commission also conducted investigations into these practices in 
2006 and 2007 respectively; and they identified Romania and Poland as the probable locations of 
secret US detention facilities. ABC News claimed in November 2009 that they had evidence for a 
secret facility in Lithuania that had operated in 2004 and 2005, whilst Vanity Fair journalists claimed 
that a CIA assassination unit had set out to kill Mahmoun Darkazanli, a German of Syrian descent,  
who had allegedly known the 9/11 terrorists.25 These so-called ‘wet operations’ were very 
infrequently carried out during the Cold War; the war against Jihadism has seen a very stark rise in 
their incidence, and a fundamental breach with the rigid adherence to the rule of law. 

There are some high-level joint forums that deal with intelligence and security issues across 
Europe. The Club of Berne is perhaps the most notable of them, even though NATO has its own 
intelligence forum (the Special Committee). The Club has the heads of the EU’s domestic security 
agencies and an observing representative from the US, who meet to discuss pressing security 
issues.26 The Club of Berne has within its ambit the ‘Counter Terrorist Group’ (CTG) which mirrors the 
organisation of the club, with more distinct focus, providing intelligence led threat assessments 
and recommendations. The CTG acts as a mediator between the EU and European domestic 
intelligence agencies, and its chairmanship now rotates in line with the EU Presidency, despite 
being outside of the EU infrastructure. It has also proved to be a good place for the exchange of 
techniques and processes (and has crucially avoided the need for EU Treaty reform, which would 
be extremely difficult to achieve in this area), and also to share the details of plots so that there is a 
better pan-European understanding of them. 

Across the EU, there has been concern (even amongst its strongest allies) about the US’ muscular 
approach to counterterrorism in Europe. It has become politically difficult, following extensive 
media investigations into these practices, for European governments to allow or turn a blind eye to 
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American intelligence officers kidnapping individuals off the streets of Europe, or for them to be 
complicit in the torture of individuals in third countries (of which the British domestic intelligence 
agency has been accused).27 The sense that the world’s superpower is above the rule of law in 
Europe has deeply troubled the public and European governments – to mitigate the loss of 
reputation in Europe, American officials may have to be more willing to share intelligence with 
their European partners and trust them to detain  and extradite these suspects.28  

 

4 A DIVERGENT APPROACH – A CONVERGENT FUTURE?  

This paper argues – on the balance of available evidence – that the approaches of the EU member 
governments and the US are not as divergent as the media representations of them suggest. The 
US’ strong responses to counterterrorism that the US has adopted since 9/11 have been supported, 
followed and facilitated by a number of European governments including those of Britain, France, 
Germany and Poland. The limiting of suspects’ freedoms by executive order and detention without 
trial has also been adopted, uneasily, in several European states, and notably in the UK where the 
government has fought a long campaign against the judiciary to get their preferred measures 
approved. Profiling, arrests and temporary detentions based on thin intelligence have reframed the 
social contract that exists between the state and the citizen; the balance seems to be firmly in 
favour of security and away from the rights of the individual.  

The true divergence in this picture is with the European Parliament, the Council of Europe and the 
European Commission which have strongly upheld a principle based approach to the operational 
and electronic measures adopted by the US and some of their member states. The Council of 
Europe, via a ruling on the compatibility of rendition with the ECHR, has gone the furthest in trying 
to compel signatories to uphold standards of civil liberties that go way beyond what the 
governments’ claim provides efficient national security. The European Parliament in strongly 
challenging the PNR and SWIFT provisions has robustly defended the right of individuals to 
manage their own data, and on the 26 May 2010, the European Commission adopted a draft 
mandate to negotiate with the US authorities over the transfer of data (although agreements like 
SWIFT and PNR would continue to be done on a case by case basis). The basic principle of the 
Commission’s mandate is that any agreement should protect the right to privacy of the individual, 
whilst also making a contribution to counterterrorism efforts. Importantly the Commission is 
insisting that there should be a right of the individual to see the data held on them and that this 
should be legally enforceable, that incorrect information can be challenged and amended, that 
there is ‘an individual right of administrative and judicial redress regardless of nationality or place 
of residence’ and that the EU should also be able to access US data. The Commissioner Viviane 
Reding stressed that she wanted a quick agreement, but that “fundamental rights must be 
protected and respected at all times. I want an EU-US agreement that protects personal data rights 
while fighting crime and terrorism."29 There are, however, likely to be significant difficulties in 
negotiating a ‘one-size-fits-all’ agreement (both within the EU and with the US); the pace of 
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technological and analytical innovations is likely to outpace legal understanding of the area (as it  
has done in the past ten years).  

In making these principled stands, the Parliament and the Commission have remained one step 
ahead of the major development in intelligence and security since 2001, which is away from small 
and targeted operations and towards the creation, maintenance and analysis of large quantities of 
personal data. And whilst targeted operations clearly have an impact on the population – 
particularly those affected – they remain very limited in scope, and few European intelligence 
agencies can effectively prosecute them. The era of the large database and algorithmic search is 
one that all European governments, and the EU itself, can become involved in. In the intelligence 
world, the key tradeable currency is information, and it will become more difficult for European 
member states and the institutions of the EU to resist the pressures from security agencies to want 
ever more information and to resist becoming more influential through not trading data on their 
citizens – much as social networking sites like Facebook and My Space do actively use data on their 
users’ habits to generate advertising revenue. One of the key problems to be resolved by 
governments is what happens to the information that they trade or send to an external 
government – what guarantees can be put in place to prevent that information or the analysis 
done on it being traded on to a third country.  

Ultimately, convergence over these security issues will arise when the difficult subject of 
jurisdiction is resolved. There have been more achievements within the European area than there 
have been between the EU and US. European member states managed to negotiate a European 
arrest warrant that makes the transfer of suspects around the EU far easier, strengthen Europol and 
intelligence liaison across the union and foreshorten the process of confiscating terrorist assets 
across the EU. The measures have not been without problems, but they are clear advances.  
European policy-makers were not implacably opposed to the sharing of data with the United 
States, but they were opposed to access that involved inadequate European safeguards and they 
have been keen to demonstrate this to US lawmakers. Similarly, countering the new forms of 
terrorism involves many more disruption operations and enforcement at the margins of legality. 
Many European nations have proved willing to engage in this kind of activity, which has proved to 
be politically unpopular in communities which believe they have been unfairly and 
indiscriminately targeted – stretching social cohesion to the limit in places. Where there has been 
strong resistance, both at the supranational level, and amongst European populations, it has fallen 
on issues of secret detention, rendition and torture (or extreme measures). Where European 
governments have decided to partake in these activities, they have come in for heavy and 
sustained criticism from large sections of their citizenry, media and political elites.  

Going forward, the EU and US need not only to engage in continued dialogue with each other, but 
their respective lawmakers need to understand firsthand how data privacy is safe-guarded by the 
security agencies seeking to process it. Site visits to data processing and analysis units will be an 
important element in reassuring transatlantic legislators. Both the US and the EU need to 
appreciate that an all encompassing agreement on data transfers will be very difficult to achieve. 
This is because the various transfers have their own technical and ethical dynamics, because the 
pace of technological developments will outstrip any likely agreement, and because the pace of 
negotiations is unlikely to move as quickly as US security officials say is necessary. For a 
transatlantic partnership to prosper, both sides will need to be more transparent about why they 
find these measures problematic, and/or necessary – the overwhelming fear that has to be 
overcome in Europe is that European privacy is being sacrificed for American security. This is not a 
solid foundation on which a partnership can be built.  
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