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SUMMARY

The Community Directive on the harmonisation of certain aspects of copyright and related
rights in the information society has just been adopted, after sustained debate and numerous
amendments proposed by the European Parliament. This Directive has been adopted at a time
when the digital media industry is facing new technological challenges relating to the
protection of rightholders. The aim of this study is to present a number of options on the
question of digital content security technology to the European Parliament, particularly the
Committee on Legal Affairs and the Internal Market, and the European Commission, including
operational options.

Concerning proposals to the European Parliament, we should – given the subject of the
study – analyse the adopted Directive (particularly Articles 5 to 7) to assess the compatibility
of certain electronic information and copyright protection systems at present on the market
with the legal objectives proposed by this Directive.

It seems particularly important to ensure that recognition of the role of 'technological
measures' (as specified in Article 6 of the Directive and the provisions of the 1996 WIPO
Treaty) avoids practical effects which may conflict with the compulsory or optional exceptions
to the reproduction and communications rights specified in Article 5.

Similarly, it is worth studying how far the methods used to identify and authenticate
protected works and their users (particularly through the implementation of systems covering
'rights information' and 'technological measures', as provided in the Directive) remain
compatible with the objectives of former directives, such as:



SECURITY TECHNOLOGIES FOR DIGITAL MEDIA

PE 296.705 4

- Directive 95/46/EC of 24 October 1995 on the protection of individuals with regard
to the processing of personal data (relating to the methods of managing data
allowing the identification of the uses and users of protected content);

 
- Directive 2000/31/EC on electronic commerce, with particular regard to the

provisions of Article 4 of this Directive concerning the responsibility of service
providers;

 
- Directive 98/84/EC of the European Parliament and of the Council of 20 November

1998 on the legal protection of services based on, or consisting of, conditional
access.

 
 With regard to the role that the European Commission may play in these matters, the

authors suggest that it should concentrate its work on several main points.
 
 An initial task could be to carry out a financial assessment of the world-wide volume of

digital piracy and, at least with regard to CD/DVD piracy, a breakdown by geographical region
of proven or estimated fraud. Such a study could be coordinated with the work of national
groups of experts working on cybercrime issues. This study should be linked with others,
particularly those dealing with electronic payment fraud. Finally, it would be essential to
specify clearly the methodology to be used.

 
 
 Alongside this, it would be useful for the Commission to ask representatives of the

industries concerned to provide their own estimates of the economic results of piracy. Thus,
within the retail price of a CD or DVD or the sale on the Internet of digital content, is there (or
could there be in the future) a sum intended to cover the loss of earnings caused by estimated
piracy on the one hand and/or Internet transaction fraud on the other? A second aspect relates
to the possible repercussions of certain piracy solutions on consumers' individual freedoms.

 
 
 To encourage European solutions to the problems of digital security, we also suggest that

the European Commission should promote the establishment of an investment fund with the
specific aim of supporting innovative projects and start-ups in the sphere of multimedia
security. This fund could be integrated within (or administered by) the European Investment
Fund, in close liaison with the European Investment Bank (EIB), particularly within the
context of the EIB's Innovation 2000 Initiative. Financial contributions to this fund should
come, at least in part, from European industries involved in the area and should be based on
the estimated financial losses caused by piracy and the industries' forecast turnover on the sale
of their content as a result of the implementation of effective security measures. Improved
knowledge of digital content piracy and counterfeiting practices and their economic impact
would allow closer links between security policies relating to electronic commerce in digital
material and other security policies aimed at preventing cybercrime.
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 As a preliminary, it would be desirable to encourage the emergence of interdisciplinary

European security research networks (covering, in particular, the sociological, technical,
political, diplomatic and legal aspects) uniting universities and enterprises on a flexible basis.
These networks should complement Community aid and national and regional incentive
systems.

 
 Another major policy issue for the Community institutions, particularly the Commission,

should be the active promotion of security technology standardisation at European level. The
work done by ETSI in the telecommunications area could form an example.

 
 Finally, the gradual establishment of a genuine digital content market using electronic

security and intellectual property protection procedures on a wide scale should be
accompanied by in-depth legal studies relating to new forms of contractual relationship
resulting from the secure trading of digital content. Community effort and initiatives would
need to be strengthened in this area.

 
 With regard to operational initiatives to be taken with regard to technological choices, it

would be useful to look at the standards, as well as the proposed plans for the global secure
management of digital content on the Internet. A distinction should then be drawn between
purely industrial standards and standards which arise from a consensus between industrial,
academic and government representatives.

 
 Such a technical study of the standards on the market at present could be usefully

complemented by an independent preventive study on the position of intellectual property in
this area, identifying the 'essential patent' holders and assessing their willingness to negotiate
operating licences on a basis which is favourable to the harmonious expansion of this market,
taking particular account of the final costs to the user.

 
 It would also appear desirable to carry out technical studies on the security of the security

systems. In assessing this, a distinction should be drawn between open approaches, where the
protocols and algorithms are publicly accessible, and closed approaches where these techniques
are, on the contrary not made public. From the same viewpoint, it would be useful to explain
the conditions of the suggested 'challenges' to hackers. These studies should be followed up in
view of integrating the latest developments, in respect of weaknesses as well as remedies
and/or improvements. It would also be advisable to ensure that too strict an application of the
new provisions, cracking down on circumvention of the technological measures used to protect
works, does not prevent cryptography and information security researchers from testing
security technologies, researching possible attacks and bringing these to the knowledge of the
scientific community.

 
Finally, two areas of technical research have been considered. On the one hand, it would be

interesting to consider the inclusion, from the outset, of protocols necessary for anti-virus
protection in proposals for IT architecture in the area of management of digital content. It
would also be worth studying the extent to which public key infrastructures (PKI) could be
used to support electronic rights management systems.
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 SUMMARY OF OPTIONS
 

 

 A1. Policy options for the European Parliament
 
 A1.1 Policy options for the Committee on Legal Affairs and the Internal Market
 
 - To evaluate the compatibility of electronic information and rights protection systems at

present available on the market with the legal objectives laid down by the Directive on
copyright and related rights in the information society.

 
 - To ensure that there is no contradiction between:

 - acknowledgement of the role of the 'technological measures' and
 - acknowledgement of the compulsory or optional exceptions to the right of

reproduction and communication defined by the Directive.
 
 - To monitor the Member States' application of the provisions of Article 6.4 of the

Directive (concerning 'appropriate measures' in order that the beneficiaries of exceptions or
limitations on copyright can take advantage of these despite the use of technological measures)
and to encourage the gradual harmonisation of national measures taken on this basis.

 
 - To study, at the time of incorporation into national law, the compatibility of the

transposed provisions of the Directive on copyright with those of several earlier Directives,
notably:

 
   - the objectives of Directive 95/46/EC of 24 October 1995 on the protection of

individuals with regard to the processing of personal data;
 
    - the provisions of Directive 2000/31 on electronic commerce (particularly Article 4

relating to service providers);
 
 - the provisions of Directive 98/84/EC of the European Parliament and the Council of

20 November 1998 on the legal protection of services based on, or consisting of, conditional
access.

 
 

 A2. Policy options for the European Commission
 
 A study of piracy and fraud
 - To carry out a study, coordinated for example by European Community working parties

specialising in cybercrime issues, to give a financial assessment of the volume and cost of
digital piracy.

 
 - To specify, in the sphere of CD/DVD piracy, the geographical areas where infringement

risks are high.
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 - To link this study with other studies on electronic payment fraud. To specify clearly the
methodology adopted to reach the study's conclusions.

 
 - To assess, in terms of cost, the repercussions of the industry's estimates of the present

level of fraud on the retail prices of digital products.
 

 - To assess the possible repercussions of certain solutions advocated for combating piracy
on consumers' individual freedoms,

 
 Coordination of security policies
 - To coordinate programmes relating to the security of digital content commerce and public

and national Internet security policies.
 
 Fund - R & D
 - To establish an investment fund specifically intended to support innovative projects and

start-ups in the sphere of multimedia security.
 
 - Research and Development and European networks. To encourage research and

development in the sphere of multimedia security, encouraging an interdisciplinary approach.
 
 - To study to what extent the provisions for a crack-down to be adopted by the Member

States to ensure legal protection of the technological measures and rights-management
information systems (under Articles 5 and 6 of the Directive) could cause problems for
academic research into systems security.

 
 - To make use of the complementary nature of Community aid and national and regional

incentive schemes.
 

 Standardisation
 - To promote an active standardisation policy for security technology on a European scale,

taking account of concrete proposals issued by industrial and academic circles, as well as by
organisations representing information system users.

 
 Legal studies
 - To conduct legal studies into the new kinds of contractual relationships resulting from

secure commerce in digital content.
 
 
 
 

 A3. Technological options on an operational level
 
 - To review the standards and the proposed global measures for secure management of

digital content on the Internet.
 
 - To draw a distinction between proprietary standards which could lead to monopolistic

positions and standards derived from a consensus between industrial, academic and
government representatives and to promote solutions which allow interoperability between the
various systems.
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 - To identify the 'essential patent' holders and assess their willingness to negotiate operating

licences.
 
 - To recommend technical studies on the security of existing or proposed systems. To

distinguish between open and closed approaches, within the meaning of Section A3.
 
 - To consider setting up, in connection with the proposed European standardisation

mentioned in Section A2, a challenge on protocols likely to be standardised at this level.
 
 - To ensure that a watch is kept on developments in multimedia security technology.
 
 - To evaluate the feasibility of computer virus filters which are compatible with the formats

of the data processed.
 
 - To study the conditions of technological 'convergence' between digital rights management

(DRM) and public key infrastructure (PKI) systems.
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 SECTION A: OPTIONS
 

 
 

 A1. Policy options for the European Parliament
 
 
 A1.1 Policy options for the Committee on Legal Affairs and the Internal Market.
 
 
 To evaluate the compatibility of electronic information and rights protection systems at
present available on the market with the legal objectives laid down by the Directive on
copyright and related rights in the information society.
 
 
 Several articles of the recently adopted Community Directive on the harmonisation of certain
aspects of copyright and related rights in the information society, of April 2001, include
provisions which are likely to influence the use of systems for the electronic protection of
intellectual property rights in digital content.
 
 Firstly, it is particularly necessary to examine the way in which this text proposes to apply the
provisions of Articles 11 and 12 of the WIPO Copyright Treaty of 20 December 1996.
 
 It should in fact be noted that Article 6.3 of the Directive defines the 'technological measures'
(specified in Article 11 of the WIPO Treaty) as 'any technology, device or component that, in
the normal course of its operation, is designed to prevent or restrict acts which are not
authorised by the rightholder of any copyright or any right related to copyright as provided
by the law or the sui generis right provided for in Chapter III of Directive 96/9/EC.
Technological measures shall be deemed effective where the use of a protected work or other
subject-matter is controlled by the rightholders through application of an access control or
protection process, such as encryption, scrambling or other transformation of the work or
other subject-matter or a copy control mechanism which achieves this protection objective'.
 
 This definition appears to cover the various technological methods which are at present
developed and tested on the market, namely cryptography (comparable with 'encryption' in this
Article), watermarking (which can be compared with 'scrambling or other transformation of the
work or other subject matter'), and the various protection mechanisms against illicit copies
(which come under the generic term 'copy control mechanism'). It is advisable, nonetheless, to
ensure that this definition, which at the moment appears to correspond with the present state-
of-the-art technology on the subject, is also wide enough to cover the protection of new
technological methods - at present still experimental - which may be used by the rightholders
and distributors of digital material in the years to come.
 
 Similarly, Article 7.2 of the proposal defines what Article 12 of the WIPO Treaty calls 'rights-
management information' as 'any information provided by rightholders which identifies the
work or other subject-matter protected' and as 'information about the terms and conditions of
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use of the work or other subject-matter' or 'any numbers or codes that represent such
information'.
 
 Here again, it is important to be sure that this definition remains consistent with the
technological mechanisms at present developed and tested to link the protected data with
information on the rights attaching to it. In particular, checks must be carried out to ensure
that this definition is not incompatible with the use of a watermarking process (which seems to
be the case) or the use of an 'electronic signature', which, according to the definition provided
by Directive 1999/93/EC of 13 December 1999, is 'data in electronic form which are attached
to or logically associated with other electronic data and which serve as a method of
authentication'.
 
 Examination of these definitions and the legal effects attached to them by the Directive should
lead the European Parliament's Committee on Legal Affairs to pay specific attention to three
issues:
 

• compatibility between the use of 'technological measures' and the acknowledgement of
exceptions to copyright;

• compatibility between the use of 'technological measures' and 'rights-management
information' systems and the provisions of the Directive on the protection of personal
data;

• compatibility between the new Directive's provisions concerning the protection of
rights and those of Directive 2000/31 on electronic commerce and the responsibility of
service providers.

 
 To ensure that recognition of the role of 'technological measures' (Article 6) does not
involve practical effects which would conflict with the compulsory or optional exceptions
to and limitations on reproduction and communication rights specified in Article 5.
 
 
 For the sake of consistency with traditional copyright principles, Article 5 of the Directive
provides exceptions to exclusive copyright on digital content. Article 5.1 specifically provides
a new exception relating to 'transient and incidental' on-line technical copies .... 'which have
no independent economic significance', (more specifically cache memory copies and those on
proxy servers), whilst Articles 5.2. and 5.3. provide Member States with the option of several
additional exceptions. It is specifically observed that these include 'reproductions on any
medium made by a natural person for private use and for ends that are neither directly nor
indirectly commercial, on condition that the rightholders receive fair compensation' (Article
5.2b, which corresponds, allowing for a slightly different formulation, to the exception already
existing in French law under Article L.122-5 2° of the Code of Intellectual Property), the right
of quotation, (Article 5.3 c-d, corresponding to Article L.122-5 3° of the same French law), in
addition to 'reproductions on paper or any similar medium, effected by the use of any kind of
photographic technique or by some other process having similar effects, with the exception of
sheet music, provided that the rightholders receive fair compensation' (Article 5.2a).
 
 The majority of these provisions only allow traditional exceptions for the benefit of users to be
maintained, and each Member State will have a wide freedom of choice in this respect, since
the implementation of nearly all these exceptions remains optional.
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 It is consequently worth examining the extent to which the implementation by the distributors
and the rightholders of technological measures for the security of digital content may risk
making some of the exceptions proposed in Article 5 impossible to exercise in practice.
 
 
 Admittedly, in accordance with the principles of the 1996 WIPO Treaty, the legal protection
given by the new Directive to the technological measures should only apply when these are
implemented to protect copyright, which implies that this legal protection would cease to be
effective when a technological measure is used to impose a constraint on the user which is not
justified by copyright (this is the interpretation given by Prof. André Lucas [86b] and Prof.
Alain Strowel [51]). The final wording of Article 6 is not, however, as explicit and the example
of the American Digital Copyright Millennium Act (DCMA of 1998) shows that it is possible
to conceive of two categories of technological measures: those which are restricted to
prohibiting acts infringing copyright and those which make it possible to restrict any form of
access to content, independently of copyright rules. Furthermore, it is known that certain
technological systems for the protection of rights, particularly copy control systems, can have
the effect of technically preventing certain forms of quotation, copying or printing, even for
private use (an example is the practice used by publishers of electronic documents of the
'e-book' type, which does not allow the text to be printed but only read on the screen, thus
removing the option of making a hard copy for private use by means of a simple technical
program). This is why some legal experts worry about the risk of a shift from a system
protecting and managing intellectual property rights to a system managing the right of access
to information (cf. Séverine Dusollier in [51], also [103]).
 
 
 From this point of view, care should be taken when applying and implementing the penultimate
paragraph of Article 6.4 of the Directive, relating to 'works or other subject matter made
available to the public on agreed contractual terms in such a way that members of the public
may access them from a place and at a time individually chosen by them'. This provision
appears to exempt 'on-demand' distribution systems from any form of respect for the
exceptions provided in Article 5.
 
 
 The factor which appears to justify this approach lies in the existence of an explicit contract
between the consumer and the distributor, a contract which could make provision for the
consumer relinquishing the right to exercise one or other of the exceptions specified in Article
5. Such recognition of contractual freedom in this field does, however, give rise to criticism.
For example, the European Consumers' Organisation (BEUC) states that the result of this
provision would be the prevalence of the contractual clauses over all the exceptions to
copyright stipulated by law ...... The consumer would no longer be in a position of strength
and it would be entirely a matter for the rightholder to determine what a specific work may be
used for. Consumers' rights will consequently be determined by technology rather than by
democratic decision [57b]. For some legal experts, this criticism is also justified in principle, in
that they consider that a contract alone cannot set aside the application of legislative provisions
favourable to users (cf. specifically [73]). More generally, it appears that this issue has no
connection with the legal definition finally to be given by national legislation to the provisions
of Article 5 of the Directive (which cautiously talks of exceptions and limitations, without
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attempting to choose between conflicting legal views). Either there will simply be exceptions
(which can easily, it appears, be waived by contract), or there will be true statutory limitations
(which could imply that the law would lay down true limits to the exercise of copyright, which
could not be infringed by the parties by contractual methods alone) (cf. specifically [102]).
 
 To monitor the Member States' application of the provisions of Article 6.4 of the
Directive (concerning 'appropriate measures' in order that the beneficiaries of
exceptions to or limitations on copyright can take advantage of these despite the use of
technological measures) and encourage the gradual harmonisation of national measures
taken on this basis.
 
 Article 6.4 of the Directive seeks to resolve potential conflicts between technological rights
protection and the exercise of exceptions to these rights, by providing that 'Member States
shall take appropriate measures to ensure that rightholders make available to the beneficiary
of an exception or limitation provided for in national law in accordance with Article 5(2)(a),
(2)(c), (2)(d), (3)(a), (3)(b) or (3)(e) the means of benefiting from that exception or limitation
to the extent necessary to benefit from that exception or limitation and where that beneficiary
has legal access to the protected work or subject-matter concerned' and that, concerning the
exception relating to reproduction for private use (provided under Article 5.2(b), 'a Member
State may also take such measures in respect of a beneficiary of an exception or limitation
provided for in accordance with Article 5(2)(b), unless reproduction for private use has
already been made possible by rightholders to the extent necessary to benefit from the
exception or limitation concerned and in accordance with the provisions of Article 5(2)(b)
and (5), without preventing rightholders from adopting adequate measures regarding the
number of reproductions'.
 
 These provisions could therefore enable certain Member States to take national measures
imposing possible changes to certain of the distributors' and rightholders' commercial practices
based on security systems. There is, however, a risk that if each Member State's requirements
on the subject are inconsistent or even contradictory, this safeguard clause, although arguably
justifiable, may not solve the problem (particularly in view of the fact that there are various
ways of interpreting and assessing the scope of Article 6).
 
 Particular attention should, therefore, be given to potential national decisions implementing the
provisions of Article 6.4. As it stands, very strong differences between the various Member
States in this respect may possibly create an unsuitable legal context for the use of electronic
rights-management systems in Europe (because it would be very difficult for a single system to
respect the conflicting constraints imposed by different countries).
 
 This is the main reason why, when the draft directive was discussed, the distributors'
representatives wanted this provision re-examined, at the minimum with respect to an
examination of the impact of the measures proposed by each Member State and their
compatibility with the Internal Market (IFPI position [9]).
 
 In the absence of a clear definition by the Community legislator of the limits beyond which it
could be considered that technological security measures may prevent the Member States from
retaining, for the benefit of the end users, some of the exceptions provided in Article 5, it is
now worth examining the directions which may be taken by future harmonisation.

 



SECURITY TECHNOLOGIES FOR DIGITAL MEDIA

13 PE 296.705

 To study, at the time of transposition into national law, the compatibility of the
transposed provisions of the Directive on copyright with those of several earlier
Directives.
 
 The provisions of the new Directive on the harmonisation of certain aspects of copyright and
related rights in the information society form part of a complex Community legal mechanism,
within which earlier texts have already laid down rules applicable to certain aspects of the use
of technology for rights security and protection in the information society.
 
 The following three Directives should be specifically mentioned, as including provisions which
the Member States should take into account when transposing those in the new Directive on
copyright in the information society:

 
   a) Directive 95/46/EC of 24 October 1995 on the protection of individuals with regard to

the processing of personal data;
 
    b) Directive 2000/31 on electronic commerce;
 
 c) Directive 98/84/EC of 20 November 1998 on the legal protection of services based

on, or consisting of, conditional access.
 

 
 a) To examine under what conditions the means of identifying and authenticating
protected works and their users (particularly through implementation of the 'rights-
information' systems and 'technological measures' provided in the Directive) remain
compatible with the objectives of Directive 95/46/EC of 24 October 1995 on the protection of
individuals with regard to the processing of personal data.
 
 
 Though 'rights-management information' systems are based solely on the identification and
authentication of digital material, it is logical to assume that a high proportion of security
architectures designed to protect digital material against unauthorised copying will require user
identification or authentication. This more or less total identification could consist of a simple
identification code linked with a password or could comprise more reliable identifying factors,
such as the machine used or the user him/herself (for example, by using public key digital
certificates or external means of authentication, such as a smart card or other form of
electronic token). This reliable identification of the users and uses (in other words the content
used and the use made of it: reading, hearing, copying, printing, etc) will be required in
particular when the distribution of digital content requires on-line payment (for example, the
on-line purchase of digital material or any type of 'pay for use' system).
 
 
 Consequently, the joint implementation of 'technological measures' and 'rights-management
information' systems, within the meaning of the new Directive and the 1996 WIPO Treaty,
must very frequently lead to the on-line content distributors 'processing personal data' which is
subject to the provisions of Directive 95/46/EC of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such
data.
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 This latter Directive specifically subjects the legitimacy of such processing to certain conditions
defined in Article 7. For the distribution of digital content, it appears that there is a choice of
three conditions:
 

• the data subject has 'unambiguously given his consent' (7a);
• the gathering of personal data (in other words the identification and storage of data

enabling direct or indirect identification of the user) is 'necessary for the performance of
a contract to which the data subject is party or in order to take steps at the request of
the data subject prior to entering into a contract';

• this processing is 'necessary for the purposes of the legitimate interests pursued by the
controller or by the third party or parties to whom the data are disclosed'.

Although it is considered that there will normally be no difficulty in assuming either that the
user has given his consent to identification (through an explicit request) or that this
identification is an essential preliminary to the conclusion of the contract providing and
distributing the digital content, or even that preventive measures against piracy and
infringement form, in themselves, a legitimate objective which justifies such processing by the
distributor or the rightholder, it is important not to omit to check that the other conditions laid
down by the Directive are met when implementing measures for the technological protection
and rights-management of digital content.

Amongst these other conditions, particular attention should be paid to the data subjects' right
of information, as provided in Article 10 of the 1995 Directive, their right of access to
information relating to them, as provided in Article 12 and - above all - exercise of the data
subjects' right to object, as provided in Article 14, which comprises more or less extensive
procedures, depending on the case.

b) To assess the compatibility between the Directive on the harmonisation of certain
aspects of copyright and related rights in the information society and the provisions of
Directive 2000/31 on electronic commerce, with particular respect to the provisions of
Section 4 concerning the responsibility of service providers.

Directive 2000/31/EC of 8 June 2000, on certain legal aspects of information society services,
in particular electronic commerce, gives a precise and restrictive definition of the terms under
which a 'service provider' (within the meaning of this Directive) shall not incur liability for the
transmission (Article 12) and/or storage (Article 13) of the data supplied by a user of on-line
services.

Furthermore, Article 5.1 of the new Directive on the harmonisation of certain aspects of
copyright and related rights in the information society provides that transient or incidental
copies made when transmitting data on line form a compulsory and automatic exception to the
application of copyright. Consequently, inasmuch as an unauthorised copy of digital content in
itself constitutes illegal content, the handling of which could incur liability, a broad
interpretation of Article 5.1 is sufficient to exempt on-line service providers from any liability
regarding a possible infringement of digital content, including when they do not respect the
terms of Article 12 and 13 of Directive 2000/31.
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This therefore means that adaptation of the exception provided in Article 5.1. should be carried
out in such a way that it does not prevent the combined application of the statutory provisions
under Articles 12 and 13 of Directive 2000/31.

c) To assess the compatibility between the Directive on the harmonisation of certain
aspects of copyright and related rights in the information society and the provisions of
Directive 98/84/EC of 20 November 1998 on the legal protection of services based on, or
consisting of, conditional access.

Directive 98/84/EC of 20 November 1998 on the legal protection of services based on, or
consisting of, conditional access (adopted within the context of the growth of paying
audiovisual services) was the first to make provision for the use of security tools to protect
certain services within the information society. It therefore includes provisions covering the
legal protection of such systems against the manufacture and sale of 'any equipment or
software designed or adapted to give access to a protected service in an intelligible form
without the authorisation of the service provider'.

Inasmuch as the distribution of digital content protected by law may constitute an information
society service which is protected by the provisions of this Directive, it is worth ensuring that
the combined application of these provisions and of those resulting from the adaptation of
Articles 5-7 of the new Directive on copyright is free of any inconsistency.

One of the methods proposed by legal experts (cf. S. Dusollier in [51]) for combining these
two texts without inconsistency would be to apply the provisions of the 1998 Directive to all
means of controlling access to on-line services (including those distributing content which is
copyright protected) and to restrict the application of the provisions of Article 6 of the new
Directive on copyright to legal protection of systems for controlling the use of copyright
(particularly copy protection systems).

A2. Policy options for the European Commission

To examine and analyse digital content piracy and fraud

There are several natural motives for the development of digital media security; we have
specifically identified the following: the scale of the piracy, in terms of volume and cost, the
emergence of products facilitating the exchange of digital data and the risks this involves, and
Internet transaction fraud.

a) To assess the scale of the volume and cost of digital piracy and specify the
geographic areas where risks of CD/DVD piracy are the highest.
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The authors consider that it would be very useful to look at this aspect on a regular basis.
Ideally, answers should be found to the following questions:

- What is the financial estimate of the volume and cost of digital piracy worldwide (music,
videos, etc) ?

- Is there any precise idea of the geographic areas where the risks of CD/DVD piracy are
high?

The first question covers at least two aspects, these being physical media of the CD/DVD
type and purely digital data available on the Internet.

Recent years have seen the emergence of technological services facilitating the
sharing/exchange of files in certain formats, such as the Napster software for music files, and
Gnutella for files with more general formats, particularly video formats.

Very briefly, with regard to musical works, this software acts as a search engine for files of
specific formats, a typical example of which is an MP3 file. This is a compression format,
known to specialists as MPEG1 Layer 3. Other compression formats are also in the process of
production, such as Thomson's MP3Pro format, Microsoft's Windows Media, Universal's Blue
Matter and the Vorbis project initiated by the open software community.

Software of the Napster type lists MP3 files available on the web and uses central servers
to process requests, unlike the Gnutella software. The latter transforms your computer, once it
is connected to the Internet, into a client-server station. The Internet users' various computers
then form a file exchange network (gnutellaNet) based on a computer-to-computer
architecture. It also allows files of various formats to be processed (such as the video formats
AVI, MPEG, DivX, etc, image formats GIF, JPEG, etc, or the sound formats WAVE, MP3,
etc).

One of the properties of this software is that it does not in principle exclude improper use.
It is thus easy to download works without the rightholders receiving royalties. The practical
difficulty lies in the decentralisation of piracy which is produced. Wide-scale abuse could also
have significant repercussions upon the CD/DVD retail market.

One option for the European Commission may be to answer the two questions by
commissioning a study by experts (working if necessary with European working parties
specialising in cybercrime issues) and to update the results on a regular basis.

Such a study should clearly specify the methodology used and differentiate between what is
actually proved and what is suspected. Evidence should be provided for figures put forward,
either in terms of global piracy or in terms of the level of production of pirated digital media
per country. It would be useful to coordinate or exchange results at this level between this
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study, the work of directly involved industry representatives (such as those associated through
organisations such as IFPI, EDIMA and EACEM) and national studies carried out, where
relevant, by the authorities of the various countries concerned.

b) To assess the level to which the loss of earnings resulting from fraud, by the
industries in the sector, is included in the retail price of their products. To assess the
repercussions of certain anti-piracy solutions on the level of consumers' individual
freedoms

We consider that, at this stage, at least two aspects should be studied by the European
Commission and decisions made where necessary.

The first relevant issue relates to assessing the indirect economic repercussions of
fraudulent practices on consumers. In other words, the level at and the way in which
enterprises who are victims of fraud (notably the content producers and distributors)
compensate for the effects of such fraud through their pricing structure and the sales
conditions offered to their customers.

In this respect, one option for the European Commission would be to ask representatives
of the industries concerned to state the practical effects of their piracy estimates on price
levels. Is there, within the retail price of a CD, a DVD or the sale on the Internet of digital
data, a sum intended to cover the loss of earnings caused by estimated piracy, on the one hand,
and/or estimated Internet transaction fraud on the other?

A second aspect relates to the potential consequences, for consumers' individual freedoms,
of certain anti-piracy solutions.

It is observed that some associations, for example EFF (Electronic Frontier Foundation)
are very aware of these aspects and that certain advanced hardware protection solutions (for
example, the Group 4C's Content Protection for Recordable Media - CPRM) – for this reason
– encounter difficulties with the standardisation bodies.

To coordinate programmes relating to the security of digital content commerce and
public and national Internet security policies.

The issues surrounding the security of digital content commerce, which is the subject of this
study, should not be approached entirely independently of other issues relating to information
systems security.

The technological and economic conditions under which intellectual property protection tools
will develop will, in fact, be determined by the state of information infrastructure and security
rules which are available and are accepted by the market.

One of the significant examples relates without doubt to electronic signatures and public key
certificate systems. This technique represents one possible way of developing the security of
digital content. Its use in this field does, however, depend largely on the way these signature
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certification systems develop in Europe and on the legal and technological environment
supporting them. The initiative undertaken by the European Union in this field, beginning with
Directive 1999/93/EC of 13 December 1999, will thus have significant indirect effects on the
security methods for digital content in Europe.

At the meeting of G8 experts in Berlin on cybercrime, in October 2000, the German Minister
of Justice, Ms Daeubler-Gmelin, rightly stressed the fact that intellectual property protection
issues formed an important aspect of digital network security.

We therefore suggest that the issue of security for electronic commerce (particularly for digital
content) should be studied – on both a political and administrative level – in close relation to all
the information security issues (including aspects of the fight against cybercrime) which are
being tackled by specialist working parties at the Council of Ministers of the European Union
and within other international cooperation bodies, such as the Council of Europe and the G8.

To establish an investment fund administered by the EIF in liaison with the EIB, aimed
at financing European innovative projects and start-ups in the multimedia data security
sector.

We suggest that the Commission should encourage investment and the development of
venture capital in this field.

On a practical level, one option for the European Commission could be the establishment
of a well-endowed European fund for innovative projects and start-ups in this field.

This fund could be integrated within the European Investment Fund, in liaison with the
European Investment Bank (EIB), particularly under the latter's 'Innovation 2000 Initiative',
which specifies certain lines of investment.

In this way, centres of excellence would initially be established in Europe in accordance
with European political guidelines. Based on these centres, the fund could work on several
levels:

- invitations to tender, with a committee of experts assessing the bids and selecting the
successful candidates;
- it is also possible that the committee of experts should consider unsolicited proposals
arising from the rapidity of technological development;
- a project monitoring initiative should obviously be established, in order to assess whether
the selected projects are correctly conducted and the aims achieved;
- this committee of experts should also be responsible for technological surveillance, in
view of anticipating developments in the sector and thus assisting the Community
institutions regarding definition or reassessment of the centres of excellence referred to
above. This surveillance would also permit the establishment of a Community base of
technological know-how.
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The issue of fund allocation could be solved in the following way:

Firstly, the results of the studies suggested in the above section would enable the amount
allocated to be specified, as well as the principal contributors, which we believe should be
those industries most at risk.

Secondly, one of the aspects which we believe the European Commission should discuss
with the content distributors should relate to estimated forecast income from CD/DVD sales
and on-line sales. The outcome would constitute a second factor in calculating the level of the
fund and the sectoral allocation of fund investment.

To encourage the establishment of interdisciplinary research networks in the field of
multimedia security and clarify the conditions for carrying out research into
cryptography and information security.

The field of information system security appears to be one of the priorities of the European
Commission's DG for the Information Society, if one looks at the document published by this
DG on 8 January 2001. Studies are in fact planned on electronic signatures, trends in the
market and security technology in Europe, as well as the future prospects for a safer Internet.

It seems to us to be essential to encourage European research and development in these
fields, by promoting the emergence of European research networks on security, covering
certain aspects specifically aimed at content protection inspired by the RACE, RACE2 and
ACTS programmes within the previous programmes, in addition to some mentioned in the fifth
framework programme, in the part devoted to information society technology (Key Action II -
New Methods of Work and Electronic Commerce, II.4: Information and Network Security and
other Confidence Building Technologies).

We believe it is, however, important to encourage an interdisciplinary approach in these
networks and thus involve specialists in the areas of sociology, technology, politics, diplomacy
and law. These networks should allow a very flexible form of alliance between academics and
representatives of the industries concerned. One of the consequences could be the
encouragement of initiatives in the sphere of education and training, in view of favouring the
emergence of new professional profiles adapted to the development of the sector.

It also seems important, in view of recent developments, to clarify the conditions under
which researchers (particularly in the university world) are able to continue to carry out their
security experiments without the risk of contravening statutory provisions curbing the
circumvention of technological measures and rights-management systems.

In particular, it would be worth studying how far the punitive measures which the Member
States will have to adopt to ensure legal protection of technological measures and rights-
management systems (under Articles 5 and 6 of the Directive) could hinder academic research
into systems security. Recent disputes in the United States based on the provisions of the
Digital Copyright Millennium Act (DCMA) have in fact shown that the academic publication
of attack details (such, for example, as that relating to the work carried out by Prof. Felten's
team in Princeton under the SDMI challenge [50] could be considered to be equivalent to
disclosing ways of circumventing a security system (such as the distribution of DeCSS - a
means of circumventing DVD security - which formed the subject of legal proceedings under
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the DCMA). There has not yet been a similar case in Europe, but the potential conflict between
a strict application of criminal law and the need to allow researchers and security testing a level
of freedom has already been highlighted by the conviction in France of the engineer Humpich
for having used a fraudulent bank card in an automatic ticket machine, as demonstration of his
ability to circumvent some of the cryptographic security of French bank cards to 'forge' a false
card.

The new Directive has already indicated the direction taken on the subject by specifying in
its Recital 48 that the legal protection granted to technological measures under its Article 6
'should not hinder research into cryptography'. Such peaceful coexistence between academic
research and repressive measures designed to protect technological rights-management devices
remains, however, to be implemented on a practical level.

One possibility might be to organise cooperation between the organisations defending the
rightholders and the industry on the one hand and the representative scientific bodies on the
other, with the aim of establishing methodology and rules of fair practice with regard to
systems attack, cryptoanalysis and security testing. The conditions under which the results of
attacks could be published would be one of the sensitive subjects to be thus dealt with.

Such a charter could serve as a basis to assess the conditions under which an attack
revealed to the public could form the subject of legal proceedings against its authors. Unless
this problem is completely solved, such a provision could result in deterring and discouraging
R&TD in information security in Europe.

To promote an active standardisation policy for digital content security technology on a
European scale.

It seems that one of the fundamental issues relating to the effective use of security technologies
in Europe is standardisation policy. The great majority of these technologies in fact only have a
significant economic effect when they are used on a wide scale and when they are recognised
and implemented consistently at all levels of the digital content distribution and marketing
chain.

It is, therefore, essential that some of these technologies be accepted and recognised by the
various communities of players in the information society, such as content providers, on-line
distributors, distributors of off-line products, software suppliers, manufacturers of electronic
equipment and end users.

It is also known (as a result of experience gained in other fields and particularly through the
Internet) that the most durable technology, which is most likely to be used, is technology
which is the most rapidly acknowledged by the largest number of players. In many cases, in
fact, the technology which has become the market reference has not been the technology with
the best intrinsic quality, but technology which has entered, and been most quickly integrated
into, the various levels of the chain (particularly in software and basic network equipment, such
as navigators, servers, routers, etc).
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It is, furthermore, known that the traditional approach to security systems (particularly in
Europe) has always been hesitant about standardisation (on the basis that secrecy and
proprietary architectures not known to the public are still in principle the best protection
against attack and piracy). Consequently, it seems to us even more important for the
Community political bodies to stress the need to develop a concerted and active European
standardisation policy.

The model for this could be the ETSI, which - with regard to telecommunications - has enabled
Europe to set several major technological standards (such as GSM for the first generations of
mobile phones), simultaneously mobilising the European industrial and technological fabric in
this sector. In order to reproduce this industrial impetus and to encourage the market to
choose common and coherent technical solutions in the same way at Community level, it could
be useful either to create a European standardisation body devoted to information security
issues (which would take over knowledge already obtained in other areas of security, such, for
example, as the 'common criteria for the assessment of information technology security'
adopted in 1998 between the Europeans and the Americans) or to strengthen working parties
dedicated to digital security within ETSI itself.

To conduct legal studies into the new kinds of contractual relationships resulting from
digital security.

One of the conclusions of our study is the importance of the link which will be inevitably
formed between the features of security technologies used in the protection of digital content
and the nature of the legal relationships which will be forged between the various links in the
content distribution chain. To some extent, it is confirmed that there will be a close relationship
between the technical and legal architecture, particularly on a contractual level (contracts
between rightholders and distributors, contracts with Internet users, possible contracts with
third-party associations responsible for security in such areas as certification, etc).

By way of example, one of the delicate issues in this respect concerns the possibility of
contractually limiting (between the distributor and the customer/Internet user) the traditional
rights governing the user's right to the intellectual property (particularly rights to short
quotation and copies for private use). Similarly, electronic contracts (of the on-line 'click wrap
contract' type or the 'wrap-licence' type for off-line digital media) should be examined in detail
to find a way of fulfilling the requirements which will arise from intellectual property rights in
respect of specifying the nature and extent of the rights transferred and the expression of
informal consent.

Initial work (some of which has been financed by the European Union) has been carried out on
the legal and contractual aspects of the Electronic Copyright Management Systems (ECMS),
such as the work of the European Copyright User Platform (ECUP) or the Imprimatur study.
Much, however, remains to be done in this sphere, particularly with respect to the new security
technologies (public key certificates, watermarking, etc) which are now becoming available.

It is, therefore, important to carry out, alongside the technological studies, legal studies of the
new types of contractual relationships arising from secure commerce in digital content.
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A3. Technological options on an operational level

To carry out regularly updated studies on the standards in force. To specify, where
relevant, standards which may give rise to monopolistic positions. To suggest technical
studies of the security of the proposed systems. To take account of conditions under
which challenges intended to confirm a given technological approach may take place.

With regard to techniques for the protection and marketing of digital content, the two
principal available basic technologies are cryptography and steganography (more specifically
the tagging of information, known as 'watermarking').

To put it briefly, a basic principle is that, with both cryptography and watermarking, a level
of security is quantified. One measurement is, for example, the number of MIPS/year needed to
reduce this level of security. Basically, there is no point in spending a million euros to obtain by
extensive research ('brute force') an RSA algorithm secret key (see below) if this allows a
financial return which is in fact lower than a million euros. In the sphere of watermarking
technology, which is used to 'tag' digital information (in practice photograph, video and sound
files), the usual aim of attacks is to remove the watermark. In this case, the commercial value
of the file should be taken into account.

The traditional aim of watermarking techniques is that they should be sufficiently robust
(although non-robust watermarks may be useful as markers) to ensure that the watermarked
files available on the Internet are resistant to various forms of processing (such as compression,
which is often used for this type of format) and remain present, or, if not, that the data gained
from attack will no longer be commercially exploitable.

With regard to the establishment of standards and the assessment of the security of the
technological proposals, it seems to us that there are two divergent approaches: one favouring
cryptography (including increasing numbers of cryptographic industry representatives) and the
other, made up of a significant number of industrial representatives, showing an interest in
watermarking technologies.

As it stands, the 'cryptography' community (namely the professionals in this sphere from the
academic, industrial and military worlds) is now - and this has not always been the case - far
from it! - a follower of the saying (known as the Kerkhoff principle) 'security by obscurity is
no security'', in other words that to base the security of a cryptographic protocol on the
obscurity which surrounds the algorithms used is considered as a general rule to be useless
(risks of leakage) and dangerous (risks of gaps in security). Standards such, for example, as the
IEEE-P1363 standard on public key cryptography, or the future Advanced Encryption
Standard (AES, which will almost certainly be the new name for the Belgian Rijndael
proposal), from the NIST, have been and still are the subject of a fully open debate which has
gone on for several years. Also, several enterprises have proposed cryptographic challenges to
anyone to break the described protocols. In these challenges, the protocols were described in
detail, the parameters (obviously with the exception of the secret key) were also available, and
the time given very reasonable (several months, years, or for as long as the challenge remained
open).
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By way of comparison, the SDMI (Secure Digital Music Initiative, a large conglomerate
associating professionals in consumer electronics and computer science and music producers)
launched a competition called Hack SDMI on 15 September 2000. This was a challenge to
attempt to remove the security which SDMI had placed on musical files. The competitors had
until 7 October 2000 to meet the challenge and had no prior information on the technologies
used.

The partial attack disclosed by two French researchers led them to believe that in this
particular case the SDMI system protection did not rest solely on the secret element (the
key, as in any cryptographic system) but also on the secrecy surrounding the algorithms
used, which did not correspond to a satisfactory protection standard (cf. [49]).

Such comments should be taken into account to give rise to a genuine and effective
independent assessment of security technology, with the dual aim of offering both rightholders
and users a high-level guarantee of security.

We therefore suggest:

- reviewing the standards and the proposals for global models of secure management of
digital content on the Internet; drawing a distinction between proprietary standards which
could give rise to monopolistic situations and standards arising from a consensus between
representatives of the worlds of industry, academics and government;

- contemplating the establishment of a challenge, in conjunction with some of our proposals
in Section A2, under conditions to be defined, on the protocols likely to be standardised on a
European level and then following up this work in order to include the latest developments,
with regard to weaknesses as well as remedies and/or improvements.

To conduct a study into industrial property in the sphere, identifying the holders of
'essential patents', assessing their willingness to reach agreement and negotiate
operating licences on a reasonable and non-discriminatory basis favourable to the
harmonious expansion of this market, taking specific account of the final costs to the
user.

Experience acquired in other areas (particularly in that of digital mobile phone technology)
demonstrates that the technological choices to be made should take into account the position
of industrial property covering the selected technologies. There are, at present, no areas of
experimentation and technological development in which the enterprises concerned are not -
prior to their productions and their contributions to the standardisation process - filing patent
applications to protect certain critical aspects of the technologies they are developing.

Technological choices are, therefore, frequently made in favour of a type of system (or a
type of architecture), which subsequently place the final users (and also the intermediaries:
distributors, service providers, etc) under an obligation to use technology which is partly or
totally proprietary and thus respect and pay for industrial property rights belonging to certain
enterprises.
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Although there is nothing particularly unusual about this prospect in itself (since it is
legitimate for technological innovation and R&D investment by precursors to be remunerated
in accordance with market use), it is, however, important that rightholders of 'essential'
elements of the technologies concerned should be identified as far ahead as possible and that
they undertake to allow them to be used by all the market players and all the end users under
reasonable and non-discriminatory financial terms.

It has already been possible to assess the impact of industrial property rights in one of the
specific technical areas in which digital content security is based. This is the electronic
signature. Up until September 2000, the principal public key cryptography algorithm, 'RSA'
(Rivest, Shamir, Adleman), was covered by an American patent, the royalties being paid to the
company RSA Security. It should also be recalled that the US government's attempt to
promote a new digital signature algorithm, different from the RSADSI signature designed on
the basis of RSA encryption, named 'DSA' (Digital Signature Algorithm), and to distribute it
freely through the NIST, was thwarted by a claim to former patent rights held by a German
mathematician, Professor Schnorr (whose patent, which will expire on 19 February 2008, was
then transferred in several stages to RSA Security).

It would, therefore, be very useful to carry out an independent and preventive study on the
position of industrial ownership in the technological spheres under consideration. The objective
of this study would be to identify all the patents covering 'essential' aspects (to use the current
ETSI and ISO terminology on the subject) of the principal schemes or systems for digital
content security which are at present at the development or experimental stage.

This study would be based on two sources:

1) a search in the patent databases (in Europe, the United States and Japan) for all patent
applications published and patents issued which affect the technological fields concerned;

2) direct contact with the main technological enterprises working in the field and which have
applicable security technologies, for the purpose of having them declare patent applications
(even if not yet published) and patents which are considered to be 'essential' and which may be
applicable to potential users of the security technologies concerned.

The study would endeavour to obtain, from the holder of each patent or patent application
identified as essential (after research by engineers and industrial property specialists),
information on the operating policy envisaged for these rights (award of licences, level of
royalties, etc) and would thus give a precise view of intellectual property rights which could
influence the use of the security technologies adopted, particularly with regard to the
standardisation bodies.

To study the possible 'inclusion' of an anti-virus protocol in digital data management
architectures.
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It also seems to us to be important to bear in mind the fact that the enormous growth in the
volume of digital data distributed in the various formats, particularly on the Internet and
ultimately through UMTS licences, could unfortunately have completely disastrous side
effects. One problem is that computer viruses may be attached to digital data. This is not a new
problem, neither is it specific to the subject we are dealing with here, but there is a risk of it
developing and taking various forms depending upon the formats used. Furthermore, if this
aspect is not covered within the proposed architecture, the common reaction may be a high
level of distrust of these solutions if consumers are victims of viruses transmitted in this way on
a more or less regular basis, followed by a huge loss in legitimacy in the eyes of these
consumers.

We are, therefore, proposing specific technological studies to assess the feasibility of using
computer virus filters compatible with the formats of the processed data, and their possible
inclusion within the proposed digital content distribution and marketing architectures.

In our opinion, this would be a measure which would be easy to implement on a technical
level. It is not integrated into the architectures at present proposed but could be very useful on
a practical level. For example, within the context of the SDMI proposals (but not only these),
content which is not necessarily SDMI compatible (usually old content which precedes the
standard) should nonetheless be readable by the equipment.

To study the conditions for technological 'convergence' between electronic digital rights-
management systems (DRM) and public key infrastructure (PKI)

With the incorporation of the Directive on electronic signatures and the adoption in most of
the Member States of electronic signature legislation, it is very likely that public key
infrastructures (PKI) will develop and become one of the technological supports for electronic
commerce and on-line services.

We think that the technical conditions under which it would be possible to use public key
infrastructure (and the certificates which will be distributed to users of on-line services) to
encourage the implementation of content security and electronic rights-management systems
should now be studied.

The stakes involved in this are high. We in fact know the legal and political implications of the
use and development of electronic signature and certificate systems. Also, the available and
effective technologies in this sector are already widely standardised (e.g. X.509), by contrast
with rights-management security technologies.

It therefore appears desirable to find synergies between the problems of digital rights
management on the one hand and PKI (Public Key Infrastructure) on the other. As it stands,
the latter offers recognised services which are likely to be strongly developed in the future. It
would, therefore, appear sensible to add functions adapted to digital rights management, where
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possible, to PKI systems, in a manner which is sufficiently flexible to take account of the
various requirements. Experience shows that users will listen to a piece of music several dozen,
or even a hundred times, whereas the tendency is to watch a film only a few times, thus
expressing different needs and similarly different economic models and technological solutions.
This convergence between DRM and PKI would be linked with the concerns of OPIMA and of
MPEG 4, MPEG-7 and MPEG-21, regarding the standardisation of digital data identifiers and
the interoperability of different multimedia content management methods.

This should, therefore, be made the subject of technological research financed by the European
Union and the Member States.
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 PART B
 

 

The object of this second part is to place the various factors relating to the protection of digital
data in a more technological context.

More specifically, we shall look at security techniques as such and the corresponding
standards, covering cryptography, information tagging and integrated methods of protection
against illegal copying. We shall then describe digital rights management infrastructures, and
after having briefly looked at the controversy surrounding Napster and similar programmes, we
shall describe some of the existing global or specific approaches, as well as initiatives aimed at
compatibility between the various infrastructures proposed. This part will conclude with a
summary of the various approaches and conclusions which support the proposals and options
described in Part A. In Part C, which is technical, we shall go into greater detail concerning the
movement from the analog world to the digital world, a description of digital supports of the
CD/DVD type, data compression techniques and both cryptographic and watermarking
protection techniques. Technical terms such as JPEG, MPEG, AES, etc which are used in Part
B will be explained in Part C.

B1. Security techniques and the corresponding standards

The protection of digital data, whether it be music, video, etc, is essentially based on
cryptographic or information tagging methods. These methods of protection respond to several
requirements (see [86] for aspects connected with Echelon). We shall now describe these two
approaches, which are furthermore not mutually exclusive, specifying the degree of
standardisation and the security technology limits, as well as the existing methods for
protection against illegal copies (we shall refer to Part C concerning certain technical aspects).

B1.1. Cryptography

The aim of cryptography is to find techniques to ensure the confidentiality, integrity and
authenticity of data or of their origin. Briefly, there are two main approaches, which are not
mutually exclusive but can be harmoniously combined for a number of applications. These are
secret key cryptography and public key cryptography (see [85] and [82] for a brief report on
the AES and IEEE - P1363).

B1.1.1. Secret key cryptography

Secret key cryptography is again subdivided into two schools - 'stream ciphers' and 'block
ciphers'. Of 'stream ciphers' we would simply say here that they encode a message bit by bit.
'Block ciphers' process information in blocks. The same key is used for the encryption and
decryption of a block. The most famous of these algorithms is the DES (Data Encryption
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Standard), approved by the IPS (Federal Information Processing Standard) 46-2 of the NIST
(National Institute of Standard and Technology) in 1977.

Over recent years, DES has seemed no longer able to provide continuing security ([66]), and
the NIST has asked the world cryptographic community to consider and suggest new
algorithms responding to public criteria, in order to define the AES (Advanced Encryption
Standard, [1]). The most promising candidate is a Belgian proposal, known as Rijndael, the
only one accepted at the beginning of October 2000 for the third evaluation round. As long as
no irreparable weakness is found, it is likely that Rijndael will change its name and become
AES during 2001 (the closing date for comments is 29 May 2001 and it is possible that FIPS
status will be awarded in summer 2001).

AES will, of course, have to resist a whole battery of attacks, from differential or linear
cryptoanalysis to attacks by exhaustive research. It is, however, this type of 'brute force' attack
on DES in recent years ([66]) which led to the search for a successor.

One of the problems of secret key cryptography is key management. It is, in fact, necessary to
have as many secret keys as correspondents, which rapidly becomes very complex. One answer
to this problem is provided by public key cryptography.

B1.1.2. Public key cryptography

Using this approach, each correspondent uses not one, but two keys. One is secret (generally
known as 'private'), the other is public. For example, if Alice and Bob (these names are
standards in cryptography) wish to communicate, Alice has a private key xA and a public key
yA, and the same applies to Bob. If Alice wishes to send a message to Bob, she looks for Bob's
yB public key, uses it to encrypt the message and sends the encrypted message to Bob. A
certain function links the public and private keys, and only Bob, with his secret key xB, is able
to decrypt Alice's message. The security of these protocols is based on mathematical problems.
The P1363 project ([7]), which began in 1993 and was completed in August 2000, has, under
the aegis of the IEEE (Institute of Electrical and Electronic Engineers) standardisation
committee, standardised a certain number of public key algorithms, schemes and protocols.

B1.1.3. Electronic signatures

Electronic (or digital) signatures are used to prove data authenticity and integrity. Unlike a
manual signature, they are dependent upon the document to be signed (for technical details,
see Part C).

In practice, public key cryptography is rarely used alone, but rather in combination with secret
key cryptography. Public key protocols, although they allow the secure exchange of
information on channels which are not secure, are as a general rule 1 000 times slower in terms
of encryption/decryption than secret key protocols. The solution is to initiate a secure
communication using a public key protocol, transfer data of say 128 bits, which is perfectly
reasonable in terms of calculation time, and then use this information, which is common to the
two correspondents, as the secret key for a secret key protocol. The public key protocol is
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then replaced by the secret key protocol and the communication continues with the latter. This
is, for example, what happens with Phil Zimmerman's PGP product, which combines a public
key algorithm, in this case RSA, with a secret key protocol called IDEA, and also and more
generally in PKI architectures (Public-Key Infrastructure) used by certification authorities
(CAs, see [3], [8]), for example, which make specific use of electronic signature technologies.

B1.1.4. Certification authorities

The main task of a CA is to authenticate the possession and features of a public key in such a
way that they can be considered confidential. Once the CA is convinced that these criteria are
satisfactory, a certificate is generated containing this key and other details. This certificate is
itself signed digitally by the CA (therefore under the CA's secret key) to establish the
correlation with the possessor of the key. If the CA publishes its public key, an automatic
check can be carried out by any recipient. It is, however, necessary for the recipient of the
certificate to have confidence in the CA. All the parties must have confidence in the CA. As a
result of this, several categories of certificate can be designed. For example the public key of a
CA can be digitally signed by another CA, and thus give rise to a CA hierarchy. A public key
can also be certified by several CAs.

An example of a certificate is given below:

• Name or pseudonym of the signatory.
• Name of the CA.
• Signatory's public key.
• Algorithm, type of key.
• Profession, position in an organisation, qualifications, official documents relating to the
signatory.
• Legal limits.
• Confirmation that the true correspondents will reveal themselves (in the case of pseudonyms)
in the event of conflict.
• Certificate expiry date.

It is particularly noteworthy that these AES and IEEE-P1363 have been scientifically debated
on an open and international level. It is therefore very unlikely that there are 'trap doors' within
these algorithms themselves. Furthermore, the proposals have been evaluated over many years,
with the aim of ensuring that the new standards are durable.

One of the possible applications of these signature and electronic certification applications
could be electronic rights-management, since authentication of the content and the user could
be carried out using signatures based on public key technology. It is for this reason that we are
proposing a study into the potential prospects in this area in the coming years.

B1.2. Data tagging/Watermarking

The dual object of steganography relates on the one hand to the ability to 'hide' information in
data and thus to communicate confidentially (information hiding), and on the other hand to the
tagging of digital data (watermarking). We shall not go further here into the first aspect (see
[56], [65], [81], [89]). The second aspect has become crucial in the sphere of rights and
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content protection, the authentication and verification of integrity, document tracing (possible
meta-information, metadata), monitoring, etc (see [61], [68], [75], [76], [99], [97], [93], [72]),
and is available in various modes depending upon the application concerned (for an overall
view of the trends in this technology, see the exchange forum run in cooperation between
representatives of the industrial and academic worlds: http://www.watermarkingword.org). The
main classes of watermarks (this technical term is essential to the following description) are as
follows:

• Perceptible by human beings

• Not-perceptible by human beings: meaning invisible, if the application object is visual (e.g.
a photograph, a video) or inaudible, if it is an audio object (e.g. music).

• Fragile: the watermark can be altered/removed by simple changes to the support
(photograph, video, music, etc).

• Robust: the watermark is resistant to significant manipulations of the support. This aspect
is particularly important when compression techniques, which are considered to be
important changes to the original, are used.

• Private: the watermark can only be detected on the original support (e.g. the original
photograph)

• Public: the watermark can be detected without the original support.

One crucial aspect, when using a robust watermark system, is that the cost (financial,
technological, etc) of attacking the protective measures (for example removing the watermark
or rendering it unusable, etc) should be greater than the cost of using the product as intended.
If, in other words, in order to circumvent a protective measure (whether within the context of
watermarking or data security in general), it is necessary to destroy the economic or
commercial value of the object concerned, then the protective measure is perfectly adapted to
the requirement. In a different, but similar context, which is a good illustration of the problem,
if it is necessary to invest two million euros to break a log key on a cryptosystem and access
assets worth less than this, it would be legitimate to assume that the protection is relatively
dissuasive.

Applications relating to intellectual property, such as those developed through the European
MENHIR project, concentrate on the concept of the 'licence plate' (standards ISO 10918-3 and
ISO 10918-4), which allow a label to be attached to images, containing information such as the
source of the image, the rightholders, etc At the present stage of development of JPEG 2000,
it is not anticipated that a watermarking technique will be standardised, but instead certain
interfaces to protect content will be designed.

In most applications, watermarking tools should be robust and should provide a guarantee (the
strength of which will need to be determined) that the information added (to the image, the
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video, the sound, etc) cannot be removed, either by accidental changes to the original support
(e.g. to the original image) or by ad hoc attacks. There are, however, exceptions to this, where
it is required that the watermark should be fragile, in other words not resistant to even minor
modifications to the data.

Modifications may be made at the level of processing the signal, such for example as those
aimed at changing (in the image and video field) contrast, linear and non-linear filters, or
compression (JPEG/MPEG). Geometric modifications can also be applied to images/videos,
such as a change of scale, which results in the algorithms which add the watermark at fixed
positions failing under the force of the attack. It is also possible to remove parts of the original
information (e.g. cut a part of the image), to relocate images or videos and to carry out
rotations or reversals of the images. These various attacks are even more significant in that
they do not markedly change the quality of the information retrieved afterwards. What is more,
pre-existing watermarks in the data should not be modified by the arrival of a new watermark
(or, in a compatible manner, by retaining the data relating to the various marks, such as data
relating to the newcomer, the time of the modifications, etc).

There are several approaches which can be used alongside one another to assess the various
watermarking technologies proposed.

In the image field, one of these devices is StirMark ([90], [91], [92]), which carries out a
whole battery of attacks, mainly on photographs (adaptations are, however, possible in the
field of video, see [92], although a design specifically dedicated to video watermark attacks has
not emerged as yet).

In the audio field, the most famous evaluation initiative has come from SDMI (Secure Digital
Music Initiative [48]; see also [67] for a proposal for assessing the performance of
watermarking algorithms in the audio field). The SDMI in fact offered an Internet challenge to
six techniques for the protection of audio data (music). Of the six, four were direct
watermarking techniques and two were not. A reward of $ 10 000 was to be shared amongst
the winners, on condition that the methods of attack were not disclosed. The protection
methods used were not disclosed and the assailants had three weeks to try their luck.

Reactions to this challenge were very diverse and very strong, particularly from the Electronic
Frontier Foundation, which even called for a pure and simple boycott of the challenge.
Furthermore, a group of researchers for the universities of Princeton and Rice and the Xerox
Palo Alto Research Centre in the United States ([51]) declared that they had circumvented the
protection methods proposed in the challenge, without altering, in a way which would be
noticed by ordinary mortals, the auditory integrity or, therefore, the commercial value of the
pieces of music. The most significant criticism aimed at the SDMI challenge was, on the one
hand, that the protection techniques were not divulged and, on the other, that the time allowed
for attacking the proposals was very short.
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B1.3. Regional codes and integrated methods of copy protection

B1.3.1. DVD video regional codes

In view of controlling the release of films (this is not usually simultaneous; a film may, for
example, be released on DVD in the United States at the time it is simply released in cinemas in
Europe) and studio productions in various regions of the world, and managing the associated
distribution rights, DVD videos contain protection aimed at preventing the use of a DVD
outside their region. Each video player is given a regional code corresponding to the
geographical zone for which it is intended, the aim being that a player purchased in a given
region and identified as such by its code cannot read a DVD purchased in another region.

There are, however, DVDs in existence, known as 'all zone' which can be read by all players.
DVDs may also be readable in some regions and not in others. The method used is not
encryption but simply a byte which the player examines before playing the DVD or not,
depending upon whether the information stored on this byte is compatible or not with the
player.

There are six regions (or zones) divided as follows (see [52]):

(1) Canada, the United States and associated territories
(2) Japan, Europe, South Africa, the Middle East (including Egypt)
(3) South-East Asia, Eastern Asia (including Hong Kong)
(4) Australia, the Caribbean, New Zealand, the Pacific islands, Central America, South
America
(5) the former Soviet Union, India, Africa, North Korea, Mongolia
(6) China

These regional codes also apply to DVD-ROM drives in the case of use of a DVD video (but
not in the case of DVD-ROMs containing software).

This said, some players can be modified to read all DVDs, regardless of their zones. This
function is also allowed by DVD-ROM RPC 2 drives, which authorise modification of the
regional code a limited number of times (between five and nine).

B1.3.2. Copy protection methods integrated within DVDs

There are principally three integrated protection methods.

The first, known as APS (Analog Protection System), was developed by Macrovision, and is
integrated within each player to prevent analog copying on VHS. Computer video cards also
use this system. The DVDs tell the player to activate the AGC (Automatic Gain Control)
protector, with or without disturbance. Illegal copies will thus have a very low level of quality
and it will not be possible to exploit them under favourable conditions.
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The second, called CGMS (Copy Guard Management System), is a management system
operating at the copy generation level. The CGMS information is integrated within the video
signal coming from the player and the recording equipment must respect this signal. A digital
standard such as IEEE 1394/Firewire (see [46]) will be present on the digital connections. The
audio equivalent is called SCMS (Serial Copy Management System). The aim is to prevent
copies of copies, with the help of indicators (flags), and stop mass copying of the master
support (CD or DVD) (see www.eacem.be for various illustrations, and [87] for a technical
description) Two technical approaches exist which allow this function:

• The recording equipment adds a second watermark (a concept known as remarking);

• A volatile piece of information is removed from the content during recording (concept
known as 'the ticket').

One of the problems with the first concept is that the consumer's equipment must be technically
capable of adding a watermark, which means that the content must be accessible for this
purpose. A second problem is that pirates can compare the data before and after the addition of
the watermark and thus find it. The ticket concept enables these stumbling blocks to be
avoided. The ticket can be buried in the content or transmitted by a separate signal. If the
consumer's equipment cannot process this ticket, the result is a loss of rights on the content.
To ensure that the ticket is specific to a piece of music or for a specific function ('copy all' for
example), the ticket is cryptographically linked with the content's watermark.

The third, known as CSS (Content Scrambling System), is intended to encrypt data stored on
the DVD to prevent this data being directly read. Players and decoders exchange encryption
keys so that the video can be decrypted just before display. This protection has been made the
subject of various technological attacks (and has given rise to various legal proceedings),
particularly DeCSS and, more recently the seven line program written in the PERL language
by K. Winstein and M. Horowitz, two MIT researchers.

In the face of the limitations of these protection methods and the recent attacks that they have
suffered, a significant portion of the consumer electronic industry appears to be moving rapidly
in the direction of protection by watermarking. In April 2001, Digimarc, Hitachi, Macrovision,
NEC, Philips Electronics, Pioneer and Sony announced the creation of a new joint forum called
the 'Video Watermarking Group'.

B2. Rights management in the digital world

B2.1. The Napster controversy. The technological challenges to rights protection.

There has been great controversy in recent months over the emergence of programmes such as
Napster or Gnutella which allow the recognition and exchange of certain types of files between
Internet users via their own hard disks using the concept known as 'peer-to-peer', with the risks
concerning the non-payment of royalties which this entails.
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The Napster case, under judicial review in the United States, is highly characteristic of the
complex relationships which can be created between the new information technology capacities
and the issue of managing and protecting digital content intellectual property rights (for a
review of the whole problem see [103]).

On the one hand, this controversy has demonstrated how certain technological developments
can lead to situations which potentially defeat the traditional rules of copyright protection,
since subscribers to a service such as Napster confine themselves, on a formal level, to
accessing amongst one another private copies stored on their respective hard disks without
carrying out any direct public distribution. Furthermore, this immediately led to the adoption of
stricter rules to prevent such loopholes. In fact the amendment by the European Parliament
(which limited the exception relating to private copies to 'reproductions on any medium by a
natural person for private use and for ends that are neither directly nor indirectly commercial',
in place of the previous wording which only envisaged 'reproductions on any medium for the
private use of a natural person for non-commercial ends') which was accepted by the
Commission and then incorporated into the new Directive on copyright (Article 5.2b) can be
seen as an indirect – but very clear – response to situations of the Napster kind.

On the other hand, however, the risk of the growth of networks which exchange unverifiable
content has strengthened the desire of rightholders and industrialists to propose, as an
alternative, new technological architectures which incorporate coverage of intellectual property
rights and rights covering the use of the content from the outset. It is from this viewpoint that
security technologies will be increasingly sought to protect and manage intellectual property
rights.

This is the trend which we shall describe and analysis in the remainder of this study. We shall
concentrate more specifically on some of the present proposals concerning the management of
rights in the digital sphere, which we shall call, in abbreviated form, DRM (Digital Rights
Management). This covers the various concepts of cryptography, watermarking, CGMS, etc,
described in the previous sections (see also [55]). We shall also make reference to future
projects relating to the management of these rights, which have the objective of allowing
interoperability between the various architectures in existence or at the design stage.

B2.2. The various global approaches proposed at the moment

We shall firstly look at some of the proposed global approaches, in other words those which
do not focus on a particular medium but are intended from the outset to cover multimedia data.

B2.2.1. CPSA: Content Protection System Architecture

The CPSA architecture ([45]) is based on axioms, which describe how CPSA compatible
equipment approaches the management of content information.

The holder of the content selects the content information management method (CMI: Content
Management Information), using various options. This may for example contain information
relating to the number of copies which can be made (CCI: Copy Control Information), or other
forms of information. It is necessary to ensure the integrity of the CMI data, which is carried
out using various cryptographic methods. The CMI may also be included in the content in the



SECURITY TECHNOLOGIES FOR DIGITAL MEDIA

35 PE 296.705

form of a Watermark. Access control is based on other axioms. All CPSA content is therefore
stored in an encrypted form. This prevents unauthorised playing or reading. Also, all CPSA
content copies are encrypted, unless a specific and different agreement has been established.
CPSA compatible equipment detects the CMI watermark on non-encrypted data which it
receives. Therefore if a CMI watermark is founded on unencrypted digital content, the
equipment does not authorise the distribution of this content. The encrypted protection of
CPSA content must continue throughout transmission. CPSA compatible equipment must also
examine the CCI status before making any copies. Copies are only made if the CCI authorises
this. It is therefore necessary to update the CCI depending upon whether one or several copies
are made.

We shall now briefly describe two content protection technologies which are consistent with
the CPSA approach.

B2.2.2. CPRM: Content Protection for Recordable Media

This is the approach developed by the 4C group, comprising Intel, IBM, Matsushita and
Toshiba. This protection is intended to prevent the copying of certain files from one hard disk
to another. A hard disk equipped with this CPRM system has a unique identifier. In other
words, it includes in its memory system a key which is calculated from its serial number. A
CPRM file which arrives on the hard disk is recognised immediately and encoded with the key.
The data stored on the disk are then only readable if an authentication number is available. The
access to this number is carried out via a central server and this number is calculated in
accordance with the hard disk's digitisation key.

This approach is different from most of the other systems proposed as a result of the fact that it
places the security within the equipment itself (the hardware) and not solely within the content
and application software. Whilst this is intended to provide an increased capacity to resist
various types of circumvention, it also seems that it is a maximalist concept which is likely to
arouse powerful fears (mainly concerning respect for privacy). This has just been confirmed by
the decision by the American NCITS (National Committee on Information Technology
Standards), which rejected the CPRM proposal on 2 April 2001. It therefore appears that at
present there is no consensus between the various players involved in this standardisation body
as to whether or not an advanced anti-copy control solution built into the hardware itself is
acceptable.

B2.2.3. DTCP: Digital Transmission Content Protection

This approach was developed by the 5C group, this time comprising Intel, Toshiba, Hitachi,
Sony and Panasonic. The specification principally concerns IEEE 1394/FireWire connections
but can be adopted to other modes (NRSS Smart Card, USB, PCI, etc). Sony is developing a
specific DTCP chip. The idea is that connected equipment using digital data, such as DVD
players, digital television sets, digital video recorders, etc will exchange keys and
authentication certificates in order to set up secure links. The DVD player encrypts the audio-
video signal and sends it to the receiving equipment, which must obviously decrypt it. In this
way, connected, but not authenticated equipment, cannot steal the signal. The encryption stage
is, of course, not necessary for programmes which are not copy protected.
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More generally, it is observed that protection technologies such as CPRM, CPPM (Content
Protection for Pre-recorded Media), CSS, DTCP and HDCP (High-bandwidth Digital Content
Protection), conditional forms of access for the protected distribution of content via cable or
satellite, the 4C/Verance method of writing and reading CMI watermarks in the audio field
(which has the aim of specifying whether content is phase I in the SDMI sense), or a method of
video watermarking selected by DVD CCA, are compatible with the CPSA approach.

B2.2.4. XCA: Extended Conditional Access

The approach developed by Thomson is similar to CPSA, but can operate with one-way
interfaces (see the EIA-762 RF standard), and uses removable authentication equipment, such
as smart cards, for example, before decrypting the data. From this viewpoint, this approach
supplies a more end-to-end type of security than that developed in CPSA. Additionally, in the
case of XCA, it seems that there is not successive encryption and decryption all along the
chain, unlike CPSA. The XCA-LA (Licensing Authority) is the body responsible for
administering the content protection systems. It also has the function of managing XCA
specification licences for equipment manufacturers and content distributors, in accordance with
strict rules. In addition, it will have responsibility for the design and distribution of the keys
required by the equipment in compliance with the XCA approach.

B2.2.5. InterTrust

The architecture of the Inter-Trust DRM platform is based on four aspects:

• InterRights Points, which operate on PCs and servers, at the level of operation of the rights-
management process. Each piece of equipment acts as a secure virtual machine, which can
manage each party's rights. It creates a secure local database, which stores the user's rights, the
identities, the transactions and the keys.

• The protected information is encrypted and stored in containers. This information may
possibly be circulated under its encrypted form, but only an InterRight Point can, within a
certain context, access non-encrypted information.

• The content is governed by rules of use. The rightholders can create and change the rules.
The rules may circulate with the content or separately.

• A communications control system collects the transaction files from the various InterRights
Points, returns them in accordance with the directions authorised by the rules of use and also
manages issues relating protection and fraud detection, etc

One of the specific features of the system is that it allows a distribution function of the peer-to-
peer type, in a legitimate environment.

Variations upon these approaches have been proposed, for example in [77], [78]).
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B2.3. More specific approaches proposed

In this section, we shall look at certain initiatives (without claiming to be exhaustive) for
protecting rights on specific media supports.

B2.3.1. The music sector

The Secure Digital Music Initiative, SDMI ([48]) is a system aimed at limiting the piracy of
musical content. This group, which is made up of over 190 companies and organisations
involved in musical content, in particular the RIAA, the IFPI, and the RIJA, has initiated two
stages. In the first, a watermark is created (based on the Verance technology), which has the
aim of specifying whether or not a musical file is 'new'. Compatible equipment with the SDMI
standard can play 'old' content without limitation (the idea is to allow the use, on SDMI
compatible equipment, of the ten billion CDs sold during the last 17 years). In the second
stage, technology is proposed to decide the status (legitimate or not) of the new content. If the
new content is not judged to be legitimate, it is not played on SDMI compatible equipment.
Naturally, SDMI equipment will be able to play MP3 files (or possibly compressed music files
in other formats). The present 1.0 specification allows musical files to be played on a wide
variety of platforms, particularly on PCs (see [101] for reactions to these initiatives).

A significant example of the involvement of a significant player in the telecommunications
sector is that of Deutsche Telekom with the product Music on Demand. The global
architecture is traditional and makes use of communications and transactions protected by
cryptographic modules (notably with the use of a secure SSL connection). It is interesting
mainly in terms of functionality, such as the possibility of superdistribution and flexibility
regarding methods of payment, which can be carried out by credit card and also directly via the
user's telephone bill. The approach known as streaming is also developed in the MusicNet
platform (which includes Bertelsmann, EMI and Warner, the other large consortium being
Duet, which links Vivendi-Universal and Sony), but this is not exclusive since this platform
also allows pieces of music to be downloaded.

Another significant example is IBM's EMMS (Electronic Media Management System), which
provides a suite of five software products. The system is able to integrate technological
progress achieved in the field of cryptography, watermarking, compression, etc, with the aid of
plug-ins.

Microsoft's Windows Media Technologies 7 approach, which is SDMI compatible, applies
more generally to audiovisual data. It is different from the CPRM approach in the sense that
the digital rights management (DRM) system is integrated within the operating system,
whereas the CPRM approach is independent of any particular operating system. Having said
this, the security also reaches the hardware level, for example with Secure Audio Path, which
stores a unique secret key which is used for the stage of authentication and access to the
content (which is, moreover, encrypted).
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There are attempts to make music distribution systems interoperable, such as the EMD
(Electronic Music Distribution) system, which includes, amongst others, InterTrust, Microsoft
Media, Liquid Audio and IBM EMSS.

B2.3.2. The software sector

In the field of electronic distribution of software, various approaches have emerged. Some
systems in use at present split the software marketed. In this approach, a part of the code of an
application is exported to a server controlled by the distributor. When the Internet user
downloads the corresponding software from a website, this download requires him to provide
identification to the server, which releases, according to the rights granted, the part of the code
necessary for use of the software which the Internet user does not have. This approach is, for
example, recommended by the company Netquartz, through its AAS (Asymmetric Application
Segmentation Technology) system.

B2.3.3. The documents sector (books, etc)

In the written documents sector, several initiatives have been put into action. Microsoft has
launched its eBook initiative, which offers a client/server system, the server being equipped
with DAS (Digital Asset Server), which provides a DRM system with the required flexibility to
respond to various security levels. Extensions of this system will include XrML (eXtensible
Rights Markup Language, a language developed by Xerox, see below). Restrictions enable
limitations to be placed on copying and printing rights for the eBook content.

Adobe has also developed a secure management environment (which basically uses 56 bit
cryptography and 1024 bit electronic signatures in accordance with Adobe documents) on
rights relating to documents in pdf (Portable Document Format).

In this same area of digital documents, a very ambitious approach has been developed by
researchers at the Xerox laboratory in Palo Alto. The key concept of this approach is that of
'trusted systems', which – as in the CPRM approach – seeks to secure not only the content but
also the equipment used in the chain of production, distribution and reproduction (including
copiers and printers). Within this approach, for example, a photocopier included in such a
trusted system must be able to recognise that a document submitted is not covered by
photocopying rights and – in this case – must refuse to make the requested copy.

To allow documents compliant with this approach to be handled, the Palo Alto laboratory has
developed an interpreted language of the XML type, entitled DPRL (Digital Property Rights
Language) [104]. It is adapted not only to the field of documents, but to digital content more
generally, such as music, videos, etc Its objective is to specify the terms of use of such content
and it is integrated within the software suite marketed by ContentGuard, the specialist
subsidiary of Xerox and Microsoft.



SECURITY TECHNOLOGIES FOR DIGITAL MEDIA

39 PE 296.705

B2.4. The OPIMA specifications and the future MPEG-4, MPEG-7 and MPEG-21
standards

The OPIMA (The Open Platform Initiative for Multimedia Access, see [54]) is an initiative by
the IEC's (International Electrotechnical Commission) ITA (Industry Technical Agreement)
programme. It has published a specification (OPIMA Specification 1.0), which sets out an
architecture and a description of the functions necessary for the implementation of OPIMA
compatible systems. This specification also contains security protocols and a description of the
APIs (Application Programming Interfaces) and of the functionalities favouring system
interoperability. The OPIMA architecture is of the peer-to-peer type and the OPIMA protocols
allow the implementation of various IPMP (Intellectual Property Management and Protection)
systems, in particular in the 3.3.4. sections. At this stage, specific choices of algorithms for
cryptography, electronic signature, watermarking, smart card systems, etc have not been made,
but the aim is to provide an infrastructure authorising the choice of a group of algorithms,
depending on the requirement.

Alongside this, certain parts of MPEG-4, MPAG-7 and MPEG-21 have the objective of
encouraging interoperability between the various methods for the protective management of
multimedia content and encouraging a more transparent and productive use of the available
multimedia resources. The basic elements are:

• The digital item, which indicates a structured digital object with a representation standard
compatible with the MPEG-21 environment.

• The user, as an entity interacting with the MPEG-21 environment by using digital items of
the MPEG-21 type.

One of the seven technologies provided at this stage of the MPEG-21 work programme
directly relates to rights management and data protection and is entitled IPMP (Intellectual
Property Management and Protection). It supplies an architecture compatible with the various
approaches developed in view of facilitating the use of resources, for the user, and the correct
management of the products, for the rightholders. This approach consists of using the existing
standards, or of encouraging the emergence of working parties to deal with new problems
which may arise. It is a process based on the long term, since the first results of the first calls
for proposals will be known in December 2001 and March 2002 and new calls for proposals
will be published when other aspects are considered ready. The first stage consists of
introducing a standard for digital item declaration. It seems natural that this will be based on
existing standards, such as ISBN for physical books, ISWC for musical compositions, ISRC
for audio recordings and ISAN for films, but it must also include identifiers for e-books ([53])
for example, etc (see also [47]). It should be noted that some of the proposals described above
may possibly respond to the requests contained in MPEG-21's calls for tender.
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B3. Synthesis and conclusions

Our analysis of security technologies for rights protection reveals that the main technologies
likely to be implemented to realise protection objectives are at present available and are
founded – at least in so far as cryptography is concerned – on solid and recognised technical
and scientific bases. The various experts consulted are in agreement in considering that in the
field of watermarking the current technology is not yet finally stabilised and that, speaking
more generally, this discipline has not attained a level of maturity comparable with that
recognised in the cryptography sector. However, within the context of some applications,
particularly data recognition, the existing watermarking techniques appear to be appropriate.
As a result, it is anticipated that mobile phones equipped with a button 'P' for purchase will
come on to the market this year. The idea is that if the user hears a piece of music he/she likes
and wishes to purchase, this button is pressed and a watermark identifying the work and
included with it will appear. This watermark is inaudible to the human ear (this presupposes a
willingness to participate on the part of rightholders and distributors and, probably, the
standardisation of watermarks used for this purpose). The purchase is carried out through
identification of the purchaser by means of the SIM card in his/her phone.

Having said this, the commercial operational use of rights protection technology still remains
uncertain, from three viewpoints:

a) from the legal point of view, although the use of such 'technical measures' is now in the
process of recognition in most countries (following the gradual adaptation of the
provisions of the 1996 WIPO Treaty, as for example the new Directive on copyright,
or in the American DCMA of 1998 [63]), it remains to be seen under what practical
conditions the users of this technology and the users of protected content will be able
to assert their rights. This is already shown by the controversy in the United States
surrounding the DeCSS 'hacking' and the debates in Europe surrounding the adoption
of the provisions of the new Directive regarding the use of technological measures and
the possible limits upon these in view of preserving the exceptions to copyright (see
Part A).

 The most important determining factors for the potential growth of use of security technology
are, however, neither solely – nor principally – legal. They are also industrial and economic.

 
 
b) From the industrial point of view, it is clear that there is a prerequisite for the

development of content protection measures and – more specifically – of true
integrated 'digital rights management' systems, namely wide scale international
standardisation. It is, in fact, evident that these measures will only be efficient if they
are used throughout the chain of production, distribution and use of digital content,
which requires data formats and the necessary security functionalities to be
implemented and recognised at the various stages by the various devices used (in a
nutshell, from the digitisation and content creation software to the dedicated players –
MP3 type players – or web browsers, not forgetting software servers). Such
interoperability of the security tools throughout the chain (even, probably,
interoperability between several formats which exist alongside one another) requires an
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agreement between the principal groups of industrial and commercial players on the
market: software suppliers, content providers and makers of specialist digital
equipment. All the systems at present proposed or tested are candidates for future
standardisation. It is, however, easy to see that not all of them will be compatible and
that, from the viewpoint of development, there is competition (as in other fields)
between solutions arising from the official standardisation groups (ISO and IEEE for
example) and proprietary systems proposed by industrial and technological (often
sectoral) consortiums. The manner in which the choice of standards is made and the
type of standards adopted (and judged by the market) will partly depend upon the
shape of the future market for digital content and the reciprocal rights and obligations
of the consumers and the distributors and producers.

c) Finally, it is evident from an economic point of view that the choice of methods for
implementing protection technology and rights control will not be neutral. Depending
on the solutions implemented, certain economic and relational models will be favoured
amongst the market players. To take a few simple examples, we can have architectures
which encourage distribution and payment of content 'on demand' (in other words,
favouring the right of access over the right of use). It is, furthermore, with this in mind
that the new Directive on copyright includes a specific provision preserving the
distributors' right to implement technological measures restricting copying in favour of
on-demand distribution systems (cf. Directive Article 6). Similarly, it is easy to imagine
that the use of sufficiently efficient electronic rights-management systems could, in
certain fields, call into question 'collective management' practices and substitute an
individualised management – work by work and rightholder by rightholder. Such a
development (particularly in sectors as sensitive as music and video) could constitute a
strong challenge to the traditional mechanisms for the operation of intellectual property
rights.

It seems to us, therefore, that – on this financial and commercial level – the
development of security technology for the protection of digital content has not been
accompanied by an equally fertile development of innovative economic models. It
seems, then, essential to make a significant effort – supported by the Community
institutions – to assess the impact of the introduction of these various technologies on
more traditional economic models (such as literary or musical publishing, the
distribution or hire of films and videos, the consultation of databases, etc) and to design
possible alternative models which could profit from these new protection and rights-
management architectures. The preliminary work (such as that carried out under the
Imprimatur project, which is financed by Community funding) could be usefully taken
up and extended. In this future work, it would also be worth including the legal
dimension, since these new models of payment and relationship between the various
players in the economic chain (designers, producers, distributors, users, etc) will
inevitably give rise to new types of contract (doubtless different from the categories of
traditional contracts such as the publishing contract) and – as a result – new types of
legal relationship (at all levels: liability, payment, guarantee, etc). It will also be
important to ensure that in these new types of relationship (and of sharing of rights and
value) the balance between the rights and prerogatives of consumers, producers and
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artists-innovators will not be seriously disrupted or improperly upset. It is in fact the
responsibility of the Community authorities to ensure that the development of these
new forms of content protection and management does not destabilise economic, social
and political equilibrium in the new information society.

All in all, it appears that several fields of study must be explored as an effective accompaniment
to the development of the use of security technologies to protect digital content copyright. In
addition to the in-depth legal work needed to attend to the terms of adaptation and application
of the provisions of the new Directive on the subject (cf. part A), economic and technical
studies would be useful to specify the technical-economic and contractual models which will
inevitably underlie the use of the various conceivable systems of electronic rights management.
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 PART C
 

 

We shall return to certain technical points in this Part, without any claim to exhaustiveness.
More specifically, after a brief look at the change from the analog to the digital world, we will
return to some of the features, mentioned in Part 1, of the unit of measurement used in the
digital world, namely the bit. We shall then describe digital storage media of the CD/DVD
type. In addition, since digital information (photographs, videos, sound, data files or even
software modules) is more often than not compressed before being sent or made available via
the Internet or on the physical supports already mentioned, we will then discuss compression
techniques, principally in the field of image and audio data. Secret key cryptography, public
key cryptography and electronic signatures are essential features of rights management and we
shall devote a section to describing certain standards. These techniques will not suffice for
rights management in the field of digital data, such as music, photographs or videos, for which
the watermarking principle is used, and we shall illustrate this notion in Section 6. Finally, in
Section 7, we will demonstrate how a cryptographic concept derived from this, disposable
passwords, is applied to form the notion of the ticket, which is used in protocols for managing
numbers of legitimate copies (e.g. CGMS).

C1. Analog world and digital world: from the phonograph to the DVD
player

History attributes the first piece of equipment capable of recording and reproducing sound to
the year 1877 and Thomas Edison's phonograph. The original approach used a needle,
controlled by a diaphragm, which 'scratched' an analog signal on a cylindrical pewter sheet. It
was possible to speak into the machine, whilst turning the cylinder, and the needle recorded the
sounds on the sheet, reproducing the vibrations received by the diaphragm. To reproduce the
recorded sounds, all the needle had to do was follow the impression made on the sheet. The
vibrations thus picked up by the needle were transmitted to the diaphragm, which then
reproduced the sound. Emil Berliner significantly improved this system in 1887, with the
development of the gramophone and flat discs with a spiral groove, which made industrial
production easier. Amongst the problems of the analog approach was that of sound fidelity
(equivalence between the sound recorded and that emitted) and that of distortion of the
recorded signal when reproduced. Media of the Compact Disc type (CD, see below) are
specifically aimed at remedying these drawbacks. In practice, digital recording converts the
analog waves into a flow of digits and records these digits instead of and in place of the wave,
with the aid of an analog to digital converter. Conversely, to reproduce sound, for example, a
digital to analog converter (DAC) is used and the waves have to be amplified to produce the
recorded sound. As long as the recorded flow of digits is not modified, the waves produced by
the DAC will be the same.
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The recording and reproduction will be even more accurate if the DAC has operated with a
high sampling rate and has produced appropriate digits. For an audio CD (see below) the
sampling rate is 44100 samplings per second (44.1 kHz), with graduations numbering 65536
(on 16 bits). An audio DVD has an even greater capacity (192000 samplings per second, being
a rate of 192 kHz, and a 24 bit precision). In the digital world, as we have just seen, the
information is no longer represented by continuous data (waves) but by discontinuous data, the
basic unit of measurement being the bit.

C2. The basic unit of digital information

Digital information is, as its name suggests, represented by numerical digits. Numerical digits,
in their turn, can be represented in any base. Thus, the decimal system is simply the
representation of numerical digits in base 10. Hours are represented in base 60. The most
convenient (and, for the user, the most economic) base for a computer is base 2 and the basic
unit of information is the bit, an abbreviation of binary digit. A bit is therefore quantified as 0
or 1, and a number represented, for example, by 11 bits with the heavier bit on the left
corresponds approximately to 1000 in the decimal system. For example, 1000000000 is the
binary equivalent of the decimal number 1024. Bits are usually grouped in packets of 8, known
as bytes or octets. Finally, computer capacity, or memory, is expressed in Kilobytes,
Megabytes, Gigabytes, Terabytes, etc The following table shows the equivalents of these four
prefixes:

Name Abbreviation Size
Kilo

Mega
Giga
Tera

K
M
G
T

210 = 1024
220 = 1048576

230 = 1073741824
240 = 1099511627776

It is observed that a kilo is approximately equivalent to one thousand, a mega to one million, a
giga to one billion, etc. We talk of Kilo-octets or Kilobytes (Ko or KB), Mega-octets or
Megabytes (Mo or MB), etc

C3. CD/DVD storage media and players/recorders

Digital data are stored on various media. Some of them are described in this section, beginning
with the CD (Compact Disc) and DVD (Digital Versatile Disc). The external appearance of
this type of object has not changed since 1982, the year the first CDs came on to the market.
They are 12 cm diameter optical discs, with a depth of 1.2 mm. They are made of plastic
(polycarbonate), covered with a fine metallic film on at least one side. This plastic is cut with a
long spiral of information, represented in the form of indents of a given depth, separated by
spaces, forming a binary code: an indent corresponds to a 0 and a space to a 1. For example, a
sequence such as 11001010 appears in the form of two spaces, two indents, one space, one
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indent, one space, one indent. The spiral begins in the centre of the CD and moves towards the
edge (as a result of the thinness of the spiral, it is several kilometres long). Finally, the storage
capacity depends upon the type of disc: single/double sided, single/double layer.

Although the general features of CDs and DVDs are similar, they are available in a dozen
formats, depending on the type of use and the recording functions.

C3.1. CDs

In the case of CDs, the indents mentioned above have a depth of 0.83 µ, and the spaces have a
length of 1.6 µ. Basically, first generation CDs comprised audio CDs and CD-ROMs.

An audio CD (sometimes simply known as a CD), is an audio data storage memory (in
practical terms, up to 74 minutes of music). A CD-ROM (Read Only Memory) is a memory
which stores multimedia data: audio (music), text (computer programs written in C, for
example) or video, games or educational programs.

Against this, CD-R and CD-RW are optical discs which can be cut. Thus a CD-R is a disc
which is initially blank, but which can be cut once, recording all types of data. A CD-RW
provides the flexibility of rewriting, again supporting all types of data. In practice, it can be
rewritten up to 1000 times without obvious data deterioration.

C3.2. DVDs

DVDs have a distinctly larger capacity than CDs. In this case, the indents are a size of 0.4 µ
and the spaces 0.74 µ. The DVD-Forum recognises six formats at present.

Generally speaking, Video-DVDs are DVDs upon which films are recorded, intended to be
viewed on living-room equipment. The technology underlying DVD-ROMs is the same as that
of Video-DVDs, but they can also store other format. They are similar to CD-ROMs.

The DVD-R is similar to the CD-R and can be cut once. The DVD-RAM converts the DVD
into a virtual hard disc, which can be rewritten up to 100 000 times. The DVD-RW is also a
rewritable DVD (up to 1000 times) with some special technical features compared with the
DVD-RAM. Another form of rewritable DVD in existence is the DVD-RW+, but this is not at
present approved by the DVD-Forum. Against that, the Audio-DVD is intended for very
accurate reproduction of music.

DVDs have numerous functionalities. For example, they can store up to three hours of video
compressed in the MPEG-2 format (see below), with a compression rate of 40:1 and a sound
quality of the Audio-CD type. They can provide subtitles in 32 languages, and allow films in
varied formats (TV standard or letterbox) to be viewed.
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C3.3. Other memory media

Other media also exist and a few will be reviewed without going into too much detail.

 • Hard disks. In this case the medium is magnetic. This is obviously an important storage
media  and we shall come back to this aspect in connection with Internet rights management.

• Flash Memory. Unlike CDs and DVDs, which are optical memories, this medium is a solid
memory (of the EEPROM, thus ROM kind). Amongst the examples which are most relevant
to this study are CompactFlash, SmartMedia and Memory Sticks, which are used mainly in
digital cameras.

• Other media are magneto-optical, for example, such as the Sony MiniDisc (which is 7 cm
square). A MiniDisc acts similarly to a floppy disk, but its storage capacity is approximately
100 times greater. In its pre-recorded state, a MiniDisc is like a CD, but smaller, with five
times less data storage capacity. In audio mode, however, the MiniDisc uses a digital
compression technique known as ATRAC (Adaptive Transform Acoustic Coding), which
compresses audio data by a factor of 5, with an information loss which is so low (basically the
music is modified during decompression) that a MiniDisc's audio storage capacity is similar to
that of a CD for which no compression has been used. We shall come back to multimedia
compression techniques in the next section. A MiniDisc can also be blank and writable. In
addition music can be recorded and re-recorded far more flexibly than on a conventional
cassette.

C3.4. Comparative storage capacities

The following table gives an idea of the storage capacity of the various CD and DVD type
media (ss stands for single sided, ds for double sided, sl for single layer and dl for double
layer). In the assessment of the corresponding playing time, the data is assumed not to have
been compressed (with compression, which we shall discuss in the next section, much greater
capacities in terms of playing time can be achieved). We could have carried out a similar
comparison for video storage time and taken the CD-ROM as a reference.

Medium Capacity Equivalent playing time Equivalent no. of CDs
CD 650 Mb 1h14mn 1

DVD ss/sl 4.7 Gb 9h30mn 7
DVD ss/dl 8.5 Gb 17h30mn 13
DVD ds/sl 9.4 Gb 19h 14
DVD ds/dl 17 Gb 35h 26
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C3.5. CD and DVD readers and writers

CD and DVD readers work on the same principle. A laser beam crosses the surface of the disc
when it turns, finding the indents and spaces (it follows the spiral towards the edge). In the
case of a DVD player, it also decodes the video stored in MPEG-2 format and returns a
standard video signal. The wavelength of a DVD laser reader is, however, smaller (640
nanometres) than that of a CD reader (780 nanometres).

The objective of CD and DVD writers is to allow data to be recorded on these media and work
by creating indents and spaces on the CDs and DVDs. In addition to those designed for
industry, consumer models have now been launched (for example the Pioneer DVR-A03,
which came on to the European market in May 2001). This allows music and films to be
recorded on a personal basis.

C4. Compression techniques and the corresponding standards

In order to store a lot of information on a limited capacity medium or to transmit a lot of
information via the Internet, use is made of compression techniques, using perceptive
approaches (i.e. the changes are neither seen nor heard). These are used for still images as well
as for videos and music.

C4.1. Encoding still images: JPEG 2000 etc

A digital file storing an image must determine the exact colour of each pixel. Typically, on the
Internet, a photograph is represented by 400 times 400 pixels. In order to define the image
perfectly, it is necessary to attribute 24 bit values per pixel, which represents around 460 KB.
It was for the management of such files that image compression methods were developed.
More specifically, several standards were developed at the instigation of the Joint Photographic
Experts Group (abbreviated as JPEG and specifically referring to the ISO/IEC/JTC1
SC29/WG1 standardisation working party, which meets three times a year; see its official
Internet site [12]). At the present time, image representation formats include the following (not
all of these are from JPEG), GIF, JPEG ([88]), MPEG-4 Visual Texture Coding (VTC, [13],
see also the next paragraph on the MPEG standards) JPEG-LS ([14]) and PNG ([15]). In
practical terms, the choice of a particular method is strongly dependent upon the intended
application, and a point of balance must be found between the degree of sophistication
employed and the purpose envisaged.

More specifically, JPEG ([88]) has been a standard since the beginning of the 1980s (ISO/ITU-
T 10918-1). It is available in several modes, known as 'baseline', 'lossless', 'progressive' and
'hierarchical'. The first and most popular mode works in the following way. The image is
divided into 8x8 blocks, and a DCT (Discrete Cosine Transform) acts upon each one. The
blocks thus changed undergo certain further operations (zigzag scanning, Huffman code
entropy, etc).
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MPEG-4 VTC ([13]) is the algorithm used in MPEG-4 to compress still images. The approach
is based on DWT (Discrete Wavelet Transform), and on arithmetic codes. It can also encode
objects made arbitrarily. Different objects can be treated separately, possibly with different
treatment qualities and can be reconstituted by the decoder to give the final decoded image.

JPEG-LS ([14]) is an ISO-ITU-T standard for the 'lossless' coding of still images. It also
provides a compression known as 'near lossless'. The code used is the Golomb code.

PNG ([15]) is a W3C recommendation, intended to replace GIF (it will not be patent-
protected), and incorporating more functionalities than GIF. The algorithm is based on a
predictive scheme and an entropy code (similar to that used by Zip compression, which is
LZ77 based, coupled with a Huffman code). PNG (like GIF) only supports 'lossless'
compression.

In its most recent version, JPEG 2000, (Part 1 of which is already a standard to be published
under the name ISO/IEC 15444-1:2000, work on which began in 1996; see [10], [11]), the
proposed compression technique is based on the mathematical theory of wavelets (DWT). But
this standard is rich above all in terms of the functionalities it offers. For example, one of them
consists of the possibility of encoding photographs with regions of interest (ROI: Region Of
Interest). This allows, with the aid of other functionalities included in JPEG-2000, the selection
of part of the image, which will be sent to the decoder before the others. What the decoder
basically needs is an indication of the positions (in practical terms the gaps in the flow of
information) which these various objects should occupy in the final photograph. One of the
applications of these functionalities, when a user accesses a web page containing photographs,
consists of giving a rapid idea of the content of the photograph, which then appears on the
screen with increasingly accurate precision. In other approaches, the downloading of a
photograph can take place line by line, and a considerable amount of time is needed in order to
get an idea of its content.

The final IS 15444 document should also have a Part 2 (extensions), 3 (Motion JPEG 2000), 4
(Conformance) and 5 (Reference software).

The comparative merits of these various standards ([94], [95], [62]) reveal that JPEG-2000
contains more real progress in terms of functionalities than compression as such. In this
respect, even though the compression techniques under the new standards are (with the
exception of JPEG-LS) very much more elaborate than in JPEG, the gains do not appear to be
substantial.

C4.2. MPEG

The Moving Picture Expert Group (abbreviated as MPEG and referring to the ISO/IEC/JTC1
SC29/WG11 standardisation working party, which also meets three times a year on dates often
compatible with those of the JPEG meetings, since the two groups overlap; see the MPEG
official website [16]) is concerned with defining standards relating to the compression coding
of audiovisual data (e.g. films, videos, music). At the present time, the working party has
produced the following standards:
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• MPEG-1: relating to video and audio fields (approved in November 1992, see [17], [18],
[19], [20], [21], [22], [23], [24], [25], [26]);

• MPEG-2: a standard for digital television (approved in November 1994, see [27], [28], [29],
[30], [31], [32], [33], [34], [35], [36], [37], [38], [39], [40], [41], [42], [43], [44]);

• MPEG-4: the multimedia applications standard (Version 1 approved in October 1998 and
Version 2 in December 1999, see [74]).

MPEG is jointly developing:

• MPEG-4: Versions 3, 4, 5;

• MPEG-7: the content representation standard for multimedia information searching,
screening and management (should be approved in July 2001).

Finally, MPEG has initiated MPEG-21, intended to produce multimedia architecture. The
algorithms defined by the MPEG community are also up against proprietary standards. In this
report, it seems adequate in terms of clarity - although this approach is very simplistic and, as
will be seen, the standardisation organisations do not carry out such separation - to divide the
approaches in accordance with the field under consideration (Audio or Video/Multimedia),
which will allow the MP3 format to be defined at the same time.

C4.3. The Audio field

On 27/3/2001, according to http://www.searchterms.com, the term 'MP3' was the eighth most
searched term on the Internet (it was in first place at the beginning of 1999). This term in fact
means 'MPEG 1 Layer 3' [23] and [24]. It was defined in 1991 ([23], [24]), and permits
compression on the 32 kHz, 44.1 kHz and 48 kHz frequencies at a standard rate of 32 kbit/s. It
uses the DCT already seen within the JPEG context (the various Layers 1-3 correspond to
degrees of sophistication and increasing performance levels). Research in the field has made
significant progress since 1991 and a successor, MPEG 2 Advanced Audio Coding (AAC, see
[29] and [60]) has been developed. It allows the processing of frequencies twice as low, at
rates from 8 kbit/s to 320 kbit/s, using a variant of DCT (MDCT: Modified Discrete Cosine
Transform). MPEG-4 Audio is notable more for functionalities (at this level, the contribution
made by this standard is very significant) than compression, for which use is again made of the
AAC technology. Other proprietary compression algorithms have been developed and included
in certain products, amongst others Liquid Audio, Windows Media Audio, RealAudio,
Universal's BlueMatter format and the MP3Pro format, announced by Thomson Multimedia
for mid-2001, which some people think perform better than their MPEG counterparts. The
Vorbis project, created by the open software community, focuses on the .ogg format, an
alternative to the MP3 format.
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C4.4. The Video/Multimedia/Metadata field

The first MPEG-1 and MPEG-2 standards also have sections (Part 2, [20], [21], [22], [28])
allocated to video. As previously, other proprietary compression formats (such as those used in
QuickTime, AVI and RealVideo) have been developed. The MPEG-4 approach, which is more
object orientated than its predecessors, allows gateways between these different formats. It is
suitable for low output equipment (thus enabling video to be retrieved on GSM) as well as high
definition equipment.

The objective of MPEG-7 is to standardise content description. This standard makes it possible
to obtain information on the data, for example who created the bitstream, at what time, etc The
spheres of application relate, amongst others, to searching, screening, etc

Audio and video data security in the broad sense of the word became a significant aspect
within the MPEG community following MPEG-4. In the next section, we shall explain the
concepts underlying information system security.

C5. Cryptography techniques

C5.1. Secret Key cryptography: DES and AES

The length of the DES secret key is 56 bits (64 with the padding) and processes 64 bit blocks.
In practice, DES operates as follows. Encryption is carried out in 16 steps. Beginning from the
56 bit K key, 16 (Ki) 1=i=16 keys of 48 bits are constructed (one at a time). For each step S-
boxes S=(S1, …  , S8) are constructed. The Sj are substitution applications which take 6 bits
upon input and discharge 4 bits on output. The initial block of 64 bits is divided into two 32 bit
halves: L0 (L=left) and R0 (R=right). Each step follows the same pattern: upon input it takes 32
bits: Li-1 and Ri-1 of the previous step and again produces 32 bits in the following way:

Li = Ri-1,    Ri = Li-1⊕  f(Ri-1, Ki),

where ⊕  means XOR (the exclusive-OR, which obeys the following rules:: 0⊕  1 = 1 ⊕  0 = 1
and 0⊕  0 = 1 ⊕  1 = 0), and f(Ri-1, Ki) = P(S(E(Ri-1)⊕  Ki)). Here, E is a fixed function which
increases Ri-1 from 32 bits to 48 bits, and P is a fixed 32 bit permutation. An initial IP bit
permutation precedes the first step. After the last step, the left and right halves are exchanged
and the text is permutated bit-by-bit by IP-1. Decryption follows the same algorithm with the
same K key, but only the sub-keys are applied in the opposite direction.

As far as AES is concerned, it will process blocks of 128 bits, with keys of variable lengths
(128, 192, 256 bits). It will in fact be sufficiently flexible to process 64 bit blocks and will be
effective on various platforms (8 bit processors, ATM networks, satellite communications,
HDTV, B-ISDN, etc).
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C5.2. Public Key cryptography

The security of the public key algorithms described in the IEEE-P1363 standard ([7]) depends
upon the following mathematical problems (see [83]):

• The factorisation of large integers: RSA (Rivest-Shamir-Adleman) and Rabin-Williams

• The discrete logarithm problem: DSA (Digital Signature Algorithm, [2], [6]), Diffie-Hellman
key exchange, El Gamal, Schnorr and Nyberg-Rueppel encryption and electronic signature.

• The discrete logarithm problem on elliptic curves: similar to the above algorithms for elliptic
curves, considered on finite fields of cardinality to be a large prime number or an initial power
of two (e.g. [4]).

Public key cryptosystems are naturally also subject to attack and this can to some extent be
explained. Aside from unfortunate choices of parameters, where attacks are polynomial, the
best known traditional algorithms (we are talking about traditional cryptoanalysis as opposed
to quantum cryptoanalysis, see [84]) for solving the problem of factorisation or of the discrete
logarithm in the multiplying group of a finite field are sub-exponential. Against that, no sub-
exponential algorithm (with the precautions mentioned on the choice of parameters, where it is
necessary to avoid supersingular elliptic curves, abnormal elliptic curves or those subject to an
effective Weil descent) has been developed to solve the discrete logarithm problem within the
group of rational points on an elliptic curve in a finite field. In practical terms, this basically
means that it is very desirable to use RSA or DLP with modules of 1024 bits or more, and to
use ECDLP with modules of 163 bits or more (the security of ECDLP with 163 bits is
equivalent to that given by RSA or DLP with 1024 bits).

C5.3. Electronic signatures

In practice, for reasons of speed, a file is not signed (in the strict sense of the word), but the
result is achieved by the application of a hash function to this file. A hash function is a function
which takes, on input, a file of any size and generates a fixed size output. For the purposes of
illustrating this, we are using the example of the (European) RIPEMD-160 function, for which
the output size is 160 bits. A good hash function should satisfy various aspects (the technical
impossibility of making a pre-image or one-way function, resistance to collisions, etc) As
things stand at present, this is true of RIPEMD-160.

The typical sequence for constituting a document's electronic key can be described as follows
(there are other potential choices).

• A unique pair of cryptographic keys (for public key technology) is supplied to Alice (or
generated by her).

• With RIPEMD-160, Alice hashes her message M and retrieves an MD (Message Digest)
output.
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• Alice signs MD with her secret key, using an electronic signature algorithm. The electronic
signature S is the result of this operation.

• Alice adds S to the message M and sends the whole electronically to Bob.

For his part, Bob receives Alice's M + S message. He wishes to check the authenticity of this
message's origin.

• Bob separates M from S. He also applies RIPEMD-160 to M and retrieves an MD output.

• Bob uses Alice's public key to check that the S signature on the MD in fact comes from
Alice. If there is no alteration (all the bits are equivalent), he then knows that the data has not
been altered since the signature was added.

• Bob receives a certificate from a certification authority (or from Alice herself). This
certificate confirms the digital signature on Alice's data. The certificate contains the public key,
Alice's name or pseudonym and possibly other information, and the whole is digitally signed by
the certification authority.

C6. Watermarking

This section outlines the classification of watermarking algorithms in accordance with the aims
sought and the fields in which these watermarks (whether compressed or not) are used.

C6.1. Classification of Image Watermarking Algorithms

There are several approaches to image watermarking algorithms which can be classified in
three categories: spatial, transformation and hybrid techniques.

In the spatial technique, the values of certain pixels in the image are changed, for example by
adding a signal to the blue area of the image. This can be carried out on the basis of pseudo-
random sequences, the initialisation (seed) of which is based on a secret key, also used by the
authorised bodies to detect the watermark. Furthermore, it is also possible to randomly change
the values of the chosen pixels themselves. In order to guarantee robustness, these changes are
repeated. Changes can also be made to randomly selected blocks of the image. Blocks
themselves can be more suited to this type of change and processed accordingly. In these
approaches, it is very useful to take advantage of the human visual system.

In transformation, the techniques generally process the image mathematically before including
a watermark. In practice, the coefficients of the transformations used (DCT, DFT, DWT) are
modified, which allows changes to be made to the whole of the image. In certain cases, these
techniques prove to be more resistant to attack than the previous ones, e.g. rotation (see below
for issues of robustness). The difficulty is the algorithmic cost and the difficulty of adapting the
watermark signal to the local content of the image.

Hybrid techniques tend to combine the two previous approaches and are again subdivided into
two categories, one based on JPEG and its variants and the other based on JPEG 2000 and
wavelet techniques (DWT). It is a question here of proposing algorithms which are compatible
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with current compression methods and, if robustness is one of the desired properties, which are
resistant to successive compression/decompression phases. In practice, the image is generally
partitioned into blocks, which are then processed using DCT or DWT. Some of these
transformation coefficients are then modified. The advantage is that better use is made of the
image's local environment. On the other hand, a great deal of attention must be given to
relocation and rescaling attacks.

C6.2. Classification of Video Watermarking Algorithms

Most of the factors and solutions in the sphere of images are adapted to that of video, for
example simply by treating each video image as a still image. This medium's environment is,
however, different from and more complex than that of still images and video watermarking
must often satisfy very specific constraints. Two approaches can be singled out.

In the first, the video is not compressed. For example, in the approach developed in [69] (see
[98] for other approaches, based in particular on wavelet transformation but which require,
unlike that described below, knowledge of the original video), a series of data, representing the
watermark, is repeated a given number of times (this number is denoted cr and known as the
chip rate) to obtain an extended digital series, which is amplified and modulated with a cr
length pseudo noise binary series. This signal is then added to that of the video, to form the
watermarked video. It is detected by correlating the signal received and the pseudo noise
binary series.

The second approach favours action directly on the compressed material, by adding data (the
watermark) to the binary flow representing the compressed video. This can, however, involve
far more calculation time than the previous approach (see [69], [70], or [79] for more recent
work based on the DEW or Differential Energy Watermarks concept, which furthermore also
applies to still images). It is therefore possible (see [69]) to apply the above technique in the
compressed state. In order for this, a transformation in terms of blocks, for example DCT in
the JPEG context, followed by a zigzag scan, is applied to the extended watermark series. At
the end, each DCT coefficient thus created is added to those of the video (attention being
given to the authorised processing rates). Decryption is also carried out in the compressed
state.

C6.3. Classification of Watermarking Algorithms in the audio field

In the audio field, several proposals have been made and the problems are quite similar to those
mentioned above, in the sense that action can be taken in the non-compressed state or in the
compressed state. Some methods use frequencies (see [59], [64] for example). Others are quite
similar to those found in the sphere of images ([57]).
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C7. The ticket

The ticket concept referred to in the section devoted to the CGMS system can be explained by
the following example. In practice, a cryptographic function of the one-way type, F, is selected
and is applied n times to the ticket. All that is then needed is to compare the value of the
watermark W and F n(T), where T denotes the ticket. If, for example, W = F2(T), the
equipment is authorised to record the content, and the new ticket T' = F(T).
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