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What are the risks and what guarantees need to be put in place in view of 
interoperability of police databases? 

 
Recently the European Data Protection Authority held that “Interoperability is a critical and 
vital precondition for the efficiency or large scale IT systems. It offers the possibility to 
reduce the overall cost in a consistent manner and to avoid natural redundancies of 
heterogeneous elements. Interoperability can also make a contribution to the objective of a 
common visa policy by implementing the same procedural standard to all the constitutive 
elements of this policy”.1 This Standard briefing note follows this line of reasoning in the 
context of interoperability of police data bases. Different levels of interoperability are 
identified. Straight forward interoperability within the E.U. is distinguished from four more 
controversial levels of interoperability, such as interoperability with a-typical systems and 
interoperability with systems outside the E.U. On the basis of this analysis the question of the 
opportunity of seeking for interoperability can be addressed, followed by a discussion of the 
necessary guarantees to be included. Interoperability is a political highly sensitive discussion. 
Attempts to make it look like a technical issue do not create the right context for an in-depth 
discussion. 
 
1. Interoperability of police databases: an old idea but a central issue today 
 
The 2005 Commission Communication on improved effectiveness, enhanced interoperability 
and synergies among European databases in the area of Justice and Home Affairs, defines 
"interoperability" as the “ability of IT systems and of the business processes they support to 
exchange data and to enable the sharing of information and knowledge”. 
Interoperability of police databases is not a new feature within the justice and home affairs 
realm. Already in 1977 H. Herold defended a plan to transform existing police and judicial 
databases in Germany in one unique system providing information to police and public 
prosecutors and other services of 'justice' (Herold, 1978: 48-55). Why not? There is no benefit 
in shielding of information and creating parallel databases. One single technical infrastructure 
where most processing actions benefit all parties involved seems to be a question of common 
sense.  
 
Although the idea is not new, technologically advances and reduction in costs make 
interoperability a central issue today. The ICAO mandated choice for the standardised use of 
facial recognition technologies for issuance and inspection of machine readable travel 
documents, made global interoperability for identification (key-interoperability) a reality 
(Lion, 2005:4).2  
Interoperability also benefits consumers and citizens. Search engines such as Google and 
Yahoo help us to find our way through the enormous amount of information and data on the 
Internet. They 'enable the sharing of information and knowledge'. They became indispensable 
interoperability tools, which so far are free of charge. Of course, law enforcement and 
intelligence agencies know about the benefits of search engines. A net search will often be the 
beginning of an operation. It is well known that net service firms and search engines do hand 
over records to law enforcement agencies that need the data for ongoing criminal 
investigations. In many cases data found in computer memory caches or searches people have 
done online have been used in successful prosecutions (Ward, 2006). Recently, this 
development was taken one step further, with the demand to Google by the US Government's 
Justice Department to hand over a week's worth of search data. The US government wants a 

                                                 
1  European Data Protection Supervisor, Opinion of the on the Proposal for a Regulation of the European 
Parliament and of the Council concerning the Visa Information System (VIS) and the exchange of data between 
Member States on short stay-visas (COM(2004)835 final), Official Journal of the European Union C 181/27, 23 
July 2005, 13-29, sub 3.13. 
2 This notwithstanding divergences in the choice of the second biometric on the passports between the E.U. 
(fingerprints) and U.S. (iris prints). 



random sample of one million websites that people have searched for sex on the Internet. The 
Justice Department conceded that it already has data from other search firms such as Yahoo, 
AOL and MSN (Ward, 2006).  

2. Safeguards for acceptable or ordinary interoperability within the Justice realm 
According to Herold, access to each other information or sharing of each other information 
should be governed by three guidelines or guarantees (Herold, 1978: 48-49): 
-sharing is only possible for law enforcement purposes; 
-the receiving party can only 'get' them when he or she uses them for the purposes that have 
initially led to their gathering by the sending party; 
-the general principle of efficiency in state administration practice. 
Combined with the duty to professional secrecy of all law enforcement authorities in Europe,3 
these guarantees or guidelines provide for a rough, but adequate framework for the issue of 
interoperability. These basic interoperability guarantees can be supplemented with the more 
refined requirements or principles that we know from the current data protection framework 
in Europe:4 special rules for transfers of data to third countries, swift logging procedures, 
control mechanisms to trace and correct (the consequences of errors), and so on.  
 
As long as the rough and finer principles are respected, there does not seem to be a legal 
problem with the issue of interoperability of police databases.5 Of course this legal assessment 
has to be supplemented with empirical material, e.g. on the risk of ‘function creep’ created by 
more interoperability (the use of data for other purposes than originally envisaged).  
Undeniably governmental power will increase with law enforcement authorities becoming 
more all-knowing through interoperable 'European' systems that work on the basis of the 
principle of availability.6 Technological enhancement can lead to an increase of state power,7 
in the same way as widened access due to European enlargement does.8 It is however hard to 
frame these concerns in terms of data protection. European data protection was tailored to 
enable technological and European processing of data, having in mind the model of firms 
allocating some of their processing work to one Member State and other work to other 
Member States. Police and justice work today is understood along the same lines. It is almost 
futile to resist this development. If interoperability is refused to these services operating each 
within their state borders, then interoperability will be created by establishing one European 
police force with one big database. Of course this option that creates other power-concerns. A 
separate study is needed to clarify this issue. There might be some ground for the argument 

                                                 
3 This duty often incorporated in criminal codes can be considered as one the oldest data protection sources and is 
probably one of the best known to the officials working in the field. 
4 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data on the free movement of such data, Official Journal of 
the European Communities, L 281, 23 November 1995, 31-50; Convention for the protection of individuals with 
regard to automatic processing of personal data, Council of Europe, January 28, 1981, European Treaty Series, no. 
108; International Legal Materials, 1981, I, 422, Recommendation No.R(87) 15 regulating the use of personal 
data in the police sector (17 September 1987), in particular principles 5.4 and 5.5 
5 When interoperability brings police forces to linking databases, several options are open: computer matching, 
computer assisted front-end verification, computer profiling, integration of files and Knowledge Discovery in 
Databases. Also several combinations of these options are possible. See: Verbeek, 1999;160-164. We will see 
below (sub 4.4.) that some of these technical differences are of a nature to demand specific guarantees. 
6 In the the Hague Programme of October 2005 the Commission proposed to substitute the principle that data 
belong to state authorities (subject of the law to protect the data subject) and can only be transmitted to another 
Member State on the conditions established by the state that holds the information with the ‘principle of 
availability’. Under the latter principle, the authorities of any Member State would have the same right of access to 
information held by any other authority in the Union as applies to state authorities within the state where the data 
are held. "Thus the element of the national settlement on the collection, retention and manipulation of data 
expressed in national constitutions is transformed into an EU-wide right of use of data. The national border is 
removed from the principle of data collection, retention and use" (Balzacq and others, 2006: 2) 
7 Of course we are speaking only legally. The lack of technical and organisation interoperability in the past has 
probably been one of the most solid mechanisms to guarantee the privacy of our personal data in practice. 
8 Comp. "The negative relationship between data security and the number of people that have access to that data 
should be cause for concern" (X, 2005: 18). 



that one (big) database is easier to control from a data  protection perspective, than 27 (small) 
databases. Interoperability as an instrument leading to the latter (see e.g. Prüm) suddenly 
becomes very controversial within a context of true Europeanization.  
 
Whatever kind of interoperability is created, clear and uniform criteria are needed for the 
enrolment of processing of personal data in European police databases. In the context of the 
Schengen database, third country residents are refused access to Europe or are refused a Visa 
as a consequence of differences in the criteria applied in the Member States (Brouwer & 
Alfenaar, 2004, 1304-1305). The existence of differences between criteria to register people 
in European databases is an open invitation to discrimination and excessive discretion. It is an 
obstacle for effective control by national judges. 
One possible other approach to remedy the negative consequences of Europeanization of 
police databases is to enhance citizen's rights with regard to data processing. The proposed 
framework decision on data protection in the third pillar should be understood in this light.9  
The political debate regarding this important document has not started yet. Note that the 
proposed framework does not focus explicitly on interoperability. Many useful suggestions 
are made by the European Data Protection Supervisor (EDPS).10 The current proposal is by 
all definitions a compromise. The chapter on 'Judicial remedies and liability' for example 
could have been drafted more sharply. Effective protection against the negative consequences 
of European administrative power, demands for a swift effective remedy. The judiciary 
should have effective means to protect (and restore) the rights of the individual (Brouwer & 
Alfenaar, 2004, 1304-1305). In the context of the Visa system, the Dutch Standing Committee 
of experts in international immigration, refugee and criminal law (2005) has made some 
interesting proposals to update the right to be informed of every individual and the right for 
an effective remedy. While the former will be the exception in the context of data processing 
by police, the proposals with regard to the latter are worth repeating:  
 

1. Everyone within the jurisdiction of a Member State or the European Community 
[European Union] has the right to an effective legal remedy before a court against any 
decision as referred to in Article 1. 
2. This remedy must be easily and promptly accessible and offer adversarial 
proceedings before an independent and impartial court competent to review on the 
merits the reasons for the decision and relevant evidence, if need be with appropriate 
procedural limitations on the use of classified information. The court will decide within 
a reasonable time. The court will decide speedily when detention is at issue or when 
personal liberty and integrity are affected in any other way. 
3. Proceedings must offer the individual concerned the opportunity to be heard either in 
person or by representative. The principle of equality of arms must be abided. 
4. The court must have the power to order effective suspension of the execution of 
measures whose effects are potentially irreversible for the period of the proceedings. 

                                                 
9 Commission of the European Communities, Proposal for a Council Framework Decision on the protection of 
personal data processed in the framework of police and judicial co-operation in criminal matters (COM (2005) 475 
final), Brussels, 4.10.2005, 41p. Available via http://europa.eu.int/eur-
lex/lex/LexUriServ/site/en/com/2005/com2005_0475en01.pdf Further referred to as 'Proposal for a Council 
Framework Decision, COM (2005) 475 final'. The proposed Framework Decision includes general rules on the 
lawfulness of processing of personal data, provisions concerning specific forms of processing (transmission and 
making available of personal data to the competent authorities of other Member States, further processing, in 
particular further transmission, of data received from or made available by the competent authorities of other 
Member States), rights of the data subject, confidentiality and security of processing, judicial remedies, liability, 
sanctions, supervisory authorities and a working party on the protection of individuals with regard to the 
processing of personal data for the purpose of the prevention, investigation, detection and prosecution of criminal 
offences. 
10 EDPS Opinion on the Proposal for a Council Framework Decision on the protection of personal data processed 
in the framework of police and judicial co-operation in criminal matters (COM (2005) 475 final), 19 December 
2005, available on http://www.edps.eu.int/legislation/Opinions_A/05-12-19_Opinion_DP_Third_pillar_EN.pdf 



5. The court must have the power to annul a decision when it finds the decision 
arbitrary, disproportionate or unlawful.  
6. The court must be competent to order any appropriate measure against the 
responsible authority of any Member State repairing or compensating damages caused 
by such decisions. 

 
Another useful idea proposed by the Standing Committee of Experts regards the issue of 
responsibility for the accuracy and legitimacy. In all cases a ‘gap’ of responsibility should be 
made impossible, e.g. by making police forces and Member States responsible for the whole 
process. Responsibility should not stop once data is given away to other police forces or once 
data is transmitted to European systems. Member States and their police forces that forwarded 
the data, should be made explicitly responsible for the lawfulness of the storage of the data in 
the European system, and for the data being accurate and up-to-date, as long these data is kept 
into this European system (Standing Committee of experts in international immigration, 
refugee and criminal law, 2005:4).11  
A last idea is taken from Article 129 of the 1990 Schengen Agreement. This provision 
supplements the data protection rules in the Treaty with three extra obligations whenever data 
is spontaneously given away to police forces of another Member State.12 In the case where 
police databases are made interoperable a duty could be imposed for the recipient Contracting 
Party to inform the Contracting Party which transmitted the data of the use made of them and 
of the results thus obtained (Verbeek, 1999; 199). 

3. Interoperability of police databases: more controversial applications 
Interoperability of police (incl. justice) databases with regard to police content, discussed in 
the preceding paragraph, is an issue that can be sanctioned legally13,-when the political hurdle 
'how all-knowing do we want police to be?' is taken-, and made possible technically.14  

                                                 
11 Compare with Principle 5.5.ii. (Conditions for communication) of Recommendation No. R(87) 15 regulating the 
use of personal data in the police sector: "As far as possible, the quality of data should be verified at the latest at 
the time of their communication. As far as possible, in all communications of data, judicial decisions, as well as 
decisions not to prosecute, should be indicated and data based on opinions or personal assessments checked at 
source before being communicated and their degree of accuracy or reliability indicated. If it is discovered that the 
data are no longer accurate and up to date, they should not be communicated. If data which are no longer accurate 
or up to date have been communicated, the communicating body should inform as far as possible all the recipients 
of the data of their nonconformity". This Principle is copied in the Proposed data protection framework decision 
and supplemented with more useful guarantees. See Proposal for a Council Framework Decision, COM (2005) 475 
final, art. 8 and 9.  
12 Article 129 states that: " (...) (a) the data may be used by the recipient Contracting Party solely for the purposes 
indicated by the Contracting Party which provided such data and in compliance with the conditions imposed by 
that Contracting Party; (b) the data may be forwarded only to police departments and authorities; such data may be 
communicated to other departments only with the prior authorization of the Contracting Party which provided 
them; (c) the recipient Contracting Party shall, upon request, inform the Contracting Party which transmitted the 
data of the use made of them and of the results thus obtained". 
13 This note only discusses data protection. In a broader perspective the question of the relationship between 
interoperability and the legal framework of judicial cooperation in criminal matters should be asked. In brief one 
can say that this framework based on the legitimate idea of judicial control of all transborder transfers of law 
enforcement data, has lost much of its importance due to two reasons. First, the framework does not consider 
transfer of 'non-criminal' police data, viz., data gathered by the police for other than law enforcement tasks, in 
particular public order related data (e.g. hooliganism). The judicial overview imposed by the said framework is 
therefore limited. Second, recent treaty-making (Schengen, Prüm, ...) shows a willingness of Member States to 
replace a priori judicial checking on transfers of 'law enforcement' police data by a posteriori judicial checking 
only in cases where the use of these data leads to criminal proceedings (De Hert & Vandenborgh, 1996). Third, 
courts in general have been unwilling to exclude use of evidence obtained with disrespect of the said framework. 
From a data protection perspective, these elements, especially the second and third factor, have watered down 
safeguards outside the regular data protection framework that could have been nevertheless of great significance.  
14 Important considerations with regard to the organisational aspects of interoperability, are also relevant 
politically, but are not the object of this paper. It is well known that police officers work on a 'Something for 
something basis'. In many countries there are power tensions between police forces and public prosecutors with 
regard to the question 'who is in charge of the investigation'. A technical approach towards interoperability, which 
we sense in Herold's 1977 proposal and in many current policy documents, neglects these 'basic facts'. 



The political attention should therefore shift to interoperability issues that in some way or 
another create problems with regard to guarantees identified above, especially with the three 
'rough' guidelines that were already identified by Herold in 1977. We identify four sensitive 
of more controversial applications of interoperability,15 each creating specific risks: 

3.1. Interoperability with systems outside the EU  
The sensitiveness of the issue is self-evident. Where privacy protection with regard to police 
data within the EU is (in practice) mainly the result of the closed nature of police data base 
systems,16 a culture of secrecy present in the police environment and a set of common legal 
standards, there is no basis to assume these practical and legal guarantees present outside the 
EU. Even with countries that have reached a comparable level of adequate data protection, 
there is still a problem of effective legal remedy and control. Non interoperability should 
therefore be the rule. An exception can only be allowed for restricted interoperability in 
certain well-defined case for restricted purposed and on the basis of reciprocity. In practice 
this means no common technical platforms,17 no (more) global interoperable keys, no global 
principle of availability, but exceptional ad hoc transfers of data between police forces in 
respect of the principles laid down in agreements on criminal cooperation and data protection 
regulations. With regard to the latter we refer to the relevant Chapter in the proposed 
framework decision on data protection in the third pillar and the many useful comments made 
by the European Data Protection Supervisor in his opinion.18 We observe that Interpol has 
created a database that can be searched in all parts of the world. Without an explicit Treaty 
basis, but with a specific data protection authority and with technical possibilities of shielding 
of alerts and data incorporated in the system, the issue of Interpol present a degree of 
complexity that does not allow proper treatment in this paper. 

3.2. Interoperability not of content but of keys 
A distinction can be made between interoperability of keys and interoperability of content. 
Traditionally content is made accessible by using alphanumeric data such as (names and/or 
date of birth). Due to problems with spelling and accuracy, the introduction/creation of 
unambiguous identifiers (e.g. biometric data, social security numbers...) is considered to be a 
necessity by many.19 The 2005 Commission Communication calls for interoperability of 
national DNA and fingerprint databases to identify persons for whom only biometric 
information is available (e.g. a photo, a fingerprint or a DNA code). The Communication 
regrets the limited scope of the current SIS II improvements that "only allow for the 
introduction of an alert if at least basic alphanumeric information can be entered in the 
system" and refers jealously to the Prüm Treaty that already allows for the exchange of 

                                                 
15 Compare with European Data Protection Supervisor, Opinion of the on the Proposal for a Regulation of the 
European Parliament and of the Council concerning the Visa Information System (VIS) and the exchange of data 
between Member States on short stay-visas (COM(2004)835 final), Official Journal of the European Union C 
181/27, 23 July 2005, 13-29, sub 3.13.  
16 Police officers are as a rule bound by an effective duty to professional secrecy and as a rule only share data with 
colleagues also bound by this duty. Of course the close nature of police database within Europe is not a proven fact 
and the control problem for the data subject is heightened (try as a Swedish citizen to explain to Italian police that 
data is inaccurate).  
17 If technical platforms are created that allow electronic transfers then preference should be given to "push-
systems" which allows for greater control of the transfers, rather than "pull-systems" which gives the third 
countries direct access to European databases. See on this distinction, the opinion of the European Data Protection 
Supervisor on the Proposal for a Council Decision on the conclusion of an agreement between the European 
Community and the Government of Canada on the processing of Advance Passenger Information (API)/Passenger 
Name Record (PNR) data (COM(2005) 200 final) via http://www.edps.eu.int/legislation/Opinions_A/05-06-
15_Opinion_PNR_Canada_EN.pdf 
18 EDPS Opinion on the Proposal for a Council Framework Decision on the protection of personal data processed 
in the framework of police and judicial co-operation in criminal matters (COM (2005) 475 final), 19 December 
2005, par 103-104. Available on http://www.edps.eu.int/legislation/Opinions_A/05-12-
19_Opinion_DP_Third_pillar_EN.pdf 
19 See "Limitations to alphanumeric searches", COM (2005) 597 final, paragraph 4.2. 



biometrical data.20 We observe that Prüm introduces some safeguards for the transferring of 
data collected. Art. 2.2 provides that “reference data shall only include DNA profiles 
established from the non-coding part of DNA and a reference. Reference data must not 
contain data from which data subject can be directly identified.” Further, “the data subject 
shall be entitled to have inaccurate data corrected and unlawfully processed data deleted”. 
Article 40 provides that “the Contracting Parties shall also ensure that, in the event of 
violation of his rights in relation to data protection, the data subject shall be able to lodge a 
complaint to an independent court or tribunal within the meaning of Article 6(1) of the 
European Convention on Human Rights or an independent supervisory authority within the 
meaning of Article 28 of Directive 95/46/EC” (Balzacq and others, 2006: 15). 
 
Today large-scale applications are implemented on both sides of the Atlantic. At a public 
hearing in the European Parliament on 2 March 2004, European Justice and Home Affairs 
Commissioner António Vitorino said appropriate use of biometrics would dramatically 
improve identification and protect citizens from ID theft.21 'Biometrics will dramatically 
improve the accuracy of identification and protect citizens from wrong identification and 
having identification stolen by someone else,' he said, adding that the Commission's goal is to 
find reliable and efficient measures to 'support the free movement of persons'. The 
Commissioner highlighted the successful work of the Eurodac fingerprint database for the 
comparison of fingerprints of asylum applicants and illegal immigrants, saying that out of 
250,000 identifications there has not been one 'false positive' ID.  
 
However, this technical swift towards key-interoperability is not evident and there is concern 
about premature introduction of biometric identifiers. All unique identifiers, including 
biometric applications have an error-rate that is undesirable when working with large-scale 
applications. Some biometrical applications are still in an experimental phase, for instance use 
of video surveillance at airports combined with "face recognition" technology to check 
identities against photographic databases of criminal suspects.22 Even when one assumes that 
advances in technology may improve the record of this technology, the fact remains that 
terrorist will not line up to let their picture be processed in the system. In the same way, ID 
cards will be forged, purchased from corrupt officials, or simply obtained using other 
documents that are themselves false. Existing business practices to facilitate bordering 
procedures for persons with such a card are an open door for terrorist to step in. The ID cards 
will not help to identify terrorist before they strike.23  

                                                 
20 "The fact that the Treaty of Prüm, signed by seven Member States on 27 May 2005, will introduce an exchange 
of fingerprint and DNA data on a bilateral basis, pending the adoption of such an instrument at the European level, 
highlights this gap" ("Lack of biometric identification tools, COM (2005) 597 final, paragraph 4.9.). This treaty, 
concluded without the EU framework, is named after the German city in which it was signed.  
21 'European Commissioner highlights benefits of biometric passports', 4 March 2004, via 
http://europa.eu.int/ida/en/document/2221/355 
22 "Anyone who claims that facial recognition technology is an effective law enforcement tool is probably working 
for one of the companies trying to sell it to the government. These systems are easily tripped up by slight changes 
in appearance, such as changes in weight, age, facial hair, or even just donning sunglasses. A study by the federal 
government itself found very high error rates for this technology even under ideal conditions, where the subject is 
staring directly into the camera under bright lights. The study found significant numbers of both "false positives," 
in which people were mistakenly matched with photos of others, and "false negatives," in which people were not 
matched with their own photos in the pertinent database. Even if the face recognition technology were more 
reliable, it still could detect only those terrorists whose photographs were in a government database. Grainy, dated 
video surveillance photographs of the type likely to be on file for a few suspected terrorists would be of very little 
use, and Al Qaeda's members are hardly lining up to submit their photographs to the FBI" (Steinhardt, 2002:4).  
23 "National IDs - and the database behind them, which is the real threat to privacy - would not overcome the 
biggest obstacle to preventing attacks, which is identifying the terrorists before they strike. Only two of the 19 
September 11 attackers were on an FBI watch list; the rest presumably would have been given IDs like every other 
visitor to this country. The best hope is good intelligence, which can tell us if a visa applicant is an associate of 
Osama Bin Laden or other known terrorists. But if we know that, we don't need a national ID card to stop them. In 
addition, IDs wouldn't allow a nation to track foreigners after they are admitted into the country - unless, of course, 
they are used to set up a comprehensive national tracking and surveillance system that applies to all citizens. 
Otherwise, the authorities still won't know where visitors to a country are, or what they are doing. Even if special 



Biometrical operability or numbers operability also creates a false promise of efficiency. 
Recent U.S. and German examples of intelligence-gathering through interoperability show a 
high degree of 'filth' within the collected data (Pelzer, 2005; Kant, 2005; Bergman and others, 
2006). Unique identifiers may help in limiting the filth at the moment of identification, but 
they cannot limit the amount of filth in the data that shields behind the identifiers. 
Also, there is a constitutional or human rights problem with unique identifiers in some 
Member States,24 and there is privacy resistance against their use in the privacy community. 
Enhanced key-interoperability is simply not a desired good for many. A privacy-decent 
borderline is trespassed and a level of transparency of citizens is made possible that is 
problematic in a democratic state keen on power-management.25 
 
There are indications that this cultural resistance can be met or can be circumvented. 
Globalisation and enlargement is one factor that comes into play.26 The decision to include 
mandatory fingerprints in EU passports was defended by Vitorino with the argument that in 
his Member State people were used to fingerprinting. So why not the rest of Europe? Time is 
another important factor.27  
In his comment on the proposed framework decision on data protection in the third pillar, the 
European Data Protection Supervisor observes that, neither the proposed framework decision, 
nor the proposal for a Council framework decision on the exchange of information under the 
availability principle address the sensitiveness and specificities of biometric data and DNA 
profiles from a data protection point of view. This good suggestion is however followed by 
some recommendations that are too general of a nature.28 The guarantees incorporated in 
                                                                                                                                            
IDs just for foreigners were issued, how would the authorities know who the foreigners were, so they could check 
their ID? Although some nations in Europe and elsewhere already have national IDs, none contain the high-tech 
biometric that have been proposed by Ellison and others. Indeed, no national ID card system has yet been 
combined with the full power of the technological and computerization revolution that is now underway" 
(Steinhardt, 2002:4 -5). 
24 A personal identification or registration number (PKZ) was declared unconstitutional by the Federal 
Constitutional Court in 1969 and again in 1983 in the decision on the population census, because it would allow 
for the creation of personality profiles of a person by linking different database entries (BverfGE 27,1 
(Mikrozensus), BverfGE 64, 1 (population census)). Further, centralised registration and the recording of the 
population with definite PKZ's, as it was practised in the German Democratic Republic, was abolished after 
reunification on the grounds of being in violation of Germany's constitution (Kant, 2005:21 with ref. to Deutsche 
Vereinigung für Datenschutz: Presseerklärung 3.12.2003). 
25 See on the risks created by unique identifiers and on the legal situation in different Member States: Committee 
of experts on data protection (CJ-PD), The introduction and use of personal identification numbers: the data 
protection issues, Study prepared by the under the authority of the European Committee on Legal Co-operation 
(CDCJ), Strasbourg 1991, chapter II. via http://www.coe.int/T/E/Legal_affairs/Legal_co-
cperation/Data_protection/Documents/Publications/4Pins.asp#TopOfPage 
26 Compare: “When the EU established the biometric passport regulations in 2004, it was decided behind closed 
doors that all European citizens will have to submit their fingerprints in order to get a passport. These fingerprints 
will then be verified at border entry points in the EU and, probably, while abroad. This will lead to the collection 
of fingerprints of 450 million individuals. As Europeans grow more accustomed to submitting their fingerprints for 
access to borders they are less likely to be offended when their own home governments require their fingerprints 
for more general purposes. Of course the U.S. will be to blame for some of this corrosion of our attitudes because 
the Bush Administration led the charge to begin fingerprinting all visitors” (Hosein, 2005:46). 
27 In the Netherlands the introduction of the Citizens Service Number (BSN) is seen as an absolute condition for 
the success of ‘electronic Government’. The Government unexpectedly made the decision – contrary to its earlier 
promises – to introduce the BSN in the health care sector as well. Health care institutions and health insurance 
companies will be obliged to use this number. The use of a unique personal identification number in the health 
care sector has inherent risks. In its annual report the Dutch Data Protection Authority made the following 
observation: "Large-scale linking of (patient) data becomes easier and, therefore, so does abuse. However, a 
separate care identification number – a safeguard against the too-easy distribution of information on patients and 
health care recipients – no longer proved feasible in the political and social arena. The Dutch DPA subsequently 
approved the use of the BSN in the health care sector, provided it was accompanied with compensatory guarantees, 
including reliable authorisation procedures for the use of medical data that becomes accessible with the number" 
(Dutch Data Protection Authority, 2005: 87-88). 
28 "The EDPS recommends that specific safeguards should be provided, in particular with a view to guarantee that: 
• biometric data and DNA profiles are used only on the basis of well established and interoperable technical 
standards, • their level of accuracy is carefully taken into account and might be challenged by the data subject 
through readily available means, and • that the respect of the dignity of persons is fully ensured. It is for the 



Prüm are a good starting point for regulating key-interoperability, but before addressing the 
nature of the necessary guarantees, a more fundamental question should be asked.  
 
Key-interoperability is indeed not an uncontroversial topic, and politically as sensible as 
interoperability of content. To create key-operability is a political choice. To create non-
mediated or privacy-unfriendly key-operability is another one.29 In our former work, based on 
a legal and ethical assessment we opposed the view that 'data protection will do for 
biometrics'. Data protection rules need to be supplemented with incriminations for theft and 
unauthorised use of biometric data and certain prohibitions such as prohibitions on 
unnecessary or risk full use, e.g. for ordinary financial transactions (as opposed to, say, 
access to ATM machines), for social benefits or employment, or for potentially dangerous 
uses such as “ ‘keyless entry’ into hotel rooms; prohibitions of multi-model biometrics; 
prohibitions of central stored biometrics; prohibitions of storing 'raw images'; prohibitions of 
using financial rewards to promote participation in biometric identification programs; 
prohibitions on non-encrypted processing and transmitting of biometrical data; prohibition of 
biometrical technology that generates sensible data when alternatives exit (De Hert, 2005b) . 
Key-interoperability based on numbers is no less innocent than biometrical key-
interoperability. A 1992 Council of Europe study rights holds the following: "File matching 
or relating personal data bases by means of Pins deserves particular attention. Specific 
controls and safeguards should govern the use of Pins for such purposes so as to avoid 
excessive power accruing to public authorities. Transparency should characterise any 
attempts to interconnect files held by different parts of the administration. The circumstances 
in which file interconnection within parts of the administration can take place should be 
known in advance. Legal authorisation should be sought so as to enable it to take place - for 
example, the approval of the data protection authority".30 

3.3. Interoperability between law enforcement systems and other systems 
A third controversial aspect of interoperability surfaces when systems and processes are 
linked with police databases that are not serving law enforcement purposes. The controversial 
aspect regards both the use by law enforcement authorities of other state held databases and 
their use of databases held by non public actors. 
The main problem here is trust, not so much 'abuse'. Students learning German at the Goethe 
Institute do not expect to be enrolled in anti-terrorism profiling programs. For some this 
observation settles it. Others remain doubtful: what is so bad about this, granted that it is 
done for law enforcement purposes? The main problem with trust as one of the core 
objectives of data protection is its understanding. Simple explanations seldom do. In a 
democratic liberal state policy makers have an enduring responsibility to take the issue of 
trust seriously and to give it voice to the public in order to make it role understood. There is 
not one single 'good' in a society, e.g. security. There is a plurality of 'good' that does not 
always coincide (Singer-Dekker, 1978: 66). This plurality is upheld by creating separated 
domains shielded by culture, technology and law (e.g. medical secrecy). European data 
protections recognises this by identifying categories of sensible data and by imposing 
principles such as the collection limitation principle (there should be limits to the collection of 
personal data and any such information should be obtained by lawful and fair means and, 
where appropriate, with the knowledge or consent of the data subject), the purpose 

                                                                                                                                            
legislator to decide whether to provide for  these additional safeguards in this framework decision or in the specific 
legal instruments regulating the collection and exchange of these special categories of data" (EDPS, Opinion 19 
December 2008, par. 80). 
29 A single-minded focus on key-interoperability can induce preferences for central storage of biometrics or 
storage of raw biometrical data, while decentralised smart-cart biometrics applications and use of template-
technology are superior from a privacy and data protection perspective. Following the ICAO mandate, raw 
biometric samples are taken from the face for the passport-biometrics. This is to ensure 'maximum flexibility and 
vendor independence for both current and future biometric matching requirements' (Lion, 2005:7).  
30 Committee of experts on data protection (CJ-PD), The introduction and use of personal identification numbers: 
the data protection issues, Study prepared by the under the authority of the European Committee on Legal Co-
operation (CDCJ), Strasbourg 1991, conclusion iv. 



specification principle and the use limitation principle. A strict interpretation of these 
principles explains the rather rigid rules on communication of police data to other public 
bodies and to private bodies laid down in principle 5.2. and 5.3. of 1987 Council of Europe 
Recommendation No. R(87) 15 regulating the use of personal data in the police sector. 
 
Legally speaking these principles are easily adjusted. It is often remarked that European data 
protection is too soft for governmental desires. A simple law allows for police powers to 
demand disclosure for purposes other than those first specified. But the political problem 
remains. Interoperability, made possible by law, disrespects the importance of separated 
domains and cuts through their protective walls. The use limitation principle is put aside. 
Data, gathered by some, is used by others for purposes that were never to be foreseen at the 
moment of their gathering. Treaties such as Prüm and documents such as the 2005 
Commission Communication, creating new interoperability powers and calling for more 
interoperability, are inspired by the conventional wisdom in the security field that ‘more is 
better’ and that an increase in the number of databases increases security (Balzacq and others, 
2006: 15).31 One good (security) is taken as an absolute. Questions about the necessity of trust 
based on the idea of a plurality of societal goods are left unanswered.  
 
The idea of interoperability should be implemented with care and respect for the plurality of 
the good. In our social democratic state, citizens have to deal with government for a number 
of reasons. It would be disrespectful of the ideas behind data protection to see government as 
a whole that may use 'its' information, taken from whatever governmental database, at 
random. Limited interoperability needs to be the rule; exceptions to this rule (immediate or 
unmediated interoperability) should be carefully assessed in the light of the rules and the 
rationale between the existing (separated) domains. The goal should be an intelligent police, 
not an all-knowing police. In the same way as telephone companies themselves cannot decide 
to intercept telephone conversations of their clients, police forces should not themselves be 
allowed for establishing interoperability. As a requesting party they will 'naturally' think of 
their request as serving a higher interest. The balancing of interests at stake with 
interoperability demands should always be done at a higher level (Singer-Dekker, 1978: 69). 
This kind of prior-checking can be entrusted to data protection authorities or, and this option 
has our preference in view of avoiding bureaucracy and not compromising the independence 
of the data protection authorities, to an internal body with sufficient guarantees in terms of 
indolence and sufficient expertise in the field of justice and police work. The Europol Treaty 
with its special regime for working files contains a good blue print of the system of 
guarantees that we have in mind. Interoperability should only be possible within a clear legal 
framework. The 'bodies' should be consulted whenever there is a need to create 
interoperability that is not tied to specific criminal investigations by law enforcement 
organisations.32 Questions that have to be considered when dealing with interoperability 
demands are: 
-interoperability for what purpose? 
-what kind of data will be used? 
-what is their source? 
-what use will be made with the results? 

                                                 
31 "The Prüm Convention endorses the view that terrorism, cross-border crime and illegal migration are the central 
threats to the security of the signatories. Threats faced by the seven Member States are thus assumed to be 
objective. Positing objective threats is a political shortcut that introduces a dangerous simplification into the 
complexity of what constitutes a threat. Who decides, for instance, that a social problem is a terrorist act and what 
type of threat legitimates specific practices? To put it differently, Prüm begins with the existence of security 
threats and seeks to model the response of signatories in explicit tools. In this section, we examine the political 
responses tailored to the problems identified. As we shall see, optimal security seems to depend on the level of 
density in the exchange of various kinds of data. This exchange, in turn, creates the need to address the question of 
the interoperability of databases and data protection" (Balzacq and others, 2006: 5-6). 
32 Article 26 of the of the proposed framework decision on data protection in the third pillar regarding prior 
checking should be made more explicit in the case of demands for interoperability. 



-what guarantees are build in to prevent that those wrongfully affected become stigmatised?33 
In the line of the 2005 Commission Communication we observe that the when considering 
these questions, a strict application must be made of the principle of proportionality.34 In 
practice this could imply a prohibition of routine access for law enforcement to non police 
databases, such as the VIS.35  
Articles 13 and 14 of the proposed framework decision on data protection in the third pillar 
lay down a series of requirements to be fulfilled in cases where personal data are further 
transmitted to private parties and non law enforcement authorities. Although the EDPS in his 
opinion considers that additional conditions laid down in these articles to be sufficient, he 
rightly notes that nothing in the proposal is said about personal data also being transmitted or 
made available by private parties to law enforcement and judicial authorities.36 He 
recommends that common standards should apply on access by law enforcement authorities 
to personal data held by private parties, so as to ensure that access is permitted only on the 
basis of well defined conditions and limitations. In particular, access by competent authorities 
should be allowed only on a case-by-case basis, under specified circumstances, for specified 
purposes, and be under judicial control in the Member States.37 

3.4. Interoperability within the framework of intelligence led policing 
A fourth controversial aspect of interoperability has to do with the turn towards intelligence 
led policing in recent years. The difference with proactive policing is a difference of degree. 
Whereas the latter uses so called soft information (non verified information often based on 
interceptions, informers, open sources), the former adds to this the use of all other 
information and crime analysis techniques, such as the use of profiling. It is not hard to see 
why interoperability serves the purposes of this model of policing.  
In Schengen a division of labour between police, secret services and other state authorities is 
arrived at by carefully establishing limited interoperability regarding the shared Schengen 
database.38 But these careful 'firewalls' are put into question, for instance in the 2005 
Commission Communication: 'the law enforcement community' sees the absence of access by 
internal security authorities to VIS data and SIS II immigration and EURODAC data as a 
shortcoming.39 Illustrative for the 'intelligence led policing' mood of the 2005 Commission 

                                                 
33 The proposed operation has to be carried out in a 'closed' setting', if not the mother system with the inaccurate 
data will spread its 'filth' in other systems that cannot be controlled. 
34 "The proportionality principle therefore requires that these databases be queried only for the purpose of 
preventing and investigating serious criminal or terrorist crimes or identifying the perpetrator of a suspected 
criminal or terrorist act once there is an overriding public security concern, i.e. if the act committed by the criminal 
or terrorist to be identified is so reprehensible that it justifies querying a database that registers persons with a 
clean criminal record. The threshold for authorities responsible for internal security to query EURODAC, SIS II 
immigration data or VIS must therefore always be significantly higher than the threshold for querying criminal 
databases. In order to ensure full respect for the rights as laid down in Articles 6, 7, 8, 48 and 49 of the Charter of 
Fundamental Rights of the European Union, the scope for access should thus be limited to terrorist offences as 
defined in Council Framework Decision 2002/475/JHA and to crimes falling within the competence of Europol" 
(COM (2005) 597 final, paragraph 6.). 
35 See EDPS, Opinion on the proposal for granting access to the VIS database for authorities in charge of internal 
security and for Europol, 23 March 2005. Available via http://www.edps.eu.int/legislation/Opinions_A/06-01-
20_Opinion_access_to_VIS_EN.pdf The EDPS emphasises on the need for a clear definition of the purpose of the 
VIS as a tool for improving the implementation of the common visa policy. The EDPS does not find routine access 
for law enforcement to the VIS compatible with that purpose. The conditions for access must be read cumulatively 
and access should only be granted if it would 'substantially' contribute in a specific case. 
36 EDPS, Opinion 19 December 2008, par. 114. 
37 EDPS, Opinion 19 December 2008, par. 119. 
38 The Schengen database (SIS) alerts police officers, border guards and customs officials across the Schengen area 
to persons and items of interest to one another. The database allows goods and persons of ‘interest’ to be ‘flagged’. 
Unlike national alert systems, SIS does not contain detailed historical information and identification data, but only 
basic information and works on a ‘hit/no hit basis’. Interlinking of alerts in SIS 1 is not possible. Access to the SIS 
is restricted to police officers, border guards, immigration officers and customs officials who can only check the 
data relevant to the exercise of their duties. 
39 See COM (2005) 597 final, paragraph 4.6. To believe Statewatch, a decision to give to give the security and 
intelligence services access to the SIS was apparently implemented following an informal agreement in the EU SIS 
working party in the aftermath of ‘September 11’ 2001. "Rather than amend the Schengen Convention, which 



Communication is the call for more data collection than currently undertaken within the VIS 
system.40 
 
At the borderline of politics and data protection principles we observe that the speed of 
reform and nature of the desired reforms do not promise well-balanced outcomes. Reference 
should be continually made to other existing databases and recent steps and innovations. 
Before regretting what is not possible with SIS II, is worthwhile to see what is made possible 
with SIS II in terms of interoperability,41 and to look for first empirical findings about the 
effectiveness of these and other initiatives. Will new interlinking possibilities and broader use 
of alert possibilities in SIS II be more effective? Will the new functions give way to more 
'supposition' creeping into the system and will innocent people suffer repercussions as a 
result of being associated with certain crimes and certain criminals? 
 
Behind the question of effectiveness lays the issue of organisational aspects of 
interoperability. Differences in culture and working methods between, e.g. the F.B.I. and 
N.S.A., are difficult to overcome (Bergman and others, 2006). The 2005 Commission 
Communication discusses the 'under-exploitation of existing systems' within the E.U.,42 but 
only contains proposals to enhance technical interoperability. It does not draw the conclusion 
that law enforcement authorities do not share enough information, but rather because they 
share it badly (Balzacq and others, 2006: 15).43  
We do not share the view that intelligence led policing based on elements of interoperability, 
profiling, non-selection of data, close cooperation with the intelligence community and 
availability are tactics that are inconceivable in a liberal democratic state. There is no 
indication in this direction to be found in the case law of the European Court on Human 
Rights (De Hert, 2005a). The political choice in favour of creation of Europol is a choice in 

                                                                                                                                            
clearly limits access to the SIS to police, border control and customs agencies, it was decided instead to reinterpret 
its provisions. Since the purpose of the SIS under Article 93 is to “maintain public order and security, including 
State security” it was decided to ignore Article 101 which expressly precludes widened access to the SIS, and grant 
access to those authorities with a “responsibility to combat terrorism”. This is can be seen as either a clear breach 
of Article 101 (which is part of the EU legal order) or a de facto amendment of that provision. Either way it is 
certainly a matter upon which the European and national parliaments and data protection supervisors should have 
been consulted" (X, 2005: 19). 
40 "VIS currently only deals with third country nationals, under visa obligation. The control of the identity or the 
legality of the entry of other categories of third-country nationals who frequently cross borders, e.g. holders of a 
long-stay visa or a resident permit, or third-country nationals not subject to a visa requirement could also be more 
efficient. This has been identified as a shortcoming by the internal security and intelligence communities" (COM 
(2005) 597 final, paragraph 4.7.). 
41 SIS II itself is a clear example of interoperability concerns. Five new functions are added to the old alert system: 
(i) the addition of new categories of alert; (ii) the addition of new categories of data, including ‘biometric’ data; 
(iii) the interlinking of alerts; (iv) widened access to the SIS; (v) a shared technical platform with the Visa 
Information System. See in detail, X, 2005: 17-20. 
42 "Currently, all the existing systems are not fully exploited. This relates, e.g. to some categories of alerts in the 
SIS, such as alerts issued for discreet surveillance or specific checks used in a limited and heterogeneous way. 
Increased and more consistent use of these alerts could enhance the fight against terrorism. Finally, besides the 
data processed in common systems, many Member States maintain separate lists for the same purpose, for example 
for refusal of entry, resulting in duplication of effort for many Member States. The EURODAC Regulation is also 
under-exploited. Although the EURODAC Regulation obliges Member States to take fingerprints of all persons 
aged over 14 who cross their borders irregularly and cannot be turned back, the quantity of such data sent to 
EURODAC is a surprisingly low fraction of the total migratory flow" (COM (2005) 597 final, paragraph 4.1.). 
43 In a newspaper article Jacob Kohnstamm, Chairman of the Dutch Data Protection Authority, questioned the 
necessity of new technological based powers or extension of these powers, e.g. regarding data retention. A long 
period for the retention is not necessary, constitutionally speaking, as long as it has not been proven that this longer 
period is necessary. Kohnstamm questions the outcome of a scientific report issued by the Rotterdam University 
holding that longer data retention can be necessary for combating serious organized crime. Successful 
investigation of these cases is a question of giving the right priority. When a case really needs full priority, data 
retention is not really needed, since more intrusive measures can be applied, such as telephone tapping. 
Identification of potential terrorist is a task for secret services, not for police. Terrorist can succeed when they 
remain invisible even for secret services, or when they are not given the right priority by secret services. In these 
cases the said services have not performed adequately, Kohnstamm holds. Granting them new powers, to 
overcome inefficiency is simply not the right way (Kohnstamm, 2005:7). 



favour of intelligence led policing. Although undisputable not all Member States were ready 
for this kind of policing at the moment of creation, the creation of Europol is a sign that the 
E.U. will push interoperability to an extreme in certain cases. Fed by experiences in Member 
States such as Germany, it does therefore not come as a surprise that the E.U. is considering 
computer-assisted profiling.44 However, it is undisputed that these developments depart from 
the old wisdom that law enforcement agencies should only act on material grounds of 
suspicion and that their work should be separated from this of intelligence agencies 
(Trennungsgebot). Therefore the concerns behind the three basic guidelines for ordinary 
interoperability (see above, sub 3) need to be respected to the highest possible extend and 
supplemented with new guarantees or guidelines where necessary.  
 
Intelligence or soft police data do not belong in multifunctional databases such as SIS and 
VIS, but should be processed in separated files or databases of which the user is aware that 
further checking is required (Brouwer & Alfenaar, 2004, 1304-1305). 
In the line of what is incorporated in the Europol Treaty and what is proposed sub 4.3., the 
decision to make databases interoperable should be taken out of the hands of the actors 
concerned and entrusted to an independent expert body within a clear legal framework 
dealing with a extensive set of questions and adhering to a strict test of proportionality 
(supra). Also guarantees are needed to protect persons not actively involved in crimes.45 
Moreover, profiling techniques need to respect the prohibition on automatic decision-making 
as embodied in Article 15 of Directive 95/46/EC. Results of fishing-expeditions cannot be 
translated into immediate police measures,46 especially not since recent U.S. and German 
examples of intelligence-gathering through interoperability show that swift filtering of a small 
number of "suspects" from vast amounts of data is still not feasible (Pelzer, 2005; Kant, 
2005; Bergman and others, 2006). Intelligence led police actions should be made the object 
of continuous empirical and political control following the Europol blue print47. They should 

                                                 
44 Council of the European Union, Memo from German Delegation to the Article 36 Committee, 
On computer-aided preventive searches carried out by individual Member States on the basis of coordinated 
offender profiles (Europe-wide electronic profile searches), Brussels, October 31, 2002, 13626/02, LIMITE 
ENFOPOL 130; Council of the European Union, Draft Council Recommendation on the development of terrorist 
profiles, Brussels, 14 October 2002 11858/1/02, REV 1 LIMITE ENFOPOL 117. See critically: Hosein, 2005:34. 
This author also refers to a Written Question P-3694/03 by Sarah LUDFORD (ELDR) to the Council, March 30, 
2004 (on a E.U. pilot group on Terrorist profiling, comprising experts from a number of EU Member States). 
45 Article 4(2) of the proposed framework decision on data protection in the third pillar lays down an obligation for 
the controller to make a clear distinction between personal data of different categories of persons (suspected, 
convicted, witnesses, victims, informers, contacts, others). Rightly the EDPS asks special attention for data 
relating to non-suspects and recommends modifying the proposal. "Specific conditions and safeguards are needed 
in order to ensure proportionality and to avoid prejudice for persons that are not actively involved in a crime. For 
this category of persons the proposal should contain additional provisions to restrict the purpose of the processing, 
to fix precise time limits and limit the access to data" (EDPS, Opinion 19 December 2008, par. 89). The EDPS 
recommends adding a new paragraph to Article 4 that containing amongst others additional provisions to restrict 
the purpose of the processing, to fix precise time limits and to limit the access to data, as far as non suspects are 
concerned. 
46 Compare with Principle 5.5.ii. (Conditions for communication) of Recommendation No. R(87) 15 regulating the 
use of personal data in the police sector: "As far as possible, the quality of data should be verified at the latest at 
the time of their communication. As far as possible, in all communications of data, judicial decisions, as well as 
decisions not to prosecute, should be indicated and data based on opinions or personal assessments checked at 
source before being communicated and their degree of accuracy or reliability indicated". Critical on the omission 
of specific provisions on automated individual decisions (similar to those in the data protection directive), in the 
proposed framework decision on data protection in the third pillar: EDPS, Opinion 19 December 2008, par. 126-
129. 
47 Hosein rightfully recalls the warning from the EU Network of Independent Experts in Fundamental Rights 
(CFR-CDF). In its first report from May 2003, the network argued: "The development of terrorist profiles on basis 
the characteristics such as nationality, age education, birthplace, psycho-sociological characteristics, or family 
situation - all these elements appear in the recommendation on developing terrorist profiles - in order to identify 
terrorists before the execution of terrorist acts and cooperation with the immigration services and the police to 
prevent or reveal the presence of terrorists on the territory of Member States, presents a major risk of 
discrimination. The development of these profiles for operational purposes can only be accepted in the presence of 
a fair, statistically significant demonstration of the relations between these characteristics and the risk of terrorism, 



be properly isolated from ordinary police work in view of harm reduction and reversibility 
(e.g. by deleting the files after termination of a specific interoperability project or by 
distinguishing data in accordance with their degree of accuracy and reliability, and in 
particular that data based on facts are distinguished from data based on opinions or personal 
assessments).48  

4. Interoperability of police databases: a technical idea? 
In the 2005 Commission Communication on improved effectiveness, enhanced 
interoperability and synergies among European databases in the area of Justice and Home 
Affairs, it is stated that interoperability forms a technical rather than a legal or political 
concept. This is disconnected from the question of whether the data exchange is legally or 
politically possible or required (COM (2005) 597 final, paragraph 2). Is the choice between a 
family car and a fast sports car a technical idea? Let us ask the average housewife when the 
average family father comes back from the dealer with the latter. 
Experts hold that establishing interoperable systems is a complex operation that goes far 
beyond the technical interconnectedness of databases and systems. "Interoperability emerges 
from the need to communicate data across different domains for a specific purpose. 
Transferring the data may represent a technical challenge because of different protocols, 
standards, and so forth. However, the key challenge is with the purpose, use and changes 
consequent on transferring that data. Changes in data ownership and custodianship have an 
effect on power structures, roles and responsibilities and on risk. These issues go well beyond 
the technical dimension into the formal and social spheres". (Wallwork & Baptista, 2005:19) 
 
The 2005 Commission Communication on interoperability to the Council and the Parliament 
reduces the political dimension of interoperability and thereby reduces its changes to become 
an acceptable policy document for political debate and future orientation. It is a wish list 
compiled to serve the interest of the only one good, viz. security. It poorly describes possible 
civil liberties "expenses" of interoperability and critical voices about irrelevant findings, 
stigmatisation of those affected (surveillance, procedures dragging on). It omits useful 
distinctions between technical, organisational and legal interoperability issues and distinctions 
between ordinary and more controversial applications of interoperability.  
By identifying these distinctions, this Note wants to enrich the discussion and outline specific 
guarantees for the respective applications of interoperability. Its rough approach should be 
supplemented with the more refined and ad hoc work of the competent data protection bodies.  
Interoperability can be an enormous benefit for citizen and law enforcement agencies. 
However, without the appropriate control in the hands of the data subjects, "interoperability 
could be another weapon in the hands of the surveillance society, unwelcome in a world here 
privacy is still valued" (Backhouse, 2005:1). 
It is against common sense political intuition and not serving data protection interests to 
create a technical platform for interoperability while postponing political discussion about 
what kind of interoperability is needed. Non interoperability of many systems in the past has 
probably served data protection better than many legal rules with the same goal. There is a lot 
of wisdom in making technical things political.49  

                                                                                                                                            
a demonstration that has not been made at this time." (EU network of independent experts in fundamental rights 
(CFR-CDF), First Report, May 2003 quoted by Hosein, 2005:35).. 
48 See Proposal for a Council Framework Decision, COM (2005) 475 final, art. 4.1 (d). 
49 Compare: " The Council maintains that that ‘the VIS and the SIS II will be two different systems with strictly 
separated data and access’. This is sheer ‘spin’. A “centralized architecture” and a “common technical platform” is 
a deliberately convoluted way of describing a single computer system. “Interoperability” between databases (more 
spin) is institutional speak for the integration of those databases – either the data sets, or access to them. The 
Council has already agreed that there will be broad law enforcement access to VIS (including access for the 
security and intelligence services), providing, in conjunction with SIS II, an EU-wide fingerprint database of 
wanted persons, suspects and all visa entrants" (X, 2005: 19). 
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