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Abstract:  
 
Chemical, biological, radiological and nuclear (CBRN) weapons – also often termed 
‘unconventional’ weapons or ‘weapons of mass destruction’ – are a class of weapons that 
have the potential to kill thousands of people and disrupt vital financial, communications, 
and transportation systems. Yet, to date no such ‘superterrorism’ incidents have taken 
place. 
 
This report focuses on biological weapons because these are the weapons often 
considered to have the greatest potential to kill in the most massive numbers and the 
highest likelihood of being used. It considers the threat they pose by illustrating the 
technical challenges of weaponising and disseminating a disease-causing biological 
agent, and it describes the few terrorist attempts there have been to use biological 
weapons against humans. The report also notes that, because there have been so few 
historical cases of terrorist use, fictitious scenarios have often been adopted as a means 
by which to assess the threat of bioterrorism, to explore the potential consequences of an 
attack, and to develop appropriate response mechanisms.  
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SUMMARY 
 
Chemical, biological, radiological and nuclear (CBRN) weapons – also often termed 
‘unconventional’ weapons or ‘weapons of mass destruction’ – are a class of weapons that 
have the potential to kill thousands of people and disrupt vital financial, communications, 
and transportation systems. Yet, to date no such ‘superterrorism’ incidents have taken 
place. 
 
This report focuses on biological weapons because these are the weapons often 
considered to have the greatest potential to kill in the most massive numbers and the 
highest likelihood of being used. It considers the threat they pose by illustrating the 
technical challenges of weaponising and disseminating a disease-causing biological 
agent, and it describes the few terrorist attempts there have been to use biological 
weapons against humans. The report also notes that, because there have been so few 
historical cases of terrorist use, fictitious scenarios have often been adopted as a means 
by which to assess the threat of bioterrorism, to explore the potential consequences of an 
attack, and to develop appropriate response mechanisms.  
 
It argues that many of the bioterrorism scenarios that have been developed, and the threat 
assessments that rely on them, paint an exaggerated picture of terrorist capabilities and 
the number of casualties resulting from an attack. While some terrorists might have the 
intent to carry out an attack with biological weapons that causes mass destruction and 
thousands of casualties, it is widely agreed by experts that they do not at present have the 
capability to do so. A small number of states or national armed forces might well have 
the capability, but it is unlikely that they have any intention to carry out such an attack. 
 
The scenarios and threat assessments that rely on them lead to a misplaced focus of 
counterterrorism and bio-preparedness efforts. While it is prudent to take measures to 
prepare against the possibility of a biological weapons attack, it is crucial to remember 
that any bioterrorism attack will most likely be one using a pathogen strain with less than 
‘optimal’ characteristics disseminated through crude delivery methods under imperfect 
conditions, and that the potential casualties of such an attack would be in the tens and not 
in the thousands. The most important bio-preparedness measure is therefore gaining 
structured knowledge about the history and science of biological weapons and about the 
capabilities, intentions and motivations of different terrorist groups – as well as limiting 
the influence of the security industry. Focusing attention on high-consequence, but low-
probability events – events with sometimes a probability so low that it never existed – is 
severely misplaced when so many other, real and more pressing, health and security 
concerns are deserving of our resources. 
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CBRN Threats: The Political Focus 
 
The 9/11 Commission, established by the US Congress to investigate the circumstances 
surrounding the September 11th terrorist attacks, determined that “the greatest danger of 
another catastrophic attack in the United States will materialize if the world’s most 
dangerous terrorists acquire the world’s most dangerous weapons” and found that 
preventing the proliferation of such weapons warranted “maximum effort.”1 Eight years 
on from September 11th the CBRN threat has yet to manifest itself in a manner many 
politicians, lobbyists or journalists imagined: mass destruction and high casualties in 
major Western cities. Indeed, there has been no mass destruction from terrorist use of 
CBRN weapons either before or after September 11th.  
 
There has been no terrorist use of nuclear or radiological weapons. Chemical weapons 
have been used in the past – but not since September 11th – and terrorist use of biological 
weapons remains exceptional. Casualties resulting from CBRN weapons are few and far 
between. One analysis notes that of the 11,992 terrorist attacks between 1997 and 2004, 
11,884 involved conventional weapons. Of the 108 incidents not involving conventional 
weapons, 15 involved biological materials, over 45 involved chemical substances, 11 
related to contamination of food and water, and fewer than 10 people were killed as a 
result of these attacks.2 
 
Yet, the terrorist use of CBRN weapons continues to be considered one of the key 
security challenges faced. Last year, the US Congress created a follow-on commission to 
address the threat that the nexus of international terrorism and the proliferation of CBRN 
weapons poses to the security of the United States and the world. The Commission on the 
Prevention of WMD Proliferation and Terrorism published its report World at Risk in 
December 2008, in which it declared that despite the prevention efforts to date, the 
margin of safety against WMD terrorism is shrinking, not growing. It noted that “unless 
the world community acts decisively and with great urgency, it is more likely than not 
that a weapon of mass destruction will be used in a terrorist attack somewhere in the 
world by the end of 2013.”3  
 
While the mandate of the Commission was to examine the full range of challenges posed 
by terrorist use of CBRN weapons, it concluded early in its deliberations that it would 
focus solely on the two weapons that have the greatest potential to kill in the most 
massive numbers: biological and nuclear weapons. Following the lead of Michael 
McConnell, the Director of National Intelligence, who said in a recent speech “One of 
our greatest concerns continues to be that a terrorist group or some other dangerous group 
might acquire and employ a biological agent…to create casualties greater than 9/11,”4 the 
Commission concluded that “terrorists are more likely to be able to obtain and use a 
biological weapon than a nuclear weapon.”5 It noted that a biological attack that inflicts 
mass casualties is more likely in the near term because of the greater availability of the 
relevant dual-use materials, equipment and know-how, which are spreading rapidly 
throughout the world. 
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Yet, the biological attack referred to by the Commission is not any release of any 
biological agent under any circumstances. Rather, it presumes the release of a very high 
quality product, efficiently distributed under optimum conditions. Indeed, much of the 
political focus on biothreats – since the early 1990s, but particularly post-September 11th 
and the ensuing anthrax attacks, events often associated with one another and which were 
linked in time but who’s perpetrators had very different backgrounds and objectives – has 
been on such high consequence incidents.  
 
One of the early public demonstrations of this ‘superterrorism’ threat took place on 
American primetime TV in November 1997 when US Defense Secretary William Cohen 
explained that “It’s important when we talk about weapons of mass destruction that we 
translate it into something that the American people, and hopefully, the world community 
can understand.” He then proceeded to hold up a five-pound (2.3kg) bag of sugar, 
continuing “For example, when we talk about anthrax, if this amount [indicating the bag 
of sugar] could be spread over a city, let’s say the size of Washington, it would destroy at 
least half the population of that city.” Cohen’s portrayal of a biological weapon was not 
only hugely simplified, but its potential to cause mass casualties, especially in relation to 
terrorism, was also significantly exaggerated. More importantly, though, it focused 
attention on the low-probability end of the threat spectrum, and as such was indicative of 
a wider trend in the 1990s in which counterterrorist thinking to some extent was diverted 
away from the core tasks of understanding the motives and likely objectives of terrorist 
groups towards a preoccupation with technology, weapons of mass destruction and high 
consequence risks.6 
  
The following pages stay with the Commission on the Prevention of WMD Proliferation 
and Terrorism’s focus on biological weapons, and take a closer look at the threat they 
pose and at what appropriate policy responses might be. The report illustrates the 
technical challenges of weaponising and disseminating a disease-causing biological 
agent, and describes the few terrorist attempts there have been to use biological weapons 
against humans. This lack of terrorist incidents makes threat assessments of potential 
bioterrorism a difficult task and they depend in large part on fictional scenarios. 
Complicating the task further, bioterrorism threat assessments often rely on the projection 
of capabilities into the future rather than on their existence at the present time. This report 
argues that many of the bioterrorism scenarios that have been developed, and the threat 
assessments that rely on them, paint an exaggerated picture of terrorist capabilities and 
the number of casualties resulting from an attack. The potential of biological weapons is 
based on extensive studies of the military quantity and military quality of particular 
pathogens, and terrorists are unlikely to develop either the quantity or the quality of a 
weaponised pathogen developed in sophisticated state-level programmes. More 
importantly, the scenarios and threat assessments that rely on them misplace the focus of 
counterterrorism and bio-preparedness efforts, which should be less on addressing high-
consequence, but low-probability threats than on prudent action against higher-
probability, lower-consequence threats. 
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Terrorist Use of Biological Weapons 
 
There have only been three confirmed attempts to use biological weapons against humans 
for terrorist purposes:7 the 1984 use of Salmonella by the Rajneesh cult in Oregon, the 
1990-1995 attempted use of botulinum toxin and anthrax by the Aum Shinrikyo cult in 
Tokyo, and the 2001 ‘Amerithrax’ distribution of a high-quality dry-powder preparation 
of anthrax spores attributed to the biological weapons scientist Bruce Ivins. In addition to 
these incidents, there have been thousands of hoaxes, or false claims that a biological 
attack has been perpetrated. Some commentators argue that hoaxes which are 
ideologically motivated and intended to cause fear and intimidation should be counted as 
bioterrorism incidents.8 Others argue they should not, as no actual biological agent is 
involved.9 
 
The 1984 attacks in Oregon by the Rajneesh – a cult who had moved there from India a 
few years earlier – employed Salmonella to contaminate salad bars in local restaurants. 
The contamination caused 751 identified victims, 45 of which were sick enough to be 
hospitalised, but no fatalities. The attacks were part of the cult’s efforts to sway local 
election results. By making potential voters so ill they would stay away from the polls on 
election day, the cult’s 2000 members – plus the homeless people they had brought to 
their commune from cities all over the US and registered to vote – would ensure their 
own candidates won (which in the end they did not). Fewer than a dozen people, all 
senior members of the Rajneesh, participated in planning the salad bar attacks. A secret 
laboratory was established in an out-of-the-way spot on the commune. The registered 
nurse who headed the commune’s health centre obtained the Salmonella using her 
credentials. Three people cultivated the bacteria, and about a half-dozen disseminated the 
cultures. Only small-scale culturing was required, using ordinary laboratory glassware 
and media. In addition to the successful salad bar attacks, the cult also used Salmonella 
cultures on several other occasions – dumping them into one of the local water systems, 
spreading them on produce in a supermarket and on doorknobs and urinal handles in the 
county courthouse – but all without apparent effect. 10  
 
The Tokyo attacks were, like the Oregon attacks, also perpetrated by a religious cult. 
Better known for its successful sarin attacks on the Tokyo subway in 1995 which resulted 
in 12 fatalities and over a thousand casualties,11 the Aum Shinrikyo believed too many 
people were accumulating bad karma and its destructive acts were a means by which to 
hasten people’s reincarnation at a higher level. Its goal was apocalyptic, the destruction 
of the corrupted world order in order to create a new, pure society. The cult made efforts 
to develop two agents as biological weapons. In the early 1990s, it focused on botulinum 
toxin. Aum scientists tried to isolate C. botulinum from soil samples, but there is no 
evidence that they were successful. Where the strain that was ultimately used came from 
is unknown, as are its identity and toxigenicity. However, the fact that multiple 
dissemination events – from ballons, through vehicles equipped with a spray device and 
attaché cases with built-in spray devices, to a water purification plant – led to no 
casualties suggests the Aum was using an avirulent strain or was unable to cultivate C. 
botulinum properly. In late 1992, early 1993 the Aum shifted its focus to anthrax, but 
again seems to have obtained an avirulent strain of the agent. In one of its dissemination 
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attempts, it sprayed unknown, but probably very large, quantities of a liquid aerosol 
(most likely crude culture, unprocessed in any way) of B. anthracis from the roof of the 
Aum’s headquarters building in Tokyo. For the dissemination, the Aum set up two 
sprayers on the roof of the eight-story building, each within a large round cooling tower. 
Pipes were extended from the cooling towers to tanks below, which were filled with a 
liquid suspension of B. anthracis. The device worked poorly, producing large droplets 
rather than the very fine aerosol needed for effective transmission of anthrax. It also 
appears the spore concentration was very low (at least five orders of magnitude below 
that necessary for a highly infectious wet aerosol). In another dissemination attempt, 
targeting the area around the Kanagawa prefectural office and the Imperial Palace, it 
equipped vehicles with spraying devices, but according to prosecutors’ statements, the 
nozzle of the sprayer clogged and the operation failed. Despite its 200m2 laboratory 
containing, amongst other equipment, a glove box, incubator, centrifuge, drier, 
DNA/RNA synthesiser, electron microscope, two fermenters each having about a 2,000-
litre capacity, and an extensive scientific library, and despite its repeated attempts at 
dissemination, the Aum was unsuccessful in causing any disease, and in retrospect it is 
clear that the cult did not even make the first substantive step toward an effective 
bioweapon.12 
 
This is in sharp contrast to the 2001 anthrax letter attacks, targeted at media and 
congressional offices on the East Coast of the United States, which did constitute an 
effective bioweapon. The letters resulted in at least 22 cases of anthrax, five of which 
were fatal. The anthrax spore preparations were of extraordinary high quality13, 
containing as they did about 1012 spores per gram, near the theoretical maximum, given 
the approximately picogram weight of an individual spore. The particle size was quite 
uniform, about 3 micrometers, and the preparation may have been treated with silica to 
prevent electrostatic clumping. This is a highly sophisticated method of spore 
preparation, widely thought beyond the capabilities of anyone not specifically trained to 
prepare it. In August 2008 the FBI named Bruce Ivins, a biodefence scientist at the US 
Army Medical Research Institute of Infectious Diseases at Fort Detrick, Maryland, as the 
‘Amerithrax’ perpetrator claiming he wanted to bolster support for a vaccine he had 
helped create. Ivins committed suicide a few days before the announcement, having been 
told the FBI was about to press charges against him. With his death the FBI evidence will 
not be tested in court and some experts remain sceptical of the FBI conclusion that Ivins 
was responsible for the attacks.14 Despite this uncertainty it seems clear that very few 
people in the world have the sort of training required to make anthrax spore preparations 
of the quality seen in the anthrax letters, and that most of these would be current or past 
PhD-level employees of the US or Soviet biological weapons programmes.15 
 
 
Bioterrorism Scenarios 
 
Because there have been so few historical cases of terrorists using biological weapons, 
fictitious scenarios have often been adopted as a means by which to assess the threat of 
bioterrorism, to explore the potential consequences of an attack, and to develop 
appropriate response mechanisms. While modelling of this sort can be a productive 
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exercise, many of the bioterrorism scenarios that have been put together are unrealistic 
and rely on a large number of technical assumptions. This often leads to skewed 
estimations of the bioterrorist threat, to unlikely casualty estimates, and to misplaced 
allocations of resources. Milton Leitenberg, a biological weapons expert based at the 
Center for International and Security Studies at Maryland, has looked in detail at some of 
the key bioterrorism scenarios that have been developed, and it is helpful to relate his 
arguments in order to illustrate how far-fetched some of these scenarios are. 
 
One scenario often referred to is “Atlantic Storm.” This scenario mimics a summit of 
transatlantic leaders forced to respond to a bioterrorist attack involving smallpox on 
multiple nations of the transatlantic community. The table-top exercise was convened in 
Washington in January 2005 and comprised transatlantic leaders played by current and 
former officials from each country or organisation represented, and included the prime 
ministers of Canada, Italy, the Netherlands, Poland, Sweden, and the United Kingdom; 
the presidents of the European Commission, France and the United States; the Chancellor 
of the Federal Republic of Germany; and the Director General of the World Health 
Organisation.  
 
The scenario posits that an al-Qaida splinter group obtained “seed stocks of Variola 
major [smallpox] virus…from a bioweapons facility in the former Soviet Union.” 
Leitenberg suggests this strongly implies that the “facility” is Vector, one of the former 
premier institutes of the Soviet biological weapons programme, and one of only two 
World Health Organisation reference laboratories to retain the virus (the other being the 
Centers for Disease Control in the US). When the Iranian government made overtures to 
Vector scientists in the early- to mid-1990s, offering very generous payment for them to 
work in Iran, it failed to convince a single member of the institute to come. These 
facilities are in better shape now than they were 10 years ago, both in their financial 
circumstances and in their biosecurity arrangements, and Leitenberg notes that “It 
therefore seems highly unlikely that an al-Qaida affiliated group would be able to obtain 
a smallpox sample from Vector.”16 
 
The scenario goes on to describe the al-Qaida splinter group’s laboratory as a 
“disguised…small brewery in Klagenfurt, Austria.” However, smallpox is very difficult 
to grow in the fermenting vats of a brewery, as brewery vats are much larger than viral 
bioreactors. Indeed, the scenario does not explain the method through which the group 
would have cultivated or produced its smallpox from the seed stocks. It only notes that 
“Smallpox virus can be grown in embryonated eggs and a variety of tissue culture 
systems.” What it does not say is that work with viruses and cell culture is much more 
difficult than growing bacterial cultures. Leitenberg quotes a former director of a Western 
national biological weapons defence laboratory, who when asked how long it would take 
a fully competent professional group of experienced microbiologists who have never 
before worked with viruses or tissue culture to successfully grow smallpox in tissue 
culture, estimated five years.17 The scenario also notes that smallpox can be grown in 
embryonated chicken eggs, but even that requires experience and careful, tedious 
technical work. In addition, these eggs must be ordered specially, and suppliers are 
limited and customers usually well-known. As Leitenberg notes, if the group ordered the 
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thousands and possibly tens of thousands of embryonated eggs and egg incubators that 
would be required for this method of growing smallpox virus, local suppliers might 
become suspicious and notify the local authorities since you would expect a brewery to 
only require yeast, hops and grain.18 Moreover, the group would have to prevent the 
escape of the grown smallpox virus in liquid or solid waste effluents. Incineration, water 
sterilisation and air-handling equipment are not normally installed in “a small brewery.” 
These auxiliary systems alone are relatively large, and the ability for them to be housed 
together with the laboratory facilities “in a building as small as a three-car garage,” which 
the scenario suggests, would be possible but very unlikely. 
 
The attack itself in the Atlantic Storm scenario involved the distribution of a dry-powder 
smallpox preparation from “a commercially available dry-powder dispenser” by 
vaccinated individuals in six different cities (Istanbul, Frankfurt, Rotterdam, Warsaw, 
Los Angeles and New York City) over a span of four days. While the scenario does not 
describe how the dry-powder smallpox was prepared, it does state that “Variola virus can 
be processed to a stable dried form just as vaccinia virus is dried to make a vaccine.” The 
US offensive bioweapons programme did not succeed in producing a dry-powder weapon 
before it was ended in 1969, and the British programme never attempted to do so. The 
Soviet programme did not develop dry-powder smallpox either, because, firstly, it had 
developed a preparation that kept smallpox stable in liquid form, and secondly, it was 
considered much too dangerous for its staff to prepare dry-powder smallpox preparations 
even working in facilities with elaborate and advanced containment systems.19 The 
dispersal of the dry-powder preparation in the scenario was to have taken place over a 
period of several hours in each location. Yet, Leitenberg questions whether “a 
commercially available dry-powder dispenser” produces the particle size distribution 
required for human aerosol infection. He further questions whether the dispenser is 
battery-powered or gas cartridge-powered to operate noiselessly, and notes that the 
device the Aum Shinrikyo group made but never used was designed to distribute a liquid 
and would have only worked for a short time.20 
 
In sum, while Leitenberg does not dispute that the details of the scenario are within the 
realm of possibility, he argues that what is presented as plausible is actually an 
improbable, worst-case scenario.21  This is unfortunately often the case with bioterrorism 
scenarios. They portray an improbable, worst-case series of events but disguise them as 
an imminent possibility. While terrorists undoubtedly have an interest in biological 
weapons, the scenarios conflate interest or intent with capability – sometimes even with 
projections of future capability. This is highly misleading. It is widely agreed by experts 
that terrorist groups do not at present have the capability to acquire and deploy a mass-
casualty biological weapon, and that they are unlikely to develop the capability in the 
near future.22 This is primarily because the process of turning a disease-causing 
biological agent into a weapon is so technically challenging. The following section 
examines this process in detail and considers what it would take to release a very high 
quality product, efficiently distributed under optimum conditions.23 
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Weaponising and Disseminating Pathogens 
 
The process of turning a pathogen into a weapon begins with acquiring a disease-causing 
biological agent from a natural source (such as a person or sick animal) or from a 
laboratory or culture collection. While any disease-causing biological agent could in 
theory be used as weapon, only some pathogens are of real utility. Traditional military 
criteria for antipersonnel agents are infectivity (ability to infect humans and cause 
disease), virulence (the severity of the resulting illness), persistence (duration of survival 
after release into the environment), wide but concentrated dispersion, and stability. Early 
US developers of biological weapons preferred using veterinary diseases such as anthrax 
and tularaemia that are not contagious in humans and which would make the effects of a 
biological weapons attack more controllable. The Soviet Union, in contrast, weaponised 
highly contagious diseases such as pneumonic plague and smallpox for strategic attacks 
against distant targets, in the belief that the resulting epidemic would not boomerang 
against the Soviet population. The choice of pathogen also depends on the purpose of the 
weapon, whether it be to kill many people, to ensure protracted disability, to produce 
persistent contamination of a terrain, or to start an epidemic. Terrorist aims would 
presumably be to kill or incapacitate, but obtaining strains of a lethal or incapacitating 
pathogen from natural sources that contain the desired characteristics is not easy. Most of 
the pathogens developed as biological weapons have been deliberately bred or genetically 
modified for the required characteristics.  
 
The next step in the weaponisation process – cultivating the agent – would be relatively 
easy for individuals trained in microbiology. Since all the necessary equipment is ‘dual-
use,’ terrorists could use commercially available laboratory glassware or a desktop 
fermentor and standard nutrient media to brew up a batch of lethal bacteria. Viruses are 
significantly harder to mass-produce because they cannot multiply outside of living cells, 
but they can be grown in fertilized eggs. Yet, as already discussed, these need to be 
specially ordered. Cultivating infectious pathogens can additionally be hazardous to one’s 
health, and storing large amounts of culture also creates its own safety challenges. 
 
Dissemination of biological agents poses even greater technical hurdles. Whereas 
persistent chemical agents such as sulfur mustard and VX nerve gas are readily absorbed 
through the intact skin, no bacteria and viruses can enter the body via that route unless 
the skin has already been broken. Thus, biological agents must either be ingested or 
inhaled to cause infection. To expose large numbers of people through the 
gastrointestinal tract, possible means of delivery are contamination of food and drinking 
water, yet neither of these scenarios would be easy to accomplish. Large urban reservoirs 
are usually unguarded, but unless the terrorists dumped in a massive quantity of 
biological agent, the dilution effect would be so great that no healthy person drinking the 
water would receive an infectious dose.24 Moreover, modern sanitary techniques such as 
chlorination and filtration are designed to kill pathogens from natural sources and 
probably would be equally effective against a deliberately released agent. Bacterial 
contamination of the food supply is also unlikely to inflict mass casualties. Cooking, 
boiling, pasteurisation, and other routine safety precautions are generally sufficient to kill 
pathogenic bacteria. Although the successful Rajneesh attack involved the contamination 
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of food, the method of delivery was crude, inherently limited, and unlikely to result in the 
large number of mass-casualties linked in the popular imagination to CBRN attacks. 
 
The only potential way to inflict mass casualties with a biological agent is by 
disseminating it as a respirable aerosol: an invisible cloud of infectious droplets or 
particles so tiny that they remain suspended in the air for long periods and can be inhaled 
by large numbers of people. A high-concentration aerosol of anthrax or some other germ 
weapon, released into the air in a densely populated urban area, could potentially infect 
thousands of victims simultaneously. After an incubation period of a few days, depending 
on the type of agent and the inhaled dose, the exposed population would experience an 
outbreak of an incapacitating or fatal illness. Although aerosol delivery is potentially the 
most lethal way of delivering a biological attack, it involves major technical hurdles that 
most terrorists would be unlikely to overcome. To infect through the lungs, infectious 
particles must be microscopic in size – between one and five microns (millionths of a 
meter) in diameter. Terrorists would therefore have to develop or acquire a sophisticated 
delivery system capable of generating an aerosol cloud with the necessary particle size 
range and a high enough agent concentration to cover a broad area. 
 
An important trade-off exists between ease of production and effectiveness of 
dissemination. The easiest way to produce microbial agents is in a liquid form, yet when 
such a ‘slurry’ is sprayed into the air, it forms heavy droplets that fall to the ground so 
that only a small percentage of the agent is aerosolised. In contrast, if the bacteria are first 
dried to a solid cake and then milled into a fine powder, they become far easier to 
aerosolise, yet the drying and milling process is technically difficult.  
 
Even if aerosolisation is achieved, the effective delivery of biological agents in the open 
air is highly dependent on atmospheric and wind conditions, creating additional 
uncertainties. Only under highly stable atmospheric conditions will the aerosol cloud 
remain close to the ground where it can be inhaled, rather than being rapidly dispersed. 
Moreover, most microorganisms are sensitive to ultraviolet radiation and cannot survive 
more than thirty minutes in bright sunlight, limiting their effective military use to night-
time attacks. The one major exception is anthrax, which can be induced to form spores 
with tough outer coats that enable them to survive for several hours in sunlight. 
Terrorists, of course, could stage a biological attack inside an enclosed space such as a 
building, a subway station, a shopping mall, or a sports arena. Such an attack, if it 
involved a respiratory aerosol, might infect thousands of people, but even here the 
technical hurdles would by no means be trivial. Indeed, as already described, the Aum 
Shinrikyo cult failed in its attempts to conduct biological weapons attacks, suggesting 
that despite the group’s extensive scientific and financial resources, it was unable to 
overcome some or all of the technical hurdles associated with the acquisition of a virulent 
strain, cultivation of the agent, and efficient delivery.  
 
Yet, even when a biological weapon has been disseminated successfully, the outcome of 
an attack would be affected by factors like the basic health of the people who are exposed 
to the agent, and the speed and manner in which public health authorities and medical 
professionals detect and respond to the resulting outbreak – a prompt response with 
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effective medical countermeasures, such as antibodies and vaccination, can significantly 
blunt the impact of an attack. Simple, proven ways to curtail epidemics, such as home 
care, wearing face masks, hand washing, and avoiding hospitals where transmission rates 
might soar, can also prove effective in stemming the spread of a disease. Indeed, this 
aspect of a bioterrorism attack is also often underplayed in scenarios, and sometimes the 
rates of contagion used in scenarios is even significantly higher than those in historical 
cases of natural outbreaks. In “Dark Winter” for example, a 2001 executive level 
simulation set in the National Security Council over 14 days which like Atlantic Storm 
also focused on a covert aerosolised smallpox attack, a person-to-person secondary 
transmission rate of ten was adopted, three times the historical average of three.25 In the 
extensive “Top Officials” or “TOPOFF” exercises, simulating multi-point terrorist 
attacks with, amongst other weapons, aerosolised plague, a transmission rate five times 
higher than the historical average rate of one26 was used.27  
 
 
State-Sponsored Biological Weapons Programmes 
 
The technical challenges involved in carrying out a high-consequence biological attack 
that causes mass destruction and high casualties in major Western cities are formidable. 
Indeed, the potential of biological weapons is based on extensive studies of the military 
quantity and military quality of particular pathogens. In contrast to current portrayals of 
bioterrorism which involve aerosols of lethal agents causing hundreds of thousands of 
deaths, the only two bioterrorism attacks known to have caused an actual outbreak of 
disease used very crude delivery methods: contamination of food and dispersal through 
the postal system. Crude delivery methods are likely to remain the most common forms 
of bioterrorism. They are potentially capable of inflicting at most tens to hundreds of 
fatalities – within the destructive range of high-explosive bombs, but not the mass death 
predicted by many superterrorism scenarios. Yet, even a ‘low-consequence’ event 
requires a considerable level of expertise to execute.28  
 
Given the high level of know-how needed to use disease as a weapon, the World at Risk 
report advocates that counterterrorism efforts should be less focused on terrorists 
becoming biologists and more focused on biologists becoming terrorists. It is in this 
respect that the Commission on the Prevention of WMD Proliferation and Terrorism 
concluded that the biological threat is greater than the nuclear threat; weaponising 
pathogens with expert assistance would entail fewer technical hurdles than the theft or 
production of weapons-grade uranium or plutonium and its assembly into an improvised 
nuclear device.29 Yet, the report fails to emphasise that it is not all biologists that are of 
concern. It is primarily those with expertise and experience in weaponising pathogens: 
i.e. current or former scientists in major state-sponsored biological weapons programmes. 
 
The largest, most extensive offensive biological weapons programme of any country was 
that of the Soviet Union. Ironically, it was only after the Soviet Union signed the 
Biological Weapons Convention in 1972 and agreed to cease all offensive work on 
biological agents that the programme began its massive expansion. Estimates of the 
number of people employed by the programme at its height are generally put between 
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25,000 and 60,000. Operating until the early 1990s, the programme was spread over 
numerous sites and institutions throughout the country: The four key research facilities 
were at Obolensk (near Moscow), in Kol’stovo (Novosibirsk Region), in Kirov (now 
called Vyatka), and in Zagorsk (now Sergeev-Posad); the major field-test facility was 
Vozrozdeniye Island in the Aral Sea; and production and storage facilities were located at 
Berdsk, Omutninsk, Sverdlovsk (now Ekaterinburg), and Stepnogorsk. Some of the 
Soviet biological weapons programme was hidden in civilian institutions overseen by the 
Main Directorate for Biological Preparations, or ‘Biopreparat’ for short. One of the key 
Biopreparat facilities was the All-Union Institute of Highly Pure Biological Preparations, 
founded in Leningrad in 1974. It eventually consisted of three sites and employed 
approximately 3,500 people. The institute initially focused on developing lethal and 
debilitating strains of tularaemia, but it later switched its focus to weaponising Yersinia 
pestis. By 1987 the facility reportedly had a manufacturing capacity of approximately 
200kg per week.30 Another Biopreparat facility, ‘Vector’, was established in 1974 as the 
All-Union Research Institute of Molecular Biology and is today under the control of the 
Russian Federation Ministry of Health. Vector’s areas of biological weapons expertise 
during the Soviet period included the Ebola, Lassa, Marburg and smallpox viruses. The 
Soviet Union did not limit itself to these agents though, and carried out research and 
development on the full range of traditional agents. The programme also addressed the 
problems of detection, prevention and treatment, as well as all major elements associated 
with the identification, evaluation and testing for possible eventual large-scale production 
and storage. Unlike the offensive biological weapons programme in the United States 
which ended in 1969, the Soviet programme could take advantage of the 1970s revolution 
in molecular biology and a significant amount of attention was devoted to manipulating 
the genetic properties of bacteria and viruses – including the transfer or modification of 
peptides to destroy the immune system, attempts to genetically modify pathogens to 
induce the production of endorphins, and the transfer and modification of genes for lethal 
factors into other bacteria or viruses as part of attempts to create genetically engineered 
pathogens.31 
 
Like its Soviet counterpart, the US offensive biological weapons programme was also 
spread over a number of sites and facilities throughout the country – albeit on a smaller 
scale. Established in 1943, Fort Detrick, Maryland formed the main research and 
development component of the programme, and consisted of research laboratories, pilot 
plants, and test chamber facilities (including the 8 Ball Bomb Test Building, completed in 
1950 at a cost of $715,468).32 At its height, during the final phase of WWII, it had 
between 3,000-4,000 personnel. Edgewood Arsenal, Maryland, was also focused on 
research and development, primarily during the post-war period. The X-201 Plant at Pine 
Bluff, Arkansas was set up in the early 1950s and tested production processes, produced 
limited quantities of agents and filled munitions, and developed data for storing, 
handling, and performing surveillance of biological weapons. The Dugway Proving 
Ground in Utah formed the major testing site for field trials. City simulant tests, large 
area land tests and sea tests were also carried out. Designed to measure the dispersion 
possibilities of biological weapons tests were carried out over the San Francisco Bay 
Area (1950), Minneapolis (1953) and St Louis (1953). Land and sea tests, where 
biological agents were discharged in aerosol form from disseminators, bomblets or spray 
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tanks, were held off the coast of Hawaii and California, in the open spaces of the Pacific, 
in the Marshall Islands, in Alaska, in the Panama Canal Zone, in Florida, and in the Great 
Plains region of Canada. Localised tests were also carried out in the New York City 
subway system, at the National Airport, and at the Greyhound bus terminal in 
Washington. The US programme was very publicly ended when President Nixon 
unilaterally renounced the programme in November 1969, paving the way for the 
multilateral Biological Weapons Convention. 
 
A number of other countries, notably Japan, the United Kingdom, Canada and France, 
also had offensive biological weapons programmes, but these were concluded before the 
Biological Weapons Convention entered into force in 1975. The two exceptions to this, 
the Iraqi and South African programmes which were initiated in the 1980s, ended in the 
1990s – the Iraqi programme through UN intervention following the Gulf War33 and the 
South African programme following the change of government and end of Apartheid.34 
Despite the scale of investment in biological weapons programmes, the actual use of 
biological weapons in war has been extremely rare, with the only well-documented case 
in the twentieth century being Japan’s use of plague and other bacterial agents against 
China during World War II.35 
 
Today, no state acknowledges that it possesses, or has offensive programmes to develop, 
biological weapons. And while states generally do not publicly accuse each other of 
bioweapons possession or offensive programmes, at the 6th Review Conference of the 
Biological Weapons Convention, the United States asserted that “…Iran probably has an 
offensive biological weapons program in violation of the BWC. Similarly, we also 
believe North Korea has a biological warfare capability and may have developed, 
produced, and weaponized for use biological weapons, also in violation of its BWC 
obligations. Finally, we remain seriously concerned that Syria – a signatory but not a 
party to the BWC – has conducted research and development for an offensive BW 
program.”36 Syria opted to use its right of reply, and responded: “The US accusations are 
unfounded and incorrect. The world is now used to the selectivity and double standards in 
US reports and policy. No one believes anymore the political allegations contained in 
such reports. … If the US is sincere in its intentions, it should pressure Israel to ratify the 
Nuclear Non-Proliferation Treaty, the Biological Weapons Convention and the Chemical 
Weapons Convention. It is known that Israel, thanks to US support, has a huge arsenal of 
WMD.”37  
 
More recently, the Director of the US Defense Intelligence Agency (DIA) said at a 
hearing on ‘current and future worldwide threats to the national security of the US’ that: 
“North Korea’s resources include a biotechnological infrastructure that could support the 
production of various biological warfare agents. … Iran has a growing biotechnology 
industry, significant pharmaceutical experience, and the overall infrastructure that could 
be used to support a biological warfare program. DIA believes Iran is pursuing 
development of biological weapons. … DIA believes China continues to maintain some 
elements of an offensive biological weapons program. China possesses a sufficiently 
advanced biotechnology infrastructure to allow it to develop and produce biological 
agents. … We judge Russia also continues research and development that could support 
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its chemical and biological warfare programs. India and Pakistan…both…have the 
infrastructure to support biological and some aspects of their chemical warfare programs. 
… Syria’s biotechnical infrastructure is capable of supporting limited biological agent 
development.”38 As others have noted,39 the statements regarding China, Russia, North 
Korea, India and Pakistan would be equally applicable to the United States and to nearly 
every European country, and, indeed, to many other countries as well. Only the 
statements on Iran and Syria refer to explicit offensive bioweapons programmes. 
 
In addition to concerns about offensive biological weapons programmes, recent years 
have seen a large expansion in national biodefence programmes (which are permitted 
under the Biological Weapons Convention). Attracting most concern is the US 
programme. The military kept control of its former offensive facilities, except for a small 
area at Fort Detrick dedicated to cancer research, and these now form part of the US 
biodefensive programme. But, in addition to the vast array of threat- and vulnerability-
assessment exercises, prevention-and-protection efforts, surveillance-and-detection 
programmes, and response-and-recovery initiatives instigated during the Bush 
administration, the biodefence infrastructure is also being expanded. Efforts are primarily 
focused on a nationwide group of institutions collectively described as the Homeland 
Security Biodefense Complex. Its centrepiece is the Department of Homeland Security’s 
National Biodefense Analysis and Countermeasures Center at Fort Detrick engaged in 
laboratory-based threat assessment and bioforensics, but it also includes the Plum Island 
Animal Disease Control Center, the Biodefense Knowledge Center at the Lawrence 
Livermore National Laboratory, ten newly established university-based Regional Centers 
of Excellence for Biodefense, and a number of new high-containment laboratories, some 
still under construction.  One estimate of US biodefence expenditure since 2001 is that 
$50 billion have been spent or allocated among 11 federal departments and agencies, and 
for Fiscal Year 2009 the Bush administration proposed an additional $9 billion in 
bioweapons-related spending.40 Little is know about the current scope of the Russian 
biodefence programme, but in 2004 a US Department of Defense official estimated that 
approximately 40 institutions that were formerly part of the offensive Soviet programme 
still exist.41 
 
 
Bio-Preparedness: Responding to the Threat of Biological Weapons 
 
While some terrorists might have the intent to carry out an attack with biological 
weapons that causes mass destruction and thousands of casualties, it is widely agreed by 
experts that they do not at present have the capability to do so. A small number of states 
or national armed forces might well have the capability, but it is unlikely that they have 
any intention to carry out such an attack. 
 
The World at Risk report highlighted the threat of terrorists recruiting biological weapons 
scientists from national programmes and this is a concern. However, as already 
described, there is no evidence that such recruitment has worked in the past, in fact there 
is evidence to the contrary: the Iranian government was unable to recruit scientists from 
the Soviet programme. Yet, even if a terrorist group managed to recruit a biological 
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weapons scientist, it is doubtful this would significantly increase their capability to carry 
out a mass-casualty attack. Sophisticated biological weapons programmes, like the Soviet 
and American programmes, had a very strict division of labour with individual scientists 
only responsible for a small part of the weaponisation process. Terrorist would therefore 
have to recruit a whole team of scientists who between them would have the expertise to 
acquire, cultivate, store and disseminate disease-causing agents. To guard against 
recruitment of former bioweapons scientists from the relatively recent Soviet programme, 
a number of European countries and the United States have, since the early 1990s, 
implemented cooperative research and development programmes with facilities and 
personnel previously involved in the programme. These efforts have provided greater 
transparency on former biological weapons-related activities, and many of the outside 
cooperative efforts are directed toward cataloguing and securing pathogenic strains at all 
biological facilities in the former Soviet Union. 
 
Greater transparency and better security have also been called for by a number of experts 
in the national biodefence programmes that have been rapidly expanding in the years 
since September 11th. For instance, the US programme now has 15 BSL-4 laboratories, 
which handle the most dangerous pathogens, up from five before September 11th.42 The 
total number of BSL-3 laboratories – which handle agents that may cause serious and 
potentially lethal infection such as anthrax, West Nile Virus and tularaemia – is 
unknown. Federal BSL-3 laboratories registered with the CDC and USDA Select Agent 
Program number 458, academic BSL-3 laboratories number 487, state BSL-3 laboratories 
number 268, and private BSL-3 laboratories number 143, which make a total of 1356 
BSL-3 laboratories registered with the CDC and USDA Select Agent Program.43 In 
addition to this figure come laboratories outside the Select Agent Program and non-
federally funded laboratories, but information on these laboratories is not collected 
centrally. A number of concerns have been raised about the proliferation of high-
containment laboratories: public safety concerns about accidental releases of biological 
agents, security concerns about the theft of pathogens and equipment, and compliance 
concerns with the Biological Weapons Convention about the research carried out in the 
laboratories and the fine line between defensive and offensive work. Concerns too have 
been raised, and gained momentum by the Bruce Ivins case, about the increasing number 
of people working with highly dangerous pathogens and the spread of the biodefence 
knowledge – in the US there are now an estimated 15,000 people registered to work with 
‘select agent’ pathogens. 
 
Of course it is prudent to take measures to prepare against the possibility of a biological 
weapons attack. Concerted action across a policy continuum that extends from prevention 
through preparedness to consequence management is necessary. We must ensure former 
bioweapons scientists are redirected to peaceful activities, that a culture of security 
awareness develops in the life sciences community, that pathogen security is improved 
and high-containment laboratories have sufficient oversight. We must develop medical 
countermeasures, ready hospitals, train first responders, build resilience, and strengthen 
national and global disease surveillance networks. We must enhance capabilities for rapid 
response to biological attacks, develop contingency plans, and foster police and 
intelligence cooperation between countries. 
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But all the while it is crucial to remember that any bioterrorism attack will most likely be 
one using a pathogen strain with less than ‘optimal’ characteristics disseminated through 
crude delivery methods under imperfect conditions, and that the potential casualties of 
such an attack would be in the tens and not in the thousands. The most important bio-
preparedness measure is therefore gaining structured knowledge about the history and 
science of biological weapons and about the capabilities, intentions and motivations of 
different terrorist groups – as well as limiting the influence of the security industry. 
Focusing attention on high-consequence, but low-probability events – events with 
sometimes a probability so low that it never existed – is severely misplaced when so 
many other, real and more pressing, health and security concerns are deserving of our 
resources. 
 
 
Recent European Union Initiatives 
 
Echoing US priorities, the Council of the European Union has encouraged its Member 
States and the European Commission, in their work on CBRN risks, “to address as a 
matter of priority the area of bio-preparedness, with a view to addressing biological risks 
and threats through appropriate actions and activities in the relevant policy areas.”44 
Initiating a consultation process at the European level, the Commission adopted a Green 
paper on bio-preparedness in July 2007 on ways to reduce biological risks and improve 
the ability of the EU to prevent, respond and recover from a biological incident.45 The 
Green paper focused on seven major issues of concern: 
 

1. Awareness about the existing legislative framework covering biosafety and civil 
protection; 

2. Practical implementation of safety standards; 
3. Existence and application of minimal security standards; 
4. A potential to misuse research and researchers; 
5. Deficits in European analytical capacity for reducing biological risks; 
6. Lacking detection capabilities; 
7. Requirement of improved multi-agency and multi-sectoral cooperation in both 

prevention and response. 
 
A synthesis document of the 82 responses received to the consultation was completed in 
August 2008, which concluded that there is a consensus between the EU Member States 
to raise and tackle the issue of bio-preparedness at the European level.46 
 
The European Union clearly has a central role to play in co-ordinating the bio-
preparedness of its Member States. It is, as noted above, prudent to take measures to 
prepare against the possibility of a biological weapons attack. Biosafety and biosecurity 
measures can contribute to efforts to prevent the development, acquisition or use of 
biological weapons, and effective detection and response mechanisms can limit the 
impact of biological incidents.  
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The Green paper recognises that in the early stages of an incident it is often difficult to 
identify the causes and sources of a disease, and it helpfully adopts a ‘biological all-
hazards approach’ which provides generic preparedness within an overall crisis 
management capability to all biological risks, be they from terrorist attacks, other 
intentional releases, accidents or naturally occurring diseases. The Green paper does not, 
however, elaborate the weight the all-hazards approach affords the various biological 
risks. Should the risks from terrorist attacks be ranked higher or lower than, say, the risks 
of naturally occurring diseases? This is an important point because the ranking of risks 
will, implicitly or explicitly, dictate the particular preparedness measures adopted and the 
resources devoted to it. While the Green paper maintains that any new measures 
introduced should be “proportionate, affordable, sustainable and reliable in terms of the 
threat they seek to minimise and respond to,”47 it provides no discussion about that threat, 
except to say that: 
 

“Terrorists may resort to non-conventional means such as biological weapons or 
materials. Some of these materials have the capacity to infect thousands of 
people… The risk of [a] ‘bioterrorist’ attack has been statistically low, but its 
consequences can be devastating.”48 

 
As this report has illustrated, bioterrorist attacks may range from high-consequence, low-
probability events to low-consequence, high-probability events, and focusing too much 
attention on biological weapons attacks that cause mass destruction and thousands of 
casualties severely misplaces efforts and resources that could be better spent addressing 
disease-prevention and national and multilateral responses to epidemics. 
 
A second significant omission in the Green paper is that it does not address the risks from 
rapidly expanding national biodefence programmes. The Confidence Building Measures 
of the Biological Weapons Convention encourage the exchange of information between 
States Parties about their biodefence programmes and activities. Trends in the number of 
biodefence programmes submitted through the Confidence Building Measures indicate 
that over the last fifteen years or so, there has been a gradual increase in the number of 
biodefence programmes declared, from 13 programmes in 1992 to 25 programmes in 
2007 (the most recent complete figures available). Similarly, there has also been an 
increase in the number of States Parties declaring maximum containment facilities, from 
26 States Parties (in 1992) to 40 States Parties (in 2007), and an increase in the number of 
maximum containment facilities declared (in 1992 the 26 States Parties declared a total of 
115 facilities, and in 2007 the 40 States Parties declared a total of 268 facilities49).50 
 
While the Confidence Building Measures remain the principal opportunity States Parties 
have to demonstrate transparency and to reduce the occurrence of potential ambiguities, 
doubts or suspicions that they might be developing, producing, stockpiling, acquiring or 
retaining biological weapons, there are a number of shortcomings in their 
implementation. Participation in the information exchange is low – annual CBM 
submissions are made by substantially less than half, and often less than a third, of States 
Parties.51 The lack of participation is further challenged by inconsistent submissions, 
where States submit returns in some years but not in others, and by incomplete 
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submissions, where only some of the seven forms in the mechanism are submitted but not 
all. Additionally, there are concerns about whether some of the questions are outdated, as 
well as about the accuracy and comprehensiveness of the data submitted. 
 
While the EU encourages all its Member States to submit their Confidence Building 
Measures in a timely and accurate manner, and while it has made an effort to encourage 
other States Parties to participate,52 it can do much more. Addressing the low levels of 
participation is crucial, but it is equally essential to address the poor quality of the 
information exchanged to strengthen the mechanism and increase confidence in the 
Convention.53 The EU can and should play a prominent role in the lead up to the 2011 
Review Conference of the Biological Weapons Convention by developing and nurturing 
a common political and technical approach to revising the content and operation of the 
Confidence Building Measures. In addition to revising the Confidence Building 
Measures, the Review Conference also provides States Parties, including EU Member 
States, with the opportunity to review the operation of the Biological Weapons 
Convention as a whole. As rapidly expanding national biodefence programmes represent 
a significant biosecurity risk – because the line between defensive and offensive work is 
often very thin, and, more worryingly, because the number of people with knowledge of 
biological weapons development and access to dangerous pathogens is dramatically 
increasing – the EU’s ‘bio-preparedness’ initiatives, which emphasise not only 
protection, response and recovery but also prevention, should include efforts to address 
this risk both at a European level and in other multilateral fora such as the upcoming 
Review Conference of the Biological Weapons Convention. 
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