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LEGAL OPINION 
 
 
Subject: Request for a legal opinion on the Second Additional Protocol to the 

Convention on Cybercrime on enhanced cooperation and disclosure 
of electronic evidence (2021/0383(NLE)) 

 
 
I. Introduction 

1. On 15 June 2022, by letter dated 14 June 2022, as annexed, the Legal Service received a request 
from Mr Juan Fernando LÓPEZ AGUILAR, Chair of the Committee on Civil Liberties, Justice 
and Home Affairs, for a legal opinion on the Second Additional Protocol to the Convention on 
Cybercrime on enhanced cooperation and disclosure of electronic evidence (hereafter “the 
Second Additional Protocol” or “the Protocol”).  

2. The Second Additional Protocol, as explained in its preamble, aims to further enhance 
cooperation on cybercrime and the collection of evidence in electronic form of any criminal 
offence for the purpose of specific criminal investigations or proceedings through additional 
tools pertaining to more efficient mutual assistance and other forms of cooperation between 
competent authorities, cooperation in emergencies and direct cooperation between competent 
authorities and service providers. The request for this legal opinion raises questions concerning 
in particular the direct cooperation between the national authorities of a Party to the Protocol 
and a service provider established in the territory of another Party under Article 7 of the 
Protocol. 

3. The questions asked are the following:1 

“1) Articles 7 and 8 of the Charter and Article 6 TEU recognise the fundamental right to the 
respect for private life and the protection of personal data. Given the various parties to the 
Budapest Convention, including non-EU and non-Council of Europe third states, and given 

                                                 
1  For better readability of the text, the questions have been renumbered. 
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that not all of the parties to the Budapest Convention are also party to the Convention for the 
Protection of Individuals with regard to Automatic Processing of Personal Data (CETS No. 
108), would it be in conformity with EU law, especially with the Charter, if Member States 
would only reserve the right not to apply Article 7 to certain types of access numbers, other 
than those necessary for the sole purpose of identifying the user, or would even decide not to 
apply the reservation at all?  

2) Does the use of reservations as regards Article 7(9) of the Protocol, as set by the Council 
decision in the Annex, prevent Member States to prohibit direct contacts between a third state 
and a service provider on its territory? 

3) Could the Legal Service confirm that, if MS decide to apply Article 7, they shall require, in 
every individual case, simultaneous notification of the order, together with the supplemental 
information and a summary of the facts. Would such notification entail the possibility to invoke 
grounds for refusal, and if so, on which grounds? 

4) Does the wording of the Council Decisions mean that Member States could, in theory, apply 
more of the reservations, declarations, notifications or communications, which are possible in 
the Second Additional Protocol? Could it also result in a situation where Member State[s] 
decide not to apply the recommendations from the annexes, but to use less of the possible 
safeguards, on which guidance is given in the annexes? In other words, what is the legal value 
of the annex and how does it bind Member States when using reservations and declarations? 
Could this also result in a situation where a Member State decides to apply Article 7 only in 
relation to some third countries parties to the Convention, but not to all, in a variable geometry, 
and if so based on which grounds? 

5) Would an opinion from the Court of Justice [under Article 218(11) TFEU] only assess the 
compatibility of the Second Additional Protocol with the Treaties, or would it also entail an 
assessment of the accompanying Council Decisions and the respective annexes, which clarify 
the way in which the Protocol would be implemented in the Member States? 

6) Could you confirm that this means [procedure under Rule 105 and 114 of the Rules of 
Procedure of the European Parliament] that the Parliament is asked to give its consent to the 
Council Decision allowing Member States to ratify the protocol, and that such a consent 
includes the consent to the annexe of the Council Decision?” 

 

II. Relevant legal framework 

A. EU law 
 

4. Article 7 of the Charter of Fundamental Rights of the EU (hereafter “the Charter”) guarantees 
the right to respect for private and family life: “Everyone has the right to respect for his or her 
private and family life, home and communications.” 

5. Article 8 of the Charter provides for the right to the protection of personal data: 

“1. Everyone has the right to the protection of personal data concerning him or her. 
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2. Such data must be processed fairly for specified purposes and on the basis of the consent of 
the person concerned or some other legitimate basis laid down by law. Everyone has the right 
of access to data which has been collected concerning him or her, and the right to have it 
rectified. 

3. Compliance with these rules shall be subject to control by an independent authority.” 

6. Article 52(1) of the Charter determines the conditions under which any limitation of 
fundamental rights can be imposed: 

“1. Any limitation on the exercise of the rights and freedoms recognised by this Charter must 
be provided for by law and respect the essence of those rights and freedoms. Subject to the 
principle of proportionality, limitations may be made only if they are necessary and genuinely 
meet objectives of general interest recognised by the Union or the need to protect the rights 
and freedoms of others.” 

7. Article 44 of Regulation (EU) 2016/6792 (hereafter “GDPR”) establishes the general principle 
for transfers: “Any transfer of personal data which are undergoing processing or are intended 
for processing after transfer to a third country or to an international organisation shall take 
place only if, subject to the other provisions of this Regulation, the conditions laid down in this 
Chapter are complied with by the controller and processor, including for onward transfers of 
personal data from the third country or an international organisation to another third country 
or to another international organisation. All provisions in this Chapter shall be applied in order 
to ensure that the level of protection of natural persons guaranteed by this Regulation is not 
undermined.” 

8. According to Article 48 GDPR, “[a]ny judgment of a court or tribunal and any decision of an 
administrative authority of a third country requiring a controller or processor to transfer or 
disclose personal data may only be recognised or enforceable in any manner if based on an 
international agreement, such as a mutual legal assistance treaty, in force between the 
requesting third country and the Union or a Member State, without prejudice to other grounds 
for transfer pursuant to this Chapter.” 

9. In the Annex to the Council Decision 2022/722, concerning the signature of the Protocol,3 the 
Council invites Member States, among others, to make the following reservations and 
declarations: 

“Pursuant to Article 7, paragraph 9.a, of the Protocol, a Party may reserve the right not to 
apply Article 7 (Disclosure of subscriber information). Member States shall refrain from 
making such a reservation. 

Pursuant to Article 7, paragraph 9.b, of the Protocol, a Party may, subject to the conditions 
therein, reserve the right not to apply Article 7 to certain types of access numbers. Member 

                                                 
2  Regulation (EU) of the European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4.5.2016, p. 1. 

3  Council Decision (EU) 2022/722 of 5 April 2022 authorising Member States to sign, in the interest of the European 
Union, the Second Additional Protocol to the Convention on Cybercrime on enhanced cooperation and disclosure 
of electronic evidence (OJ L 134, 11.5.2022, p. 15). 
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States may make such a reservation but only in relation to access numbers other than those 
necessary for the sole purpose of identifying the user. 

[...] 

[Pursuant to Article 7, paragraph 5.a], Member States shall make the following notification to 
the Secretary General of the Council of Europe: 

‘When an order is issued under Article 7, paragraph 1, to a service provider in the territory of 
[Member State], [Member State] requires in every case simultaneous notification of the order, 
the supplemental information and a summary of facts related to the investigation or 
proceeding’.” 

10. The same text is contained in the draft Council decision authorising Member States to ratify the 
Second Additional Protocol (hereafter the “draft Council Decision”)4. 

11. The Commission in its proposals5 had suggested to invite the Member States to refrain from 
reserving the right not to apply Article 7 in relation to certain types of access numbers pursuant 
to Article 7(9)(b), contrary to what is foreseen by the Council. As regards the reservation 
pursuant to Article 7(9)(a) and the notification pursuant to Article 7(5)(a) mentioned above, the 
Council has followed the Commission proposal. 

B. The Second Additional Protocol and the Convention on Cybercrime 

12. Article 7 of the Second Additional Protocol reads as follows: 

“Disclosure of subscriber information  

1. Each Party shall adopt such legislative and other measures as may be necessary to empower 
its competent authorities to issue an order to be submitted directly to a service provider in the 
territory of another Party, in order to obtain the disclosure of specified, stored subscriber 
information in that service provider’s possession or control, where the subscriber information 
is needed for the issuing Party’s specific criminal investigations or proceedings.  

2. a) Each Party shall adopt such legislative and other measures as may be necessary for a 
service provider in its territory to disclose subscriber information in response to an order under 
paragraph 1.  

 [...] 

5. a) A Party may, at the time of signature of this Protocol or when depositing its instrument of 
ratification, acceptance or approval, and at any other time, notify the Secretary General of the 

                                                 
4  Draft Council Decision authorising Member States to ratify, in the interest of the European Union, the Second 

Additional Protocol to the Convention on Cybercrime on enhanced co-operation and disclosure of electronic 
evidence of 29 March 2022 (6438/22 ADD 1). 

5  Commission Proposal for a Council Decision authorising Member States to sign, in the interest of the European 
Union, the Second Additional Protocol to the Convention on Cybercrime on enhanced cooperation and disclosure 
of electronic evidence of 25.11.2021, (COM(2021) 718 final) and Proposal for a Council Decision authorising to 
ratify, in the interest of the European Union, the Second Additional Protocol to the Convention on Cybercrime on 
enhanced co-operation and disclosure of electronic evidence of 25.11.2021 (COM(2021) 719 final. 
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Council of Europe that, when an order is issued under paragraph 1 to a service provider in its 
territory, the Party requires, in every case or in identified circumstances, simultaneous 
notification of the order, the supplemental information and a summary of the facts related to 
the investigation or proceeding.  

b) Whether or not a Party requires notification under paragraph 5.a, it may require the service 
provider to consult the Party’s authorities in identified circumstances prior to disclosure.  

c) The authorities notified under paragraph 5.a or consulted under paragraph 5.b may, without 
undue delay, instruct the service provider not to disclose the subscriber information if:  

i) disclosure may prejudice criminal investigations or proceedings in that Party; or  

ii) conditions or grounds for refusal would apply under Article 25, paragraph 4, and Article 
27, paragraph 4, of the Convention had the subscriber information been sought through mutual 
assistance.  

 [...] 

9. At the time of signature of this Protocol or when depositing its instrument of ratification, 
acceptance, or approval, a Party may:  

a) reserve the right not to apply this article; or  

b) if disclosure of certain types of access numbers under this article would be inconsistent with 
the fundamental principles of its domestic legal system, reserve the right not to apply this article 
to such numbers.” 

13. Chapter III of the Second Additional Protocol, labelled “Conditions and safeguards” reads as 
follows: 

“Article 13 – Conditions and safeguards 

In accordance with Article 15 of the Convention, each Party shall ensure that the establishment, 
implementation and application of the powers and procedures provided for in this Protocol are 
subject to conditions and safeguards provided for under its domestic law, which shall provide 
for the adequate protection of human rights and liberties. 

Article 14 – Protection of personal data 

1 Scope 

a) Except as otherwise provided in paragraphs 1.b and c, each Party shall process the personal 
data that it receives under this Protocol in accordance with paragraphs 2 to 15 of this article. 

b) If, at the time of receipt of personal data under this Protocol, both the transferring Party and 
the receiving Party are mutually bound by an international agreement establishing a 
comprehensive framework between those Parties for the protection of personal data, which is 
applicable to the transfer of personal data for the purpose of the prevention, detection, 
investigation and prosecution of criminal offences, and which provides that the processing of 
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personal data under that agreement complies with the requirements of the data protection 
legislation of the Parties concerned, the terms of such agreement shall apply, for the measures 
falling within the scope of such agreement, to personal data received under this Protocol in 
lieu of paragraphs 2 to 15, unless otherwise agreed between the Parties concerned. 

c) If the transferring Party and the receiving Party are not mutually bound under an agreement 
described in paragraph 1.b, they may mutually determine that the transfer of personal data 
under this Protocol may take place on the basis of other agreements or arrangements between 
the Parties concerned in lieu of paragraphs 2 to 15. 

d) Each Party shall consider that the processing of personal data pursuant to paragraphs 1.a 
and 1.b meets the requirements of its personal data protection legal framework for 
international transfers of personal data, and no further authorisation for transfer shall be 
required under that legal framework. A Party may only refuse or prevent data transfers to 
another Party under this Protocol for reasons of data protection under the conditions set out 
in paragraph 15 when paragraph 1.a applies; or under the terms of an agreement or 
arrangement referred to in paragraphs 1.b or c, when one of those paragraphs applies. 

e) Nothing in this article shall prevent a Party from applying stronger safeguards to the 
processing by its own authorities of personal data received under this Protocol. 

[...] 

15. Consultation and suspension 

A Party may suspend the transfer of personal data to another Party if it has substantial evidence 
that the other Party is in systematic or material breach of the terms of this article or that a 
material breach is imminent. It shall not suspend transfers without reasonable notice, and not 
until after the Parties concerned have engaged in a reasonable period of consultation without 
reaching a resolution. However, a Party may provisionally suspend transfers in the event of a 
systematic or material breach that poses a significant and imminent risk to the life or safety of, 
or substantial reputational or monetary harm to, a natural person, in which case it shall notify 
and commence consultations with the other Party immediately thereafter. If the consultation 
has not led to a resolution, the other Party may reciprocally suspend transfers if it has 
substantial evidence that suspension by the suspending Party was contrary to the terms of this 
paragraph. The suspending Party shall lift the suspension as soon as the breach justifying the 
suspension has been remedied; any reciprocal suspension shall be lifted at that time. Any 
personal data transferred prior to suspension shall continue to be treated in accordance with 
this Protocol.” 

14. Paragraphs 2 to 14 of Article 14 of the Protocol provide for a set of detailed rules concerning, 
in particular, the purpose of the processing, the quality and integrity of the data, sensitive data, 
retention periods, automated decisions, data security, records of processing activities, onward 
transfers, transparency, access and rectification, oversight and judicial and non-judicial 
remedies. 
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15. Article 15(1) of the Convention on Cybercrime6 sets out the following conditions and 
safeguards: 

“1. Each Party shall ensure that the establishment, implementation and application of the 
powers and procedures provided for in this Section are subject to conditions and safeguards 
provided for under its domestic law, which shall provide for the adequate protection of human 
rights and liberties, including rights arising pursuant to obligations it has undertaken under 
the 1950 Council of Europe Convention for the Protection of Human Rights and Fundamental 
Freedoms, the 1966 United Nations International Covenant on Civil and Political Rights, and 
other applicable international human rights instruments, and which shall incorporate the 
principle of proportionality.” 

16. Article 18(3) of the Convention on Cybercrime states: 

“For the purpose of this article, the term “subscriber information” means any information 
contained in the form of computer data or any other form that is held by a service provider, 
relating to subscribers of its services other than traffic or content data and by which can be 
established:  

a) the type of communication service used, the technical provisions taken thereto and the period 
of service;  

b) the subscriber’s identity, postal or geographic address, telephone and other access number, 
billing and payment information, available on the basis of the service agreement or 
arrangement;  

c) any other information on the site of the installation of communication equipment, available 
on the basis of the service agreement or arrangement.” 

17. Article 25(4) of the Convention on Cybercrime provides for a possible ground for refusal and 
states: 

“Except as otherwise specifically provided in articles in this chapter, mutual assistance shall 
be subject to the conditions provided for by the law of the requested Party or by applicable 
mutual assistance treaties, including the grounds on which the requested Party may refuse 
cooperation. The requested Party shall not exercise the right to refuse mutual assistance in 
relation to the offences referred to in Articles 2 through 11 solely on the ground that the request 
concerns an offence which it considers a fiscal offence.” 

18. Article 27(4) of the Convention on Cybercrime constitutes another provision on the grounds 
for refusal and reads as follows: 

“The requested Party may, in addition to the grounds for refusal established in Article 25, 
paragraph 4, refuse assistance if:  

                                                 
6  Convention on Cybercrime, Budapest, 23.11.2001, ETS No. 185. 
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a) the request concerns an offence which the requested Party considers a political offence or 
an offence connected with a political offence, or  

b) it considers that execution of the request is likely to prejudice its sovereignty, security, ordre 
public or other essential interests.” 

 

III. Legal analysis 

A. Question 1  

19. The first question, in essence, seeks to ascertain the compatibility of Article 7 of the Second 
Additional Protocol in combination with the reservations that Member States are to make under 
this Article according to the Annex to Council Decision 2022/722, with Union primary law, i.e. 
the Treaties and the Charter. The concerns raised in the request stem from the fact that certain 
data contained in the definition of subscriber information laid down by the Convention on 
Cybercrime, such as IP addresses, may fall within the scope of the concept of traffic data under 
Union law. 

20. Article 7 of the Protocol allows for direct cooperation between the competent authorities of one 
Party to the Protocol and a service provider located in the territory of another Party. On the 
basis of this Article, the competent authorities of one Party may directly submit an order to a 
service provider in the territory of another Party in order to obtain the disclosure of specified, 
stored subscriber information in that service provider’s possession or control, where the 
subscriber information is needed in specific criminal investigations or proceedings. The service 
provider shall disclose such information under the conditions of Article 7. Such disclosure 
entails a transfer of the requested data to a third country. 

a) The transfer of data to third countries under Union law 

21. Disclosure of personal data by way of their transfer to third countries constitutes an interference 
with the fundamental rights protected under Articles 7 and 8 of the Charter. According to the 
Court’s case law, “the right to the protection of personal data requires that the high level of 
protection of fundamental rights and freedoms conferred by EU law continues where personal 
data is transferred from the European Union to a non-member country. Even though the means 
intended to ensure such a level of protection may differ [...] those means must nevertheless 
prove, in practice, effective in order to ensure protection essentially equivalent to that 
guaranteed within the European Union”.7 

22. As regards secondary law, service providers established in the territory of a Member State to 
which an order based on Article 7 of the Protocol can be addressed would also be subject to the 
obligations under the GDPR. 

23. In this regard, Article 44 GDPR requires, in particular, that the provisions of the GDPR 
governing transfers to third countries be applied in order to ensure that the level of protection 
of natural persons guaranteed by the GDPR is not undermined. Additionally, Article 48 GDPR 
foresees the possibility to recognise and enforce a judgment or a decision of an authority of a 

                                                 
7  Opinion 1/15 of 26 July 2017, EU-Canada PNR Agreement, EU:C:2016:656, par. 134. 
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third country requiring a service provider to disclose certain personal data according to an 
international agreement, such as a mutual legal assistance treaty, in force between the 
requesting third country and the Union or a Member State. The Second Additional Protocol 
would constitute such an agreement. 

b) An essentially equivalent level of protection 

24. As mentioned above, any transfer of personal data to third countries may only take place if the 
level of protection of personal data in a third country is essentially equivalent to the level of 
protection in the Union. Consequently, it needs to be assessed whether the protection laid down 
by the Second Additional Protocol is essentially equivalent to the level of protection provided 
for in Union law. 

25. To this effect, the Protocol contains a separate Article 14 that sets out fundamental data 
protection principles that cover all forms of cooperation under the Protocol, including direct 
cooperation under Article 7. The EDPS has found that the principles in paragraphs 2 to 15 of 
Article 14 are in line with those provided for by the GDPR and Directive (EU) 2016/6808: 
“purpose limitation, data minimisation, accuracy, security and integrity, sensitive data, 
obligations applicable to controllers (on retention and storage limitation, automated decision-
making, records and logging, and as regards onward sharing and onward transfers), individual 
rights (on transparency and notice, access, rectification, including erasure) and judicial and 
non-judicial remedies and independent and effective oversight by one or more authorities.” 9  

26. Article 14(1) of the Protocol allows for an exception to the application of the above-mentioned 
principles where the two Parties are mutually bound by an international agreement establishing 
a comprehensive framework between them for the protection of personal data and which is 
applicable for the transfer of personal data for law enforcement purposes (Article 14(1)(b)). 

27. The Explanatory Report to the Second Additional Protocol (hereafter “the Explanatory Report”) 
mentions two examples of such agreements: the Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal Data (ETS No. 108) as amended by Protocol 
CETS No. 223; and the Agreement between the United States of America and the European 
Union on the Protection of Personal Information relating to the Prevention, Investigation, 
Detection, and Prosecution of Criminal Offenses. The terms of such agreements shall apply in 
lieu of paragraphs 2 to 15 for the measures falling within the scope of such agreements.10  

28. According to Article 14(1)(d) of the Second Additional Protocol, each Party shall consider that 
the processing of personal data pursuant to paragraphs 2 to 15 of Article 14, or pursuant to the 

                                                 
8  Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of 

natural persons with regard to the processing of personal data by competent authorities for the purposes of the 
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and 
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA, OJ L 119, 
4.5.2016, p. 89. 

9  Opinion 1/2022 of 20 January 2022 of the European Data Protection Supervisor on the two Proposals for Council 
Decisions authorising Member States to sign and to ratify, in the interest of the European Union, the Second 
Additional Protocol to the Convention on Cybercrime on enhanced cooperation and disclosure of electronic 
evidence, p. 48. For detailed analysis of the individual data protection principles, see ibid. pt. 47 - 85. 

10 Explanatory Report to the Second Additional Protocol to the Convention on Cybercrime on enhanced cooperation 
and discloser of electronic evidence, Strasbourg, 12.5.2022, par. 222. 
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agreements replacing those paragraphs as explained above, meets the requirements of its 
personal data protection legal framework for international transfers of personal data and there 
will be no further authorisation for transfers required under its legal framework. According to 
the same provision, a Party to the Protocol may refuse or prevent a transfer for reasons of data 
protection only under the conditions set out in paragraph 15 of Article 14 (see below). 

29. In view of the above, Article 14 of the Second Additional Protocol requires all Parties to the 
Protocol to ensure a level of protection of personal data, including subscriber information, 
which seems to be essentially equivalent to the level of protection provided for in Union law. 

c) Assessment of Article 7(1) of the Second Additional Protocol in view of Article 52(1) 
of the Charter 

30. As already noted above, disclosure of personal data by way of their transfer to third countries 
constitutes an interference with the fundamental rights protected under Articles 7 and 8 of the 
Charter. Any such limitation introduced by Article 7(1) of the Protocol needs to comply with 
the conditions set out in Article 52(1) of the Charter. 

31. According to settled case law, “the rights enshrined in Articles 7 and 8 of the Charter are not 
absolute rights, but must be considered in relation to their functions in society.”11 

32. The first two criteria of Article 52(1) of the Charter seem to be fulfilled. The limitation is laid 
down in an international agreement that is covered by the notion “provided by law” as required 
by Article 52(1) of the Charter.12 The limitation also seems to respect the essence of the right 
to data protection as the Second Additional Protocol, as demonstrated above, contains all the 
fundamental data protection principles that are enshrined by Union law. 

33. The next conditions, according to which the limitation, in compliance with the principle of 
proportionality, must be necessary and genuinely meet an objective of general interest 
recognised by the Union, need to be considered in more detail. 

34. The Court has stated that “[a]s regards observance of the principle of proportionality, the 
protection of the fundamental right to respect for private life at EU level requires [...] that 
derogations from and limitations on the protection of personal data should apply only in so far 
as is strictly necessary” and that “[i]n order to satisfy that requirement, the legislation in 
question which entails the interference must lay down clear and precise rules governing the 
scope and application of the measure in question and imposing minimum safeguards[...]”.13  

35. Fighting crime, which is the reason for the increased need for an efficient cooperation between 
States and private service providers,14 has been recognised as an objective of general interest 
that justifies limitations to fundamental rights. However, any such limitation needs to respect 
the principle of proportionality. Concretely the Court has held that “[i]n accordance with the 
principle of proportionality, serious interference can be justified, in areas of prevention, 
investigation, detection and prosecution of criminal offence, only by the objective of fighting 

                                                 
11  Opinion 1/15 of 26 July 2017, EU-Canada PNR Agreement, EU:C:2016:656, par. 136. 
12  See in this regard, ibid. par. 145. 
13  Ibid., par. 140-141. Underlining added. 
14  See the Preamble to the Second Additional Protocol. 
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crime which must also be defined as ‘serious’. By contrast, when the interference [...] is not 
serious, that access is capable of being justified by the objective of preventing, investigating, 
detecting and prosecuting ‘criminal offences’ generally”.15 

36. Referring to this case law, the Court recently recalled that “the question whether the Member 
States may justify a limitation [...] must be assessed by measuring the seriousness of the 
interference entailed by such a limitation and by verifying that the importance of the public 
interest objective pursued by that limitation is proportionate to that seriousness”.16 

37. In this regard, it should be noted, firstly, that the procedure under Article 7(1) of the Second 
Additional Protocol concerns only one type of data that is defined for the purposes of the 
Protocol: subscriber information.  

38. As pointed out in the request for this legal opinion and as noted in paragraph 93 of the 
Explanatory Report, the subscriber information as defined by the Convention on Cybercrime 
may include certain IP address information, for example the IP address used at the time when 
an account was created, the most recent log-on IP address or the log-on IP address used at a 
specific time.17 Under Union law, these data constitute traffic data relating to the transmission 
of a communication. 

39. Similarly, as raised also in the request for this legal opinion and in EDPS Opinion 1/2022, the 
Court of Justice in its case law on the indiscriminate retention of traffic and location data held 
that such data, “[...] taken as a whole [...] provides the means [...] of establishing a profile of 
the individuals concerned, information that is no less sensitive, having regard to the right to 
privacy, than the actual content of communications”.18 

40. However, the most recent case law of the Court of Justice is more nuanced as regards the 
sensitivity of this type of traffic data. The Court recently held, also in relation to the general 
and indiscriminate retention of traffic and location data, that “although IP addresses are part 
of traffic data, they are generated independently of any particular communication and mainly 
serve to identify, through providers of electronic communications services, the natural person 
who owns the terminal equipment from which an Internet communication is made. Thus, in 
relation to email and Internet telephony, provided that only the IP addresses of the source of 
the communication are retained and not the IP addresses of the recipient of the communication, 
those addresses do not, as such, disclose any information about third parties who were in 
contact with the person who made the communication. That category of data is therefore less 
sensitive than other traffic data”.19 

                                                 
15  Judgment of 2 October 2018, Ministerio Fiscal, Case C-207/16, EU:C:2018:788, par. 56 and 57. 
16  Judgment of 6 October 2020, La Quadrature du Net, Joined Cases C-511/18, C-512/18 and C-520/18, 

EU:C:2020:791, par. 131. 
17  See paragraph 25 and footnote 11 above. 
18  Judgment of 21 December 2016, Tele2 Sverige AB, Joint Cases C-203/15 and C-698/15 , EU:C:2016:970, par. 99. 
19  Judgment of 6 October 2020, La Quadrature Du Net, Joined Cases C-511/18, C-512/18 and C-520/18, 

EU:C:2020:791, par. 152. 
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41. At the same time, the Court recognised that “where an offence is committed online, the IP 
address might be the only means of investigation enabling the person to whom that address was 
assigned at the time of the commission of the offence to be identified”.20 

42. Secondly, it needs to be highlighted that orders under Article 7(1) of the Protocol can be issued 
only if they are needed in proceedings or investigations in an individual case. Article 7(1) refers 
clearly to “specified, stored subscriber information” that “is needed” for “specific criminal 
investigations or proceedings”. The orders based on Article 7 of the Second Additional Protocol 
cannot be used for mass or bulk production of data, as also noted in the Explanatory Report.21 
Moreover, the Second Additional Protocol does not impose any obligations on service providers 
to retain certain data for a defined length of time. As noted in the Explanatory Report, one of 
the reasons a service provider may have not to comply with an order is that it no longer has the 
data available.22 

43.  As noted in the Explanatory Report, for European countries, “what information is needed - that 
is, necessary and proportionate - for a criminal investigation or proceeding should be derived 
from the principles of the 1950 Council of Europe Convention for the Protection of Human 
Rights and Fundamental Freedom, its applicable jurisprudence and national legislation and 
jurisprudence”.23  

44. Furthermore, the principle of proportionality is enshrined in the Protocol via its Article 13 that 
refers to Article 15 of the Convention on Cybercrime. 

45. In view of the above, the interference provided by Article 7(1) of the Second Additional 
Protocol does not appear to be particularly serious. Such interference may therefore be justified 
by the objective of fighting against crime in general. According to the Preamble to the Protocol, 
having regard to the growing number of evidence stored in electronic form on computer systems 
in foreign jurisdictions, direct cooperation seems to be necessary in order to allow judicial 
authorities to lawfully obtain such evidence, to enable an effective criminal justice response 
and to uphold the rule of law. 

d) Safeguards and reservations provided by the Second Additional Protocol  

46. The Second Additional Protocol and the procedure under Article 7 itself also provide for a 
number of safeguards for the Parties. 

47. Firstly, under Article 13 the establishment, implementation and application of the powers and 
procedures under the Second Additional Protocol are subject to the conditions and safeguards 
provided for under domestic law, which shall provide for the adequate protection of human 
rights and liberties. This needs to be done in accordance with Article 15 of the Convention on 
Cybercrime, which refers to the principle of proportionality. 

48. Secondly, Article 7(5) of the Second Additional Protocol opens a possibility for any Party to 
request the notification of any order for direct cooperation issued to a service provider in its 

                                                 
20  Ibid., par. 154. 
21  Explanatory Report, par. 97 
22  Ibid., par. 119. 
23  Ibid., par. 97. 
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territory. Additionally, this provision allows Parties to require service providers to consult the 
national authorities in certain circumstances.  

49. Authorities that have been notified or consulted may then instruct the service provider not to 
disclose the subscriber information if disclosure may prejudice criminal investigations or 
proceedings in that Party, or if a ground for refusal under Article 25(4) and 27(4) of the 
Convention on Cybercrime is applicable.24 

50. In addition, Article 14(15) of the Second Additional Protocol foresees the suspension of the 
transfer of personal data “if [a Party] has substantial evidence that the other Party is in 
systematic or material breach of the terms of [the Article on protection of personal data] or that 
a material breach is imminent.” A Party may also “provisionally suspend transfers in the event 
of a systematic or material breach that poses a significant and imminent risk to the life or safety 
of, or substantial reputation or monetary harm, to a natural person.” Such unilateral measures 
shall be preceded by consultation between the Parties and can result in a reciprocal suspension 
of transfers between the Parties. 

51. These safeguards, in particular the possibility of the Parties to request to be notified of the issued 
orders or to be consulted by service providers in their territory, create the possibility and duty 
to the competent authorities of the Member States to assess the proportionality of the orders on 
a case-by-case basis.  

52. In this regard, pursuant to the Annex to the draft Council Decision, in line with the Commission 
proposals, Members States shall make the notification pursuant to Article 7(5)(a) and require 
that orders addressed to service providers in their territory are simultaneously notified to the 
competent authorities in every case. In the view of the Legal Service, this notification is an 
important safeguard, which allows the competent authorities to effectively carry out an 
assessment of the proportionality of the order. 

53. Finally, the Protocol allows for reservations to Article 7 as such. In accordance with Article 
7(9), a Party may either reserve the right not to apply Article 7 at all (Article 7(9)(a)) or it may 
decide not to apply Article 7 to certain types of access numbers “if disclosure of certain types 
of access numbers under this article would be inconsistent with the fundamental principles of 
its domestic legal system” (Article 7(9)(b)).  

54. The reasons for the possible reservation under Article 7(9)(b) are explained in point 93 of the 
Explanatory Report according to which “information needed for the purpose of identifying a 
subscriber of a service may include certain Internet Protocol (IP) address information [...]. In 
some Parties, this information is treated as traffic data [...] Accordingly, paragraph 9.b of 
Article 7 provides a reservation for some Parties.” 

55. Article 7(9)(b) of the Protocol allows Parties with different national rules applicable to the 
information falling within the definition of subscriber information under the Second Additional 
Protocol to protect the fundamental principles of their domestic legal systems. 

                                                 
24  For details on the grounds for refusal, see the answer to question 3 below. 



14 / 18 

56. The Commission in its proposals invited Member States to refrain from making the reservation 
pursuant to Article 7(9)(b).  

57. By contrast, the Council in its decisions leaves it up to each Member State to decide whether to 
avail itself of the possibility to make a reservation under Article 7(9)(b) or not. However, such 
reservation may only relate to access numbers other than those necessary for the sole purpose 
of identifying the user.  

58. The EDPS in its Opinion 1/2022 recommends to the Member States to reserve the right not to 
apply Article 7 in relation to certain types of access numbers in order to ensure more substantial 
involvement of the authorities of the requested State.25 In view of the EDPS, this will allow for 
a better balance between the types of offences and the requested data.26 

59. In view of all the elements above, the Protocol ensures a level of protection of personal data 
essentially equivalent to the level of protection provided for by Union law.  

60. For all these reasons, it would be in conformity with Union law if Member States reserved the 
right not to apply Article 7 to certain types of access numbers, other than those necessary for 
the sole purpose of identifying the user, as suggested by the draft Council Decision on the 
ratification of the Protocol.  

61. That said, it would also seem to be in conformity with Union law if Member States refrained 
from making the reservation pursuant to Article 7(9)(b), as suggested by the Commission in its 
proposals. In fact, there are no compelling reasons to consider that such proposal would be 
contrary to primary law. As explained above, the conditions for the transfer of personal data to 
a third county under Union law relate to the level of protection provided to personal data in the 
third country, not to the type of data to be transferred. In other words, there is no general 
prohibition to transfer a certain type of personal data to a third country.  

B. Question 2 

62. The second question seeks an answer as to whether the Member States would or would not be 
able to prohibit direct cooperation between a third state and service providers on their territory 
if they apply the reservations as set out in the draft Council Decision. 

63. The draft Council decision unequivocally directs Member States to refrain from making a 
reservation pursuant to Article 7(9)(a). That provision gives a Party the possibility not to apply 
Article 7, i.e. to exclude direct cooperation between service providers on its territory and 
another Party. 

64. In view of these instructions, Member States are prevented from prohibiting such direct 
cooperation as foreseen under Article 7 of the Second Additional Protocol. 

C. Question 3 

                                                 
25  See Opinion 1/2022 of 20 January 2022, par. 95. 
26  Idem. 
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65. This question invites the Legal Service to confirm that the Member States shall require, in every 
individual case, simultaneous notification of the orders pursuant to Article 7(5)(a). 

66. The Annex to the draft Council Decision, in line with the Commission proposal, indeed requires 
Member States to make a notification pursuant to Article 7(5)(a) of the Protocol. Member States 
shall require in every case simultaneous notification of the order, the supplemental information 
and a summary of the facts relate to the investigation or proceedings. 

67. In the view of the Legal Service and as explained above, this notification provides for an 
important safeguard insofar as it allows competent authorities of the Member States to assess 
compliance with provisions of the Second Additional Protocol, including all its safeguards, and 
with the principle of proportionality. Notification is also essential in order to prevent the transfer 
of subscriber information if disclosure could prejudice national criminal investigations or 
proceedings or if a ground for refusal is applicable.  

68. The grounds for refusal are incorporated into the Second Additional Protocol via 
Article 7(5)(c)(ii), which refers to the grounds for refusal under Article 25(4) and Article 27(4) 
of the Convention on Cybercrime. This provision guarantees that the grounds for refusal that 
can be invoked in the context of traditional mutual assistance are also available in case of direct 
cooperation between the competent authorities of one Party and a service provider located in 
another Party. 

69.  Article 25(4) of the Convention on Cybercrime introduces the principle that mutual assistance 
is subject to the conditions provided for by mutual assistance treaties and domestic law, 
including the grounds for refusal. As noted in the Explanatory Report to the Convention on 
Cybercrime, a request for an intrusive measure cannot be executed unless the requested Party’s 
fundamental requirements for such measure applicable in a domestic case have been satisfied.27 
However, the Convention itself contains a number of exceptions to this general principle.28 
Article 25(4) of the Convention on Cybercrime also prevents cooperation from being denied on 
the ground that the requested Party considers the request to involve a ‘fiscal offence’.  

70. Additionally, in accordance with Article 27(4) of the Convention on Cybercrime the requested 
Party may refuse assistance if the request concerns an offence which it is considered a political 
offence or an offence connected with a political offence in the requested Party, or if it considers 
that the execution of the request is likely to prejudice its sovereignty, security, public order or 
other essential interests. 

D. Question 4 

71. The fourth question in essence enquires about the legal value of the Annexes to Council 
Decision 2022/722 and to the draft Council Decision which set out the reservations, 
declarations, notifications and communications. In particular, it asks whether the wording of 
the Council Decisions mean that Member States, could in theory, apply more of the 
reservations, declarations, notifications or communications which are possible in the Second 

                                                 
27  Explanatory Report to the Convention on Cybercrime, Budapest, 23.11.2001, par. 257. 
28  Ibid., par. 258. 
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Additional Protocol. In addition, it asks whether a Member State may decide to apply Article 7 
of the Protocol only in relation to certain third states Parties. 

72. An annex to a legal act forms an inseparable part of that legal act and shares its legal value. 
According to Article 288 TFEU, a decision shall be binding in its entirety. The Annexes to the 
above-mentioned Council Decisions are thus binding on Member States, as well as the Council 
Decisions themselves.  

73. This is also apparent in the light of the language of the Council Decisions. Article 2 of those 
Decisions impose an obligation on Member States to make reservations, declarations, 
notification or communications in accordance with Sections 1 to 3 of the Annex. Member States 
shall also observe the indications set out in Section 4 of the Annex. 

74. As explained in the recitals to the Council Decisions, the reservations, declarations, notifications 
and communications as set out in the Annex are necessary in order to ensure the compatibility 
of the Second Additional Protocol with Union law and policies as well as the uniform 
application of the Protocol within the Union.29 

75. Additionally, the Council decisions itself foresee that a Member State may make individual 
reservations or declarations, other than those set out in the Annex, if they so choose and if they 
are permitted by the Second Additional Protocol. Nevertheless, Article 7(9)(a) or Article 
7(9)(b) of the Protocol do not foresee that these reservations could be made only in relation to 
some of the Parties to the Protocol and Article 19(1) of the Protocol does not allow other 
reservations than the ones specifically indicated It is thus not allowed under the Second 
Additional Protocol to apply Article 7 only in relation to some Parties to the Protocol. 

E. Question 5 

76. The fifth question enquires about the scope of opinions delivered by the Court of Justice 
pursuant to Article 218(11) TFEU. 

77. According to the above-mentioned provision, the Court of Justice delivers its opinion as to 
“whether an agreement envisaged is compatible with the Treaties”.  

78. The Court has already held that the aim of the procedure is “forestalling complications which 
would result from legal disputes concerning the compatibility with the Treaties of international 
agreements[...]”.30 Under this procedure, the Court has already assessed the legal basis chosen 
by the Council for its decision on the conclusion of an international agreement.31  

79. There is no reason to consider that the Court would assess the compatibility of the Second 
Additional Protocol with the Treaties in isolation, without considering all the possible 
reservations, declarations and notifications foreseen by the Protocol and the proposed measures 
to be taken by Member States in order to ensure compliance with Union law. The Annexes to 
the Council decision 2022/722 on the signature of the Second Additional Protocol and to the 
draft Council Decision on the ratification of the Protocol contribute to defining the scope of 

                                                 
29  Recital 6 of the Council decisions. 
30  Opinion 1/15 of 26 July 2017, EU-Canada PNR agreement, EU:C:2017:592, par. 69.  
31  See Opinion 1/15 of 26 July 2017, EU-Canada PNR agreement, EU:C:2017:592 and Opinion 1/19 of 6 October 

2021, Istanbul Convention, EU:C:2021:832. 
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application of the provisions of the Protocol by the Member States and, hence, are relevant for 
that purpose. 

F. Question 6 

80. The last question enquires about the scope of the consent given by the European Parliament. 

81. According to Article 218(6) TFEU, the Council shall adopt a decision concluding an agreement 
after obtaining the consent of the European Parliament in the cases listed. The draft Council 
Decision authorising Member States to ratify the Second Additional Protocol sets out, in its 
Annex, the reservations, declarations, notifications, communications and indications to be made 
by Member States. 

82. As explained above, the Annex to the draft Council Decision is an integral part of the legal text 
submitted to Parliament pursuant to Article 218(6) TFEU, and hence Parliament’s consent will 
be given on the Council Decision as a whole, including its Annex. As also explained above, 
this is all the more relevant since the Annex contributes to defining the scope of application of 
the provisions of the Second Additional Protocol by the Member States. 

IV. Conclusions 

83. The Legal Service reaches the following conclusion(s): 

a) It results from an assessment of the rules and safeguards laid down by the Second 
Additional Protocol that it appears to ensure a level of protection of personal data 
essentially equivalent to the level of protection provided for by Union law. It would be in 
conformity with Union law if Member States reserved the right not to apply Article 7 to 
certain types of access numbers, other than those necessary for the sole purpose of 
identifying the user, as envisaged by the draft Council Decision on the ratification of the 
Protocol. It would also seem to be in conformity with Union law if Member States 
refrained from making the reservation pursuant to Article 7(9)(b), as suggested by the 
Commission in its proposal, since the conditions for the transfer of personal data to a third 
county under Union law relate to the level of protection provided to personal data in the 
third country, not to the type of data to be transferred. 

b) Since the draft Council Decision on the ratification of the Second Additional Protocol 
unequivocally directs Member States to refrain from making a reservation pursuant to 
Article 7(9)(a), they are prevented from prohibiting such direct cooperation as foreseen 
under Article 7 of the Protocol. 

c) The Annex to the draft Council Decision on the ratification of the Second Additional 
Protocol, in line with the Commission proposal, indeed requires Member States to make 
a notification pursuant to Article 7(5)(a) of the Protocol. Member States shall therefore 
in every case require simultaneous notification of the order, the supplemental information 
and a summary of the facts relate to the investigation or proceedings. This notification 
allows the competent authorities of the Member States to prevent the transfer of 
subscriber information if a ground for refusal is applicable according to Articles 25(4) 
and 27(4) of the Convention on Cybercrime. 
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d) The Annex to the draft Council Decision on the ratification of the Second Additional 
Protocol will be binding on Member States once the Decision is adopted. Given that 
Article 7(9)(a) and Article 7(9)(b) of the Protocol do not provide for the possibility to 
make these reservations only in relation to specific Parties to the Protocol and Article 
19(1) of the Protocol does not allow other reservations than the ones specifically 
indicated, it is not allowed under the Protocol to apply Article 7 only in relation to some 
third state Parties. Hence, when a Member State avails of the possibility afforded by the 
draft Council Decision to make a reservation pursuant to Article 7(9)(b) of the Protocol, 
such a reservation will have to operate in respect of all other Party to the Protocol. 

e) Since the Annex to the draft Council Decision on the ratification of the Second Additional 
Protocol contributes to defining the scope of application of the provisions of the Protocol 
by the Member States, there is no reason to consider that the Court would assess the 
compatibility of the Second Additional Protocol with the Treaties in isolation. 

f) The Annex to the draft Council Decision on the ratification of the Second Additional 
Protocol is an integral part of the legal text submitted to Parliament pursuant to 
Article 218(6) TFEU. As a result, Parliament’s consent will cover the draft Council 
Decision as a whole, including its Annex. 
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