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1. What are the main legal or practical obstacles EUROPOL is facing when
dealing with AML and tax fraud cases, such as those revealed by the Panama
Papers, especially with regard to access to information inside and outside
the EU?

-Legal: An improvement would be that the Europol convention allows it to exchange
data directly with multinational private parties (Major International Banks, Western
Union, MoneyGram, PayPal, etc.) for the purposes of international Money Laundering
and Terrorist Financing Investigations. The envisioned system (2009/371/JHA) only
allows Europol to receive private parties’ data via a particular MS, a problem when
the information relates to multiple countries since most MSs do not accept to provide
to Europol information linked to other MSs.

2. Did EUROPOL decide to open investigations following the revelations of the
Panama Papers and the Bahamas leaks? If yes, could you please indicate
how many cases were opened? How many closed? Could you also please
indicate the estimated or real outcome of these investigations?
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Europol requested from all partners information on on-going or planned
investigations following the Panama Papers leak while at the same time proposing
investigative support. Several countries provided positive replies but extremely
limited operational data was provided to Europol so far.
While Europol is not yet in possession of the Panama Papers data we used the
publicly available Panama Papers database, from the ICIJ website, for checks against
our internal databases. The checks resulted in a few thousands possible hits that
were grouped in country packages for dissemination to all interested partners.
At this moment we are not aware on the exact number of investigations as there are
differences in how different countries approached the investigations, while other
countries are still assessing the option of opening investigations. The situation is still
dynamic and with multiple investigations on-going is not possible to make a proper
estimate on their outcome.

3. Without entering into the details of specific cases, could you please briefly
describe the main schemes that were used to hide tax revenue or launder
money? Would there be a typology in the schemes used or do your
investigations reveal that each case is specific?

- The use of Offshore/Tax havens jurisdictions by criminals to take advantage of the
existing lack of transparency regarding the ownership of the assets that ensured by
strong professional secrecy laws (banking and legal) and practices of strong
administrative secrecy that prevent international exchange of information about the
real owners of funds
-The use of corporate service providers by criminals to acquire large numbers of shell
companies (including finding third parties for positions within the company) located
in Offshore/Tax havens (usually under the form of holding companies or Trusts -
bearer share companies are the preferred) and to open offshore bank accounts
(anonymous/numerical are the preferred) controlled by such companies.
-Then Ill-gotten funds are sent to Offshore/Tax havens jurisdictions to be laundered
(layered) before integration, usually one of two techniques is used:
-Bulk cash is transported by cash couriers to offshore locations and deposited
(placed) in especially prepared receipt accounts (anonymous/numerical are the
preferred)
-An onshore bank receives funds and transfers them to the offshore bank especially
prepared receipt accounts using a correspondent banking, usually a “payable
through account”. From the receiving offshore bank account funds are transferred
again, to bank accounts belonging to the shell companies.
-At a latter stage money is no longer transferred, but instead the offshore
companies that own the bank accounts or properties are. Complex networks are
created and the transmission of value can be done through the holding company
instead of the resident company. Company shares are bought and sold or just
detained (bearer bonds) by someone who appears to be the real owner but is in fact
just a trustee or a frontmen.

4. Could you please explain how the cooperation between police work within
the EU works? Would you describe this as effective? Are you encountering
legal or practical obstacles in this cooperation? Would you have any
suggestions to improve the cooperation between the police within the EU?

-Currently within the EU there are no major legal obstacles to International Police
Cooperation. International Police Cooperation has increased steadily over the years
(insert SIENA numbers e.g. 740000 messages last year…) but there are still issues
that need to be addressed like some lack of trust between different countries and
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agencies and the existence of language barriers and diverging priorities. We need to
continue to take down these barriers in order to increase the cooperation and make
sure that the use of Europol and Eurojust channels are the standard and not the
exception.

5. How do EUROPOL or FIUs cooperate with other enforcement authorities in
the EU? Would you describe this as effective? Are there any legal or practical
obstacles to this cooperation? What would you suggest to improve the
cooperation with other law enforcement services?

Various international instruments, legislation and platforms exist to facilitate
international cooperation between FIUs, however these do not encompass FIUs
ability to cooperate with non-FIU counterparts for purposes of criminal law-
enforcement work. Greater exchange of information between FIUs and other
agencies would assist in valuable STRs reaching those tasked with criminal
investigations.

Europol notes that significant barriers in the fight against money laundering, terrorist
financing and the pursuit of financial investigations more general remain the often
fragmented cooperation and national and international levels, and lack of
interoperable databases.

Legal obstacles at the national and international level for direct cooperation of the
FIU with Europol/ other non-FIU counterparts need to be addressed. The
“symmetrical” exchange of information between FIUs may prevent crucial
information contained in STRs reaching those tasked with criminal
investigations. Europol could assist in overcoming this barrier through acting as a
pan-European hub for STRs enabling information to be integrated with other sources
stemming from multiple agencies across Europe and beyond.

On 1st January 2016, FIU.net (a system conceived to facilitate FIU to FIU
information exchange) was embedded in Europol which is foreseen to further
close the financial intelligence gap in the EU and create more synergy between
all the EU communities dealing with financial intelligence in the EU.

However, several legal and resulting technical barriers prevent and/or
significantly delay improved cooperation with the FIUs. Several FIUs are not
allowed at the moment by their national legal framework to match/exchange data
directly with foreign law enforcement (exchanges can only be FIU to FIU).

6. Would you say that some member states devote significantly less resources
to enforcing AML legislation and detecting money laundering or tax evasion
activities than other member states (relative to the size of their financial
sector)?

Europol can’t comment on the resources dedicated to combatting money laundering.
It is neither our role, nor do we dispose of necessary information to make any
assessment. However, Europol is aware that a common problem across
member states in tackling money laundering and conducting financial
investigations is lack of resources/ expertise1.

1 Final report on the fifth round of mutual evaluations- "Financial crime and financial investigations"
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7. Figures tend to show that shell companies usually have a short lifetime.
Could you please explain why? What is according to your experience the
normal lifetime of a shell company?

-If a shell company is being used to commit a crime or to receive criminal funds
without any laundering it will indeed have a very short lifetime (usually form 90 days
to 6 months). In such cases criminals continuously purchase and use new shell
companies form corporate service providers to make sure they can be used as
intermediate legal persons to conceal the true owner of such funds.
-If a shell company is on the other hand being used to stockpile funds in an
Offshore/Tax havens after being laundered it will then have a much longer lifetime. It
will exist and operate until it is needed by the criminal or until it is detected by LEAs.

8. What was the role of banks and financial intermediaries that worked with
Mossack Fonseca or in similar cases? Which conclusions would you draw on
the role of - on the one hand- advisors and - on the other hand- banks?

This is connected to question 9 below. We cannot comment specifically on the role of
banks and financial intermediaries that worked with Mossack Fonseca, since we are
not involved in investigations, however the MO of using opaque structures to launder
is familiar to Europol. In these instances, financial intermediaries either knowingly or
negligently fail to comply with rules concerning the identification of beneficial owners.
In turn, banks move funds through the financial system where they cannot be aware
of the origin or intended recipients of funds, accepting the intermediary’s identity as
that of the beneficial owner.

9. On the basis of your experiences should the regulations on tax advisors and
auditors be strengthened? Should the regulations on banks and financial
intermediaries be strengthened? If yes, would you have suggestions on how
this should be done? Would you describe the rules in place as sufficient?
Would you think there is a problem in the implementation or law
enforcement?

-Regarding beneficial ownership: In principle the problem of beneficial ownership will
be theoretically solved in the context of the new 4th AML. However in practice one
will have to see how this will work (will obliged entities be capable to identify the real
BO, will LEAs have quick access to this info, will LEAs be able to share this info
internationally).
-Regarding correspondent banking: This issue, essential issue when dealing with the
remittance of funds to Offshore/Tax havens, could be made clearer and stricter. In
correspondent banking relations with Offshore/Tax havens included the EU black list
only two possibilities should clearly exist:

- If the correspondent bank provides quick and precise information to the EU
bank on who is the BO (full ID document), what is the source of the funds, what
is his line of business and what is his transaction history – the correspondent
banking relation is authorized to continue.
- If the correspondent bank does not provide all this information – the
correspondent banking relation would have to cease.

10.The current AML legislation in place in the EU (and worldwide via FATF
standard) already require ‘obliged entities’ (usually, but not exclusively
banks/ financial institutions) identify the ultimate beneficial owner, and
make this information available to competent authorities and financial
intelligence units (FIUs). Clearly the revelations in the Panama papers
demonstrate that some financial institutions and other intermediaries have
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not only not met this obligation, but some have actively helped to conceal
this information from competent authorities/FIUs. Would you consider
these to be individual cases, which should be for law enforcement bodies
and justice departments to follow up; or do you rather consider this a
systemic failure by EU Member States to implement and enforce existing
law?

-In the EU, as mentioned before, the issue of BO should be solved and the issue of
correspondent banking regulated (even if improvements can be done). In the EU if
any financial institutions or intermediaries violate their obligations tools are in place
to act and to punish them.
-Outside of the EU (exceptions to US, Australia, and some other jurisdictions) the
situation is much more serious (FATF standard recommendations are not always
respected - especially in Offshore/Tax havens). This issue can only be solved via a
political stance on those countries to respect FATF standards, the decision to close
correspondent banking relations (with any non-complying entities) and increase
customs cash controls on borders upon departures/arrivals from such jurisdictions.

11.What is your opinion about the virtual currencies? Bitcoins, for example, are
well-known for their 'money-laundering' possibilities. How do you think this
issue should be addressed?

In spite of the changing face of criminality, with significant threats now stemming
from new technologies, money laundering schemes detected by law enforcement
are still largely characterised by traditional techniques, in particular the use
of cash and opaque structures.

The possibilities to launder the proceeds of crime using virtual currencies have
recently attracted much attention, however, there is limited evidence to show
that virtual currencies are a preferred or widespread method for money
laundering. Possibilities to launder money using virtual currencies are limited and
require cashing in and out (in cash in order to entirely break the trail). But, as the
network of virtual currency accepting merchants and list of goods and services which
can be paid for using virtual currencies expands, so too does the risk of the
emergence of criminally controlled merchants, accepting virtual currency, who can
effectively operate online businesses in the same way as cash front businesses to
legitimise the source of income. This scenario would eliminate the need to cash in or
out, as income and expenditure could take place within a closed system which does
not interact with ‘real world’ finances.

Nonetheless, virtual currencies underline an emerging problem the increasingly
global and virtual nature of financial services: the growing demand for online
services and related internet payment systems poses considerable challenges to the
EU policies concerning money laundering and terrorist financing. The impact of new
technologies on the financial system and the development of borderless virtual
environments call for reflection on how to adapt policies which are meant to be
supervised only at national level, while the underlying business is already
transnational and globalized in its own nature: there is an urgent need for a
supranational overview.


