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About the ICO 

 
The ICO’s mission is to uphold information rights for the UK public in 

the digital age. 

 
The ICO is the UK’s independent public authority set up to uphold information 

rights. The ICO does this by promoting good practice, ruling on complaints, 
providing information to individuals and organisations, and taking appropriate 

action where the law is broken. 

 
The ICO is led by the Information Commissioner Elizabeth Denham, a 

Canadian national, who has held previous senior roles in information rights 
regulation at both provincial and federal level in Canada.  

 
The ICO is headquartered in Cheshire, England and operates additional offices 

across the UK – in Scotland, Wales, Northern Ireland and London. Staff 
numbers across all offices currently total 580, with plans for further 

recruitment. 
 

 
ICO Strategic goals 

 
1. To increase the public’s trust and confidence in how data is used and made 

available. 

 
2. Improve standards of information rights practice through clear, inspiring 

and targeted engagement and influence. 
 

3. Maintain and develop influence within the global information rights 
regulatory community. 

 
4. Stay relevant, provide excellent public service and keep abreast of evolving 

technology. 
 

5. Enforce the laws we help shape and oversee. 
 

6. To be an effective and knowledgeable regulator for cyber related privacy 
issues. 
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Introduction 
 
Thank you for the opportunity to take part in the first hearing in a planned 

series. The Commissioner welcome this timely and important series of 
information gathering hearings being undertaken by the LIBE Committee, in 

association with the AFCO, JURI and ITRE Committees. 
 

In her oral evidence, and this supporting submission, the Commissioner aims 
to provide an insight into the ICO’s role - what can and is already being done 

to protect individuals’ online privacy; the status of our regulatory investigation 

into the Facebook/Cambridge Analytica case; and some recommendations for 
how MEPs may wish to proceed.  
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Background 
 

The role of data analytics in political campaigning  
 
The ICO is a proactive regulator with a strong intelligence gathering and 

horizon scanning function. It was through those functions that the 

Commissioner first identified the public’s unease about how online platforms, 

including Facebook, are processing personal data and to where and to whom 

that data may be subsequently passed.  

Following the 2015 UK general election campaign and shortly thereafter the 

EU referendum in 2016, the Commissioner observed with concern the 

application of techniques hitherto reserved for commercial behavioural 

advertising applied to political campaigning.  

The Commissioner acknowledges that engagement with the electorate is vital 

to the democratic process. Given the big data revolution it is understandable 

that political campaigns are exploring the potential of advanced data analysis 

tools to help win votes. But the public have the right to expect that this takes 

place in accordance with the law as it relates to data protection. Data 

analytics methods can have a significant potential impact on individuals’ 

privacy. It is important that there is greater and genuine transparency about 

the use of such techniques to ensure that people have control over their own 

data and that the law is upheld.  

Therefore, after initial preparatory evidence gathering, in May 2017 the 

Commissioner announced a formal investigation into the use of data analytics 

in political campaigning1. 

The regulation of data use in online targeted campaigning 

It is incorrect to suggest that the digital world is unregulated. Whenever 

online activities use personal data then data protection law applies and can 

provide effective protection for individuals through recourse to data protection 

supervisory authorities. Data protection is a fundamental right in the EU 

Charter and this affords it a special and appropriate place in terms of 

individual rights. Significant judgments of the Court of Justice of the European 

Union (CJEU) have assisted in developing clear and consistent case law across 

the EU. This includes clarifying in law that online platforms are data 

controllers under data protection law. They can therefore be held fully liable 

                                    
1 https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/05/blog-the-

information-commissioner-opens-a-formal-investigation-into-the-use-of-data-analytics-for-

political-purposes/ 

 

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/05/blog-the-information-commissioner-opens-a-formal-investigation-into-the-use-of-data-analytics-for-political-purposes/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/05/blog-the-information-commissioner-opens-a-formal-investigation-into-the-use-of-data-analytics-for-political-purposes/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/05/blog-the-information-commissioner-opens-a-formal-investigation-into-the-use-of-data-analytics-for-political-purposes/
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for any misuse of personal data. This was an important concept to establish 

under the law.  

When we consider online platforms, we must consider the level of control they 

hold over what happens with an individual’s personal data and how it is used 

to filter content - they control what we see, the order in which we see it, and 

the algorithms that are used to determine this. Online platforms can no longer 

say that they are merely a platform for content; they must take responsibility 

for the provenance of the information that is provided to users and be able to 

demonstrate how decisions are made in a transparent manners to their users. 

Data analytics has been a rapidly evolving field. The Commissioner recognises 

that some aspects of our legal systems have failed to keep up with the 

unforeseen pace of the technological development. The GDPR was therefore 

an overdue update of the law. The GDPR robustly equips data protection 

supervisory authorities across the EU with many of the powers they need to 

keep pace with developments in data processing. Furthermore, the GDPR 

clarifies and defines concepts in data processing such that the law can be 

interpreted flexibly to apply to situations of data processing not yet 

envisaged. Authorities like the ICO now have the capacity to ‘follow the data’ 

and establish who a data controller is, regardless of the medium in which 

personal data is processed. Authorities however also need additional support 

and capacity through local laws to fully equip them to investigate in a way 

envisaged by the GDPR in the complex technical landscape we now operate it; 

this includes powers of search and seizure as well as powers to compel 

provision of materials to assist their investigations.   
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The ICO’s investigation 
 

The Commissioner’s formal investigation began in May 2017 and identified 
numerous strands of enquiry. This involved online platforms, data brokers, 

analytics firms and political parties and campaign groups. The nature of 
modern campaigning techniques mean that a number of these organisations 

of interest to the investigation are located outside the UK.  
 

The investigation is significant and wide ranging, involving over 40 ICO 

investigators working full time on it. A further 20 experts have been 
contracted to provide legal and forensic IT recovery support to the 

investigation. The investigation involves over 30 separate organisations and 
the actions of around a dozen key individuals. We are looking at both 

regulatory and criminal breaches. We are working with other regulators, EU 
data protection authorities and law enforcement agencies in the UK and 

abroad.  
 

The link between Cambridge Analytica, its parent company SCL Elections, and 
data that may have been obtained from Facebook forms one strand of our 

investigation. Due to Cambridge Analytica’s establishment in the UK, the 
Commissioner is playing the lead role amongst European data protection 

supervisory authorities for this particular investigatory strand.  
 

In February 2018 our focus on Facebook and Cambridge Analytica was 

heightened by evidence provided to the ICO by Christopher Wylie, former 
director of research at Cambridge Analytica. This particular area of our 

investigation has subsequently received much media and political interest; in 
addition to her appearance before the hearing of the European Parliament, the 

Commissioner has also given evidence to the UK House of Commons Digital, 
Culture, Media and Sport Committee2 – led by Damian Collins MP – which is 

conducting its own inquiry into fake news. The Commissioner has also given 
evidence to the Canadian parliament3 who are investigating the role that 

associate companies of Cambridge Analytica domiciled in Canada may have 
played in this case.  

 
The Commissioner currently has a twin track approach: 

- to investigate specific allegations and conclude any enforcement actions. 
- to produce a report about the wider implications of our investigation, 

including recommendations about gaps in regulation, both data protection and 

otherwise. She plans to publish her report before the end of this month. 
 

                                    
2 

http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/digital-

culture-media-and-sport-committee/fake-news/oral/79824.pdf 

 
3 http://www.ourcommons.ca/DocumentViewer/en/42-1/ETHI/meeting-106/evidence#Int-

10126115 

 

http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/digital-culture-media-and-sport-committee/fake-news/oral/79824.pdf
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/digital-culture-media-and-sport-committee/fake-news/oral/79824.pdf
http://www.ourcommons.ca/DocumentViewer/en/42-1/ETHI/meeting-106/evidence#Int-10126115
http://www.ourcommons.ca/DocumentViewer/en/42-1/ETHI/meeting-106/evidence#Int-10126115
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The ICO’s work needs to meet the applicable standards of evidence gathering 

and recovery if it is to be useful. The investigation has recovered materials, 
including seizing dozens of servers containing in total hundreds of terabytes of 

data, from searches of several premises and dozens of interviews. The 
Commissioner has used the full range of her powers, including formal notices 

to require information to be provided, her powers of entry under warrant, as 
well as her audit and inspection powers.   

 
The investigation may require the complete range of powers at our disposal to 

investigate at this time including our new powers under the new UK Data 
Protection Act to carry out no-notice inspections, to obtain warrants more 

quickly, to compel delivery of evidence and to seal digital evidence where it 
cannot be immediately recovered. 

 

A number of organisations have freely co-operated with the investigation, 
answered questions and engaged with the investigation. Others, however 

have attempted to undermine the investigation by failing to provide 
comprehensive answers to questions, refusing to cooperate altogether or by 

challenging the process. In these situations the Commissioner has decided to 
use her statutory powers to make formal demands for information, to search 

premises to seize materials, or to serve Enforcement Notices requiring specific 
actions. 
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Recommendations for MEPs 
 

Many of the issues raised by the Facebook/Cambridge Analytica case go 
beyond the remit of the ICO as the UK data protection supervisory authority 

investigating the case. We will make recommendations in our upcoming 
report, the relevance of which will extend beyond the borders of the UK and 

will be of interest to other data protection supervisory authorities in the EU. 
Our report will also make some wider ranging recommendations for others 

outside of data protection regulation to consider.  

 
Our report will also be relevant for regulatory bodies in the field of electoral 

standards – in both the UK and the EU. The ICO already has a productive 
relationship with the UK’s Electoral Commission. The Electoral Commission is 

responsible for overseeing elections and political spending. Where there is a 
crossover in regulatory interest – with regard to the campaigning activities of 

a political party – the ICO can work with the Electoral Commission or decide 
which body needs to take the lead or how to share information if both  

organisations needs to investigate.  
 

In other EU member states the link between personal data processing and 
analytics for political campaigning may not yet have been made clear. Work 

may need to be done to bring the relevant domestic regulators together in 
each member state in the same way the ICO works closely with its national 

electoral supervisor. Our work has also highlighted the need for data 

protection authorities to have good working arrangements with financial, 
competition, and academic regulatory bodies.  

 
It is encouraging that the EU, including MEPs, are considering the serious 

concerns raised by this case – concerns which extend beyond one jurisdiction. 
Many of those with concerns in the European Parliament have recent 

experience of drafting the GDPR. Although it has been some time since the 
final text of the GDPR was agreed, the new law has only been in practical 

operation for just over a week.  
 

We must allow GDPR the time to see whether it can provide the tools to 
address the data protection concerns raised by the Facebook/Cambridge 

Analytica case. The law has been written in a flexible way, to establish 
principles and key concepts that can be applied to new and emerging data 

processing scenarios.  

 
The investigation by the ICO is unprecedented in its scale – it is likely the 

largest investigation ever undertaken by a data protection authority. The 
investigation provides us all with an early opportunity to consider the GDPR 

against the pressures and demands of a real world contemporary case. Based 
on our experience we recognise the complex ecosystem of this area. The 

Commissioner believes a considered approach is needed to reflect and build 
on the GDPR where we identify learning, particularly at the intersection of 

data protection and campaign practice. We don’t want to risk stifling the 

legitimate democratic engagement that underpins our democracy.  
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The Commissioner has already identified gaps in her investigatory needs – 

which sit alongside the powers granted by the GDPR – and the UK 
government has moved swiftly to address them in domestic law so that the 

ICO can respond to the fast paced nature of an online investigation. MEPs 
could look to their own member states’ data protection authorities and ask 

whether their current resourcing is sufficient to fulfil the tasks and powers of 
the GDPR. There should be confidence in the ability of other member state 

data protection authorities – in terms of investigative tools and budgetary 
capacity – to handle a future case of this nature and scope.  

 
We’ve already learned a lot from this investigation. We’ve delivered significant 

promotion activity and produced guidance to ensure the understanding of the 
public and organisations in the UK – of their rights and of their responsibilities 

in the digital age – has improved. We’ve enhanced our technical knowhow and 

digital investigative capacity through our tech strategy. 
 

The ICO investigation and action in this case will change the behaviour and 
compliance of all of the actors in the political campaigning space. Journalists, 

whistle blowers, advocates and parliamentarians have played a key role in 
bringing these issues to the public attention. There now needs to be a 

sustained willingness by citizens to exercise their data protection rights. And 
we need data protection supervisory authorities unafraid to use our new 

powers, sanctions and enhanced fining regime. And we need legislators 
supporting their data protection authorities to ensure they have the capacity 

and capability to deliver their important role. 
 

 

   



 

 10 

 

 

The Committee on Civil Liberties, Justice and Home Affairs 
(LIBE) of the European Parliament – Hearing on the 
Facebook/Cambridge Analytica case 
 
For further information on this supporting submission, please contact the ICO 

Press Office on +44 303 123 9070 
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