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SHORT JUSTIFICATION

On 2 May 2016 the Commission submitted to the Council a proposal for a Council Decision on 
the conclusion, on behalf of the European Union, of an Agreement between the United States of 
America and the European Union on the protection of personal information relating to the 
prevention, investigation, detection, and prosecution of criminal offences [2016/0126 (NLE) - 
COM (2016)237 final], also known as “the Umbrella Agreement”.

The proposal was submitted to the Council after the US Congress had adopted the Judicial 
Redress Act of 2015. Pursuant to this Act the US Department of Justice is authorised to 
designate foreign countries or regional economic integration organisations whose natural citizen 
will be able thereafter to bring civil actions against certain US government agencies for purposes 
of accessing to or amending data in possession of these agencies or of redressing unlawful 
disclosures of records transferred from a foreign country to the United States to prevent, 
investigate, detect or prosecute criminal offences.

On 18 July 2016 the Council decided to request the European Parliament to give its consent to 
the draft Council Decision on the conclusion of the above-mentioned agreement.

Your rapporteur invites the Committee on Legal Affairs to call on the Committee on Civil 
Liberties, Justice and Home Affairs to recommend that Parliament give its consent to the 
agreement for the following reasons.

(a) The envisaged agreement is based on the correct legal basis
Article 16 in conjunction with Article 218(6)(a) of the Treaty on the Functioning of the European 
Union (TFEU) are the correct legal basis for the proposal.

Article 16(1) TFEU states that everyone has the right to the protection of personal data 
concerning them and paragraph (2) of the same article gives the European Parliament and the 
Council, acting in accordance with the ordinary legislative procedure, the power to lay down 
rules relating to the protection of individuals with regard to the processing of personal data. 
Article 218(6)(a) states that the Council shall obtain the consent of Parliament to conclude an 
international agreement, inter alia, when the agreement covers fields to which the ordinary 
legislative procedure applies.

The purpose of the agreement is to ensure a high level of protection of personal information and 
enhance cooperation between the United States and the European Union and its Member States, 
in relation to the prevention, investigation, detection or prosecution of criminal offenses, 
including terrorism (Article 1).

The envisaged agreement is mainly devoted to establishing a wide set of protections and 
safeguards, which will apply to the transfers of personal data for criminal law enforcement 
purposes between the United States, on the one hand, and the European Union or its Member 
States, on the other. In this regard, the agreement comprises provisions on non-discrimination 
(Article 4); limitations on data use (Article 6); prior consent to onward transfers (Article 7); 
procedures to ensure the quality and integrity of personal information (Article 8); information in 
case of data security breaches (Article 9); notification of an information security incident (Article 
10); maintaining records (Article 11); retention periods (Article 12); special categories of 
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personal information (Article 13); measures to promote accountability for processing personal 
information (Article 14); right to access and rectifications (Articles 16 and 17); administrative 
and judicial redress in case of denials to access to or rectification of personal data or unlawful 
disclosure of personal data (Articles 18 and 19); and mechanisms of effective oversight and 
cooperation between oversight authorities (Articles 21 and 22).

It is worthwhile to note in this connection that Article 1 of the proposed agreement specifies that 
the agreement shall not be the legal basis for any transfers of personal information and that a 
separate legal basis shall always be required.

(b) The envisaged agreement guarantees a high level of protection of the fundamental right to 
personal data and contributes to legal certainty 
The many safeguards and guarantees to which reference has made above, if appropriately 
implemented, are suitable to ensure a high level of protection of the right to the protection of 
personal data as enshrined in Article 16 TFEU and in Article 8 of the Charter of Fundamental 
Rights, and to comply with the case law of the Court of Justice in the field of data protection. In 
this connection, it is worthwhile to note that, in line with the case law of the Court of Justice in 
the Shrems case (C-362/14, EU:C:2015:650), the envisaged agreement requires the Parties to 
provide in their applicable legal framework for the possibility for their citizens to seek judicial 
review regarding denial of access or of amendment of records or intentional unlawful disclosure 
of information (Article 19). In any case, the institutions which will be involved in the 
implementation of this agreement, and in the negotiation of future agreements on the basis of 
which transfers of personal information will be made, should pay due consideration to and 
should look for guidance, where appropriate in the abovementioned judgment of the Court in  
Schrems, in the Court’s judgment in Digital Rights Ireland and Others (C-293/12 and C-594/12, 
EU:C:2014:238), and, obviously, to future case law of the Court, including its upcoming opinion 
on the agreement envisaged between Canada and the European Union on the transfer and 
processing of Passengers Name Record data.

The envisaged agreement creates a framework for the protection of personal data that contributes 
to legal certainty. The agreement will supplement, where necessary, data protection safeguards in 
existing and future data transfer agreements or national provisions authorising such transfers 
(Article 5). This represents a significant improvement compared to the present situation in which 
personal information is transferred to the United States on the basis of legal instruments that 
generally contain no or only weak data protection provisions. What is more, the agreement 
provides for a baseline for future agreements providing for transfers of personal data in relation 
to criminal law enforcement activities between the United States and the European Union and/or 
its Member States, below which the level of protection could not fall. Furthermore, this 
agreement sets an important precedent for possible similar agreements with other international 
partners.

It should also be noted that the agreement obliges the Parties to take all necessary measures to 
implement the agreement, including, in particular, their respective obligations regarding access, 
rectification and administrative and judicial redress for individuals, before it could be considered 
that their respective data protection legislations are equally protective (Article 5). The agreement 
obliges the Parties to conduct periodic joint reviews of the policies and procedures set up for its 
implementation and of their effectiveness, the first of which should be conducted no later than 
three years from the date of entry into force of the agreement. The agreement clearly provides 
that the findings of the joint review should be made public (Article 23). Your rapporteur 
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considers that Parliament should be timely informed of any action taken under this provision and 
of the findings of the joint review to be able to take any action available that it considers 
appropriate in due course.

(c) The envisaged agreement will improve law enforcement cooperation with the United States
This agreement will have a significant impact on police and law enforcement cooperation of the 
European Union and its Members with the United States. By establishing a common and 
comprehensive framework of data protection rules and guarantees, this agreement will enable the 
EU and its Members, on the one hand, and US criminal law enforcement authorities, on the other 
hand, to cooperate more effectively with each other. The agreement will also facilitate the 
conclusion of future data transfer agreements with the US in the criminal law enforcement 
sector, as data protection safeguards will have been agreed and will thus not have to be 
negotiated each time afresh. Finally, setting common standards in this area of cooperation can 
significantly contribute to restoring trust in transatlantic data flows.

*******

The Committee on Legal Affairs calls on the Committee on Civil Liberties, Justice and Home 
Affairs, as the committee responsible, to recommend that Parliament give its consent to the 
draft Council decision on the conclusion, on behalf of the European Union, of the Agreement 
between the United States of America and the European Union on the protection of personal 
information relating to the prevention, investigation, detection, and prosecution of criminal 
offenses.
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