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NOTICE TO MEMBERS

Subject: Petition No 0777/2018 by León Fernando del Canto González (Spanish), on 
behalf of Agencia Comunicación y Género S. L., on the need for measures 
against bullying, threats or slander of users of digital portals and platforms

1. Summary of petition

The petitioner, in a very detailed letter, complains about a worrying increase in the number of 
situations where social network users, especially women and children, suffer threats, bullying 
and slander. The petitioner points out that the authorities of the Member States of the 
European Union do not offer effective responses to these situations, and that digital portals 
and platforms do not act with due diligence in the management of alleged criminal content. 
The petitioner also complains about the breach, by the management companies of social 
media networks, of the regulatory framework related to the Charter of Fundamental Rights, 
the protection of said rights on the internet, and the specific regulations for consumers within 
the EU. He also reports the proliferation of anonymous profiles with a bullying tone and the 
lack of effective and accessible protocols and procedures for users to put an end to such 
attacks. Social networks lack monitoring in defence of users and conflict resolution 
mechanisms. The petitioner asks the European Parliament to take a clear stand on the breach 
of European Union law and, if necessary, the development of legislative measures to remedy 
the situation. He also suggests the establishment of a corresponding working party within the 
European Parliament.

2. Admissibility

Declared admissible on 4 December 2018. Information requested from Commission under 
Rule 227(6).

3. Commission reply, received on 16 September 2019

The Commissionʼs observations 
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The petition refers to the need for measures against bullying, threats or slander of users of 
digital portals and platforms. This is a broad and important area of work, and the 
Commission’s general policy is that online platforms need to exercise greater responsibility, 
while striking a balance between different fundamental rights. Taking into account the nature 
of the different types of content or behaviour that the petitioner refers to, different regulatory 
and non-regulatory responses may apply.

The services of internet and service providers are in certain cases abused by third parties to 
carry out illegal activities online, for instance disseminating certain information relating to 
terrorism, child sexual abuse, illegal hate speech or infringements of consumer protection 
laws, which can undermine the trust of their users and damage their business models.

To the extent that this type of content could be considered illegal by Union or Member States’ 
law, it is relevant to mention that, under the “eCommerce Directive”1 (hereinafter “ECD”), 
hosting service providers are only exempted from liability for the content they manage if they 
fulfil certain conditions laid down in Article 14(1) thereof:

(a) the provider does not have actual knowledge of illegal activity or information and, as 
regards claims for damages, is not aware of facts or circumstances from which the illegal 
activity or information is apparent; or

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove 
or to disable access to the information.

Moreover, in accordance with the case law of the Court of Justice, in order for an internet 
service provider to fall within the scope of Article 14 of the ECD, it is essential that the 
provider be an intermediary provider, which is not the case where the service provider, 
instead of confining itself to providing that service neutrally by a merely technical and 
automatic processing of the data provided by its customers, plays an active role of such a kind 
as to give it knowledge of, or control over, those data (see judgment of 12 July 2011, L’Oréal 
and Others, C-324/09, EU:C:2011:474, paragraph 113).

The presence of illegal content online has serious negative consequences for users, for other 
affected citizens and companies and for society. In the recitals to its Recommendation on 
measures to effectively tackle illegal content online2 of 1 March 2018, the Commission 
stressed that, in the light of their central role and the technological means and capabilities 
associated with the services that they provide, online service providers have particular societal 
responsibilities to help tackle illegal content disseminated through their services. In this 
context, while it is non-binding in nature, the Recommendation encourages Member States 
and hosting service providers to take a number of measures, accompanied by effective and 

1 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of 
information society services, in particular electronic commerce, in the Internal Market ('Directive on electronic 
commerce'), OJ L 178, 17.7.2000, p. 1–16.
2 C(2018) 1177 final.
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appropriate safeguards, to further step up this work. This Recommendation applies to all 
forms of illegal content, that is, to any information which is not in compliance with Union law 
or the law of a Member State concerned.

Over recent years, the Commission has also proposed the adoption of legislation in this area. 
This is the case concerning the revision of the Audiovisual Media Services Directive 
(“AVMSD”), which resulted from the Commissionʼs legislative proposal of May 20163. The 
revised AVMSD extends its scope to video-sharing platforms whose principal purpose or 
essential functionality is the provision of audiovisual content but who do not have editorial 
responsibility over such content. 

The revised text introduces an obligation on Member States to ensure that video-sharing 
platform providers under their jurisdiction put in place, preferably through co-regulation, 
appropriate measures to: i) protect minors from harmful content; and ii) protect all citizens 
from incitement to violence or hatred and content constituting certain criminal offences under 
Union law (namely public provocation to commit terrorist offences, child pornography and 
racist hate speech). These measures shall consist, as appropriate, in the inclusion of EU 
content standards in their terms and conditions, the availability of flagging and reporting 
mechanisms, age verification systems, systems to rate the content by the uploaders or users as 
well as parental control systems.

The revised AVMSD entered into force on 18 December 2018, which marks the start of the 
21 months period for Member States to transpose the new rules into their national laws. The 
Commission is confident that the new rules will result in a fairer and safer online environment 
for all users, including the most vulnerable ones. 

The Commission promotes a joined-up approach, combining awareness-raising, 
empowerment, self-regulation and enforcement of relevant legal provisions to support 
children and young people to deal with harmful content and behaviour they may encounter 
online.

Through the European Strategy for a Better Internet for Children4, the Commission co-funds 
Safer Internet Centres in Member States, which develop awareness-raising resources, organise 
events, schools visits and trainings, and help those confronted with illegal – in particular child 
sexual abuse material - and harmful online content or its consequences via hotlines and 
helplines. The portal www.betterinternetforkids.eu is a single entry point for resources and 
sharing best practices across Europe.

The Commission also facilitates self-regulatory initiatives to complement regulatory 
instruments for providing fast and flexible technological solutions to address exposure to 
harmful content (such as violent or sexual imagery) and behaviour (such as cyber-bullying). 
The multi-stakeholder initiative “Alliance to better protect minors online” was launched on 

3 COM(2016) 287 final.
4 COM (2012) 196 final.

http://www.betterinternetforkids.eu
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Safer Internet Day 2017, with leading information and communication technology and media 
companies, non-governmental organisations, The United Nations Childrenʼs Fund (UNICEF) 
and industry associations seeking to identify risks that children and young people may face 
online, define actions to protect them and promote the exchange of best practices. The report 
on the independent evaluation of the Alliance was published on Safer Internet Day 20195. To 
prevent and counter the spread of illegal hate speech online, in May 2016, the Commission 
agreed with Facebook, Microsoft, Twitter and YouTube, on a “Code of Conduct on 
countering illegal hate speech online” to ensure effective procedures for notifying illegal hate 
speech to social platforms, improve the support to civil society as well as the coordination 
with national authorities. The fourth evaluation on the Code of Conduct on countering illegal 
hate speech online, published in February 2019, confirms continuous progress on the swift 
removal of illegal hate speech6.

The Commission also coordinates Safer Internet Day through the network of Safer Internet 
Centres. This worldwide event on online safety now involves over 150 countries in all 
continents, and reaches millions of people worldwide.

In addition, in line with the Digital Education Action Plan7 of 2018, the Commission 
launched the EU-wide #SaferInternet4EU Campaign on online safety, media literacy and 
cyber-hygiene, which helps children, young people, parents, teachers, and other EU citizens 
to become aware of online risks and challenges. In its first year, the campaign reached over 30 
million EU citizens.

Conclusion

As one can see from the aforementioned, the Commission has acted with both regulatory and 
non-regulatory responses to address the concerns raised. The Commission’s general policy is 
that online platforms need to exercise greater responsibility, while striking a balance between 
different fundamental rights.

5https://ec.europa.eu/digital-single-market/en/news/report-independent-evaluation-alliance-better-protect-
minors-online
6 https://ec.europa.eu/info/sites/info/files/code_of_conduct_factsheet_7_web.pdf
7  COM(2018)022 final.
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