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1. Summary of petition

The petitioner calls for a ban on targeted advertising on smart televisions, which could monitor 
our activities through motion sensors and geolocation. He states that targeted advertising on 
smart TVs poses a threat to our privacy and personal data that need instead robust safeguards. 
The petitioner calls for a European legislative framework to address such challenges.

2. Admissibility

Declared admissible on 18 June 2019. Information requested from Commission under Rule 
227(6). (Former Rule 216(6))

3. Commission reply, received on 25 November 2019

 The Commission recognises the potential risks for privacy and data protection related to the 
use of smart and connected televisions (TVs).

The ePrivacy Directive1, the objective of which is to protect the confidentiality of 
communications, seeks to ensure full respect of the rights set out in Articles 7 and 8 of the EU 
Charter of Fundamental Rights, namely the right to respect one’s private and family life, home 
and communications as well as the right to the protection of one’s personal data. 

Targeted advertising in any context often relies on monitoring the activities of the user by 

1 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing 
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and 
electronic communications), OJ L 201, 31.7.2002, p. 37–47.
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storing information or gaining access to  information already stored in the terminal equipment 
of the user. However, the terminal equipment of the user of electronic communications 
networks and any information stored on such equipment, are part of the private sphere of the 
user and require protection. In the context of smart and connected TVs it is particularly 
important to highlight the risks of built-in sensors, for example, those found in cameras and 
microphones, which extend the capabilities of the devices to monitor the viewer’s activities not 
only online, but also offline. For example, smart and connected TVs may record what is 
happening in a family living room.

To that end, the ePrivacy Directive contains provisions that ensure that the storing of 
information, or the gaining of access to information already stored in the terminal equipment 
of a subscriber or user, for the purposes of targeted advertising, is only allowed on condition 
that the subscriber or user concerned has given his or her consent. 

A connected TV set is normally terminal equipment. If the provider or any third party engaging 
in targeted advertising wants to store information on the user’s connected TV set, or wishes to 
access information already stored therein, for instance to get access to information related to 
the user’s online activities or geolocation, or to information collected by the smart TVs’ 
integrated microphones and cameras, it has first to inform the user with clear and 
comprehensive information and, second, obtain the user’s consent. 

The General Data Protection Regulation2, which applies since 25 May 2018, obliges the data 
controller to implement appropriate technical and organisational measures, taking into account 
amongst others the risks for the rights and freedoms of natural persons, to ensure and be able 
to demonstrate that processing is in line with the data protection rules. Where consent is 
requested from a data subject for the processing of his or her personal data, the controller shall 
ensure and be able to demonstrate that such consent is freely given, specific, informed and an 
unambiguous indication of the data subject’s wishes by which he or she, by a statement or a 
clear affirmative action, signifies agreement to the processing of personal data relating to him 
or her. The data subject has the right to withdraw consent at any time, and it shall be as easy to 
withdraw as to give consent.

The Commission’s proposal for the ePrivacy Regulation3 also contains additional provisions 
aiming at protecting users’ privacy by introducing further safeguards. In particular, it introduces 
provisions that limit Wi-Fi-tracking by prohibiting the collection of information emitted by 
terminal equipment to enable it to connect to another device and/or to network equipment, 
except for very limited cases.

In addition, the revised Audiovisual Media Services Directive (AVMSD)4 has introduced 
provisions aiming at ensuring better protection of users’ data, particularly minors’ data. The 
Directive recognises that the establishment of child protection mechanisms by media service 

2 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance), OJ L 119, 4.5.2016, p. 1–
88.
3 COM(2017)10 final.
4 Directive (EU) 2018/1808 of the European Parliament and of the Council of 14 November 2018 amending 
Directive 2010/13/EU on the coordination of certain provisions laid down by law, regulation or administrative 
action in Member States concerning the provision of audiovisual media services (Audiovisual Media Services 
Directive) in view of changing market realities, PE/33/2018/REV/1, OJ L 303, 28.11.2018, p. 69–92.
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providers is likely to lead to the processing of personal data of minors. Given that such 
mechanisms aim at protecting children, personal data of minors processed in the framework of 
technical child protection measures shall not be processed for commercial purposes (e.g. direct 
marketing, profiling and behaviourally targeted advertising).

The revised AVMSD has also introduced a provision to guarantee the integrity of the 
audiovisual media services in order to protect their editorial role. This will ensure that providers 
have the ability to give their agreement if third parties want to overlay or modify their content.

Lastly, it should be noted that, when taking the appropriate measures to protect minors from 
harmful content and to protect the public from content containing incitement to violence, hatred 
and terrorism, the relevant fundamental rights, as laid down in the Charter of Fundament 
Rights5, must be carefully balanced.

Conclusions

The petitioner should note that the ePrivacy Directive, which particularises and complements 
the General Data Protection Regulation, includes safeguards with regard to the protection of 
privacy and the users’ terminal equipment. In addition, the proposed ePrivacy Regulation would 
introduce additional safeguards in that regard. Without prejudice to the competences of the 
Commission as Guardian of the Treaties, the monitoring and enforcement of the application of 
the legislation mentioned above falls within the competence of relevant national authorities and 
courts. 

The petitioner needs also to be informed that the revised AVMSD introduces certain additional 
safeguards with regard to the protection of users’ personal data. In particular, personal data of 
minors processed in the framework of technical child protection measures shall not be 
processed for commercial purposes (e.g. direct marketing, profiling and behaviourally targeted 
advertising).

5 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407.


