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Definitions (I)

Cyber Crime
Crime on the internet has a new dimension. 
The technology allows organized crime to scale their “business”, 
especially outside the legal boundaries of states.  

Cyber Espionage
We had military espionage for thousands of years. 
The only difference between traditional espionage and cyber 
espionage is the use of technology. 
Another aspect is espionage because of philosophical 
disagreement. 

Cyber Warfare
We are facing a new type of asymmetric warfare with a new 
paradigm and no taxonomy.
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Definitions (II)

Cyber security refers to the protection of 
information, information systems and 
infrastructure from those threats that are 
associated with using ICT systems in a globally 
connected environment. 
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Global Trend of Incidences

Source: CSI Report 2009
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Types of attacks experienced

Most Frequent:    
- Malware Infection
- Theft of laptop

Less Frequent: 
- Exploit of wireless 
network
- Password Sniffing
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Average Financial Losses 
(for the last five years) 
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The Key External Threats
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Risk Trends
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Source: BSI 2009



Risk Potential
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Source: BSI 2009
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Cybersecurity – The Problem

There are many definitions of Cybersecurity –
essentially, we are talking about securing data 
and systems in the global environment. 
Adopting this point of view, Cybersecurity is by 
definition a global concern.
From a technological perspective, there is little 
that separates classical information security from 
Cybersecurity.
Due to the nature of the problem, advances in 
Cybersecurity are most likely to be achieved 
through political cooperation.

13



International Cooperation

An effective approach to Cybersecurity will 
require a coherent policy approach at the 
international level.
In order to respond successfully to this need, 
Europe will have to solve two similar issues:

Achieving a coherent policy approach within its borders.
Achieving a policy approach that is aligned with the goals of its 
international partners.

In resolving both issues, it will be necessary to 
carefully balance the needs of the public and 
private sectors. 
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Stakeholders

There are many stakeholders that will need to 
be consulted in attempting to define policy 
requirements in this area:

The Member States of the EU. 
The EU institutions.
Other sovereign states and nations.
International organisations such as OECD, ICANN, ...
Industry associations.
.......

There is therefore clearly a need for facilitation 
and mediation of the dialogue.
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ENISA

The European Network & Information Security 
Agency (ENISA) was formed in 2004.
The Agency is a Centre of Expertise                                       
that supports the Commission and                                
the EU Member States in the area                                
of information security.
We facilitate the exchange of                                   
information between EU institutions,                            
the public sector and the private                               
sector.



Activities

The Agency’s principal activities are as follows:
Advising and assisting the Commission                                   
and the Member States on information                            
security. 
Collecting and analysing data on                                                    
security practices in Europe and                                
emerging risks. 
Promoting risk assessment and                                            
risk management methods. 
Awareness-raising and co-operation                                      
between different actors in the                                 
information security field. 



Prevention vs. Execution

We should distinguish between prevention 
and execution at the European level. 

Institutions/agencies such as Europol and Member 
States agencies fight cybercrime in an operational 
manner. 
Agencies like ENISA work on prevention and 
probably in the future “civil” detection (i.e. early 
warning) and supporting other agencies in the area of 
law enforcement. 
Collaboration or Service Centres for special tasks 
could be build between agencies, e.g. ENISA and 
Europol including MS’s agencies.  
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Conclusions

ENISA’s core business is to facilitate dialogue:
Between Member States.
Between the EU institutions and the Member States.
Between the public and the private sector.

As a Centre of Expertise in the area of Network and 
Information security, we are ideally placed to 
support the Commission and MS in formulating 
Cybersecurity policy.
As an Agency that deals extensively with good 
practice, we can also help industry face the day-to-
day challenges of the changing threat environment.
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