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ANNUAL ACTIVITY REPORT 

 

This document is the Annual Activity Report of the Authorising Officer of the European 

Network and Information Security Agency for the financial year 2009, in line with the 

requirements set out in the ENISA Financial Regulation.
1
 

 

                                                 
1 According to Art. 40 of the ENISA Financial Regulation adopted on 8 January 2009.  
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1 PART 1 -- POLICY ACHIEVEMENTS 

1.1 Policy area 

 

The European Network and Information Security Agency (hereinafter, ―ENISA‖), was 

established by Regulation (EC) No 460/2004 of the European Parliament and of the 

Council of 10 March 2004 establishing the European Network and Information Security 

Agency, that was amended by Regulation (EC) No 1007/2008 of the European 

Parliament and of the Council of 24 September 2008 amending Regulation (EC) No 

460/2004 establishing the European Network and Information Security Agency as 

regards its duration.  

 

In 2009 the Agency‘s work on network and information security pursued an updated 

multi annual thematic approach in order to achieve the desired results. The short-term 

general orientations identify the following high-level goals for the Agency: 

 Building confidence in the information age through increasing the level of NIS in 

the EU; 

 Facilitating the Internal Market for e-Communication by assisting the institutions 

to decide the appropriate mix of regulation and other measures (noting in 

particular, the important contribution the Agency can make to the Framework 

Directive
2
); 

 Increasing co-operation between MS in order to reduce the difference in the 

capability of MS in this area; 

 Increasing the dialogue between the various stakeholders in the EU on NIS; 

 Assisting and responding to requests for assistance from the MS. 

1.2 Operational activities 

 

In 2009 the Agency focused on three Multi annual thematic programs (MTPs) that are 

briefly described hereunder. The various activities covered are presented in the table 

below alongside their success criteria and outcomes.  

 

 

                                                 
2 Directives 2002/21/EC on a common regulatory framework for electronic communications networks and services, as amended by 

Directive 2009/140/EC of the European Parliament and of the Council of 25 November 2009, http://eur-
lex.europa.eu/JOHtml.do?uri=OJ:L:2009:337:SOM:EN:HTML 
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A set of SMART
3
 goals has been defined for each Multi-Annual Thematic Programme. 

These are related to the desired outcomes and impacts and can be assessed and monitored 

during the duration of the programme using Key Performance Indicators (KPIs). Each 

thematic programme consists of several Work Packages (WPKs) that implement the 

SMART goals of the MTP. The WPKs include their own SMART goals and KPIs. 

 

MTP 1: Improving resilience in European eCommunication networks 

Under MTP 1, ENISA supported the Member States and the European Commission in 

their efforts to improve resilience by ―collectively evaluating and improving security and 

resilience in mobile and fixed public eCommunications networks and services in 

Europe‖. ENISA has previously carried out a series of stocktaking exercises of regulatory 

and policy environments, of providers‘ measures, and of existing technologies and 

standards. In 2009 ENISA continued its efforts by emphasizing on two main areas: 

 The development of good practices and guidelines – as a result of the stocktaking 

and gap analysis, ENISA developed in co-operation with stakeholders through 

workshops, working groups of experts and online consultations good practices 

and guidelines to bridge the identified gaps.  

 The analysis of gaps – ENISA, based on the findings of the stock analysis, 

analysed gaps in the policy and regulatory environment, in the measures and 

practices deployed by providers and in technologies and standards currently in use 

by them. The gap analysis took under consideration trends, best practices and 

recommendations proposed by other organisations or constituencies in Europe or 

elsewhere. 

 

                                                 
3 Specific, Measurable, Agreed, Realistic and Time bound 
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MTP 1 developed good practice guides in Information Exchanges, Incident Reporting 

Mechanisms, National Exercises, Providers Measures Guidelines, DNSSec, R&D 

priorities for future EU funded R&D Programs, Gaps in relevant standardization 

 

Metrics of success 

The measurement goals of this MTP were as follows hereunder.  

 

SMART goal: By 2010, the Commission and at least 50% of the Member States will 

have made use of ENISA recommendations in their policy-making processes 

 

SMART goal: By 2010, service providers covering at least 50 million users will be using 

ENISA recommendations to improve resilience 

 
KPI Target Result 

Commission using ENISA recommendations yes Yes, through EU‘s 

COM on CIIP  

% Member States using ENISA recommendations 50% Too early to assess 

# users covered by service providers using ENISA 

recommendations 

50 million Yes 

 

WPK 1.1: Stocktaking and analysis of national security regimes to ensure security 

resilience of public communication networks 

 

SMART goals:  

 The analysis covers at least 50% of Member States 

 At least 3 references in official EU publications or peer reviewed papers 

 At least 5 references to official ENISA recommendations 

 
KPI Required Achieved by end 

2009 

# Member States covered by the analysis 50% 92% 

# References (EU Publications, papers) 3 2  

# References to ENISA recommendations 5 Too Early 

 

WPK 1.2: Analysis of measures deployed by operators on resilience of public 

communication networks 

 

SMART goals:  

 In 2008, service providers covering at least 50 million users participate in the 

survey 

 In 2008, at least 50% of Member States represented in the survey 

 By Q4 2008, at least 10 references in official EU publications, peer reviewed 

papers, websites or mailing lists 

 
KPI Required Achieved by end 

2009 

# Users covered by the service providers participating in the 

survey 

50 Million > 50 Million 

# Member States represented in the survey 50% 63% 

# References in official EU publications, peer reviewed papers, 
websites or mailing lists 

10 Too Early 
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WPK 1.3: Analysis of existing technologies enhancing resilience of public 

communication networks 

 

SMART goal:  

 By 2010, service providers covering at least 50 million users adopt ENISA‘s 

technical recommendations 

 At least 50% of Member States adopt ENISA‘s technical recommendations 

 At least 5 international organisations adopt or refer to ENISA‘s technical 

recommendations 

 
KPI Required Achieved by end 

2009 

# Users covered by service providers adopting ENISA 

recommendations 

50 Million Too Early 

# Member States adopting ENISA recommendations 50% Too Early 
 

# International organisations adopting or making reference to 

ENISA recommendations 

5 1 

 

In fulfilling the requirements of the Work Program on MTP1, ENISA delivered on the 

following main activities:  

 Good Practice Guide on Information Sharing: Information sharing among private 

and public stakeholders is instantiated through partnerships that are referred to as 

‗Network Security Information Exchanges‘ (NSIEs). In 2009 ENISA published a 

good practice guide on how to establish and manage national NSIEs to help 

Member States develop knowledge and expertise in this area and to establish their 

own information sharing platforms. 

 Good Practice Guide on Reporting Security Incidents: Reporting security 

incidents was addressed by developing a good practice guide on reporting security 

incidents that presents a systematic life-cycle on how to design, implement and 

evaluate Incident Reporting schemes at a national level, in a way that supports 

public authorities or enhances the capabilities of those Member States with 

established incident reporting schemes. 

 Good Practice Guide on National Exercises: ENISA developed a good practices 

guide on planning and conducting national exercises concerning a possible future 

emergency and aiming at becoming part of many organisations‘ business 

continuity planning. 

 Analysing Measures Deployed by Operators: ENISA co-ordinated a group of 

resilience experts from major European providers to identify main resilience 

challenges and propose a list of measures. A public workshop organised was 

organised in October in Paris, France in this respect.  

 Domain Name System Security Extensions: In 2009 ENISA extended its work on 

the Domain Name System (DNS) by conducting a study on the cost of 

implementing Domain Name System Security Extensions (DNSSEC) in terms of 

both capital and operating expenditures, as well as the anticipated business 

benefit.  

 Tracking standardisation activities: In 2009 ENISA assessed current 

standardisation developments that relate to the resilience of communication 
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networks aiming at a gap analysis of standardisation activities while at the same 

time drawing conclusions on the direction of future standardisation activities in 

this area.  

 Priorities of Research on Current & Emerging Network Technologies 

(PROCENT): ENISA examined the impact of technological evolution and the 

latest trends in networking technologies (for example, mesh architectures, p2p 

networking etc.) in terms of the resilience of the communications infrastructure, 

measured both by its security and its availability. This work was supported by an 

―Expert Group on Priorities of Research on Current & Emerging Network 

Technologies (PROCENT)‖. 

 The Fight Against Spam: ENISA conducted a survey of anti-spam measures 

implemented by European Internet service providers (ISPs). ENISA recommends 

that policy-makers and regulatory authorities resolve conflicts between spam-

filtering, privacy and the obligation to deliver.  

 

Relevance to EU Policies 

The European Union‘s institutions have recognized the importance of public 

eCommunications networks and the need to expand the efforts to ensure their resilience. 

These efforts initially started with the wider scope of all critical infrastructures, before 

narrowing down to critical information infrastructure. The work of ENISA is relevant to 

the following policy initiatives:  

 The EU Communication on a Strategy For a Secure Information Society 
4
: One 

key element of the effort to protect Critical Infrastructures has emerged 

acknowledging the critical role that public eCommunications infrastructure plays 

in Europe. 

 The Communication on Critical Information Infrastructure Protection (CIIP) 

proposing an Action Plan: Policies concerning ―prevention, preparedness, and 

awareness‖ and an associated plan of immediate actions to strengthen the security 

and resilience of CIIs.‖
5
 The involvement of ENISA was called upon to support 

the exchange of good practices between Member States in that area. The CIIP 

Action Plan further proposes the development of pan-European exercises on 

Internet security incidents, which may also constitute the operational platform for 

pan-European participation in international network security incidents exercises, 

like the US Cyber Storm. 

 The Tallinn Ministerial Conference on Critical Information Infrastructure 

Protection
6
: The Commission‘s Communication was discussed at the EU 

Ministerial Conference on Critical Information Infrastructure Protection in 

Tallinn, Estonia in April 2009. ENISA has undertaken the task to help Member 

States and the EU institutions to proceed towards pan-European exercises by 

facilitating an exchange of ideas and experience with exercises and identification 

of good practices.  

 The Reformed Telecom Package: The reformed Regulatory Framework for 

                                                 
4 In 2006, the Commission issued a communication on ―A Strategy For a Secure Information Society – Dialogue, Partnership And 
Empowerment‖ (COM (2006) 251), which was endorsed the following year by the Council (Council Resolution 2007/068/01). 
5 Commission Communication on Critical Information Infrastructure Protection, Protecting Europe From Large Scale Cyber-Attacks 

And Disruptions: Enhancing Preparedness, Security And Resilience (COM (2009) 149) 
6 http://www.tallinnciip.eu/ 
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electronic communications networks and services that was adopted in November 

2009 further reinforces the policy commitment to incident reporting. The new 

framework establishes a legal obligation to report serious incidents to the 

competent authorities (art 13 a, b). These authorities should inform their peers in 

other Member States, as well as ENISA. On an annual basis, these authorities 

should inform ENISA of all notifications received at national level. The 

Commission, with the contribution of ENISA, can propose technical 

implementating measures with the view to harmonising policies at pan-European 

level. 

 Data Collection Framework: The theme of international data sharing called for 

multi-stakeholder co-operation to develop appropriate statistical indicators; 

ENISA aimed at establishing a public and private partnership, which would 

establish a concrete framework for data-sharing activities.
7
 

 Preparation of EU funded R&D: ENISA contributed to the preparation of the 

Framework Programmes of EU funded R&D by means of coordinating a topical 

work group in a way that ENISA advice was conveyed to the Commission "on 

research in the area of network and information security as well as on the 

effective use of risk prevention technologies‖. 

 

MTP 2: Developing and maintaining co-operation between Member States 

This MTP aims at:  

a) the identification of Europe-wide security competence circles on topics like Awareness 

Raising and Incident Response, 

b) the European NIS good practice Brokerage and 

c) NIS capacity building for micro enterprises. 

 

In 2009, co-operation among Member States was developed further with the aim to 

improve the capabilities of all Members States and increase the overall coherence and 

interoperability levels. The instruments of choice for MTP to promote its goals include 

the establishment of cooperation models include Workshops, conferences and working 

groups established as cooperation models.  

 

Main policy outputs delivered in 2009 in the area of Awareness Raising include the 

development of an Awareness Raising community (which in 2009 was extended to 353 

members from all EU and EEA countries) and the establishment of a co-operation 

platform in form of a web-based portal for the collaboration of and with this community. 

In the area of CERT / Incident Response ENISA supported the establishment, the 

operation and cooperation amongst CERTs (including tasks originating from 

Commissions CIIP communication). Concrete support was delivered in form of (regular, 

bi-yearly) training for CERT staff members, in form of two pilots for CERT exercises 

and support for a variety of CERT establishment- and development projects in the 

Member States. A survey among all known European CERTs helped ENISA to establish 

a very first version of minimum requirements (―baseline capabilities‖) for national / 

governmental CERTs. In addition ENISA developed a Security Toolkit for 

intermediaries/ multiplier organisations to build NIS capacity with micro-enterprises, 

                                                 
7 Commission‘s ―Strategy for a Secure Information Society in Europe‖. 
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which was published on-line. This toolkit aims at being a facilitator for the cooperation 

between ENISA and the Member States 

 

Metrics of success 

The performance goals of the MTP have been as follows hereunder.   

 

SMART goal: By 2010, at least 10 Member States have participated in at least 3 

different co-operation models. 

 
KPI Required Achieved by end 

2009 

# Member States involved in co-operation models 10 27 plus 3 EEA and 10 
Third Countries 

# Co-operation models 3 4  

 

WPK2.1: Co-operation platform for Awareness Raising (AR) Community 

 

SMART goals:  

 By 4Q 2009, have all EU Member States represented in the AR Community with 

at least 1 representative from the following sectors: industry, academia and 

government 

 By 2009, have 50 downloads of good practice material shared within the AR 

Community from the AR portal, 1500 visits per month to the AR portal and 10 

explicit requests for not-downloadable deliverables 

 By Q2 2009, organise a conference with at least 80 participants from 10 different 

EU Member States 

 
KPI Required Achieved by end 2009 

# EU Member States represented in the AR Community All Member States, 

with at least one 

from each of the 
following sectors: 

industry, academia, 

government 

all EU and EEA countries are 

represented. There is no 

representative for the following 
sectors/countries: Industry: 2 

(Hungary and Liechtenstein);       

Academia: 3 (Finland, Iceland, 
Malta);       Government: 1 (Slovak 

Republic) 

# experts signed up to the AR Community through AR 
portal and receiving the welcome pack  

 N/A as portal not available8 

# downloads of good practice material shared within the 

AR Community from the AR portal  

50 N/A as portal not available 

# visits to AR portal per month 1500 N/A as portal not available 

# requests for non-downloadable deliverables from portal 10 N/A as portal not available 

# participants in conference 80 93 

# EU Member States represented at conference 10 11 

 

 

WPK 2.2: Security competence circle and good practice sharing for CERT 

communities 

 

SMART goals:  

                                                 
8 The AR portal was delivered in 2010 
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 By Q4 2009, at least 3 presentations given about ENISA‘s work in the CERT 

field at the CERT/CSIRT community events 

 By Q4 2009, 80% of updates in CERT inventory are confirmed 

 By Q4 at least two TRANSITS trainings have been organised with support by 

ENISA  

 By Q4 2009, at least 50 downloads of ENISA CSIRT good practice collection  

materials that have been produced or updated in 2009 

 ―ENISA CSIRT exercise collection‖ piloted at least between 2 CSIRT teams 

 Extra mile: publish additional CERT exercise material 

 
KPI Required Achieved by end 2009 

# of presentations 3 >10 

% confirmed updates 80% 100% 

# of trainings supported 2 2 

# of downloads 2 Too early (report published end of 

December 2009) 

# of exercise pilots 1 pilot, 2 teams 2 pilots, >16 teams (other 

exercises planned) 

 None created and published 3 Live DVD 

ISO images 

 

WPK 2.3: Supporting the faster take-up of interoperable eIDs in Europe 

 

SMART goals:  

 By Q4 2008, at least 3 references to position papers in official EU publications or 

peer reviewed papers 

 By Q4 2008, at least 5 references to official ENISA recommendations 

 By Q4 2008, at least 1 cross-border pilot implements ENISA recommendations 

 
KPI Required Achieved by end 

2009 

# References to position papers (EU Publications, papers) 3 4 

# References to ENISA recommendations 5 > 200 

# Cross-Border pilots implementing ENISA recommendations 1 1 Prospect 

 

WPK 2.4: European NIS Good Practice Brokerage 

 

SMART goals:  

 By Q4 2008, at least 2 partners have engaged in a co-operation initiative 

facilitated through the European NIS Good Practice Brokerage 

 By Q4 2008, the Online Platform has been visited by at least 15 Member States 

 By Q4 2008, at least 25 Member States are covered by the Who-is-Who Directory 

and Country Pages 

 By Q4 2008, 80% of updates in Who-is-Who Directory and Country Pages are 

confirmed 

 By Q4 2008, a Country Report is made on at least 20 Member States 

 
KPI Required Achieved by end 

2009 

# Partnerships facilitated 2 3 

# Member States visiting online platform 15 0 

# Member States covered by Who-is-Who Directory and Country 25 27 
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Pages 

% Confirmed updates in Who-is-Who Directory and Country 

Pages 

80% 100% 

# Member States covered by Country Report 20 27 

 

Concerning awareness raising and with reference to metrics of success, 21 EU Member 

States are represented in the activities of MTP2 with at least one representative from 

academia, industry and government. This work was remotely coordinated by means of 

monthly conference calls; a newsletter (eARNews) was distributed every 4 weeks. 

One conference was organised: ENISA organised a conference with ca. 100 participants 

on ―The growing requirement for information security awareness across public and 

private organisations‖ hosted by Thomson Reuters at their London offices on 19 June 

2009. The speakers discussed the investments and technologies that organisation should 

have at every layer of security and explore the state of risks, the latest trends and 

international policy and more importantly on the effect of the financial crisis on 

information security. Several white papers were published and broadly disseminated: 

several white papers were produced and published in 2009 among other topics they 

covered ―Child online protection‖, ―ATM crime‖ and ―Information security awareness in 

financial organisations‖. These activities served the goal of a setting up and maintaining a 

suitably large awareness raising community that is able to act as a forum and multiplier 

of ENISA actions.  

 

To meet its goals the CERT activity focused on such aspects as the following:  

ENISA drew up a CERT Inventory and it successfully maintained a Europe-wide 

cooperation activity for financial Information Sharing and Analysis Centers; as well as it 

supported cooperation between Finland and South-Africa for the purpose of setting up a 

national Computer Security Incident Response Team. There were two CSIRT exercise 

pilots that were successfully executed in Moldova (―Large scale attacks) and Kyoto 

(―Network forensics‖ during the annual FIRST conference) and assorted field reports 

were published on the ENISA website. Additionally a survey among 120 European 

CERTS was carried out with regards to baseline capabilities, services and other data 

successfully carried out (80+ teams answered), and the first draft of ―Baseline capabilities 

for national / governmental CERTs‖ was published. 

 

To demonstrate its ability to further facilitate cooperation among Member States ENISA 

has carried out the following activities:   

 Building successful partnerships by facilitating the organisation of the second 

European FI-ISAC (Financial Institutions – Information Sharing and Analysis Center) 

Workshop that took place in Amsterdam, The Netherlands, in April, and the third 

European FI-ISAC Workshop in Berne, Switzerland, in November; additionally 

facilitation of the meeting with Scandinavian local governments was pursued on 

Information Security in Oslo in May.   

 Web-based online platform:  pilot phase 

 Who-is-Who Directory on NIS: updated electronic and printed version under 

finalisation. 

 Country reports: Finalised.  
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Relevance to EU Policies 

The awareness raising activity of ENISA underpins the requirements set out in the 

ENISA Regulation, and it implements the ENISA work program. It aims at proactively 

engaging key stakeholders in a permanent dialogue forum that allows the exchange of 

practices and experiences for the purpose of reducing the end user risk in network and 

information security, while promoting the need to retain and expand awareness raising 

activities and methods.  

 

The CERT activity of ENISA underpins the requirements set out in the ENISA 

Regulation, and it implements the ENISA work program. It aims at proactively engaging 

key stakeholders in a permanent dialogue forum that allows the exchange of practices and 

experiences for the purpose of reducing the end user risk in network and information 

security, while promoting the need to retain and expand the concept of CERTS.  

 

Facilitating cooperation among Member States (and potentially other partners) in the 

field of NIS is a key activity of ENISA that serves the requirements set out in the ENISA 

Regulation. The ENISA work program also makes suitable references in cooperation 

models. Facilitating cooperation aims at proactively engaging key stakeholders in 

activities that allow the update of knowledge in select areas of interest, such as the 

Country reports for example.  

 

MTP 3: Identifying emerging risks for creating trust and confidence 

The Agency has been working on establishing a framework that enables decision makers 

to better understand and assess emerging risks arising from new technologies and new 

applications; the expectation of the Agency is to contribute to stakeholders‘ trust and 

confidence. In 2008 the Agency developed a proof of concept of a European capacity for 

the evaluation of risks that may emerge in 2 to 3 years ahead, linked to a Stakeholder 

Forum for multi-stakeholder dialogue with public and private sector decision makers. In 

2009, this proof of concept was tested and developed further. In addition, the Agency 

prepared position papers to express the Agency‘s view on emerging risks arising from 

new technologies and new applications. As such, this MTP has provided an antenna 

function for decision makers in Europe and possibly beyond. 

 

The concept of "antenna function" is not mentioned in the KPIs, but is a verbal aim of the 

effort. 

 

The number of assessments indicates the number of issues assessed (at least 3 mentioned 

and 5 achieved) meaning: more/bigger antennas, as more emerging areas have been 

assessed. 

 

The impact achieved indicates that cloud computing alone had a huge resonance in the 

community and lead to some major events/actions for the years to come. Similarly, work 

on Internet of Things/RFID scenario will have some impact in the way stakeholders and 

commission look at things. 
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Concerning the EFR Framework itself, ENISA has have achieved reference in two policy 

papers issued by teh Commission: 

 Commission Recommendation on the implementation of privacy and data 

protection principles in applications supported by radio frequency identification 

(May 2009) and 

 Communication from the Commission sto the European Parliament the Council, 

the European Economic and Social Committee and the Committee of the Regions, 

Internet of Things — An action plan for Europe (June 2009) 

 

The activity of ENISA on Identifying emerging risks for creating trust and confidence 

aimed at:  

 Establishing of a framework that will enable decision makers to better understand 

and assess emerging risks arising from new applications and new technologies. 

 Building a European capacity for the assessment of risks that may emerge in 2 to 

3 years ahead. 

 Generating a multi-disciplinary/multi-stakeholder dialogue with public and 

private sector decision makers. 

 Delivering assessment reports to express the Agency‘s view on emerging risks 

arising from new technologies and new applications. 

 

Metrics of success 

The performance goals of the MTP have been as follows hereunder.  

 

SMART goal: By 2010, at least 30 stakeholders or stakeholder organisations from at 

least 15 Member States refer to ENISA as point of reference for discussing the nature and 

impact of emerging Network and Information Security challenges in the Information 

Society 

 
KPI Required Achieved by end 

2009 

# Stakeholders referring to ENISA as point of reference 30 Too Early 

# Member States of stakeholders referring to ENISA as point of 

reference 

15 Too Early 

 

 

WPK 3.1: Framework for assessing and discussing emerging risks 

 

SMART goals  

 In 2008, the proof of concept and the Foresight Forum both cover emerging risks 

in at least 2 new application areas 

 By Q4 2008, at least one expert or stakeholder organisation from at least 5 

different Member States contributes to the 2008 Foresight Forum 

 By Q4 2008, at least 3 stakeholder organisations from at least 3 different Member 

States make reference to the report on the proof of concept and 2008 Foresight 

Forum outcomes 

 
KPI Required Achieved by end 

2009 
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# New application areas 2 2 

# Contributors to Foresight Forum 5 12 

# Member States represented in Foresight Forum 5 8 

# Stakeholders making reference to proof of concept 3 Too Early 

# Member States of stakeholders making reference to proof of 

concept 

3 Too Early 

 

 

WPK 3.2: Position Papers 

 

SMART goals:  

 By Q4 2008, above average satisfaction rate (3 on a scale of 1-5, 1=low, 5=max) 

of position papers received via forms on ENISA website 

 By Q4 2008, at least 2 papers accepted in a conference that follows a formal peer 

review evaluation 

 By Q4 2008, at least 6 references to position papers 

 
KPI Required Achieved by end 

2009 

Satisfaction rate of position papers [1-5 (max)] > 3 See note9 

# Position papers accepted in a conference 2 2 

# References to position papers 6 >100 

 

In the area of Establishing a framework that will enable decision makers to better 

understand and assess emerging risks ENISA established and used the EFR Framework 

consisting of a pool of subject matter experts, stakeholder forum and documentation of 

both the EFR Framework and risk assessments (assessment reports). This was in line with 

the goal set that by 2010, at least 30 stakeholder organisations from at least 15 Member 

States will refer to ENISA as point of reference to discuss the nature and impact of 

emerging security challenges.  

 

With regard to Building a European capacity for the assessment of risks that may emerge 

in 2 to 3 years ahead, the Agency delivered a Final assessment reports are 

published/drafted and initiation of dissemination activities, in line with the goal to Assess 

risks of technologies and applications that are vital for the European market (stakeholders 

and Member States). 

 

In the area of generating of a multi-disciplinary/multi-stakeholder dialogue with public 

and private sector decision makers, ENISA delivered on the objective to maintain and use 

of the pool of subject matter experts and the Stakeholder Forum. The long term goal of 

ENISA has been to shape a steering/advisory role that takes into account needs and 

visions of industry and Member States. This is to be achieved by both a Stakeholder 

Forum and by building a pool of subject matter experts participating in the performed 

assessments. 

 

Concerning the delivery of assessment reports to express the Agency‘s view on emerging 

risks arising from new technologies and new applications ENISA produced concrete 

                                                 
9  Tool for measuring satisfaction rate was not available 
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results in such areas as: eID, Cloud Computing, Internet of Things / RFID and Data 

Mining, that remained in line with the ENISA goal to deliver at least three risk 

assessment reports of selected application scenarios (Q3 and Q4 2009).  
 

Relevance to EU Policies 

The emerging risks activity of ENISA underpins the requirements set out in the ENISA 

Regulation, and it implements the ENISA work program. It aims at proactively involving 

experts and a target audience in a key area of activity by establishment a dialogue with 

public authorities, industry and academia regarding the selection/prioritisation of 

emerging assessed technology/application scenarios. An EFR Stakeholder Forum has 

been set up that currently ran 3 meetings during the reporting year 2009. The topics 

covered such areas as: eID, Cloud Computing, Internet of Things / RFID, Data Mining. 

 

Horizontal activities 

In addition to its core operational activities, the Agency continued performing a number 

of horizontal activities, such as communication and outreach, secretariat of ENISA 

bodies, relations with external stakeholders (EU Bodies, Member States, industry, 

academia, consumers, International Institutions and Third Countries), measuring the 

uptake of ENISA deliverables, the Agency‘s internal capabilities, internal communication 

and Work Program development. 

 

The Agency‘s Administrative Department implemented general administration, finance, 

human resources, ICT and legal and procurement. With regard to career development, the 

Agency has at its disposal a finite number of instruments that includes grading, 

promotions, trainings and career opportunities within the Agency. 

 

Communication 

As ENISA recognises the strategic value of communications it involved the press and 

media, through various means including the ENISA website. In order to increase the 

impact of its reports, studies and operations, ENISA drew up a Communication Action 

Plan. Brand marketing material was produced in 2009 and brand recognition through 

both print and online advertising was maintained during the year.  

 

Publications and outreach to area experts were made available through a variety of 

instruments including the ENISA Quarterly Review, co-organised events and speaking 

engagements at conferences, workshops etc. Several press releases maximised the impact 

of ENISA deliverables on the basis of Commission best practice and visual 

communication activities, including video clips. 

 

The ENISA General Report and the ENISA Quarterly Review (EQR) were duly produced 

and distributed. Each EQR edition marked over 10000 hits on the website and 3000 hard 

copies were distributed alongside the electronic mailing to 2500 subscribers. ENISA 

participated in or co-ordinated almost 40 events and conferences.  

1.3 Providing advice and assistance 

In 2009, ENISA handled one request of a Member States as presented below: 
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Requests handled in 2009 

Requestor Subject 

Austria Austrian CERT and Government CERT 

 

Notes on the execution of the Work Program 2009 

In 2009, the Agency executed its work program in due consideration and within the limits 

prescribed therein. Delays of past years in such areas as the development of the web site 

were duly recuperated and the end product was timely delivered. At the end of the year, 

there were no delays with regard to planned activities. Additionally some extra mile 

activities were carried out to address certain areas of particular policy interest for the 

purpose of paving the way for further work in 2010.  

 

Measuring results 

Two areas of interest with regard to the continuous improvement of the Agency are the 

following: 

 With regard to using key performance indicators (KPIs) it is noted that the 

Agency relies on KPIs on all its activities in the work program. The Agency 

generally monitors the use of KPIs and makes appropriate adjustments on the 

occasion of the approval of the next WP in line. In due consultation with its 

stakeholders and subject to approval by the Management Board KPIs are 

regularly adjusted as a result of a dynamic process regarding the approval of the 

work program of the Agency. To date monitoring of and measuring KPIs is still at 

a lower level that desired thresholds. The Agency plans to reinforce this area in 

2009, with a view to improve the situation.  

 The Agency applies the concept of SMART objectives in its work program. The 

Agency generally monitors the use of SMART objectives and makes appropriate 

adjustments on the occasion of the approval of the next work program. Adjusting 

SMART objectives is a continuous improvement process that relates with the 

scope of the objectives and the priorities set out in each year‘s work program.  
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2 PART 2 -- MANAGEMENT AND INTERNAL CONTROL 
SYSTEMS 

In 2009 the Agency implemented internal control that was laid out (2008). Procedures 

previously developed were grouped together, prioritised and implemented in the daily 

workflows of the Agency. The background reference document remains the ENISA 

Internal Control Manual that supports the internal control documentation process and 

combines in a single document all information regarding the Agency‘s Internal Control. 

The ENISA Internal Control Manual comprises of 201 procedures and templates 

organised in 9 groups that cover the following areas: Internal Control, Accounting, 

Budgeting, Operations, Communication, Procurement, Human Resources, Logistics, and 

Common Templates. In 2009 these templates were implemented in the various activities 

of the Agency most notably, HR, Accounting and Finance, Legal.  

2.1 Inherent nature and characteristics of the Agency’s management and control 

environment 

The Agency has carried out a risk assessment that helps it evaluate, mitigate and accept 

prevailing risks; activities associated with risk assessment include the following: 

 IT Contingency planning carried out in cooperation among two of the Agency 

sections in different departments (Administration Department / IT Section and   

Technical Department / Risk Management Risk Assessment Section). The IT 

Contingency planning preparation was carried out in 2008 

 Implementation for the recommendation on IT contingency planning was duly 

implemented in Q1 2009. 

 In 2009, the Agency commissioned a project regarding business continuity on all 

its activities; the deliverables of this project started becoming available in  early 

2010.  

 

In line with a risk assessment carried out by an independent consultant, the Agency's risk 

environment is presented hereunder:
1011

 

 

#1: Key personnel: Risks related to difficulties in assigning backups for key personnel, 

lack of knowledge transfer and failure to attract and retain employees. Contributing 

factors / root causes include: 

 The control of this risk is widely spread through multiple factors such as 

employees attraction and retention, back-up policies, knowledge transfer 

procedures; 

 Low morale of employees that could have as a consequence employees leaving 

ENISA; 

 Inadequate external communication, if ENISA‘s external communication 

improves, it would have a better reputation and it would be easier to attract new 

employees; 

                                                 
10 It is highlighted that this is a set of top risks that the Agency can take some sort of mitigation measures, that were so identified by 

the Agency in February 2010 
11 The risk assessment exercise is repeated every 1-3 years to provide updated  insight to management on prevailing risks and allow for 
mitigation measures to be put in place. 
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 Same experts switch between projects which makes it difficult to organise 

backups; 

 Frequency of external missions; 

 Some non-key positions do not receive as many applications; 

 Difficulties to replace experts with key knowledge; 

 This risk could be materialized by the no-show of an ENISA expert on an event 

were ENISA presence is expected such scenario could potentially have a major 

image impact on ENISA. 

 

The Agency seeks to minimize the impact of this risk by taking appropriate 

organizational measures. 

 

#2: Risks related with the availability of people, premises and technology suppliers. 

 ENISA does not have any control over this residual risk. 

 

The Agency accepts this risk. 

 

#3: Laws and regulations – Risks related to adverse changes in laws and regulations that 

may negatively impact the agency's ability to implement specific strategies and activities, 

and to achieve its mission. 

 ENISA accepts this risk as it does not have any control; ENISA should be 

prepared to address any changes emanating from the legal framework. 

 

The Agency accepts this risk. 

 

4: Morale – Risks related to morale of the employees due to concerns on initiatives and 

communication from management. Contributing factors / root causes: 

 Low level of maturity of the internal communication process; 

 Low number of employee back-up possibilities; 

 Organisational evolution process. 

 

The Agency seeks to minimize the impact of this risk by taking appropriate 

organizational measures. 

 

5. Communication: risks due to ineffective communication both bottom up as well as 

top down resulting in messages that are inconsistent, unclear or misinterpreted. There are 

risks related to ineffective external communications to and through stakeholders and 

ENISA networks. Contributing factors / root causes: 

 Ineffective internal communication across ENISA Departments 

 Roles and responsibilities are not clearly defined  

 Unclear communications 

 Frustration of personnel 

 Feedback from stakeholders is not adequately captured an addressed by the 

Agency 

 Incorrect external audience 
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The Agency seeks to minimize the impact of this risk by taking appropriate 

organizational measures.  

 

In comparison with the last risk assessment exercise the ranking of risks in 2010 appears 

as follows:  

 

Rank Top risks in 2010 Top risks in 2008 

1 Key personnel (12) Branding and reputation (15) 

2 
Availability of people, premises and technology 

suppliers (20) 

Laws and regulations (1) 

3 Laws and regulation (1) Business continuity (8) 

4 Morale (11) Organization structure (7) 

5 External communication (17) Stakeholder relationship (3) 

6 Internal communication (16) Leadership (6) 

7 Anti-fraud and anti-corruption (19) Communication (16/17) 

8 Branding and Reputation (15) Project management (9) 

9 Roles and responsibilities (4) Morale (11) 

10 Information security (13) Key personnel (12) 

2.1.1 The Agency in 2009 

The Agency has been set up to serve the purpose of ensuring a high and effective level of 

network and information security within the Community and in order to develop a culture 

of network and information security for the benefit of the citizens, consumers, enterprises 

and public sector organisations of the European Union, thus contributing to the smooth 

functioning of the internal market. The Agency assists the Commission and the Member 

States, and in consequence cooperates with the business community, in order to help 

them to meet the requirements of network and information security, thereby ensuring the 

smooth functioning of the internal market, including those set out in present and future 

Community legislation, such as in the Directive 2002/21/EC. The objectives and the tasks 

of the Agency are without prejudice to the competencies of the Member States regarding 

network and information security which fall outside the scope of the EC Treaty, such as 

those covered by Titles V and VI of the Treaty on European Union, and in any case to 

activities concerning public security, defense, State security (including the economic 

well-being of the State when issues at hand relate to State security matters) and the 

activities of the State in areas of criminal law. 

 

The Agency features three bodies, being a Management Board, an Executive Director and 

a Permanent Stakeholders‘ Group. The Agency‘s governance is entrusted to the 

Management Board that defines the general orientations for the operation of the Agency. 

The Management Board ensures that the Agency works in accordance with the principles 

of transparency, confidentiality, access to documents and protection of personal data. The 

Management Board also ensures consistency of the Agency‘s work with activities 

conducted in the Member States as well as at the Community level. Additionally the 
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Management Board adopts the Agency‘s work program in line with the Agency‘s scope, 

objectives and tasks as well as with the Community‘s legislative and policy priorities in 

the area of network and information security. In 2009 the Agency continued working on 

the basis of strategic orientations that the ENISA Management Board adopted for the 

Agency in 2007.  

 

The Agency is managed by its Executive Director who is appointed by the Management 

Board for a term of office of five years. In 2009, the Executive Director submitted to the 

Management Board for approval a draft general report covering all the activities of the 

Agency in the previous year and a draft work program and a budget covering the 

activities of the following. The Executive Director received advice from the Permanent 

Stakeholders Group, which he appointed in August 2007 for a term of two and a half 

years.  

 

In 2009 the Agency had its first change of Executive Director as the appointment term 

came to an end. Handover between the outgoing and incoming Executive Directors 

followed a smooth selection procedure and the voting of the incoming Executive Director 

by the Management Board.   

 

At the authorization level in 2009, the Agency continued operating in a way that 

permitted the delegation of authorizing officer‘s rights to Heads of Departments.
 
All 

important decisions are taken by the Executive Director. Important decisions are 

discussed by the so called management team which is composed by the Executive 

Director, Heads of Departments and Units, and the Press and Communications Officer.  

 

The Agency carries out its work program by applying the public procurement rules 

through procurement according to the relevant provisions of the general Financial 

Regulation and Regulation (EC, Euratom) No. 2342/2002 as well art 74 of the ENISA 

Financial regulation. Additionally the Agency awards a small number of grants in support 

of pertinent activities in the field of its competence in line with art 52(2) (b) of the 

general Financial Regulation and Regulation (EC, Euratom) No. 2342/2002.  

 

In 2009, the Agency underwent evolutionary change that has resulted in a scheme 

composed by 5 organisational entities being: the Administration Department, the IT 

Service Unit, the Technical Competence Department, the Stakeholders Relations Unit 

and the Strategy and Public Affairs Department.  

 

Management and control systems  

In terms of management control systems the Agency has put in place multi-layered 

mechanisms to ensure that it operates in line with the provisions of the Financial 

Regulation and the overall regulatory framework. Specific measures at the disposal of 

ENISA include the following:  

 

Budget administration: In 2008 the Agency successfully migrated from Sincom 2 to 

ABAC; the annual accounts of 2009 are entirely prepared in ABAC. ABAC integrates the 

budgetary and the accounting software thus eliminating shortcomings associated with the 
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use of non-integrated software packages. In 2010 the Agency plans implementing the 

ABAC Assets module for inventory management.  

 

Budget implementation: Additionally the Agency applies prescribed good practice 

recommended by DG Budget with regard to budget implementation i.e. procurement 

rules as well as contract models and contract management.  

 

Registry of exceptions: Any exceptions in financial management are duly registered in a 

dedicated register.  

 

Implementing rules in human resource management: With regard to its Human Resource 

activities the Agency has introduced a significant number of implementing rules in areas 

of human resources interest. These implementing rules are duly reported in the Agency‘s 

multiannual staff policy plan.  

 

Decision making: The Management Board takes all important decisions concerning the 

Agency. In 2009 the Management Board took the following decisions:  

 Written Procedure Amending Financial Regulation: the written procedure 

concerning "Financial Regulation" was launched on 18 December 2008 and 

closed on 8 January 2009 at 18:00. Unanimously positive result of the procedure 

was obtained. 

 Written Procedure Accounting Officer ad Interim: on 4 February, 2009 the Chair 

invited the Board to take position to the following written procedure. The written 

procedure was closed on 20 February, 2009 with 10 explicit positive and one 

explicit negative vote. The rest of the voting members accepted by staying silent. 

 General report 2008: 13 March 2009 

 Staff Policy Plan: 13 March 2009 

 Written Procedure Minutes of the 15th MB meeting: the written procedure was 

launched on 15 May, 2009 and closed on 7 June, 2009 at 12:00 CET. There were 

no negative votes. The procedure was approved unanimously. 

 Written Procedure Annual Activity Report 2008: the written procedure was 

launched on 16 May, 2009 and closed on 1 June, 2009 at 12:00 CET. There were 

no negative votes. The procedure was approved unanimously. 

 Written Procedure Opinion of the Management Board of ENISA on the annual 

accounts of the year 2008: the written procedure was launched on 18 June, 2009 

and amended on 20 June, 2009 and closed on 29 June, 2009 at 10:00 CET. There 

were no negative votes. The procedure was approved unanimously. 

 Written Procedure PSG Call for expression of interest: the written procedure was 

launched on 02 June, 2009 and closed on 16 June, 2009 at18:00 CET. There were 

no negative votes. The procedure was approved unanimously. 

 Written Procedure Appointing the new Executive Director of the European and 

Information Security Agency: the written procedure was launched on 24 June, 

2009 and closed on 12 July, 2009 at 24:00 CET. The procedure was approved 

unanimously with the explicit positive reaction of a vast majority. 

 Written Procedure: Vacancy notice Contract Agent 09-2009: the written 

procedure was launched on 7 September, 2009 and closed on 28 September, 2009 
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at 20:00 CET. There were no negative votes. The procedure was approved 

unanimously. 

 Written Procedure Amending budget 2009: the written procedure was launched 

on 19 September, 2009 and closed on 2 October, 2009 at 24:00 CET. There were 

no negative votes. The procedure was approved unanimously. 

 Review of the Establishment Plan with regard to grades: 16 October 2009 

 Work Program and Budget 2010 

 

Internal Control standards: In its October 2007 session, the ENISA Management Board 

approved the Agency‘s Internal Control Standards (Decision of the Management Board 

on Minimum Standards of 10/10/2007). The Agency‘s Internal Control Standards follow 

the model of the Commission. In 2009 the Agency concluded the implementation of 

Internal Control Standards. It is expected that in 2010 Internal Control Standards will be 

reviewed and re-submitted to the Management Board for adoption.  

2.1.2 Major events of the reporting year having an impact on reputation 

The Agency deems key personnel to be a key risk area that could have an impact. As the 

Agency matures and the regulatory provisions concerning the Agency‘s mandate 

becomes consolidated this risk is likely to be gradually mitigated. Additionally the 

Agency needs to maintain a cautious personnel approach to ensure that it maintains and 

further enhances its capabilities as an attractive employer and a valid employment option 

for mature professionals. Monitoring the situation and ensuring good quality results that 

are appropriately communicated and measured are the mitigation measures that the 

Agency has implemented.  

2.2 The functioning and effectiveness of the implementation of internal control 

standards for effective management 

This part presents the status of the development of the Internal Control Standards within 

ENISA, and more specifically the development and the organization of all procedures 

supporting the main processes of the Agency in the ENISA Internal Control Manual. The 

ENISA Internal Control Manual is the instrument to monitor progress made in 

administrative and operational activity. Although there is no designated role regarding an 

internal auditor at the Agency, there is a designated internal audit coordinator that has 

been notified to the Internal Audit Service.  

2.2.1 Reporting on compliance with the requirements 

In 2009 the Agency continued relying on a previously set up Internal Control system that 

has been grounded on an Internal Control Manual. The internal control preparedness 

framework of the Agency is in line with the Baseline Requirements of the European 

Commission and the internal procedures.
12

 The major elements of the Internal Control 

system and their evaluation are as follows:  

 

                                                 
12 Compliance is measured against the requirements of the internal control system laid out in the Baseline Control Requirements of the 

European Commission (SEC(2007)1341 - Communication to the Commission dated 16 October 2007 - Revision of the Internal 
Control Standards and Underlying Framework - Strengthening Control Effectiveness). 
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EC 

Control 

Standard 

Related 

ENISA ICS 
ICS description Baseline control requirements Observation 

Further 

development 

needs 

1. Mission  2. Mission, 

roles and 
tasks  

The Agency‘s raison 

d'être is clearly 
defined in up-to-date 

and concise mission 

statements developed 
from the perspective 

of the Agency's 

customers. 

The Agency, Departments and Sections 

have up-to-date mission statements 
which are linked across all hierarchical 

levels. 

The Agency‘s mission 

and scope is described 
in the ENISA 

Regulation.  

Departments have 
mission statements. 

Monitoring of 

strategic & 
organizational 

position to ensure 

that mission 
statement remains 

up to date.  

These mission statements have been 

explained to staff and are readily 
accessible. 

The Agency‘s mission 

and scope is described 
in the ENISA 

Regulation.  
Departments have 

mission statements. 

Internal 

Communication 
procedures are 

used to 
communicate the 

mission statement 

of the 
Departments.  

2. Ethical 

and 

organisatio
nal values 

1. Ethics and 

Integrity 

13. 
Reporting 

improprietie

s 
 

Management and 

staff are aware of and 

share appropriate 
ethical and 

organisational values.  

The Agency has procedures in place - 

including updates and yearly reminders - 

to ensure that all staff are aware of 
relevant ethical and organisational values 

(e.g. ethical conduct, avoidance of 

conflicts of interest, fraud prevention, 
reporting of irregularities) 

Developed. Not applicable. 

3. Staff 

Allocation 
and 

Mobility 

  The allocation and 

recruitment of staff is 
based on the 

Agency‘s objectives 

and priorities. 
Management promote 

and plan staff 

mobility so as to 
strike the right 

balance between 

continuity and 
renewal. 

Whenever necessary - at least once a 

year - management aligns the 
organisational structures and staff 

allocations with priorities and workload. 

Developed. Not applicable. 

Staff job descriptions are consistent with 
relevant mission statements. 

Developed. Not applicable. 

The Agency has a policy to promote, 

implement and monitor mobility (e.g. 
publication of vacant posts, list of 

specialist posts) in order to ensure that 

the right person is in the right job at the 
right time and, where feasible, to create 

career opportunities. 

Not developed. Due to 

the limited scope 
internal mobility policy 

has yet to be been 

implemented due to the 
extremely limited size 

of the Agency. Ad hoc 

internal moves 
permitted. 

The Agency 

applied this 
policy in late 

2009 in a effort to 

realign its 
resource to better 

meet operational 

goalss.  

Necessary support is defined and 

delivered to new staff to facilitate their 
integration in the team. 

On course, as the 

Agency provides 
limited support towards 

mentoring. 

Limited action 

planned in the 
short term.  

4. Staff 
evaluation 

and 

developmen
t 

2. Mission, 
roles and 

tasks  

3. Staff 
competence 

4. Staff 

performance 

Staff performance is 
evaluated against 

individual annual 

objectives, which fit 
with the Agency‘s 

overall objectives. 

Adequate measures 
are taken to develop 

the skills necessary to 

achieve the 
objectives. 

In the context of the CDR process (or 
informally where the CDR process is not 

applicable), discussions are held 

individually with all staff to establish 
their annual objectives. 

Developed. Not applicable. 

Staff performance is evaluated according 

to standards set by the Commission. 

Developed. Not applicable. 

A yearly strategic training framework is 
developed at Agency level based on 

needs deriving from the policy of the 

Agency together with recommendations 
and instructions received from the 

central services. A high average training 

offered. 

Developed. Not applicable. 

A Training Map is completed annually 

by each staff member. The Training 

Passport, recording all training activities 
undertaken by the staff member, is kept 

up to date. 

Developed. Not applicable. 

Management ensures that every staff 
member attends as minimum the 

compulsory training courses defined in 

the strategic frameworks. 

Developed 
A training plan is in 

place. A training policy 

was delivered and 
controlled by IAS in 

2009.  

Not applicable. 
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EC 

Control 

Standard 

Related 

ENISA ICS 
ICS description Baseline control requirements Observation 

Further 

development 

needs 

5. 

Objectives 
and 

Performanc

e Indicators 

6. Objective 

setting 
7. Multi-

annual 

programmin
g 

8. Annual 

management 
plan 

9. 

Monitoring 
performance 

against 

targets 

The Agency‘s 

objectives are clearly 
defined and updated 

when necessary. 

These are formulated 
in a way that makes it 

possible to monitor 

their achievement. 
Key performance 

indicators are 

established to help 
management evaluate 

and report on 

progress made in 
relation to their 

objectives. 

The Agency‘s Annual Management Plan 

(AMP) is developed in accordance with 
applicable guidance and on the basis of a 

dialogue between top managers, middle 

managers and staff in order to ensure it is 
understood and owned. 

Work Programme and 

budget preparation 
procedures developed. 

Budget transfer 

procedure developed. 
Follow-up of operations 

procedure developed. 

Not applicable. 

The AMP clearly sets out how the 

planned activities at each management 
level contribute to the achievement of 

objectives set, taking into account the 
allocated resources and the risk 

identified. 

This is part of 

developed Work 
Programme and budget 

preparation procedures. 

Not applicable. 

To the extent possible, the AMP 

objectives are established in line with the 
SMART criteria. 

This is part of 

developed Work 
Programme and budget 

preparation procedures 

Not applicable. 

Whenever necessary, the objectives are 
updated to take account of significant 

changes in activities and priorities. 

Follow-up of operations 
procedure developed to 

follow-up potential 

changes. 

Not applicable 

Where appropriate, the Agency 

establishes road-maps of ongoing multi-

annual activities, setting out critical 
milestones for the actions that need to be 

taken before the budget appropriations 

can be implemented for the whole period 
of the activity. 

Not developed. ENISA 

has a strategic planning 

for 3 years decided by 
MB. Preparation of the 

strategic plan is not 

supported by a 
procedure. 

Draft procedure 

to support 

preparation of 
strategic 

planning. 

Multiannual 
planning to be 

further reinforced 

after 2010. 

There is at least one performance 

indicator per objective, both at policy 

area and at operational activity level, to 
monitor and report on achievements. To 

the extent possible, the performance 

indicators are established according to 
the RACER criteria, i.e. they are 

Relevant, discussed and Accepted, 

Credible, Easy and Robust. 

Partially developed. 

Follow-up of operations 

procedure developed 
includes KPI's to 

measure the 

advancement on the 
different WP and 

MTP's. KPI's still need 

to be formalized for 
support activities. 

There is 

convergence in 

the KPIs used 
across the 

Agency‘s 

departments/ 
units. Quarterly 

reporting to MB 

on operational 
activities on the 

basis of KPIs.  

Reporting structures are in place to alert 
management when indicators show that 

the achievement of the objectives is at 

risk. 

Developed. An online 
tool is available to 

monitor operational 

progress and 
compliance in line with 

the WP.  

Not applicable. 

6. Risk 
managemen

t process 

10. Risk 
analysis and 

management 

A risk management 
process that is in line 

with applicable 

provisions and 
guidelines is 

integrated into the 

annual activity 
planning. 

A risk management exercise at Agency 
level is conducted at least once a year 

and whenever management considers it 

necessary. Risk management is 
performed in line with applicable 

provisions and guidelines. 

Developed.  
A risk management 

exercise has been 

performed.  

Not applicable. 

Risk management action plans are 
realistic and take into account 

cost/benefit aspects to avoid 

disproportionate control measures. 
Processes are in place to ensure that 

actions are implemented according to 

plan and continue to be relevant. 

A risk management 
exercise has been 

performed. The Risk 

management plan is in 
the implementation 

phase. 

Not applicable. 

Risks considered ―critical‖ from an 
overall Agency perspective (see 

SEC(2005)1327, §2.4) are indicated in 
the Agency‘s Annual Management Plan 

and followed-up in the Annual Activity 

Report. 

Developed. All past 
comments of IAS 2006-

2008 have been closed. 
All comments 

addressed by ECA have 

been dealt with. The 

Results of risk 
assessment to be 

included in the 
WP. A BCP plan 

to be available by 

end 2010.  
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EC 

Control 

Standard 

Related 

ENISA ICS 
ICS description Baseline control requirements Observation 

Further 

development 

needs 

Agency works towards 

closing comments of 
2009. A business 

continuity plan is 

currently work in 
progress with tangible 

results expected in late 

2010.  

7. 
Operational 

structure 

2. Mission, 
roles and 

tasks  
5. 

Delegation 

The Agency‘s 
operational structure 

supports effective 
decision-making by 

suitable delegation of 

powers. Risks 
associated with the 

Agency's sensitive 

functions are 
managed through 

mitigating controls 

and ultimately staff 
mobility. Adequate 

IT governance 

structures are in 
place. 

Delegation of authority is clearly 
defined, assigned and communicated in 

writing, conforms to legislative 
requirements and is appropriate to the 

importance of decisions to be taken and 

risks involved. 

Delegation of authority 
procedure has been 

developed. 

Not applicable. 

All delegated and sub-delegated 
authorizing officers have received and 

acknowledged the Charters and specific 

delegation instruments. 

Delegation of authority 
procedure has been 

developed. 

Not applicable. 

As regards financial transactions, 

delegation of powers (including both 

"passed for payment" and "certified 
correct") is defined, assigned and 

communicated in writing. 

Delegation of authority 

procedure has been 

developed. 

Not applicable. 

The Agency‘s sensitive functions are 
clearly defined, recorded and kept up to 

date.  

Due care to avoid 
conflicts of interest. 

New ICS to be adopted 

by MB.  

No sensitive 
functions at 

ENISA. 

The Agency records derogations granted 

to allow staff to remain in sensitive 

functions beyond five years along with 
documentation of the risk analysis and 

the mitigating controls.  

Due care to avoid 

conflicts of interest. 

New ICS to be adopted 
by MB. 

No sensitive 

functions at 

ENISA. 

The standard IT governance policy of the 
Commission is applied, and in particular: 

- The Agency has defined the appropriate 

organization for management of the 
information systems it owns, generally 

in the form of an IT Steering 

Committee; 
- An annual IT masterplan, covering all 

information systems developments 

(regardless of budget source) for a 
period of three years, has been 

produced; 

- Each information system owned by the 
Agency possesses a clearly identified 

business owner and is overseen by a 

steering committee. 

ENISA has IT policies 
for main and sub-

system as well as for 

users.  

Not applicable. 

8. Processes 

and 

procedures 

14. 

Documentati

on of 
procedures 

15. 

Segregation 
of duties 

17. 

Recording 
exceptions 

The Agency‘s 

processes and 

procedures used for 
the implementation 

and control of its 

activities are effective 
and efficient, 

adequately 

documented and 
compliant with 

applicable provisions; 

they include 
arrangements on 

segregation of duties 

and tracking prior 
approval to control 

overrides or 

deviations from 

The Agency‘s main operational and 

financial processes and procedures and 

IT systems are adequately documented. 

Refer to Internal 

Control Manual. 

 

Not applicable. 

The Agency‘s processes and procedures 

ensure appropriate segregation of duties. 

Refer to Internal 

Control Manual. 

Not applicable. 

The Agency‘s processes and procedures 

comply with applicable provisions, in 
particular the Financial Regulation and 

the Commission‘s Rules of Procedure. 

Refer to Internal 

Control Manual. 
 

Not applicable. 

A method is in place to ensure that all 
instances of overriding of controls or 

deviations from established processes 

and procedures are documented in 
exception reports, justified, duly 

approved before action is taken and 

logged centrally. 

Reporting of 
Exceptions procedures 

has been developed. 

 

Not applicable. 
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EC 

Control 

Standard 

Related 

ENISA ICS 
ICS description Baseline control requirements Observation 

Further 

development 

needs 

policies and 

procedures. 

9. 
Manageme

nt 

supervision 

16. 
Supervision 

20. Audit 

reports 

Management 
supervision ensures 

that the 

implementation of 
activities is efficient 

and effective while 

complying with 
applicable provisions. 

Management at all levels supervises the 
activities they are responsible for and 

keep track of main issues identified. 

Management supervision covers both 
legality and regularity aspects and 

operational performance (i.e. 

achievement of AMP objectives). 

Follow-up of operations 
procedure developed to 

follow-up potential 

changes WP 
preparation is also 

applicable for WP 

amendment. Still to be 
assessed: supervision 

within support 
department 

Not applicable 

The supervision of activities involving 

potentially critical risks is adequately 

documented. 

Follow-up of operations 

procedure developed to 

follow-up potential 
changes. 

Not applicable. 

Management monitors the 

implementation of accepted 
ECA/IAS/IAC audit recommendations 

and related action plans. 

Not developed in a 

formalized procedure 
(low risk). 

An audit follow-

up procedure has 
been planned for 

2009.  

The Executive Director informs the 
Commission of any potentially 

significant issues related to internal 

control and audit and OLAF 
investigations as well as material 

budgetary and financial issues that might 

have an impact on his/her position in the 
College or on the sound management of 

appropriations or which could hamper 

the attainment of the objectives set. 

Done. Not applicable. 

10. 

Business 

continuity 

18. 

Continuity 

of operations 

Adequate measures 

are in place to ensure 

continuity of service 
in case of "business-

as-usual" 

interruption. Business 
Continuity Plans are 

in place to ensure that 

the Commission is 
able to continue 

operating to the 

extent possible 
whatever the nature 

of a major disruption. 

Adequate measures - including handover 

files and deputising arrangements for 

relevant operational activities and 
financial transactions - are in place to 

ensure the continuity of all service 

during ―business-as-usual‖ interruptions 
(such as sick leave, staff mobility, 

migration to new IT systems, incidents, 

etc.). 

Developed in the 

different procedures in 

the limit of the size of 
the organization. 

Not applicable. 

Business Continuity Plans cover the 

crisis response and recovery 

arrangements with respect to major 
disruptions. They identify the functions, 

services and infrastructure which need to 

be restored within certain time-limits and 
the resources necessary for this purpose.  

IT BCP has been 

developed and 

implemented. Agency-
wide BCP currently 

under way with results 

expected by end 2010. 

Results expected 

by end 2010. 

Procedures are established for 

exercising, updating and validating the 
BCP. Reviews are at least annual, 

through the existing risk management 

process. 

IT BCP is developed. 

Agency-wide BCP 
currently under way 

with results expected by 

end 2010. 

Results expected 

by end 2010. 

Electronic and hardcopy versions of the 

BCP are stored in secure and easily 

accessible locations, which are known to 
relevant staff. 

IT BCP developed. Not applicable. 

Contingency and backup plans for 

information systems are established. 

IT BCP developed. Not applicable. 

11. 
Document 

managemen

t 

13. Mail 
registration 

and filing 

systems 

Appropriate 
processes and 

procedures are in 

place to ensure that 
the Agency‘s 

document 

management is 
secure, efficient (in 

particular as regards 

Document management systems and 
related procedures comply with relevant 

compulsory security measures, 

provisions on document management 
and rules on protection of personal data. 

Not fully developed yet. 
Confidential document 

handling has yet to be 

fully developed.   

A document 
policy and 

Intranet are in 

place.  

In particular, every document that fulfils 

the conditions laid down in the 
implementing rules needs to be 

registered, filed in at least one official 

A purpose made 

document registration 
system has been put in 

place in the Agency‘s 

Not applicable. 
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EC 

Control 

Standard 

Related 

ENISA ICS 
ICS description Baseline control requirements Observation 

Further 

development 

needs 

retrieving appropriate 

information) and 
complies with 

applicable legislation. 

file (each file being attached to a heading 

of the Filing Plan), and preserved by 
appropriate use of the Agency‘s 

registration and filing systems. 

Intranet.  

12. 

Information 
and 

communica

tion 

12. 

Adequate 
management 

information 

20. 
Recording 

and 
corrections 

of IC 

weaknesses 

Internal 

communication 
enables management 

and staff to fulfill 

their responsibilities 
effectively and 

efficiently, including 
in the domain of 

internal control. 

Where appropriate, 
the Agency has an 

external 

communication 
strategy to ensure that 

its external 

communication is 
effective, coherent 

and in line with the 

Commission‘s key 
political messages. IT 

systems used and/or 

managed by the 
Agency (where the 

Agency is the system 

owner) are 
adequately protected 

against threats to their 

confidentiality and 
integrity. 

Internal and external communications 

comply with relevant copyright 
provisions. 

Developed in 

procedures related to 
communication. 

Not applicable. 

 

Management scoreboards (or equivalent 

tools) are developed for the Agency‘s 
main activities and thereafter. These 

include concise management information 

necessary to oversee the entity‘s 

activities and evolution, for example: 

performance indicators, financial 

information, legality and regularity error 
rates, project deadlines, significant audit 

findings, HR indicators and Equal 

Opportunity targets, or other relevant 
management information. 

Not developed in a 

formalized procedure 
which would cover all 

activities (Operation 

and Support) of the 

Agency. 

Follow-up of operations 

procedure reports 
progress in WP and 

MTP's.  

Significant 

convergence in 
KPIs can be 

noted.   

Arrangements in line with the Agency's 

Internal Communication and Staff 
Engagement Strategy are in place. 

Developed via internal 

communication and 
follow-up of operations 

procedures. 

Not applicable. 

Staff is encouraged to communicate 
potential internal control weaknesses, if 

judged significant or systemic, to the 

appropriate management level. Contact 
person(s) is/are assigned to facilitate and 

coordinate such reporting. 

Developed via 
Reporting of 

Exceptions procedures 

have been developed. 

Not applicable. 

The Agency has a documented strategy 
for external communication including 

clearly defined target audiences, 

messages and action plans. 

Developed via external 
communication and 

dissemination 

procedures have been 
developed. 

Not applicable. 

The Agency has adopted and implements 

an IT Security Plan based on an 
inventory of the security requirements 

and a risk analysis of the IT systems 

under their responsibility, and applies at 
least the relevant control measures of the 

corporate IS Security Policy. 

ENISA has IT policies 

for main and sub-
systems as well as for 

users. 

Not applicable. 

The IT systems support data 
management, including database 

administration and data quality 

assurance. 

ENISA has IT policies 
for main and sub-

system as well as for 

users.  

Not applicable. 

13. 
Accounting 

and 

Financial 
Reporting 

  Adequate procedures 
and controls ensure 

that accounting data 

and related 
information used for 

preparing the 
organization‘s annual 

accounts and 

financial reports are 
accurate, complete 

and timely. 

Each Authorizing Officer has 
responsibility for ensuring the reliability 

and completeness of the accounting 

information under his/her control 
necessary to the Accounting Officer for 

the production of accounts which give a 
true image of the Communities' assets 

and of budgetary implementation. 

Developed via 
accounting and 

budgeting procedures, 

including delegation of 
authorities. 

Not applicable. 

   The Accounting Correspondent is the 

coordinator and acts as helpdesk within 
the Agency with a view to ensuring the 

quality of the Agency‘s accounting data 

and information supplied to the 
Commission central accounting system. 

Yes Not applicable. 

   The Agency‘s accounting procedures and 

controls are adequately documented. 

Developed via all 

accounting procedures. 

Not applicable. 

   Financial management information 

produced by the Agency, including 

Developed via 

accounting and 

Not applicable. 
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EC 

Control 

Standard 

Related 

ENISA ICS 
ICS description Baseline control requirements Observation 

Further 

development 

needs 

financial information provided in the 

Annual Activity Report, is in conformity 
with applicable financial and accounting 

rules and the Accountant‘s instructions. 

budgeting procedures. 

14. 

Evaluation 
of activities 

23. 

Evaluation 

Evaluations of 

expenditure 
programs, legislation 

and other non-

spending activities 
are performed to 

assess the results, 
impacts and needs 

that these activities 

aim to achieve and 
satisfy. 

Evaluations (of activities) are performed 

in accordance with the guiding principles 
of the Commission's evaluation 

standards.  

Not applicable. 

 

Not applicable. 

15. 

Assessment 

of internal 
control 

systems 

24. Annual 

review of 

Internal 
Control 

Management assess 

the effectiveness of 

the Agency‘s key 
internal control 

systems, including 

the processes carried 
out by implementing 

bodies, at least once a 
year. 

Management assesses the effectiveness 

of the Agency‘s key internal control 

systems, including the processes carried 
out by implementing bodies at least 

annually.  

A risk management 

exercise has been 

performed. 

Not applicable. 

   On an annual basis – as part of the 

Annual Activity Report – the Resource 

Director/Internal Control 
Coordinator/ED signs a statement, to the 

best of his/her knowledge, on the 

accuracy and exhaustiveness of the 
information on management and internal 

control systems provided in the Annual 

Activity Report. 

Done. Not applicable. 

16. Internal 

Audit 

Capability 

22. Internal 

Audit 

Capability 

The Agency has an 

Internal Audit 

Capability (IAC), 
which provides 

independent, 

objective assurance 
and consulting 

services designed to 

add value to 
operations. 

The role and responsibilities of the 

Agency‘s Internal Audit Capability 

(IAC) are formally defined in an audit 
charter. 

Not applicable. 

 

Not applicable. 

   The annual audit work plan is risk-based 

forms part of a multi-annual strategic 
plan coordinated with the IAS and is 

approved by the Executive Director. 

Not applicable. 

 

Not applicable. 

   The Executive Director ensures that the 
IAC is independent of the activities they 

audit. 

Not applicable. 
 

Not applicable. 

   The Executive Director ensures that the 
IAC has sufficient and adequate 

resources to perform the audit work plan. 

Not applicable. 
 

Not applicable. 

2.2.2 Reporting on effectiveness of the implementation of the Internal Control 

Standards for Effective Management 

In the Baseline requirements of the EC, there are 16 control standards/objectives 

identified which consist of 61 baseline control requirements.  At the time of the audit t 

was noted that:
13

 

                                                 
13 In addition to the actions already decided by the Agency, steps to be taken in 2009-2010 include: the development and 
implementation of a training and communication strategy on the effective implementation of procedures; the further elaboration of 
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 39 (or 63.93%) of the control requirements were developed; 

 9 (or 14.75%) were not developed; 

 8 (or 13.11%) were partially developed; 

 5 (or 8.20%) were not applicable. 

 

Confidential data & personal data protection 

The Agency abides by Regulation (EC) No 1049/2001 regarding public access to 

European Parliament, Council and Commission documents. The Agency is also 

committed to and regulated for the protection it affords to personal data. ENISA adheres 

to and is regulated under Regulation (EC) No 45/2001 of the European Parliament and of 

the Council of 18 December 2000 on the protection of individuals with regard to the 

processing of personal data by the Community, institutions and bodies and on the free 

movement of such data. Regulation (EC) No 45/2001 constitutes the general ENISA 

policy on personal data protection. The Agency has additionally implemented a specific 

data protection policy.
14

 To ensure supervision and compliance the Agency regularly 

reports to the European Data Protection Supervisor (hereinafter, EDPS). The positive 

evaluations received, attest to the good results of the efforts made by the Agency to 

ensure compliance with the regulatory framework on personal data protection.  

 

Key indicators supporting reasonable assurance 

The Agency has adopted rules as baseline requirements of operation regarding the 

organisational structure and the internal management and control systems and 

procedures.
15

 These standards are suited to the performance of the duties of the 

Authorising Officer including where appropriate ex post verifications. These baseline 

requirements might be updated from time to time in line with updates carried out by the 

European Commission with regard to its own baseline requirements.  

 

In January 2009 the Agency‘s Management Board adopted the new Financial Regulation 

in line with the Commission‘s guidelines.
16

 These baseline requirements reflect those of 

the European Commission and are associated with the minimum standards adopted by the 

Management Board. Additional measures on assurance include the following:  

 Internal control design: With regard to its internal control design, the Agency has 

adopted measures that include a risk analysis, a gap analysis and a manual of 

procedures to be delivered by an independent party.  

 Ex ante controls: The Agency applies segregation of duties stipulated in its 

Financial Regulation when implementing the budget. The Agency ensures that 

every single financial transaction is properly initiated, verified, authorised and 

cleared for payment through multiple layers of actors that all get involved to carry 

out every single transaction.  

 

                                                                                                                                                 
Agency and departmental mission statements; the development and implementation of key performance indicators (KPI‘s) and 

balance scorecards to support all process of the Agency beyond their definition and designation on the such documents as the work 

programme of the Agency; an enhanced document policy and shift towards greater reliance on electronic documents; the elaboration 
of audit follow-up procedures; the development and implementing of Agency-wide business continuity plans. 
14 ED Decision 18/2007 on Personal Data Protection that is the implementing rule of Regulation (EC) No 45/2001. 
15 Decision concerning ―Baseline Requirements‖ adopted by the ENISA Management Board on 10 October 2007.  
16 Decision on the Financial Regulation adopted by the Management Board on 8 January 2009.  
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The Agency follows strictly procurement procedures and relies on standard contracts to 

contain legal risk. Weaknesses noted are coincidental and attributed to the staff turnover 

that requires relegation of duties.
17

  

 

The Agency relies on dedicated accounting controls prior to effecting any payments. A 

recommendation by the Court of Auditors regarding the choice of software used was 

resolved through the migration to ABAC. In 2010 the Agency plans implementing the 

ABAC Assets module for inventory management. Although while ex post controls are 

steadily coming into play, the combination with ex ante controls, including financial and 

accounting checks meet the objective for internal control in due consideration of the  

purpose, resources and size of the Agency.  

 

Ex post controls 

The Agency carries out ex post controls on an ad hoc basis. In 2009, the Agency put in 

place a set of criteria (checklists) in order to carry out ex-post controls. In 2010, the 

Agency plans to implement a consistent approach towards ex post controls in spite of the 

scarce resources it has at its disposal in this area. The Agency reviews its concluded 

transactions from time to time carrying out spot checks. The Agency registers exceptions 

in a dedicated registry maintained by the internal control coordinator as appropriate. With 

regard to both ex-ante and ex-post controls the Agency is aware of changes occurring. 

Changes are managed by making arrangements for dedicated trainings of all actors 

involved. Changes in software and systems such as ABAC have been addressed through 

the involvement of all appropriate internal actors. Proper change management procedures 

are applied to ensure the transition in line with goals set.  

 

KPIs 

The Agency has based the measurement of its performance on Key Performance 

Indicators (KPIs) that are applied on all areas of activity. KPIs are more qualitatively 

oriented for the Agency's operational goals, whereas they are more quantitative for the 

Agency's administrative goals. KPIs are consistently reviewed by the Management Board 

and their implementation falls in the remit of the Executive Director, who subsequently 

reports back to the Management Board with the results. The assessment of the continuous 

effectiveness of key controls is measured on relevant KPIs, including self-assessment that 

has been carried out in terms of progress reports and follow up actions that seek to 

straightening out potential divergences from the Work Programme.  

2.2.3 Conclusion 

In general ENISA carried out its yearly operations in due consideration of its objectives, 

tasks and expectations of the requirements of the stakeholders. In the Agency‘s view its 

objectives have been attained to as expected within the limits set by its mandate, general 

orientations and resources. The recommendations emanating from audits carried out by 

the Court of Auditors and the Internal Audit Service audit have been duly taken into 

account and the Agency has implemented all comments agreed as expected. Nevertheless 

further measures are necessary to reinforce the internal audit capability of the Agency 

that is currently carried out in a systematic, nevertheless, fragmented manner. With 

                                                 
17 Three Procurement Officers and three Legal Advisers since 2005 
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regard to risks the Agency believes that most important risks have been mitigated by 

taking appropriate measures. Vigilance ensures that any additional mitigation measures 

will be taken as soon as a certain concern arises. The conclusion of this Authorising 

Officer is that with regard to ICS this Agency is in a good standing. Known limitations 

that include resources, and the limited history of the Agency can be considered as reasons 

for the limited deferment of meeting in full, all ICS obligations at all times.  
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3 PART 3 -- BUILDING BLOCKS TOWARDS THE 
DECLARATION OF ASSURANCE  

 

The risk framework is used as a common means of classifying and communicating risk 

across the agency. It provides a common understanding and language around ―risk‖, and 

provides a structure for the assessment, reporting and monitoring of risk. The risk 

framework defines the categories, sub-categories and business risks applicable at the 

organisational level, for ENISA as a whole. It includes: 

 Risk categories and sub-categories 

 Risks specific to each category (business risks) 

 Risk definitions 

3.1 Building Block 1 -- Assessment by management 

The Agency‘s operations are channelled through the following activity areas that belong 

to the competence of administrative functions at the Agency:  

 Own resources (staff) that carry out tasks in line with the annual work program in 

term of operational and administrative activities 

 Outsource agents that support operational activities and other support activities 

that cannot be in sourced by the Agency. External agents are appointed pursuant 

to either a procurement procedure or through a call for expressions of interest for 

funding related to the co-organisation of events or by means of a selection 

procedure for appointments of working group members. 

 

To mitigate compliance risks with regard to its administrative activities the Agency has 

carried out the activities presented in the table below:  
 Systemic process Activity Performance indicator 

1 

Follow up on auditor‘s comments 
and recommendations regarding 

ADM practices and procedures as 

they are implemented in line with 
FR, IR and SR 

Update of documents and 
activities reporting 

Feedback by auditors in the next application period and 
overall improvement of performance 

2 Opening and Closing of the Annual 

Budget and preparation of 

Budgetary Statements. 

Approved Budget tree opened, 

appropriations posted properly. 

Annual budget lines open and running by the end of the third 

week of 2009, economic outturn account and supporting 

operations done in time. 

3 Implementation and Consolidation 

of Internal Controls, as appropriate. 

Annual review of internal 

controls 
 

Guidelines and check-lists reviewed, annual risk assessment 

done.  Controls updated accordingly. Staff participation and 
information.   

4 Performance Evaluation Organise annual performance 

evaluation.  

Administer appeals   

Number of evaluations carried out 

5 Annual Training Program Draft the generic Training Plan 

of the Agency 

Document presentation and implementation of program  

6 Recruitment plan Execute the Agency 

recruitment plan in line with 
the Establishment Plan.  

Number of Staff hired to cover new posts or make up for 

resignations 

7 Internal ICT Networks and 

Systems 

Secure ICT Networks and 

Systems in place 

Results of external security assessment / audit 

8 Public Procurement  Regular, consistent observation 

of public procurement practices 

and appropriate assistance 

provided to all Departments. 

Clear mandate of the Procurement function established, staff 

informed, forms available, number and type of procurement 

processes handled, files of procurement processes organized, 

auditable files available. Number of Purchase Orders keeping 
a suppliers inventory, number of complaints processed. 

9 Contract Management General support on contract 

management 

Number of contracts prepared and signed by the Agency, 

number of requests for support received from Departments, 
number of claims processed. 
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10 Ex ante controls Well developed at procedural, 

operational and financial level 

Number of transactions as compared to number or erroneous 

transactions 

11 Ex post controls Criteria defined; 
implementation underway 

Number of transactions as compared to number or erroneous 
transactions 

 

Exceptions  

In 2009 out of three exceptions in total, one exception exceeded the materiality threshold 

of 1000 EUR as determined by the ED Decision 19/2007. Appropriate actions have been 

taken by the Agency to rectify the situation 

 
DESCRIPTION 

OF 

EXCEPTION 

DEVIATION 

FROM 

(Financial 

Regulation, Staff 

Regulations, 

other) 

DEVIATION 

TYPE 

(Procedures, 

Reputation 

Risk, Financial 

Risk) 

COMMENTS 

(transaction 

type, BL) 

VALUE EXPLANATION Materiality 

PSG Meeting ENISA Financial 

Regulation 

Art.60-63, EU 
General Financial 

Regulation Article 

76 

Financial Risk, 

Procedures 

BL:3000, 

Commitment, 

NIS.662 

3.330 € A-posteriori Commitement 

PSG Meeting - Reimbursement 

of Participants. Due to a 
procedural oversight the 

services charged with the 

preparation of this 
Commitment did not act 

promptly causing an a posterior 

commitment to be authorised in 
order to cover this expenditure 

>1.000 

<5.000 

 

In 2009 the Agency recorded 3 exceptions in total. Two of these exceptions concerned a 

posteriori commitments, one of which is specifically reported upon above due to the 

materiality threshold being exceeded. The third exception concerned interest charged due 

to late payment of an invoice. Appropriate actions have been taken by the Agency to 

rectify the situation.  

3.2 Building Block 2 -- Results from audits during the reporting year 

 

Comments by the Internal Audit Service 

In 2009, ENISA agreed with Internal Audit Service (hereinafter, IAS) on the following 

action plan as a result of an audit carried out during this year:  

 

PRIORITY ACTION PLAN 

Important 

Charters for AODs and Accounting Officer 

A Charter for AODs and Accounting Officer will be drafted and signed by the staff members concerned (AODs 
and ACCO). 

Important 
Code of professional standards 

A Code of professional standards will be drawn up for financial verification agents 

Important 

Financial circuits and delegations of authority, segregation of duties 

The procedure ―Roles and Responsibilities of Financial Actors & Delegation of Authority‖ outlining ENISA‘s 
financial circuits and related roles and responsibilities of its financial actors will be adopted by the ED 

Periodic controls of ABAC access rights to ensure consistency.  



                                                                                                                             Annual Activity Report 2009 of the Authorising Officer 

 

36 

Very 
important 

Financing decision, work program and authorisation letters 

ED Decision to be adopted as Financing Decision of the Work Program. The Annex must include planned projects.  
Follow up of authorised projects with project management  

Authorisation letter to include statement that:  

―It is hereby confirmed that information to support the estimation of this procurement project has been based on a 
realistic assessment of market conditions and similar offers by market actors; the preparation file including support 

documentation or a Note hereto‖.  

Important 

Monitoring of procurement activities 

In the meantime, the assigning of Purchase Order numbers has been automated. 
Tools development for Procurement will take place in Q1 and Q2 2010, provided that IT resources are available. 

Procurement planning to be posted on Intranet and dedicated email to be sent to AO and AODs.  

Internal reporting on procurement progress to be carried out in the respective Department at the initiative of the 
respective Heads of Department. This reporting could be based on the Procurement planning to be posted on 

Intranet mentioned above.  

Important 

Identify clusters of procurement needs and perform cost/benefit analysis 

ENISA makes ongoing efforts to ensure clustering similar procurement needs. 

ENISA introduced a cost/benefit analysis in 2006 at the recommendation of IAS. As this measure was not 

necessarily commented upon by IAS, it was discontinued over a brief period. Clearly this measure can be taken 
back on board.  

Important 
Ex-ante publication of low-value contracts 
The procurement part of the Web site to include a link to the AWP related to estimated procurement procedures to 

be launched.  

Important 
Improve tender specifications and criteria for evaluation 
ENISA makes efforts to ensure that award criteria are applied uniformly across the board.   

Important 

Describe further joint responsibilities of contracting parties 

ENISA makes efforts to ensure that the description of responsibilities is explicit when it concludes contracts 

especially in case of joint responsibilities. 

Very 

important 

Compliance and transparency of procurement procedures 

ENISA re-launches procurement procedures following the unsatisfactory performance of its Contractor.  

ENISA maintains up to date all information that is featured on its web site.  Since 20 September 2009, a content 
management system has been in use to facilitate this task.  

Specific measures have been taken with regard to the training contract including the discontinuation of the 

Contract. The re-launch of the procurement procedure for these services is pending and due to be launched in this 
quarter.  

Very  

important 

Update recording of exceptions policy and procedures 

ENISA will keep its Registry updated with all exceptions noted. Due to the small number of exceptions noted 

ENISA proposes to apply the threshold requirement with due to consideration to clusters of identified risky areas 
and repeated exceptions.  

The registry will be communicated to the AO and a note will be drafted thereto.  

In the absence of an Internal Controller, the Accountant will make observations on systemic weaknesses.  
An updated ED Decision will reflect all applied changes.  

Important 
Disclosure of exceptions in AAR 
ENISA discloses all exceptions in its AAR, in line with conditions set. 

Very 

Important 

Develop ex-post controls and report on them 

ENISA has already picked up the continuation of past ex post control efforts and relevant templates have been 
under preparation. This is ongoing work.  

 

Additionally in 2009, ENISA received confirmation that all past outstanding comments 

presented to the Agency by IAS had been closed with the exception of one 

recommendation included in the IAS ―Follow- Up of the Audit on Human Resources 

Management‖ & ―Follow- Up of the Audit on Implementation of Internal Control 

Standards‖ - Final Report, that reads the Agency has undertaken to follow up in 2010:  
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1 Important 

Review of Internal Control Standards 

ENISA will review the Internal Control Standards adopted by the Management Board on 10/10/2007. The 
Agency will submit the new version of the ICS to the ENISA Management Board with a view to be adopted 

either during the 17th MB Meeting (on 18/03/2010) or during the 18th MB Meeting (October 2010). 

 

Court of Auditors’ observations and ENISA’s replies for the year 2009 

With regard to the previous year, the European Court of Auditors made the comments 

mentioned below. These comments were retained in the final Report of the Report on the 

annual accounts of the European Network and Information Security Agency for the 

financial year 2008, together with the Agency‘s replies (2009/C 304/04):  

 
Observations Agency’s Replies 

1.  For the 2005-2007 period, VAT paid by the Agency and still 

to be recovered from the hosting Member State amounted to 
approximately 45 000 euro. Despite the considerable efforts made by 

the Agency since 2005, no solution had yet been found for the 

reimbursement of this amount by the national tax authorities.   
 

The Agency will continue to take all possible measures 

available to it in order to have this matter resolved.   

2. In one procurement procedure ( 12 ), for a three year 

framework service contract, needs were underestimated and the 
available budget for this expenditure for the entire year was 

consumed within six months. Underestimating procurement budgets 

constitute an obstacle to fair competition as firms are less prone to 
present offers for limited amounts. 

The budget estimation for this particular project was made at 

a time when the turnover of the Agency‘s staff was relatively 
low. This estimate was made with the assumption that when 

the staffing needs of the Agency were fully met, a very 

limited number of interim agents would be required, if any. 
This line of reasoning was not entirely correct due to the 

continual steep staff turnover. The Agency has been 

monitoring the actual consumption in this contract and as a 

result a new call for tenders was issued in third quarter of 

2009. 

 

For the audit of annual accounts 2009, the European Court of Auditors has delivered its 

opinion with preliminary comments in the following areas in order to obtain reasonable 

assurance that the accounts are reliable and the underlying transactions are legal and 

regular. The preliminary findings of the Court‘s visit have born the following results: 

 There is a certain need to reinforce internal control system 

 There are some weaknesses in the recruitment procedures 

 There have been some anomalies in procurement procedures and management 

thereof e.g. in terms of award criteria and choice of procedure 

 There are some observations concerning budgetary transfers 

 The evaluation of fixed assets and of the accrued charges needs to be improved 

 The Agency needs to better comply with the rules of the Staff Regulations 

concerning the carry-forward of untaken leave 

 

OLAF Reports 

The Agency had its pending OLAF investigations closed without any follow up pursuant 

to an initial investigation dully carried out in this respect. This notice has included a 

specific case opened by OLAF that was linked with Case F-02/09 of 19 January 2009, 

discussed further below, that was brought before the European Civil Service Tribunal.   

 

European Civil Service Tribunal  

The Agency had one case opened before the European Civil Service Tribunal concerning 

the application of Staff Regulations (Case F-02/09 of 19 January 2009). In its decision 
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the Tribunal eventually acquitted the Agency and rejected the application filed against 

ENISA ordering each party to bear their own costs.  

3.3 Building block 3 -- Follow-up of previous years' reservations and action plans 

for audits from previous years 

In previous years, the Internal Audit Service came up with recommendations regarding 

performance in all areas of administrative activity of the Agency. In 2009, the Agency 

received confirmation that all outstanding comments were duly closed with the exception 

of one re-issued comment concerning the approval of the new set of Internal Control 

Standards. The Agency plans to comply with this comment within 2010.   

 

3.4 Building block 4 -- Assurance received from authorizing officers in case of 

cross-sub delegation 

As no cross-sub delegation is done at ENISA, this is not applicable a reporting 

requirement.  

3.5 Completeness and reliability of the information reported in the building 

blocks 

It is hereby confirmed that information made available in the preceding sections are an 

accurate account of the situation known to the Authorising Officer in the end of 2009. 

3.6 Overall conclusions on the combined impact of the reservations on the 

declaration as a whole 

The Authorising Officer concludes that on the basis of the disclosures made in this 

Annual Activity Report and in the absence of any known reservations in the end of 2009, 

there should be no further consideration associated with the possibility of discharge for 

2009.  
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4 PART 4 -- DECLARATION OF ASSURANCE 

 

I, the undersigned, Udo Helmbrecht, Executive Director of the European Network and 

Information Security Agency, in my capacity as authorising officer:  

 

Declare that the information contained in this report gives a true and fair view. 

 

State that I have reasonable assurance that the resources assigned to the activities 

described in this report have been used for their intended purpose and in accordance with 

the principles of sound financial management, and that the control procedures put in 

place give the necessary guarantees concerning the legality and regularity of the 

underlying transactions. 

 

This reasonable assurance is based on my own judgement and on the information at my 

disposal, such as the results of the self-assessment, ex post controls, the work of the 

internal audit capability, the observations of the Internal Audit Service and the lessons 

learnt from the reports of the Court of Auditors for years prior to the year of this 

declaration. 

 

Confirm that I am not aware of anything not reported here which could harm the interests 

of the institution. 

 

20 April 2010 

 

 

Udo Helmbrecht 

Executive Director 
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ANNEX 1— STATEMENT OF THE RESOURCES DIRECTOR
18

 

 

―I confirm the overall state of internal control in the Agency. I hereby certify that the 

information provided in Part 2 of the present AAR and in its annexes 2 to 5 is, to the best 

of my knowledge, accurate and exhaustive.‖ 

 

20 April 2010 

 

 

Udo Helmbrecht 

Executive Director 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

                                                 
18 In the absence of a function resembling a Resources Director at ENISA, the Authorising Officer makes this statement as 
appropriate.  
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ANNEX 2 – Human and financial resources  

Posts that have been authorized by the Budgetary Authority.  

Category and 

grade 

Establishment plan 

200919 

Posts actually 

filled at 
31.12.2008 

 

Posts filled in by 

external publication 
in 2009 

 

Promotion / 

reclassification in 
2009 

 

 

Departures 2009 

 

Posts actually filled 

at 31.12.2009 

perm temp perm temp perm20 temp21 
per

m 
temp perm 

temp perm temp 

AD 16             

AD 15  1           

AD 14    1  1    1  1 

AD 13             

AD 12  3           

AD 11    3        3 

AD 10  4      1    1 

AD 9  7  5  1      5 

AD 8  5  3        3 

AD 7  9  6  1  1  1  7 

AD 6    8        7 

AD 5      1      1 

Total AD  29  26  4  2  2  28 

AST 11             

AST 10             

AST 9             

AST 8             

AST 7             

AST 6             

AST 5  7  1        1 

AST 4  1  3  1  1  1  4 

AST 3  1  4    1    4 

AST 2  4  3    
 

 
  2 

AST 1  2  2  3    1  4 

Total AST  15  13  4  2  2  15 

                                                 
19 On 15 October 2009, the Establishment plan was modified by the Management Board that has accepted reducing the AST2 posts 

from 5 to 4 and increasing the AST 3 posts from none to 1, in order to allow for promotions.  
20 Recruitment + transfer 
21 All new contracts, including the inter-agency job market 
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Total  44  39  8  4  4  43 

* For the situation 2011-2013, see point 2 and the annex.  

Positions financed under administrative expenditure 

Number of Contractual Agents 

 Positions actually 

filled at 

31.12.2008 

Envisaged 

2009 

Positions 

actually filled 

at 31.12.2009 

 

Envisaged 

2010 

 

Envisaged 

2011 

 

Envisaged 

2012 

 

Envisaged 

2013 

GF IV 1  1 2 2 2 n/a 

GF III 8  6 8 8 8 n/a 

GF II 2  1 1 1 1 n/a 

GF I 1  1 1 1 1 n/a 

TOTAL 12  9 12 12 12 n/a 

 

Number of Seconded National Experts  

Positions 

actually filled at 

31.12.2008 

Envisaged 

2009 

Positions actually 

filled at 31.12.2009 

 

Envisaged 2010 

 

Envisaged 2011 

 

Envisaged 2012 

 

Envisaged 

2013 

5 4 4 5 5 5 5 

 

Current annual staff-related expenditure, in absolute terms and as percentage of the 

overall annual expenditure. 

 

 

 

Organisation and organisational chart at 31.12.2009. 



                                                                                                                             Annual Activity Report 2009 of the Authorising Officer 

 

43 

As the organisation is in an evolutionary phase, the organigram can be presented as 

follows: 

 
 

The following graphics depict the Agency‘s gender balance in general and give additional 

information on the composition of staff on 31.12.2009: 

 

   
 

 

Statistics on geographical balance on 31.12.2009. 
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ANNEX 3 – Provisional Annual Accounts for the Financial Year 2009  

5 INTRODUCTION 
 

5.1 Creation, Location and Main Goals of ENISA 

The European Network and Information Security Agency (hereinafter, ―ENISA‖), 

was established by Regulation (EC) No 460/2004 of the European Parliament and 

of the Council of 10 March 2004 establishing the European Network and 

Information Security Agency, that was amended by Regulation (EC) No 1007/2008 

of the European Parliament and of the Council of 24 September 2008 amending 

Regulation (EC) No 460/2004 establishing the European Network and Information 

Security Agency as regards its duration. The Agency is located in Heraklion, 

Greece. 

In 2009 the Agency‘s work on network and information security pursued an 

updated multi annual thematic approach in order to achieve the desired results. The 

short-term general orientations identify the following high-level goals for the 

Agency: 

 Building confidence in the information age through increasing the level of NIS 

in the EU; 

 Facilitating the Internal Market for e-Communication by assisting the 

institutions to decide the appropriate mix of regulation and other measures 

(noting in particular, the important contribution the Agency can make to the 

Framework Directive); 

 Increasing co-operation between MS in order to reduce the difference in the 

capability of MS in this area; 

 Increasing the dialogue between the various stakeholders in the EU on NIS; 

 Assisting and responding to requests for assistance from the MS  

 

5.2 Policy area 

In 2009 the Agency focused on three Multi annual thematic programs (MTPs) that 

are briefly described hereunder. The various activities covered are presented below.  

 

MTP 1: Improving resilience in European eCommunication networks 

Under MTP 1, ENISA supported the Member States and the European Commission 

in their efforts to improve resilience by ―collectively evaluating and improving 

security and resilience in mobile and fixed public eCommunications networks and 

services in Europe‖. ENISA has previously carried out a series of stocktaking 

exercises of regulatory and policy environments, of providers‘ measures, and of 

existing technologies and standards. In 2009 ENISA continued its efforts 

emphasising on two main areas: 

 The development of good practices and guidelines – as a result of the stocktaking 

and gap analysis, ENISA developed in co-operation with stakeholders through 

workshops, working groups of experts and online consultations good practices 

and guidelines to bridge the identified gaps.  
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 The analysis of gaps – ENISA, based on the findings of the stock analysis, will 

analyse gaps in the policy and regulatory environment, in the measures and 

practices deployed by providers and in technologies and standards currently in use 

by them. The gap analysis will take under consideration trends, best practices and 

recommendations proposed by other organisations or constituencies in Europe or 

elsewhere. 

 

MTP 2: Developing and maintaining co-operation between Member States 

 

This MTP aims at:  

a) the identification of Europe-wide security competence circles on topics like 

Awareness Raising and Incident Response, 

b) the European NIS good practice Brokerage and 

c) NIS capacity building for micro enterprises. 

 

In 2009, co-operation among Member States was developed further with the aim to 

improve the capabilities of all Members States and increase the overall coherence 

and interoperability levels. The instruments of choice for MTP to promote its goals 

include and enhance the establishment of cooperation models include Workshops, 

conferences and working groups established as cooperation models.  

 

Main policy outputs delivered in 2009 that were made available include the 

developing of cooperation models and the establishment of a co-operation platform 

for the awareness raising community. ENISA supported the setting-up, operation 

and cooperation amongst CERTs (including tasks originating from Commissions 

CIIP communication) and it facilitated cooperation among Member States in the 

field of NIS by developing a Security Toolkit for intermediaries/ multiplier 

organisations to build NIS capacity with micro-enterprises. Several quantitative 

target attest to timely delivery of significant results such as the dissemination of AR 

―welcome‖ material, monthly planned coordination conference calls, translation of 

material previously published, broad participation of speakers and participants, 

sponsorship for 2 key CERT trainings, financing logistics for 2 CSIRT exercise 

pilots and a topical survey among CERTs in Europe.  

 

Awareness raising is a key activity within the cooperation frameworks between 

Member States, that are set out by ENISA. The Establishment of a co-operation 

platform for the awareness raising community has set out as priority to produce an 

awareness raising online portal. Additionally enhancing the awareness raising 

community has been achieved as the awareness raising community counts 353 

members from all EU and EEA countries  

 

Supporting setting-up, operation and cooperation amongst CERTs is yet another 

key activity within the scope of MTP2.22  

 

                                                 
22 Computer Emergency Response Team (CERT). 
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Facilitating cooperation among Member States (and potentially other partners) in 

the field of NIS has been a long term goal of ENISA. 

 

MTP 1 developed good practice guides in Information Exchanges, Incident 

Reporting Mechanisms, National Exercises, Providers Measures Guidelines, 

DNSSec, R&D priorities for future EU funded R&D Programs, Gaps in relevant 

standardization. 

 

MTP 3: Identifying emerging risks for creating trust and confidence 

The Agency has been working on establishing a framework that enables decision 

makers to better understand and assess emerging risks arising from new 

technologies and new applications; the expectation of the Agency is to contribute to 

stakeholders‘ trust and confidence. In 2008 the Agency developed a proof of 

concept of a European capacity for the evaluation of risks that may emerge in 2 to 3 

years ahead, linked to a Stakeholder Forum for multi-stakeholder dialogue with 

public and private sector decision makers. In 2009, this proof of concept was tested 

and developed further. In addition, the Agency prepared position papers to express 

the Agency‘s view on emerging risks arising from new technologies and new 

applications. As such, this MTP has provided an antenna function for decision 

makers in Europe and possibly beyond. 

 

The activity of ENISA on Identifying emerging risks for creating trust and 

confidence aimed at:  

 Establishing of a framework that will enable decision makers to better understand 

and assess emerging risks arising from new applications and new technologies. 

 Building a European capacity for the assessment of risks that may emerge in 2 to 

3 years ahead. 

 Generating a multi-disciplinary/multi-stakeholder dialogue with public and 

private sector decision makers. 

 Delivering assessment reports to express the Agency‘s view on emerging risks 

arising from new technologies and new applications. 

 

Other activities 

In addition to the above, the Agency continued a number of horizontal activities, such as 

communication and outreach, secretariat of ENISA bodies, relations with external 

stakeholders (EU Bodies, Member States, industry, academia, consumers, International 

Institutions and Third Countries), measuring the uptake of ENISA deliverables, the 

Agency‘s internal capabilities, internal communication and Work Programme 

development. The Agency provided advice and assistance when called upon.  

 

Finally, the Agency‘s administrative activities were duly carried out in line with the work 

program in the areas of general administration, finance, human resources, legal and 

procurement, as well as IT.  
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6 FINANCIAL MANAGEMENT 
6.1 Financial Regulation 

 

Article 185.1 of the General Financial Regulation adopted on 25/06/2002 (Council 

Regulation 1605/2002) lays down: 

 

‘The Commission shall adopt a framework financial regulation for bodies set 

up by the Communities and having legal personality which actually receive 

grants charged to the budget. The financial rules of these bodies may not 

depart from the framework regulation except where their specific operating 

needs so require and with the Commission’s prior consent’. 

 

Moreover, point 2 of the preface of the framework Financial Regulation for 

Community bodies referred to in Article 185 of Council Regulation No 1605/2002, 

adopted the 23/12/2002 (Commission Regulation 2343/2002) states: 

 

‘In order to guarantee a certain degree of consistency in these rules 

compared with Regulation (EC, Euratom) No 1605/2002 (hereinafter ‘the 

general Financial Regulation’) and pursuant to Article 185(1) of that 

Regulation, this framework Financial Regulation must lay down the rules 

governing the establishment, implementation and scrutiny of the budget of the 

said Community bodies which actually receive grants charged to the 

Community budget (hereinafter ‘Community bodies’). It is on the basis of this 

framework Financial Regulation that each of those Community bodies will 

adopt its own financial rules, which, as indicated in the abovementioned 

Article 185, may depart from the framework Financial Regulation in 

accordance with the specific management needs of those bodies, but only 

with the Commission's consent.’ 

 

Following the amendment of the framework Financial Regulation, by the 

Commission Regulation (EC, Euratom) No 652/2008 of 9 July 2008, the Financial 

Regulation of ENISA was amended. The amendment was adopted by its 

Management Board on 09 January 2009.  The Agency has applied its Financial 

Regulation since its adoption, together with the Implementing Rules of the General 

Financial Regulation (Commission Regulation 2342/2002 of 23 December 2002). 

 

6.2 Currency 

ENISA keeps its accounts in Euro. 

 

6.3 Management Information Systems 

For Management Information purposes ENISA uses ABAC Workflow for 

budgetary accounting and ABAC Accounting (SAP) for General Ledger 

accounting. Both systems are developed, managed and supported by the European 

Commission, and provided to ENISA through a specific agreement. 
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7 THE PROVISIONAL ANNUAL ACCOUNTS FOR THE YEAR 

2009 
7.1 The Accounting Officer’s Certification 

 

The provisional annual accounts of the European Network and Information Security 

Agency (ENISA) have been prepared in accordance with Title VII of the ENISA‘s 

Financial Regulation as well as the accounting rules and methods adopted by the 

Commission's Accounting Officer. 

  

 

I hereby certify that based on the information provided by the Authorising Officer, I 

have reasonable assurance that the accounts present a true and fair view of the 

financial position of the European Network and Information Security Agency 

(ENISA) in all material aspects. 

 

 

 
 

Michail Christidis 

Accounting Officer 
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7.2 General  

The provisional annual accounts of the European Network and Information Security 

Agency include the Financial Statements and the Budget Implementation Report. 

The Report on Budgetary and Financial Management is a separate set of 

information which accompanies the annual accounts but it does not form part of 

them. 

 

The Financial Statements comprise the Balance Sheet, the Economic Outturn 

Account, the Cash-Flow table and the Statement of Changes in Capital for the 

financial year 2009. 

 

The objective of Financial Statements is to provide relevant information about the 

financial position, the performance and the cash flows of the entity to the users.  For 

a public sector entity such as the European Network and Information Security 

Agency, there also other, more specific objectives such as to provide information 

for decision making and to demonstrate the accountability of the Agency for the 

resources entrusted to it.  

 

In order to present a true and fair view, the Financial Statements must supply 

relevant information to describe the nature and range of the activities, they must 

explain how it is financed and supply definitive information on its operations. In 

addition the Financial Statements must do so in a clear and comprehensible manner 

which allows comparisons between financial years.  It is with these goals in mind 

that the Annual Accounts have been drawn up. 

 

The accounting system of the European Network and Information Security Agency 

comprises of budget accounts and general accounts. The budget accounts give a 

detailed picture of the implementation of the budget and they are based on the 

modified cash accounting principle.23 The general accounts allow for the 

preparation of the Financial Statements as they show all revenues and expenses for 

the financial year irrespective of the time they are cashed. They are designed to 

establish the financial position of the Agency in the form of a balance sheet and an 

Economic Outturn Account at 31 December each year. 

 

The Agency applies the accrual-based accounting; therefore, the Financial 

Statements show all the charges and income for the financial year, regardless of the 

date of payment or collection.  

 

According to Article 82 of the Financial Regulation, the Agency‘s Accounting 

Officer shall send to the Commission‘s accounting officer by 1 March the 

provisional accounts, together with the report on budgetary and financial 

management during the year. The Executive Director shall send the final accounts, 

together with the opinion of the management board, to the Commission‘s 

accounting officer, the Court of Auditors, the European Parliament and the Council, 

by 1 July of the following year at the latest. 

                                                 
23 This differs from cash-based accounting because of elements such as carryovers. 
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The final annual accounts will be published in the Official Journal of the European 

Union together with the statement of assurance given by the Court of Auditors by 

15 November of the following year in accordance with Article 83 of the Financial 

Regulation. 
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7.3 Balance Sheet 

 

 Notes 31.12.2009 31.12.2008 

    

I. Non Current Assets   396.580 373.124 

Intangible fixed assets 1 34.138 45.035 

Tangible fixed assets 1 362.442 328.089 

        

II. Current Assets   3.437.593 2.638.207 

Short-term receivables 2 169.384 201.513 

Cash and cash equivalents 3 3.268.209 2.436.694 

        

Total Assets   3.834.173 3.011.332 

    

III. Non Current Liabilities   13.441  0  

 Long-term provision for risk and charges  4 13.441   0 

    

IV. Current Liabilities   2.620.499 1.928.333 

EC Pre-financing Received 5 1.324.500 641.325 

EC Interest Payable 6 46.948 143.818 

Accounts payable 7 879.117 415.538 

Accrued Liabilities 8 319.934 677.652 

Short-term provision for risk and charges 9 50.000 50.000 

        

Total Liabilities   2.633.940 1.928.333 

    

V. Net Assets   1.200.233 1.082.999 

Accumulated result   1.082.999 1.443.575 

Result for the year   117.234 -360.576 

        

Total Net Assets   1.200.233 1.082.999 
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7.4 Economic Outturn Account 

 

 

 Notes 2009 2008 

    

Revenue from the Community Subsidy 10 7.434.025 7.713.699 

Other revenue 11 54.008 0 

Total Operating Revenue   7.488.033 7.713.699 

    

Administrative expenses   -5.217.390 -5.146.114 

Staff expenses 12 -4.259.042 -4.215.495 

Fixed asset related expenses 13 -196.176 -162.654 

Other administrative expenses 14 -762.172 -767.965 

       

Operational expenses 15 -2.150.129 -2.925.591 

       

Total Operating Expenses   -7.367.519 -8.071.704 

    

Surplus/(Deficit) from Operating Activities   120.514 -358.006 

       

Financial expenses   -2.137 -3.201 

Exchange rate loss   -1.143 630 

       

Surplus/(Deficit) from Ordinary Activities   117.234 -360.576 

    

Economic Result for the Year   117.234 -360.576 
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7.5 Cash Flow Statement  

 

 
2009 2008 

     

Surplus/(deficit) from ordinary activities 117.234 -360.576 

Operating activities     

Amortization (intangible fixed assets) 20.940 19.490 

Depreciation (tangible fixed assets) 175.236 143.164 

Increase in Provisions for liabilities 13.441 0 

Increase in Short term Receivables -13.071 -100.157 

Increase in Value reduction for doubtful debts 45.200 0 

Increase in Accounts Payable 692.166 518.073 

Gains on sales of Property, Plant and Equipment -5.975 0 

      

Net cash Flow from operating activities 1.045.172 219.994 

      

Cash Flows from investing activities     

      

Purchase of tangible and intangible fixed assets -224.257 -162.427 

Proceeds from tangible and intangible assets 10.600 0 

      

Net cash flow from investing activities -213.657 -162.427 

    

Net Decrease in cash and cash equivalents 831.515 57.568 

Cash at the beginning of the period 2.436.694 2.379.126 

      

Cash at the end of the period 3.268.209 2.436.694 
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7.6 Statement of Changes in Capital 

 

  Reserves 

Accumulated  

Surplus / 

Deficit 

Economic 

result  

of the year 

Capital 

          

Balance as of 1 January 2009 0 1.443.575 -360.576 1.082.999 

          

Allocation of the Economic Result 

of Previous year   -360.576 360.576 0 

          

Economic result of the year     117.234 117.234 

          

Balance as of 31 December 2009 0 1.082.999 117.234 1.200.233 
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7.7 Notes to the Financial Statements 

 

1. Fixed assets 

In accordance with the Accounting Rules set by the Accounting Officer of the European 

Commission, items whose purchase price or production cost is EUR 420 or more, with a 

period of use greater than one year, and which are not consumables are recorded in the 

fixed assets accounts valued at their acquisition price.  

The Agency depreciates its assets for the full month as soon as the assets are put in use 

using the depreciation rates set by the Accounting Officer of the European Commission. 

 

Intangible fixed assets refer to computer software.  

 

Tangible fixed assets are divided in five categories: 

 

- Plant and Equipment  

- Computer hardware 

- Furniture  

- Vehicles 

- Fixtures and Fittings 
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The fixed assets analysis as of 31 December 2009 is shown in the following table: 

 

 

  Carrying Amounts  Accumulated Depreciation  

Net 

carrying 

amounts 

31.12.09 

   

Opening 

Balance 

01.01.09 

A
d

d
it

io
n

s 

D
is

p
o

sa
ls

 

Closing 

Balance 

31.12.09 

 

Openin

g 

Balance 

01.01.09 A
d

d
it

io
n

s 

D
is

p
o

sa
ls

 

Closing 

Balance 

31.12.09 

 

                       

Computer Software  88.690 10.042   98.732  43.654 20.940   64.594  34.138 

Intangible Fixed 

Assets 
 88.690 10.042   98.732  43.654 20.940   64.594  34.138 

                       

                       

Plant and Equipment  169.852 8.069   177.921  92.286 28.964   121.250  56.671 

Furniture  49.485 4.831   54.316  8.895 5.029   13.924  40.392 

Vehicles  56.989   -18.500 38.489  19.134 10.778  -13.875 16.037  22.452 

Computer hardware  417.130 192.100   609.230  255.583 125.448   381.031  228.199 

Fixtures & Fittings  14.023 9.215   23.238  3.492 5.017   8.509  14.729 

Tangible Fixed Assets  707.478 214.215  -18.500 903.193  379.389 175.236  -13.875 540.751  362.442 

                  

Total Fixed Assets  796.168 224.257  -18.500 1.001.925  423.044 196.176  -13.875 605.345  396.580 

             

 

 

 

2. Short-Term receivables 

The amount includes maintenance fees, deferred expenses and other prepaid expenses.  

 

3. Cash and cash equivalent  

In order to better accommodate its cash needs the Agency has two bank accounts, one in 

Belgium and one in Greece. Both bank accounts were in use at the year end and the 

currency for both is euro. The policy of the agency is to make payments only through 

bank transfers so there is no cash in hand. 

 

4. Long-term provisions for risks and charges 

 

The amount recognised in 2009 is related to the salary indexation for the year 2009, 

which is currently under debate.  

 

5. EC Pre-financing received  

The total amount as at 2009 year end represents the difference between the EC subsidy 

received for 2009 and the total estimated budget execution as well as the related amount 

for the year 2008 which was repaid to the Commission at the beginning of 2010. 



                                                                                                                             Annual Activity Report 2009 of the Authorising Officer 

 

57 

Total budget execution comprises not only the expenses incurred during the year, but 

also the amounts that have been carried over to the following year based on article 10 of 

the Financial Regulation of ENISA. 
 

6. EC interest payable  

The amount represents the interest earned during the year from the cash deposits of the 

Agency. Based on Article 51 of the Financial Regulation of ENISA, such interest is for 

the benefit of the general budget. 
 

7. Accounts payable  

The amount refers to invoices received before the year end for goods or services. 

Invoices that are received during the closing period are paid next year.  
 

8. Accrued liabilities 

The amount refers to invoices that were issued in 2010 for goods and services received in 

2009.  

It also includes staff related expenditure (retained taxes, pension contributions etc) which 

had been incurred by ENISA, but the respective debit notes had not been received until 

the year end.  

Finally, it includes the estimated mission expenses and other types of reimbursement for 

which no claim had been submitted until the year end.  
 

9. Short-term provisions  

The amount refers to provisions for legal expenses, related to legal cases still pending at 

year end. Developments are presented in Note 18. 

 

10. Community Subsidy 

The European Communities subsidy was the main source of revenue for the period. 

 

11. Other Revenue 

In 2009, the Agency included in other revenues an amount representing a recovery of 

annual costs for translation services, received from the Translation Center in Luxemburg 

in December 2009, as well as a net gain from the sale of one tangible asset. 
 

12. Staff expenses 

Staff expenses can be further analysed as follows: 

 

Staff Expenses 2009 2008 

Basic salaries 2.463.202 2.444.842 

Expatriation allowances 380.402 379.523 

Family allowances 343.893 286.726 

Contract Agents 281.226 298.299 

Seconded National Experts (SNEs) 198.378 226.707 

Annual Travel Expenses 141.788 132.837 

Sickness Insurance 122.271 98.629 

Installation and Resettlement Allowance 114.170 88.014 
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Daily Subsistence Allowance 62.819 45.313 

Removal Expenses 59.523 162.387 

Other Staff Expenses 38.721 15.260 

Unemployment Insurance  38.613 36.165 

Provision for salary indexation 13.441 0 

Other Allowances and Refunding 595 793 

Total 4.259.042 4.215.495 

 

NB: In 2009, the removal expenses, installation and resettlement allowances, and daily 

subsistence allowances have been reported under Staff expenses, instead of 

Administrative expenses. For comparability purposes, the 2008 amounts were reclassified 

accordingly. 

 

13. Fixed asset related expenses 

Fixed asset related expenses refer to the depreciation charges for the year, as presented in 

Note 1.  
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14. Administrative Expenses 

 

Administrative expenses can be further analysed as follows: 

 

Administrative Expenses 2009 2008 

Interim Agents service 97.151 162.250 

Cleaning and maintenance 91.299 39.480 

Telecommunications 86.392 98.847 

Training 82.568 58.947 

Travel expenses in interviewing candidates 71.916 34.439 

ICT Maintenance and Consultancies 57.094 38.345 

ICT Hardware 47.059 12.097 

Value reductions of doubtful debtors 45.200 0 

Security Services 36.160 95.400 

ICT Software 30.680 41.702 

EC Management Costs 26.711 30.914 

Consultants 23.436 6.237 

Other Administrative Expenses 19.364 47.206 

Stationary 16.828 32.738 

Post 14.653 49.795 

Rent and Utility costs 9.478 8.142 

Fixtures and Fittings 6.183 11.426 

Total 762.172 767.965 

 

NB: In 2009, certain reclassifications have been done to staff expenses (see Note 12). 
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15. Operational Expenses 

 

Operational expenses can be further analysed as follows: 

 

Operational Expenses 2009 2008 

Security Technologies 326.607 63.634 

Risk Management 267.393 349.872 

Technical Department Missions 261.501 164.999 

Security Policies 174.118 293.054 

Publications and Information Materials 114.901 86.525 

Communication plan 112.546 109.706 

Internal audit capability 109.000 253.874 

Computer Incident and Response Handling 103.488 154.494 

Management Board 102.133 89.450 

Services of the CDT in Luxembourg 97.878 292.937 

Other Operational Expenses 94.594 165.245 

Permanent Stakeholders Group 81.274 122.398 

Awareness Raising 64.148 49.665 

Conferences and Joint Events 57.238 172.640 

Cooperation Department Missions 55.419 237.741 

Administration Department Missions 46.525 60.380 

Executive Director Office Missions 44.065 91.457 

Relations with EU Bodies and Member 

States 
37.301 114.611 

Working Groups 0 52.910 

Total 2.150.129 2.925.591 

 

16. Related Parties Disclosures 

 

The Agency is managed by the Executive Director (Authorising Officer) who has a 

temporary agent post of the European Communities in grade AD14. His remuneration, 

allowances and other entitlements are covered by the Conditions of Employment of Other 

Servants of the European Communities. 

 

17. Pension Obligations 

 

The Agency‘s staff members are members of the European Communities Pension 

Scheme which is a defined benefit pension plan.  

A defined benefit plan is a pension plan that generally defines an amount of pension 

benefit that an employee will receive on retirement, usually dependent on one or more 

factors such as age and years of service. ENISA staff contribute 10,25% of their basic 

salary to the pension scheme and an additional 20,5% contribution is made by the 

European Commission. The cost undertaken by the European Commission is not 

presented on the ENISA‘s accounts. 
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Future benefits payable to ENISA staff under the EC Pension Scheme are accounted for 

in the accounts of the European Commission and no such provisions are entered in the 

Agency‘s accounts. 

 

18. Subsequent events 

 

In February 2010, the Civil Service Tribunal has rendered a judgement on the case 

pending on 31/12/2009. The application of the plaintiff was dismissed in its entirety. An 

appeal against the judgement is still possible; therefore the provision for legal cases was 

retained in the accounts of 2009. 

 

19. Reconciliation of Accrual based result with the budgetary result 

 

The Reconciliation of Accrual based result with the budgetary result is shown in the table 

below. 
 

Reconciliation of the accrual based result with the budget result 

  

  
sign 

+/- amount 

Economic result (- for loss) of the consolidation reporting package 

including table M2 +/- 117.233,72 

 Adjustment for accrual items (items not in the budgetary result but 

included in the economic result)     

Adjustments for Accrual Cut-off (reversal 31.12.2008) - -842.185,64 

Adjustments for Accrual Cut-off (cut- off 31.12.2009 ) + 553.382,29 

Depreciation of intangible and tangible fixed assets  + 196.176,28 

Provisions + 13.441,44 

Value reductions + 45.200,47 

Payments made from carry over of payment appropriations + 1.469.698,23 

Other – increase in deferred charges and gain from asset disposal +/- 4.642,29 

Exchange rate differences +/- 1.142,90 

 Adjustment  for budgetary items (item included in the budgetary result 

but not in the economic result)     

Asset acquisitions (less unpaid amounts) - -207.174,17 

New pre-financing received in the year 2009 and remaining open as at 

31.12.2009 + 683.174,65 

Payment appropriations carried over to 2010 - -1.519.846,70 

Cancellation of unused carried over payment appropriations from previous 

year + 170.826,12 

Other reconciling items +/- -2.537,23 

total   683.174,65 

Budgetary result (+ for surplus)   683.174,65 

Delta  not explained   0,00 

 

7.8 Accounting principles, rules and methods 
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Based on Article 78 of the Financial Regulation of ENISA, the financial statements are 

drawn up in accordance with the generally accepted accounting principles specified in the 

detailed rules for implementing the general Financial Regulation, namely: 

 

a) going concern basis; 

b) prudence; 

c) consistent accounting methods; 

d) comparability of information; 

e) materiality; 

f) no netting; 

g) reality over appearance; 

h) accrual-based accounting 

 

 

Fixed assets 

 

Fixed assets are stated at historical cost. Historical cost includes expenditure that is 

directly attributable to the acquisition of the items. Subsequent costs are included in the 

asset‘s carrying amount or recognised as a separate asset, as appropriate, only when it is 

probable that future economic benefits associated with the item will flow to the Agency 

and the cost of the item can be measured reliably. All other repair and maintenance costs 

are charged to the economic outturn account during the financial period in which they are 

incurred. 

Items recognised in the accounts with a value lower that EUR 420 are considered as 

expenses and they are included in the Economic Outturn Account.  

Depreciation charge is calculated using the straight line method in order to allocate 

depreciation cost to the assets‘ residual values over their estimated useful lives, as 

follows: 

 

Type of asset Depreciation rate 

Intangible assets 25% 

Plant, machinery and equipment 25% 

Furniture 10% 

Fixtures and fittings 25% 

Computer hardware 25% 

Vehicles 25% 

 

 

The assets‘ residual values and useful lives are reviewed, and adjusted if appropriate, on a 

regular basis. An asset‘s carrying amount is written down immediately to its recoverable 

amount if the asset‘s carrying amount is greater than its estimated recoverable amount. 

Gains and losses on disposals are determined by comparing proceeds with carrying 

amount. These are included in the economic outturn account. 

 

Impairment of assets 
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Assets that have an indefinite useful life are not subject to amortization and are tested 

regularly for impairment. Assets that are subject to amortization are reviewed for 

impairment whenever events or changes in circumstances indicate that the carrying 

amount may not be recoverable. An impairment loss is recognized as the amount by 

which the asset‘s carrying amount exceeds its recoverable amount. The recoverable 

amount is the higher of an asset‘s fair value less costs to sell and value in use.  

 

Receivables 
 

Receivables are carried at original invoice amount less write-down for impairment. A 

write-down for impairment of receivables is established when there is objective evidence 

that the Agency will not be able to collect all amounts due, according to the original 

terms of receivables.  

 

 

Cash & cash equivalents 
 

Cash and cash equivalents include only cash in bank. 

 

 

Use of estimates 

 

In accordance with generally accepted accounting principles, the Financial Statements 

necessarily include amounts based on estimates and assumptions by management. 

Significant estimates include, but are not limited to, accrued income and charges, 

contingent assets and liabilities, provisions and impairment of fixed assets. Actual results 

could differ from those estimates. Changes in estimates are reflected in the period in 

which they become known. 

 



                                                                                                                             Annual Activity Report 2009 of the Authorising Officer 

 

64 

REPORT ON IMPLEMENTATION OF THE BUDGET  

7.9 Budget outturn account  
  2009 2008 

REVENUE     

Commission subsidy (for the operating budget -Titles 1,2 and 3) 7.930.000 8.160.000 

Phare funds from Commission   

Other contributions and funding received via the Commission 187.200 195.024 

Other donors   

Fee income   

Other revenue 58.633  

     

TOTAL REVENUE (a) 8.175.833 8.355.024 

EXPENDITURE    

Title I:Staff    

Payments 4.473.505 4.434.506 

Appropriations carried over 369.687 141.834 

     

Title II: Administrative Expenses    

Payments 352.466 425.705 

Appropriations carried over 139.517 334.405 

     

Title III: Operating Expenditure *)    

Payments 1.316.524 1.503.408 

Appropriations carried over 1.010.643 1.164.285 

     

TOTAL EXPENDITURE (b) 7.662.341 8.004.143 

OUTTURN FOR THE FINANCIAL YEAR (a-b) 513.491 350.881 

     

Cancellation of unused payment appropriations carried over from previous year 170.826 291.074 

Adjustment for carry-over from assigned revenue   

Exchange differences for the year (gain +/loss -) -1.143 -630 

     

BALANCE OF THE OUTTURN ACCOUNT FOR THE FINANCIAL YEAR 683.175 641.325 

    

Balance year 2008 641.325 146.571 

Positive balance from year 2008 reimbursed in year 2009 to the Commission  -146.571 

     

Result used for determining amounts in general accounting 1.324.500 641.325 

Commission subsidy - agency registers accrued revenue 6.604.357 7.518.675 

Pre-financing remaining open to be reimbursed by agency to Commission in 2010 1.324.500 641.325 

   

Not included in the budget outturn:   

Interest received by 31/12/09 on the Commission subsidy funds 46.948 143.818  
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7.10 Budget Execution Report 
 
EXPENDITURE COMMITTED IN 2009 AND PAID IN 2009 – C1x 

Budget 
Line 

Budget Line Description 
Commitment 
Appropriation 

(1) 

Executed 
Commitment 

(2) 

% 
Committ

ed  
(3)=(2)/(

1) 

Executed 
Payment 

(4) 

% 
Paid 

 
(5)=(4)/(

1) 

RAL 
(6)=(2)-(4) 

1100 Basic salaries 2.542.000,00 2.493.257,66 98,08% 2.493.257,66 98,08% 0,00 

1101 Family allowances  355.000,00 343.893,24 96,87% 343.893,24 96,87% 0,00 

1102 
Expatriation and foreign residence 
allowances 

388.000,00 380.401,67 98,04% 380.401,67 98,04% 0,00 

  Total Article  110 3.285.000,00 3.217.552,57 97,95% 3.217.552,57 97,95% 0,00 

1110 Contract Agents 287.000,00 281.225,55 97,99% 281.225,55 97,99% 0,00 

1113 National Seconded Experts (SNEs) 203.000,00 198.378,04 97,72% 198.378,04 97,72% 0,00 

  Total Article  111 490.000,00 479.603,59 97,88% 479.603,59 97,88% 0,00 

1120 Insurance against sickness 102.500,00 101.191,12 98,72% 101.191,12 98,72% 0,00 

1121 
Insurance against occupational disease 
and accidents 

26.000,00 21.079,81 81,08% 21.079,81 81,08% 0,00 

1122 Insurance against unemployment 49.000,00 37.293,54 76,11% 37.293,54 76,11% 0,00 

  Total Article  112 177.500,00 159.564,47 89,90% 159.564,47 89,90% 0,00 

1130 Childbirth allowances and death grants 1.000,00 594,93 59,49% 594,93 59,49% 0,00 

1131 
Annual travel expenses from the place of 
work to origin 

153.000,00 152.719,01 99,82% 152.719,01 99,82% 0,00 

  Total Article  113 154.000,00 153.313,94 99,55% 153.313,94 99,55% 0,00 

  Total Chapter  11 4.106.500,00 4.010.034,57 97,65% 4.010.034,57 97,65% 0,00 

1200 
Travel expenses in interviewing 
candidates 

115.000,00 72.855,07 63,35% 12.813,39 11,14% 60.041,68 

  Total Article  120 115.000,00 72.855,07 63,35% 12.813,39 11,14% 60.041,68 

1210 
Travel expenses on taking up duties and 
on end of contract 

27.000,00 11.912,05 44,12% 11.912,05 44,12% 0,00 

1211 
Installation, resettlement and transfer 
allowances  

112.000,00 102.257,62 91,30% 102.257,62 91,30% 0,00 

1212 Removal expenses  96.300,00 53.138,53 55,18% 39.870,03 41,40% 13.268,50 

1213 Daily subsistence allowances 64.000,00 62.819,31 98,16% 62.819,31 98,16% 0,00 

  Total Article  121 299.300,00 230.127,51 76,89% 216.859,01 72,46% 13.268,50 

  Total Chapter  12 414.300,00 302.982,58 73,13% 229.672,40 55,44% 73.310,18 

1310 
Medical service : annual medical check 
ups and small medical interventions 

30.000,00 26.723,64 89,08% 19.980,22 66,60% 6.743,42 

  Total Article  131 30.000,00 26.723,64 89,08% 19.980,22 66,60% 6.743,42 

1320 
Language courses, training and further 
vocational training 

125.000,00 99.415,75 79,53% 47.626,94 38,10% 51.788,81 

  Total Article  132 125.000,00 99.415,75 79,53% 47.626,94 38,10% 51.788,81 

  Total Chapter  13 155.000,00 126.139,39 81,38% 67.607,16 43,62% 58.532,23 

1400 E. Commission management costs  35.000,00 28.711,00 82,03% 26.711,00 76,32% 2.000,00 

  Total Article  140 35.000,00 28.711,00 82,03% 26.711,00 76,32% 2.000,00 

1410 Special Assistance grants 26.200,00 25.506,50 97,35% 10.706,50 40,86% 14.800,00 

1411 Other welfare expenditure 8.000,00 7.899,91 98,75% 7.899,91 98,75% 0,00 

  Total Article  141 34.200,00 33.406,41 97,68% 18.606,41 54,40% 14.800,00 

1420 Interim service 137.000,00 117.119,07 85,49% 95.893,84 70,00% 21.225,23 
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1421 Consultants 248.000,00 224.798,18 90,64% 24.979,18 10,07% 199.819,00 

  Total Article  142 385.000,00 341.917,25 88,81% 120.873,02 31,40% 221.044,23 

  Total Chapter  14 454.200,00 404.034,66 88,96% 166.190,43 36,59% 237.844,23 

  Total Title  1 5.130.000,00 4.843.191,20 94,41% 4.473.504,56 87,20% 369.686,64 

2000 Rent and Utility costs 10.000,00 9.600,00 96,00% 9.600,00 96,00% 0,00 

2002 Insurance 3.200,00 3.191,09 99,72% 3.191,09 99,72% 0,00 

2003 Water, gas, electricity and heating 10.500,00 10.500,00 100,00% 7.979,07 75,99% 2.520,93 

2004 Cleaning and maintenance 37.000,00 36.348,00 98,24% 33.240,00 89,84% 3.108,00 

2005 Fixtures and Fittings 13.000,00 12.933,01 99,48% 7.833,01 60,25% 5.100,00 

2006 Security equipment 7.000,00 3.568,65 50,98% 3.568,65 50,98% 0,00 

2007 Security services 92.000,00 90.360,00 98,22% 82.830,00 90,03% 7.530,00 

  Total Article  200 172.700,00 166.500,75 96,41% 148.241,82 85,84% 18.258,93 

  Total Chapter  20 172.700,00 166.500,75 96,41% 148.241,82 85,84% 18.258,93 

2100 Technical Equipment 7.000,00 4.500,00 64,29% 0,00 0,00% 4.500,00 

2101 Technical Services 0,00 0,00 0,00% 0,00 0,00% 0,00 

2102 Maintenance, utilisation and repairs 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  210 7.000,00 4.500,00 64,29% 0,00 0,00% 4.500,00 

2110 Purchase 10.000,00 9.566,20 95,66% 9.566,20 95,66% 0,00 

2112 Maintenance and repairs 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  211 10.000,00 9.566,20 95,66% 9.566,20 95,66% 0,00 

2121 
Mainenance, use and repair and other 
expenditures of transport equipment 

200,00 189,01 94,51% 189,01 94,51% 0,00 

2122 Car insurance 3.000,00 2.237,50 74,58% 2.237,50 74,58% 0,00 

2123 Fuel expenses 4.000,00 3.420,84 85,52% 2.770,84 69,27% 650,00 

  Total Article  212 7.200,00 5.847,35 81,21% 5.197,35 72,19% 650,00 

2130 
Library expenses, purchase of books, 
subscription to newspapers and 
periodicals 

19.500,00 19.112,57 98,01% 6.539,05 33,53% 12.573,52 

  Total Article  213 19.500,00 19.112,57 98,01% 6.539,05 33,53% 12.573,52 

  Total Chapter  21 43.700,00 39.026,12 89,30% 21.302,60 48,75% 17.723,52 

2200 Stationary 21.000,00 14.181,76 67,53% 10.362,16 49,34% 3.819,60 

2201 Postal 25.000,00 17.208,40 68,83% 13.208,40 52,83% 4.000,00 

2202 Telecommunications 90.000,00 90.000,00 100,00% 69.895,62 77,66% 20.104,38 

2203 Other office supplies 3.000,00 1.903,36 63,45% 1.903,36 63,45% 0,00 

  Total Article  220 139.000,00 123.293,52 88,70% 95.369,54 68,61% 27.923,98 

2210 Bank charges and interest pay received 5.000,00 3.000,00 60,00% 0,00 0,00% 3.000,00 

  Total Article  221 5.000,00 3.000,00 60,00% 0,00 0,00% 3.000,00 

2250 
Departmental removals and associated 
handling 

1.000,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  225 1.000,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Chapter  22 145.000,00 126.293,52 87,10% 95.369,54 65,77% 30.923,98 

2300 IT hardware 34.250,00 30.651,46 89,49% 3.573,67 10,43% 27.077,79 

2301 IT software (operating system) 26.950,00 24.609,79 91,32% 22.206,72 82,40% 2.403,07 

2302 Maintenance & Consultancy Fees 107.000,00 104.901,89 98,04% 61.771,89 57,73% 43.130,00 

  Total Article  230 168.200,00 160.163,14 95,22% 87.552,28 52,05% 72.610,86 

  Total Chapter  23 168.200,00 160.163,14 95,22% 87.552,28 52,05% 72.610,86 

  Total Title  2 529.600,00 491.983,53 92,90% 352.466,24 66,55% 139.517,29 

3000 Permanent Stakeholders Group  83.300,00 83.274,14 99,97% 83.274,14 99,97% 0,00 

3001 Working Groups 0,00 0,00 0,00% 0,00 0,00% 0,00 
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3002 Other operational meetings 11.300,00 11.116,86 98,38% 11.116,86 98,38% 0,00 

3003 Management Board 111.200,00 110.413,78 99,29% 106.713,78 95,97% 3.700,00 

3005 Executive Director Office Meetings 2.500,00 1.804,86 72,19% 1.804,86 72,19% 0,00 

  Total Article  300 208.300,00 206.609,64 99,19% 202.909,64 97,41% 3.700,00 

3011 
Entertainment and Representation 
expenses 

1.500,00 735,90 49,06% 735,90 49,06% 0,00 

3012 Cooperation Department Missions 59.700,00 59.588,15 99,81% 59.588,15 99,81% 0,00 

3013 Technical Department Missions 264.100,00 264.060,81 99,99% 245.768,84 93,06% 18.291,97 

3014 Administration Department Missions 48.500,00 48.500,00 100,00% 46.184,34 95,23% 2.315,66 

3015 Executive Director Office Missions 46.300,00 46.262,56 99,92% 42.762,56 92,36% 3.500,00 

  Total Article  301 420.100,00 419.147,42 99,77% 395.039,79 94,03% 24.107,63 

  Total Chapter  30 628.400,00 625.757,06 99,58% 597.949,43 95,15% 27.807,63 

3200 Conferences and Joint Events 65.100,00 65.038,29 99,91% 57.238,29 87,92% 7.800,00 

  Total Article  320 65.100,00 65.038,29 99,91% 57.238,29 87,92% 7.800,00 

3210 Communication Plan 137.100,00 137.054,62 99,97% 64.464,62 47,02% 72.590,00 

3211 Publications and Information Materials 49.300,00 49.207,50 99,81% 31.228,81 63,34% 17.978,69 

  Total Article  321 186.400,00 186.262,12 99,93% 95.693,43 51,34% 90.568,69 

3220 Web-site Development 4.500,00 4.500,00 100,00% 4.500,00 100,00% 0,00 

  Total Article  322 4.500,00 4.500,00 100,00% 4.500,00 100,00% 0,00 

3230 Services of the CDT in Luxembourg 203.500,00 203.500,00 100,00% 90.325,86 44,39% 113.174,14 

  Total Article  323 203.500,00 203.500,00 100,00% 90.325,86 44,39% 113.174,14 

  Total Chapter  32 459.500,00 459.300,41 99,96% 247.757,58 53,92% 211.542,83 

3300 
Computer Incident and Response 
Handling 

92.000,00 91.946,00 99,94% 91.946,00 99,94% 0,00 

  Total Article  330 92.000,00 91.946,00 99,94% 91.946,00 99,94% 0,00 

3310 Awareness Raising 61.000,00 61.000,00 100,00% 58.358,37 95,67% 2.641,63 

  Total Article  331 61.000,00 61.000,00 100,00% 58.358,37 95,67% 2.641,63 

3320 
Relations with EU Bodies and Member 
States 

99.600,00 99.562,48 99,96% 21.257,48 21,34% 78.305,00 

  Total Article  332 99.600,00 99.562,48 99,96% 21.257,48 21,34% 78.305,00 

3330 
Relations with the Industry and 
International Institutions 

84.250,00 84.112,05 99,84% 39.872,00 47,33% 44.240,05 

  Total Article  333 84.250,00 84.112,05 99,84% 39.872,00 47,33% 44.240,05 

  Total Chapter  33 336.850,00 336.620,53 99,93% 211.433,85 62,77% 125.186,68 

3400 Internal Audit Capability 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  340 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Chapter  34 0,00 0,00 0,00% 0,00 0,00% 0,00 

3500 Risk Management  274.250,00 236.905,17 86,38% 54.673,04 19,94% 182.232,13 

  Total Article  350 274.250,00 236.905,17 86,38% 54.673,04 19,94% 182.232,13 

3510 Security Policies 465.200,00 375.197,09 80,65% 115.231,09 24,77% 259.966,00 

  Total Article  351 465.200,00 375.197,09 80,65% 115.231,09 24,77% 259.966,00 

3520 Security Technologies 293.400,00 293.386,58 100,00% 89.479,08 30,50% 203.907,50 

  Total Article  352 293.400,00 293.386,58 100,00% 89.479,08 30,50% 203.907,50 

3530 Technology Cabinet 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  353 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Chapter  35 1.032.850,00 905.488,84 87,67% 259.383,21 25,11% 646.105,63 

  Total Title  3 2.457.600,00 2.327.166,84 94,69% 1.316.524,07 53,57% 1.010.642,77 

  GRAND TOTAL 8.117.200,00 7.662.341,57 94,40% 6.142.494,87 75,67% 1.519.846,70 
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EXPENDITURE COMMITTED IN 2008 AND PAID IN 2009 – C8x 

Budget 
Line 

Budget Line Description 
Commitment 
Appropriation 

(1) 

Executed 
Commitment 

(2) 

% 
Committed  
(3)=(2)/(1) 

Executed 
Payment 

(4) 

% 
Paid 

 
(5)=(4)/(1) 

RAL 
(6)=(2)-(4) 

1100 Basic salaries 0,00 0,00 0,00% 0,00 0,00% 0,00 

1101 Family allowances  0,00 0,00 0,00% 0,00 0,00% 0,00 

1102 
Expatriation and foreign 
residence allowances 

0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  110 0,00 0,00 0,00% 0,00 0,00% 0,00 

1110 Contract Agents 0,00 0,00 0,00% 0,00 0,00% 0,00 

1113 
National Seconded Experts 
(SNEs) 

0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  111 0,00 0,00 0,00% 0,00 0,00% 0,00 

1120 Insurance againts sickness 0,00 0,00 0,00% 0,00 0,00% 0,00 

1121 
Insurance againts 
occupational disease and 
accidents 

0,00 0,00 0,00% 0,00 0,00% 0,00 

1122 
Insurance againts 
unemployment 

0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  112 0,00 0,00 0,00% 0,00 0,00% 0,00 

1130 
Childbirth allowances and 
death grants 

0,00 0,00 0,00% 0,00 0,00% 0,00 

1131 
Annual travel expenses 
from the place of work to 
origin 

0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  113 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Chapter  11 0,00 0,00 0,00% 0,00 0,00% 0,00 

1200 
Travel expenses in 
interviewing candidates 

6.500,00 5.561,23 85,56% 5.561,23 85,56% 0,00 

  Total Article  120 6.500,00 5.561,23 85,56% 5.561,23 85,56% 0,00 

1210 
Travel expenses on taking 
up duties and on end of 
contract 

0,00 0,00 0,00% 0,00 0,00% 0,00 

1211 
Installation, resettlement 
and transfer allowances  

0,00 0,00 0,00% 0,00 0,00% 0,00 

1212 Removal expenses  23.415,50 19.653,36 83,93% 19.653,36 83,93% 0,00 

1213 
Daily subsistence 
allowances 

0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  121 23.415,50 19.653,36 83,93% 19.653,36 83,93% 0,00 

  Total Chapter  12 29.915,50 25.214,59 84,29% 25.214,59 84,29% 0,00 

1310 

Medical service : annual 
medical check ups and 
small medical 
interventions 

9.670,40 6.114,92 63,23% 6.114,92 63,23% 0,00 

  Total Article  131 9.670,40 6.114,92 63,23% 6.114,92 63,23% 0,00 

1320 
Language courses, training 
and further vocational 
training 

52.398,03 43.207,14 82,46% 43.207,14 82,46% 0,00 

  Total Article  132 52.398,03 43.207,14 82,46% 43.207,14 82,46% 0,00 

  Total Chapter  13 62.068,43 49.322,06 79,46% 49.322,06 79,46% 0,00 

1400 
E. Commission 
management costs  

0,00 0,00 0,00% 0,00 0,00% 0,00 
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  Total Article  140 0,00 0,00 0,00% 0,00 0,00% 0,00 

1410 Special Assistance grants 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  141 0,00 0,00 0,00% 0,00 0,00% 0,00 

1420 Interim service 46.850,31 40.349,47 86,12% 40.349,47 86,12% 0,00 

1421 Consultants 3.000,00 1.617,00 53,90% 1.617,00 53,90% 0,00 

  Total Article  142 49.850,31 41.966,47 84,18% 41.966,47 84,18% 0,00 

  Total Chapter  14 49.850,31 41.966,47 84,18% 41.966,47 84,18% 0,00 

  Total Title  1 141.834,24 116.503,12 82,14% 116.503,12 82,14% 0,00 

2000 Rent and Utility Cost 10.000,00 0,00 0,00% 0,00 0,00% 0,00 

2002 Insurance 0,00 0,00 0,00% 0,00 0,00% 0,00 

2003 
Water, gas, electricity and 
heating 

1.877,96 1.499,22 79,83% 1.499,22 79,83% 0,00 

2004 Cleaning and maintenance 2.920,00 2.920,00 100,00% 2.920,00 100,00% 0,00 

2005 Fixtures and Fittings 6.107,50 3.465,50 56,74% 3.465,50 56,74% 0,00 

2006 Security equipment 264,00 0,00 0,00% 0,00 0,00% 0,00 

2007 Security services 9.717,90 9.568,80 98,47% 9.568,80 98,47% 0,00 

  Total Article  200 30.887,36 17.453,52 56,51% 17.453,52 56,51% 0,00 

  Total Chapter  20 30.887,36 17.453,52 56,51% 17.453,52 56,51% 0,00 

2100 Technical Equipment 0,00 0,00 0,00% 0,00 0,00% 0,00 

2101 Technical Services 0,00 0,00 0,00% 0,00 0,00% 0,00 

2102 
Maintenance, utilisation 
and repairs 

0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  210 0,00 0,00 0,00% 0,00 0,00% 0,00 

2110 Purchase 0,00 0,00 0,00% 0,00 0,00% 0,00 

2112 Maintenance and repairs 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  211 0,00 0,00 0,00% 0,00 0,00% 0,00 

2121 

Mainenance, use and 
repair and other 
expenditures of transport 
equipment 

0,00 0,00 0,00% 0,00 0,00% 0,00 

2122 Car insurance 0,00 0,00 0,00% 0,00 0,00% 0,00 

2123 Fuel expenses 616,49 246,00 39,90% 246,00 39,90% 0,00 

  Total Article  212 616,49 246,00 39,90% 246,00 39,90% 0,00 

2130 

Library expenses, purchase 
of books, subscription to 
newspapers and 
periodicals 

729,70 729,70 100,00% 729,70 100,00% 0,00 

  Total Article  213 729,70 729,70 100,00% 729,70 100,00% 0,00 

  Total Chapter  21 1.346,19 975,70 72,48% 975,70 72,48% 0,00 

2200 Stationary 7.153,09 6.465,97 90,39% 6.465,97 90,39% 0,00 

2201 Postal 2.693,95 1.444,20 53,61% 1.444,20 53,61% 0,00 

2202 Telecomunications 30.235,99 23.264,13 76,94% 23.264,13 76,94% 0,00 

2203 Other office supplies 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  220 40.083,03 31.174,30 77,77% 31.174,30 77,77% 0,00 

2210 
Bank charges and interest 
pay received 

4.867,23 3.200,64 65,76% 3.200,64 65,76% 0,00 

  Total Article  221 4.867,23 3.200,64 65,76% 3.200,64 65,76% 0,00 

2250 
departmental removals 
and associated handling 

0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  225 0,00 0,00 0,00% 0,00 0,00% 0,00 
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  Total Chapter  22 44.950,26 34.374,94 76,47% 34.374,94 76,47% 0,00 

2300 IT hardware 183.409,39 182.491,39 99,50% 182.491,39 99,50% 0,00 

2301 
IT software (operating 
system) 

18.825,74 18.515,77 98,35% 18.515,77 98,35% 0,00 

2302 
Maintenance & 
Consultancy Fees 

54.986,52 54.986,52 100,00% 54.986,52 100,00% 0,00 

  Total Article  230 257.221,65 255.993,68 99,52% 255.993,68 99,52% 0,00 

  Total Chapter  23 257.221,65 255.993,68 99,52% 255.993,68 99,52% 0,00 

  Total Title  2 334.405,46 308.797,84 92,34% 308.797,84 92,34% 0,00 

3000 
Permanent Stakeholders 
Group  

8.670,34 6.670,34 76,93% 6.670,34 76,93% 0,00 

3001 Working Groups 639,30 639,30 100,00% 639,30 100,00% 0,00 

3002 
Other operational 
meetings 

1.200,09 1.200,09 100,00% 1.200,09 100,00% 0,00 

3003 Management Board 8.487,04 3.906,54 46,03% 3.906,54 46,03% 0,00 

3005 
Executive Director Office 
Meetings 

1.740,00 1.740,00 100,00% 1.740,00 100,00% 0,00 

  Total Article  300 20.736,77 14.156,27 68,27% 14.156,27 68,27% 0,00 

3011 
Entertainment and 
Representation expenses 

1.045,00 1.045,00 100,00% 1.045,00 100,00% 0,00 

3012 
Cooperation Department 
Missions 

11.936,48 7.767,66 65,07% 7.767,66 65,07% 0,00 

3013 
Technical Department 
Missions 

8.226,50 5.666,78 68,88% 5.666,78 68,88% 0,00 

3014 
Administration 
Department Missions 

8.229,78 6.255,13 76,01% 6.255,13 76,01% 0,00 

3015 
Executive Director Office 
Missions 

6.730,27 4.533,11 67,35% 4.533,11 67,35% 0,00 

  Total Article  301 36.168,03 25.267,68 69,86% 25.267,68 69,86% 0,00 

  Total Chapter  30 56.904,80 39.423,95 69,28% 39.423,95 69,28% 0,00 

3200 
Conferences and Joint 
Events 

16.530,02 13.530,02 81,85% 13.530,02 81,85% 0,00 

  Total Article  320 16.530,02 13.530,02 81,85% 13.530,02 81,85% 0,00 

3210 Communication Plan 61.130,50 49.211,50 80,50% 49.211,50 80,50% 0,00 

3211 
Publications and 
Information Materials 

109.906,54 103.173,68 93,87% 103.173,68 93,87% 0,00 

  Total Article  321 171.037,04 152.385,18 89,09% 152.385,18 89,09% 0,00 

3220 Web-site Development 25.000,00 25.000,00 100,00% 25.000,00 100,00% 0,00 

  Total Article  322 25.000,00 25.000,00 100,00% 25.000,00 100,00% 0,00 

3230 
Services of the CDT in 
Luxembourg 

6.350,00 3.298,84 51,95% 3.298,84 51,95% 0,00 

  Total Article  323 6.350,00 3.298,84 51,95% 3.298,84 51,95% 0,00 

  Total Chapter  32 218.917,06 194.214,04 88,72% 194.214,04 88,72% 0,00 

3300 
Computer Incident and 
Response Handling 

23.269,19 19.543,00 83,99% 19.543,00 83,99% 0,00 

  Total Article  330 23.269,19 19.543,00 83,99% 19.543,00 83,99% 0,00 

3310 Awareness Raising 16.956,60 16.955,44 99,99% 16.955,44 99,99% 0,00 

  Total Article  331 16.956,60 16.955,44 99,99% 16.955,44 99,99% 0,00 

3320 
Relations with EU Bodies 
and Member States 

170.441,00 136.245,91 79,94% 136.245,91 79,94% 0,00 

  Total Article  332 170.441,00 136.245,91 79,94% 136.245,91 79,94% 0,00 

  Total Chapter  33 210.666,79 172.744,35 82,00% 172.744,35 82,00% 0,00 

3400 Internal Audit Capability 114.500,00 109.000,00 95,20% 109.000,00 95,20% 0,00 

  Total Article  340 114.500,00 109.000,00 95,20% 109.000,00 95,20% 0,00 
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  Total Chapter  34 114.500,00 109.000,00 95,20% 109.000,00 95,20% 0,00 

3500 Risk Management  260.460,00 240.890,04 92,49% 240.890,04 92,49% 0,00 

  Total Article  350 260.460,00 240.890,04 92,49% 240.890,04 92,49% 0,00 

3510 Security Policies 193.236,00 193.236,00 100,00% 193.236,00 100,00% 0,00 

  Total Article  351 193.236,00 193.236,00 100,00% 193.236,00 100,00% 0,00 

3520 Security Technologies 109.600,00 94.888,89 86,58% 94.888,89 86,58% 0,00 

  Total Article  352 109.600,00 94.888,89 86,58% 94.888,89 86,58% 0,00 

3530 Technology Cabinet 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Article  353 0,00 0,00 0,00% 0,00 0,00% 0,00 

  Total Chapter  35 563.296,00 529.014,93 93,91% 529.014,93 93,91% 0,00 

  Total Title  3 1.164.284,65 1.044.397,27 89,70% 1.044.397,27 89,70% 0,00 

  GRAND TOTAL 1.640.524,35 1.469.698,23 89,59% 1.469.698,23 89,59% 0,00 
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7.11 Budgetary principles 

 

The establishment and implementation of the budget of the European Network and 

Information Security Agency are governed by the following basic principles: 

 

(a) Unity and Budget Accuracy: 

  All expenditure and revenue must be incorporated in a single budget document, 

must be booked on a budget line and expenditure must not exceed authorised 

appropriations;  

 

(b) Universality:  

This principle comprises two rules: 

 the rule of non-assignment, meaning that budget revenue must not be 

earmarked for specific items of expenditure (total revenue must cover 

total expenditure); 

 the gross budget rule, meaning that revenue and expenditure are entered in 

full in the budget without any adjustment against each other; 

 

(c) Annuality:  

The appropriations entered are authorised for a single year and must therefore be 

used during that year; 

 

(d) Equilibrium:    

The revenue and expenditure shown in the budget must be in balance (estimated 

revenue must equal payment appropriations); 

 

(e) Specification:  

Each appropriation is assigned to a specific purpose and a specific objective; 

 

(f) Unit of account:  

The budget is drawn up and implemented in euro and the accounts are presented 

in euro; 

 

(g) Sound Financial Management:  

Budget appropriations are used in accordance with the principle of sound 

financial management, namely in accordance with the principles of economy, 

efficiency and effectiveness; 

 

(h) Transparency:  

The budget is established and implemented and the accounts presented in 

compliance with the principle of transparency - the budget and amending budgets 

are published in the Official Journal of the European Communities. 
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8 REPORT ON BUDGETARY AND FINANCIAL MANAGEMENT  

8.1 Accounting and Finance functions 

 

The key objectives in 2009 relating to Accounting and Finance were the following: 

 Ensure that the Budgetary and Financial Reporting Management systems 

perform properly 

 Execute the budget of the Agency and monitor its financial performance 

 Ensure compliance to the Financial Regulation of ENISA 

 Provide horizontal support to the other Departments of the Agency regarding 

financial issues 

 Provide relevant and  reliable information to the users of the Financial 

Statements  

 

The Financial Statements of 2009 are prepared based on the new integrated ABAC 

system. 

 

8.2 Budget 

 

The budget of the Agency is distributed in three Titles. Title 1 covers staff expenditure 

such as salaries, training and costs associated to recruitment procedures and staff welfare. 

Title 2 covers the costs associated to the functioning of the Agency such as 

infrastructure, equipment and IT needs.  Title 3 corresponds to the Agency‘s operational 

activities.  

 

The Management Board of ENISA adopted a Budget of 7.930.000 EUR for 2009.  The 

Budgetary Authority (European Parliament and Council) approved the Budget in 

December 2008, through the regular approval procedure. The Commission is responsible 

to transfer the subsidy amount to the Agency based on article 50 of ENISA‘s Financial 

Regulation. An amount of 187.200 EUR was granted to the Agency, as part of the EFTA 

countries‘ contribution to the EU Budget. In October, the Management Board of ENISA 

adopted the Amending Budget (AB) 01/2009 which reflected the allocation of EFTA 

funds. The total credit appropriations for the year 2009, after AB 01/2009 was adopted 

reached 8.117.200 EUR.  This figure represents an decrease in appropriations of 2,8% 

compared to 2008 ( 8.355.024 EUR).  A second Amending Budget for the year (AB 

02/2009), which reshuffled funds among Titles of the Budget, having no impact in the 

total appropriations, was adopted in November.  

 

In terms of budget execution, the overall expectation for 2009 was to maintain previous 

standards and exceed the 90% mark. Appropriations were committed at a rate of  94,40% 

(compared to  95.80% committed in 2008) to reflect obligations related to the operational 

costs of the Agency and activities implemented according to the Work Programme 2009. 

Payments reached the level of 75,7% of the total appropriations managed (76,2% in 

2008).   

 

The execution of the budget was in line with the Agency‘s Financial Regulation.  Sound 

financial management as well as verification and control systems have been properly 
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applied by the Agency.  ENISA has put into place appropriate financial management 

systems in order to manage all its revenue and expenditure. 
 

8.2.1 Revenue of the Agency - Commitment and payment appropriations 

 

Revenues are funds made available to the Agency by different sources to cover 

administrative and operational expenditure for a year.. The budget revenue and payment 

appropriations of the Agency should be in balance. Due to the fact that the Agency uses 

non-differentiated appropriations for both administrative and operational activities, the 

commitment and payment appropriations are also in balance. The table below outlines the 

breakdown of the revenue received in 2009 

 

 - 2009 EU subsidy  7.930.000 

 - EFTA countries‘ contribution     187.200 

 - Administrative operations           p.m. 

 Total   8.117.200 

 
8.2.2 Amending Budgets / Budgetary Transfers 

 

The following table summarises the Budget transfers and the Amending Budget effects 

on the initial Budget 2009:  

 

 Initial 

Budget 

Transfers Amending 

Budget 

1/2009 

Amending 

Budget 

2/2009 

Transfers Final 

Budget 

Title 1 5.178.000 -  -220.500  -246.500 +222.900 - 24.400    5.130.000 

Title 2 608.000   -102.800 0 + 24.400   529.600 

Title 3 2.144.000  +220.500  + 316.000 -222.900  0 2.457.600 

Total 7.930.000 -  +187.200 - -  8.117.200 

 
8.2.3 Payments 

 

The table below outlines the breakdown of the payments made in 2009.  

 

Payments from 2009 appropriations (C1)  6.142.495 

Payments made from 2008 carried-over appropriations (C8)  1.469.698 

Total paid in 2009       7.612.193 

 
8.2.4 Carry forward of commitment appropriations contracted 

 

The commitment appropriations contracted by the end of 2009 but not yet paid are 

carried forward to the following year (C8 appropriations). Their breakdown is detailed 

below: 

 

Title 1  369.687 

Title 2  139.517 
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Title 3  1.010.643 

Total carried forward in 2010  1.519.847 

 

Regarding administrative expenditure (Titles 1 and 2), ENISA cancelled all 

appropriations not contracted by the end of the year.  The figure cancelled represented 

324.425 EUR (5,7%) of the total Title 1 and 2 appropriations for the year (C1 

appropriations). 

 

Regarding operational expenditure (Title 3), ENISA cancelled all appropriations not 

contracted by the end of the year.  This figure represented 130.433,16 EUR (5,3%) of the 

C1 appropriations. 

 

The total of carried forward appropriations cancelled (i.e. carried forward from 2008 and 

not paid in 2009) was 170.826 EUR (10,41%). 
8.2.5 Analysis of Budgetary Management by Type of Expenditure 

Title 1:  Expenditure relating to ENISA staff 

Chapter 11. Staff in active employment 

 

2009 Budget 2009 Commitments 2009 Payments 

 4.106.500  4.010.034  4.010.034 

 

The Agency‘s staffing at the end of the year 2009 was composed of 43 Temporary 

Agents (TA) and 9 Contract Agents (CA).  One TA post of the establishment plan had to 

be fulfilled at the end of 2009, while 3 CA posts are also vacant.  The recruitment 

procedures for the TA vacant post had been completed in Q4/2009, and the staff member 

took up post in January 2010. The recruitment procedures for the remaining CA vacant 

posts have been launched in early 2010. 

Chapter 12.  Recruitment Expenditure 

 

2009 Budget 2009 Commitments 2009 Payments 

 414.300  302.982  229.672 

 

This appropriation is to cover travel expenditures incurred for interviewing candidates, 

the travel expenses of staff (including members of their families) on taking up duties and 

at the end of contract, the installation allowances for staff obliged to change residence 

after taking up their duty, the removal costs of staff obliged to change residence after 

taking up duty, and the costs of daily subsistence allowances. 

Chapter 13.  Socio - medical services and training 

 

2009 Budget 2009 Commitments 2009 Payments 

 155.000  126.139  67.607  

 

This appropriation is intended to cover the costs of annual medical inspections and of 

reviewing the health and safety at work conditions, and the costs of language and other 

training needs of the staff. 
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Chapter 14.  Temporary Assistance 

 

2009 Budget 2009 Commitments 2009 Payments 

 454.200  404.035  166.190 

 

This appropriation is intended to cover the costs of the EC management costs, special 

assistance grants, other welfare expenditure, the costs of temporary assistance (interim 

services) and expenditure of contracting consultants for administrative purposes (e.g. 

legal advice). 

Title 2: Buildings, equipments and other administrative expenditure 

Chapter 20. Buildings and associated costs 

 

2009 Budget 2009 Commitments 2009 Payments 

 172.700  166.500  148.241 

 

This appropriation is intended to cover the payment of rents for buildings or parts of 

buildings occupied by the Agency and the hiring of parking spaces, the insurance costs, 

the costs of utilities, the costs of cleaning and up keeping, the fitting-out of the premises 

and repairs in the building, and miscellaneous expenditure on buildings connected with 

security and safety, in particular contracts governing building surveillance. The largest 

part of the expenses is related to security services, which accounts for 54% of the final 

commitment amount. The Greek Government covers the lease cost of ENISA premises as 

from 01 November 2007 

 

Chapter 21. Movable Property and associated costs 

 

2009 Budget 2009 Commitments 2009 Payments 

 43.700  39.026  21.302 

 

This appropriation is intended to cover expenditure of acquiring technical equipment, 

technical services, and maintenance and repairs of equipment.  Equipment includes 

furniture, technical equipment and vehicles owned by the Agency, as well as books 

purchased to equip the library of the Agency. 

Chapter 22. Current Administrative expenditure 

 

2009 Budget 2009 Commitments 2009 Payments 

 145.000  126.293  95.369 

 

This chapter covers stationary and office supplies, post, telecommunication and bank 

charges, damages, and departmental removals and associated handling costs. 

 

Chapter 23. Information and Communication Technology 

 

2009 Budget 2009 Commitments 2009 Payments 

 168.200  160.163  87.552 
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This appropriation is intended to cover the costs of purchasing ICT hardware and 

software, the maintenance costs related to hardware and software, as well as consultancy 

costs.  

 

Title 3: Operational activities  

Chapter 30. Group Activities 

 

2009 Budget 2009 Commitments 2009 Payments 

 628.400  625.757  597.949 

 

The appropriation is intended to cover expenses dedicated to the activities related to 

Meetings (PSG, Working Groups, Management Board, Executive Director and other 

Operational Meetings), Staff missions, and Representation activities.  Staff missions‘ 

expenditure accounts for 67% of the total committed appropriations. 

 

Chapter 32. Other Operational Activities 

 

2009 Budget 2009 Commitments 2009 Payments 

 459.500  459.300  247.757 

 

This appropriation is intended to cover the cost of conferences and joint events for all 

Agency's Departments, the communication plan of the Agency, the costs of publications 

and information material, the costs of further developing and maintaining the main web 

pages of the Agency, and the costs of translation and interpretation services. Projects to 

enhance the communication strategy and activities of the Agency, accounting for 41% of 

the total Chapter, have been contracted at the end of the year; hence the appropriations 

have been carried forward. 

 

Chapter 33 Operations of the Cooperation and Support Department 

 

2009 Budget 2009 Commitments 2009 Payments 

 336.850   336.620  211.433 

 

This appropriation is intended to cover the costs of computer incident and response 

handling activities, the costs of awareness raising activities, and the costs of developing 

relations with the EU bodies and the Member States. Large projects, such as Country 

Reports and development of a Security Toolkit, for a total amount of approx. 125.000 

EUR (or 37% of total Chapter commitments), were scheduled to be completed at the end 

of the year; hence payments would be executed in 2010. 

Chapter 34 Internal Audit Capability 

 

2009 Budget 2009 Commitments 2009 Payments 

 0  0  0 

 

This appropriation is intended to cover the costs of activities related to the development 

of an internal audit capability.  
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Chapter 35 Operations of the Technical Department 

 

2009 Budget 2009 Commitments 2009 Payments 

 1.032.850  905.489  259.383 

 

 

This appropriation is intended to cover the costs of the planned deliverables in the areas 

of risk management, security policies and security tools. 

A large part of the committed amount (71%), related to projects in all areas mentioned 

above has been carried forward, as the contracts have been awarded in Q4 of 2009. 

 



                                                                                                                             Annual Activity Report 2009 of the Authorising Officer 

 

79 

8.3 Human Resources  

8.3.1 Establishment Plan  

 

In 2009, the Agency establishment plan was almost filled (43 out of 44 posts filled, 1 

recruitment finalised on 16 January 2010). The approved establishment plan for the years 

2008 and 2009 is the following:  

 

Categories and grades 

2008 2009 

Authorised Authorised 

Permanent Temporary Permanent Temporary 

AD16 — — — — 

AD15 — 1 — 1 

AD14 — — — — 

AD13 — — — — 

AD12 — 3 — 3 

AD11 — — — — 

AD10 — 4 — 4 

AD9 — 7 — 7 

AD8 — 5 — 5 

AD7 — 9 — 9 

AD6 — — — — 

AD5 — — — — 

Total grade AD — 29 — 29 

AST11 — — — — 

AST10 — — — — 

AST9 — — — — 

AST8 — — — — 

AST7 — — — — 

AST6 — — — — 

AST5 — 7 — 7 

AST4 — 1 — 1 

AST3 — — — 2 

AST2 — 5 — 3 

AST1 — 2 — 2 

Total grade AST — 15 — 15 

Total staff — 44 — 44 
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8.3.2 Organisational Chart  

 
 

 

 

 


