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ENISA

The European Network & Information Security 
Agency (ENISA) was formed in 2004.
The Agency is a Centre of Expertise                                       
that supports the Commission and                                
the EU Member States in the area                                
of information security.
We facilitate the exchange of                                   
information between EU institutions,                            
the public sector and the private                               
sector.



Working With The MS

An important goal of ENISA is to support the 
exchange of experience and good practice 
between Member States.
By brokering relationships between Member 
States, we leverage the expertise in the market –
this is highly scalable.
ENISA will increase its ability to respond quickly in 
this area by deploying highly mobile teams to assist 
the Member States where the issues occur.
Agility – Mobility – Scalability. 



Increased Presence in the MS



Working With EU Bodies

ENISA collaborates on a regular basis with a 
number of European institutions and bodies.
This collaboration is essential in ensuring a 
coherent approach to security at the EU level:

Extensive cooperation with COM (DG INFSO, DG ENTR, 
DG JUST, …).
Collaboration with the JRC in the area of exercises.
Support for the EU institutional CERT.
MoU with ETSI and in preparation with CEN. Observer 
status in ISO SC27 WG.
MoU in preparation with Europol.



Working With the Private 
Sector

The Agency has established an extensive network 
of contacts with the private sector.
We regularly meet with industry associations to 
align our approach with industry’s needs.
We are supporting the  European PPP for 
Resilience which provides a framework for 
supporting collaboration between public and private 
sectors on NIS policy issues.
We involve private sector representatives in most 
of our projects.



Bringing Communities Together

The barriers to developing a coherent approach to 
securing the EU are probably greater between 
communities than between Member States.
The Treaty of Lisbon provides the political 
framework for sharing information and experience 
in a more effective manner.
ENISA is in an ideal position to assist the 
Commission and member States in aligning the 
goals of these communities.
This is in line with ENISA’s mission of building a 
strong security culture across the EU.



Table top exercise
Incidents affecting all Member States
Tested only communication aspects
Involvement of public authorities/bodies only
Concentrated on members of the CIIP community 
– no political escalation
Test Carried out on 4 November 2010 

First Pan European Exercise



Objectives - Measures

Measures to test:
The contact points in the MS.
The communications channels and the type of data 
exchanged over these channels.
The understanding that MS have of the role and 
mandate of their counterparts in other MS.



Participation

All EU Member States and 3 EFTA countries (Switzerland, 
Norway, Iceland) participated
Profile of Participants:

Ministries, National Regulatory Agencies, CIIP and 
Information Security related organisations, CSIRTs and 
other related stakeholders
70 organisations and 150 experts

The role of ENISA was to help Member States to prepare -
facilitation and project management.
The role of the JRC was to provide                              
scientific and technical support for                            
the exercise itself.



Findings have been published and are                            
available on the ENISA web site.
These findings have been grouped:

Planning & Structure.
Building Trust.
Understanding.
Points of contact.

A set of recommendations can also be found in the final 
report.

Findings



1st Joint EU-US Exercise - key facts

Announced in April during the Hungary 
Ministerial Conference
Table top, centralised, discussion based
Exploratory nature, how do we engage each 
other?
Planning team with experts from 15 countries 
Will be held in autumn 2011



Conclusions

ENISA’s core business is to facilitate dialogue:
Between Member States.
Between the EU institutions and the Member States.
Between the public and the private sector.

As a Centre of Expertise in the area of Network and 
Information security, we are ideally placed to 
support the Commission and MS in all matters 
relating to NIS.
As an Agency that deals extensively with good 
practice, we can also help industry face the day-to-
day challenges of the changing threat environment.
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