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Introductory remarks

o I welcome this LIBE hearing on Cyber Attacks against Information Systems and 
was very pleased to accept your invitation to speak on Data protection and legal 
certainty.

o "Cyberspace" is no longer a "far away" concept: we know that Cybercrime in 
general and Cyber Attacks against Information Systems in particular may have 
great impact on the real world. 

o But fundamental legal principles must also apply in cyberspace, just as they do in 
the real world. In this respect there is still room for improvement. This applies 
both to the concept of "cybercrime" and to the fight against (i.e. prevention and 
repression of) cybercrime.

General remarks from a data protection point of view

o At the moment, there is no comprehensive EU legal instrument covering all 
aspects of the fight against cybercrime. Council JHA FW decision 2005/222 only 
covers the approximation of the definition of some cybercrime offences. It is not 
comprehensive in the number of offences and tackles neither the ways to fight 
cybercrime nor the data protection safeguards required.
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o Present rules in terms of data protection for police and justice (including fight 
against cybercrime) are a patchwork of specific rules and a general framework 
(JHA 2008/977) exists, but it is of limited scope as it only applies to data flows 
between member states. 

o In the post Lisbon era, we have seen a very welcome emphasis on data protection 
under Article 16 TFEU and Articles 7-8 of the EU Charter of Fundamental Rights 
which are fully applicable.

o The review of the Data Protection Directive will hopefully provide:
 Comprehensive approach, i.e. that all fields of EU policy should be covered, 

including those of the former "third pillar", notably police and justice. 
 More effectiveness. It should be clear that this is not the time to reinvent data 

protection. It has been invented and now recognised as fundamental right in 
the Lisbon Treaty. Instead, much attention should be given to making data 
protection more effective in practice. This means a greater focus on 
implementation and enforcement of data protection principles and on the 
delivery of data subject’s rights. 

 Inclusion of the principles of "data minimisation", "privacy by design" and 
accountability, which are also important for a more sustainable and inclusive 
cyberspace.

o Different long term programmes of the EU (Stockholm, Digital Agenda) give 
greater importance to the fight against cybercrime. The proposed Directive COM 
2010/517 will be a step forward in terms of harmonisation of offences and 
penalties and some limited definition of the cooperation mechanisms. However, 
the policy option chosen - combination of non-legislative measures and targeted 
update of FW decision - could only bring limited results.

Some additional remarks

However, it should be noted that existing EU law applies to ensure that cyberspace is 
neither the "wild west" nor a "big brother" environment.

Data Protection principles apply (See Art. 7-8 Charter):
o Everyone has the right to respect for his or her private and family life, home and 

communications.
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o Everyone has the right to respect for his or her private and family life, home and 
communications.

o Everyone has the right to the protection of personal data concerning him or her.
o Such data must be processed fairly for specified purposes and on the basis of the 

consent of the person concerned or some other legitimate basis laid down by law.
o Everyone has the right of access to data which has been collected concerning him 

or her, and the right to have it rectified.
o Compliance with these rules shall be subject to control by an independent 

authority.
o Moreover: the current Data Protection Directive also has a role in preventing

cybercrime as it obliges data controllers to analyse risks and take appropriate 
security measures.

Further remarks on legal certainty

Different legislative instruments are used in the fight against cybercrime:
o Cybercrime Convention (Budapest 2001) in those MS that have ratified it (so far 

only 15/27). 
o Directive 2002/58 (e-Privacy) as amended by Directive 2009/136 (data breach, 

confidentiality of communications, security measures).
o Directive 2006/24 (Data retention, currently under review).
o National legislation in various MS. 
o Cooperation instruments created in the fields of Judicial and Police Cooperation 

(mainly based on Chapters 4 and 5 TFEU) that can be applicable although not 
specific to cybercrime.

In combination with other elements such as:
o Action plan for the protection of critical information infrastructure (2006).
o The plan to establish more cooperation among CERTS.
o ENISA in its advisory, evaluation, coordination of best practice role.
o Europol and Eurojust also active in cybercrime matters.
o The European Forum of Member States (EFMS) improving security and resilience 

of ICT infrastructure.
o The European Public-Private Partnership for Resilience (EP3R).
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In this context of multiple applicable instruments, the guidelines of the European Data 
Protection Authorities' Working Party on Police and Justice (WPPJ) on the application of 
the Cybercrime convention can be useful, inter alia:

o Prevent the definition of offences covered by the implementing measures of the 
Convention from being excessively wide-ranging compared to what is set forth in 
the Convention itself (which of course also applies to the proposed Directive); 

o Ensure that the definition of categories of  data to be collected and exchanged 
under national legislation takes appropriate account of proportionality and data 
relevance principles;

o Prevent overlapping between the provisions on data freezing contained in the 
Convention and those on traffic data retention under Directive 2006/24. 

Final remarks

Let me finally emphasize a few general points, calling for caution in this area:
o Being successful in the fight against cybercrime does not require continuous and 

systematic surveillance of users on the internet.
o We must also avoid a situation where such surveillance is left to ISPs and other 

providers, either or not on the basis of "enlightened self-interest". 
o Systematic tracking and tracing of users is itself in clear breach of fundamental 

legal principles and should therefore not be accepted.  
o In other words: we should only provide for targeted measures, where required 

and proportionate, with all appropriate safeguards.
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