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1. Executive Summary 
 

o In 2010, Europol used its information capabilities and operational 
expertise to support competent authorities in EU Member States (MS) in 
11,738 cross–border cases, an increase of 12% over 2009. In-depth 
analytical and operational support was provided in over 150 significant 
cross-border investigations, some of which have lasted for one to two 
years and most of which are still ongoing. 35% of operations supported 
by Europol were in relation to drugs, but the agency’s greatest operational 
impact was in the field of euro-counterfeiting. 

o There is an increasing demand for all Europol services, particularly 
operational analysis, forensic/technical support, financial support and 
coordination. In all areas very large increases in the delivery of these 
services were recorded in 2010 compared with the previous year. This 
indicates a general trend inspired by the Europol Strategy towards a 
greater concentration on operational activity and impact. 

o During 2010, in order to enhance the quality of strategic assessment 
reports, a major new initiative saw Europol produce seven OC-SCAN 
threat assessment policy briefs in regard to new and emerging threats. 

o The results of follow-up surveys to operations supported by Europol 
recorded generally a high level of satisfaction among users (investigators 
and MS experts nominated to AWFs) with the analysis and operational 
support provided by Europol. Respondents indicated a level of dependency 
on Europol support for such operations. 

o The results of the Europol User Survey 2010 also indicated high levels of 
satisfaction with Europol. The proportion of ‘not satisfied’ users decreased 
and a larger proportion of users were ‘very satisfied’ with Europol. All 
quality related ratings increased except perceived Service Quality which 
experienced a slight decrease. Scores recorded in every area bar one 
were the highest ever achieved since the introduction of the Europol User 
Survey in 2002. 

o SIENA 2.0 - the only secure information platform connecting law 
enforcement authorities on a pan-European basis - was successfully 
deployed on 22 October 2010 and was received positively by the Member 
States and the operational units of Europol. By the end of 2010, 21 MS 
were connected to SIENA at the Europol National Unit (ENU) Level and 8 
MS national asset recovery offices were linked also. 

o Several improvements were made to other core systems of Europol 
including through the release of Europol Information System (EIS) v1.6, 
deployment of Europol Analysis System (EAS) version 2.2 in the 
production environment and the establishment of the Europol Platform for 
Experts. 

o Several positive achievements were made in relation to cooperation with 
other JHA agencies and to the negotiation of operational cooperation 
agreements with third partners. Meanwhile, arrangements were put in 
place to fulfil Europol’s responsibilities under the EU-US Agreement on the 
Terrorist Financing Tracking Programme.  

o Overall Europol made very good progress in relation to the Work 
Programme 2010 objectives. As of 31 December 2010, on the basis of 
assessment of the Work Plan 2010, very good progress had been made 
on 14 (82%) of the Work Programme objectives. Good progress was 
made on the remaining 3 objectives (18%). 
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o The target for the implementation of the budget (commitments) at the 
end of the year (95%) was exceeded, however the target in relation to 
the implementation rate for payments (85%) was not met, due to the 
amount of commitments for the new headquarters (NHQ) that took place 
in Q4 and were scheduled for payment in Q1 2011. 

o The ECD transition was successfully completed including the Internal 
Selection Procedure for 451 staff. Very good progress was made in 
completing the necessary implementing rules required by the ECD and the 
Internal Audit Function (IAF) of Europol was successfully established as a 
key governance instrument. 

o Work on the Internal Control Standards (ICS) progressed well, in 
particular through the establishment of relations with the Internal Audit 
Service (IAS) of the Commission. Europol reviewed its recruitment as well 
as key finance processes (leading to a revised financial model as of 
2011), with a view to enforcing internal controls and in response to 
recommendations made by the IAF, the IAS and the European Court of 
Auditors (ECA) concerning the accounts for 2010. A review on the status 
of the 16 ICS of the Commission in Europol was performed by the IAS at 
Europol in September 2010.  

o The corporate risks identified in relation to the Work Programme 2011 
were integrated into the first edition of the corporate risk log of Europol. 
The risk management process was performed continuously throughout 
2010. A risk assessment on the processes of the organisation provided an 
important, complementary input to the corporate risk log and led to the 
coordinated strategic audit plan of the IAS and the IAF for 2011 and 
beyond. An independent process capability assessment confirmed the 
viability of Europol’s approach to risk management.  
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“We would like to take this 
opportunity to sincerely thank 
your Agency for its excellent 
co-operation and constructive 
support. The efforts put into 
the transition of Europol were 
remarkable”. 
(Director in charge of the 
audit for EU agencies in the 
Internal Audit Service - IAS) 
 

2. Introduction 
This report is presented in accordance with Article 40(1) of the Financial 
Regulation Applicable to Europol1. 

Guided by the Europol Strategy 2010-2014 and through the implementation of 
the annual Work Programme, Europol provides a wide range of strategic and 
operational products and services to national law enforcement agencies in 
order to support them in their fight against serious international crime and 
terrorism. The Strategy contains Key Performance Indicators (KPIs) for which 
annual targets are devised. These KPIs are reviewed annually to verify that 
they adequately measure progress and impact of Europol’s work.  

The current report presents the 2010 activities of the core business of Europol: 
operational and analytical support to Member States and core systems for 
information exchange, storing and processing. It also outlines the performance 
against objectives contained in the Work Programme 2010 (see Annex A for 
detailed reporting) and in relation to the strategic objectives contained in the 
Europol Strategy. Furthermore, it provides an overview of budget 
implementation (see annex C for Financial Statement of Balance and 
Accounts), reports progress in relation to implementing the Internal Control 
Standards of the Commission, and on risks and reservations related to the 
Work Programme 2010.  

The results obtained by Europol during 2010 should be 
seen in light of the organisational transition to that of an 
EU Agency in accordance with the Europol Council 
Decision. The transition required a significant amount of 
resources to be dedicated to the development of the 
necessary legal instruments, new internal control 
measures and important changes to financial and human 
resource arrangements, not least of which was the 
transition of 451 staff to a new contract basis. Another 
significant strategic enterprise was the work involved in preparing the move in 
June 2011 to the New Headquarters.  

2.1. Strategy implementation 

Since the approval by the Europol Management Board (MB) in November 2009 
of the Europol Strategy 2010-20142 and the Strategy Implementation Plan3 
adopted by the MB in March 2010, Europol made a series of arrangements to 
ensure successful achievement of the strategic goals and objectives. The 
reorganisation, which took place shortly after the MB endorsement of the 
Europol Strategy, aimed to facilitate Strategy implementation and maximise 
benefits for the MS. 

In addition, a new approach was developed, to ensure that all change 
initiatives related to the implementation of the Strategy follow a well-
organised, structured and consistent approach throughout the organisation, 
from analysis through planning to execution (see Strategy Implementation 
Report December 2010, File no. 1424-88).  

The Work Programme 2010 and its associated internal Work Plan 2010 are the 
main mechanisms through which the Strategy was implemented in 2010. 
Progress against the Work Plan is reported to the Europol Directorate on a 
quarterly basis. While the KPIs are directly related to strategic objectives and 

                                          
1 Financial Regulation Applicable to Europol  (2010/C 281/01) published 16.10.2010 (Official Journal of the 
European Union) 
2 1424-73r1, The Hague, 17.11.2009. 
3 1424-77r2, The Hague, 17.11.2009. 
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have annual targets, there are also more detailed indicators that measure the 
implementation of annual objectives via the Europol Work Plan.  

3. Key operational results 
3.1. Europol support to MS’ operations 

In 2010, Europol used its information capabilities and operational expertise to 
support competent authorities in EU Member States in 11,738 cross–border 
cases, an increase of 12% over 2009. In-depth analytical and operational 
support was provided to over 150 large-scale cross-border investigations, some 
of which have been ongoing for one to two years and most of which are still 
ongoing. Eurojust was involved in 27 cases, INTERPOL and OLAF in three each, 
FRONTEX, WCO and SECI in 1 each. 

The number per type of operational support services provided by Europol to the 
MS investigations is shown in Table 1 below. In all areas very large increases in 
the delivery of these services were recorded in 2010 compared with the 
previous year. This indicates a general trend inspired by the Europol Strategy 
towards a greater concentration on operational activity and impact. 

Table 1 Type of operational support provided to MS 

Type of operational support (no. times provided) Total 2010 Total 2009 

Forensic/technical support4 543 457 

Operational analysis 78 42 

Financial support to operational meetings5 606 - 

Financial support to investigations (euro counterfeiting) 357 248 

Operational meetings hosted 33 7 

Mobile office (on the spot analysis) 31 26 

Coordination 23 9 

There are substantial increases in the amount of operational support provided 
to Member States. While the number of operations supported has increased 
since last year, improvements in reporting procedures may also account for 
some of the increase evident. Notwithstanding this, it appears that overall 
there is an increasing trend for requesting all Europol services.  

While an operation is usually conducted in relation to predominantly one crime 
area, inevitably given the nature of organised crime groups, often more than 
one type of crime is addressed. However, Figure 1 (pg. 7) shows that 
operations focused in the areas of facilitated illegal immigration, euro-
counterfeiting and heroin were most frequently supported by Europol. 

 

 

 

                                          
4 For example, identification of printing devices and raw materials used for counterfeiting 
5  An evaluation of the pilot has identified measures to increase uptake of the subsidy by improving the 
awareness, the application process, revising the guidelines in light of support functionalities of other 
agencies (to be presented to HENUs in Q4) and proactively identifying projects where such support may 
be needed and attempt to finance travel and accommodation of 1 expert/MS/TP for all operational 
meetings envisaged for the remainder of 2010 (availability of financial resources permitting) 
6 66 requests were received: six were either declined (outside the scope of the guideline) or the 
approved meeting was cancelled on short notice, total paid by end December was €106,349, a further 
€102,650 was committed giving an implementation rate of 100% of 2010 budget (€209,000) 
7 €157,414 
8 €79,661  
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35% of operations supported by Europol were in relation to drugs. The least  

 

Case study One 
Operation SHOVEL 

Date: 25 May 2010 

Participants: Belgium, Ireland, Spain and the United Kingdom (UK) 

Description of the operation:  

Since 2006, a number of violent acts have been committed on the Spanish “Costa del Sol” 
involving Irish and British citizens. In some of these criminal acts, Police identified the 
involvement of known criminals with close links to a well structured organised crime group (OCG). 
Members of this OCG also live in Spain. The organisation was involved in money laundering, 
trafficking of drugs and firearms, vehicle trafficking, forgery of public documents, murders and 
conspiracy to commit these crimes. Members of this group were under investigations also in the 
UK, Ireland and Belgium where the leader of the group had been arrested for money laundering. A 
joint operation to investigate and expose the criminal activities of this group was launched.  

Why was the operation successful? 

This was a massive police operation against the OCG and its financial interests. 38 persons were 
arrested. More than 120 house-searches were conducted the day of the operation and 60 luxury 
properties were seized on the Spanish ”Costa del Sol” plus 25 luxury cars. 180 bank accounts 
were frozen.  

Europol's contribution:  

Europol provided expertise, analysis and coordination to the investigations over a two-year period. 
Several operational analysis products and cross-check reports were delivered to involved parties. 
Three Mobile Offices were simultaneously deployed to Malaga, London and Dublin on the day of 
the operation to ensure a quick data exchange/interaction between the investigators. Over 600 
messages were exchanged via Europol and through liaison officers to collect the data coming from 
ongoing investigations. Surveillance, wiretapping and other covert investigative activities were 
also coordinated internationally. 

35% of operations supported by Europol were in relation to drugs. The least 
amount of operations supported by Europol was specifically in relation to 
money laundering. However, this is probably due to the horizontal nature of 
this crime area and its spread across all crime areas. It is likely therefore to be 
part of operations that focus on other crime areas.  

In 2010, a programme was set up to implement Europol’s contributions to the 
European Pact on Drug Trafficking. Following on from the previous COSI 
project group meetings in the area of cocaine and heroin routes, Europol 
attended the initial meeting for the money laundering project in the UK in 
November 2010.  

Europol also invited all the project leaders for the three Pact projects (Cocaine, 
Heroin and Money Laundering) to a meeting held at Europol on 30 November 
2010, to discuss areas of mutual interest and to identify from each project, the 
support that Europol can provide and which will form the body of the Europol 
Support Program. In early December 2010, Europol hosted the initial meeting 
of the German/Italian led Heroin project, aimed at achieving the participation 
of Third parties and Balkan States.  

Europol is involved in all major euro counterfeiting investigations in the EU. In 
2010, 838 payment card fraud and euro counterfeiting cases were actively 
supported by Europol, culminating in the dismantling of five major print shops. 
The outcomes of the euro counterfeit investigations supported financially by 
Europol (35) included the seizure of over €6 million counterfeits, 70 arrests and 
dismantling of three print shops.  
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Case study Two 
Operation Most 

Date: 22 April 2010 

Participants: Poland 

Description of the operation: 
The investigation concerned several elements of a Polish organised crime group (OCG) involved in 
euro counterfeiting. Two previous police operations had been conducted (April and September 
2009), also supported by Europol, against this group. The current operation culminated in a raid 
involving more than 120 police officers from the Regional Division of the Central Bureau of 
Investigation (CBI), following a 3-year investigation involving Poland, Spain and Italy, coordinated 
and supported by Europol.  

Results of the operation: 
In total, more than 80 members of the criminal group were arrested and more than 1000 
counterfeit 100 euro banknotes were seized. The operation was considered to be one of the most 
successful for Polish police since it led to the dismantling of one of the largest OCG involved in the 
distribution of counterfeit Euro banknotes ever. The OCG had been active since 2007 in different 
Member States (Italy, Spain, Czech Republic, Slovakia and Poland). The dismantling of this Polish 
OCG may have a positive influence on counterfeits distribution on an EU scale. It also led to 
further leads for investigations into the production and distribution of Euro counterfeits in other 
countries, mainly Italy and Spain.  

Europol's contribution: 
Europol was involved in this investigation since 2008 and provided international coordination and 
information exchange, as well as analytical, technical, financial and logistical support, advice and 
training. Europol officials were present during the operations and the Mobile Office was employed 
also to retrieve mobile phone data from suspects’ phones. The Europol officials were granted 
access to all available information and took part in the officials’ briefings and meetings. Social 
Network Analysis was also applied successfully during the operation by Europol. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Case study Three 
Operation Ile Fantastique /Phantom 3 /LOTUSZ / Necessity 

Date: 22 June 2010 

Participants: France, Germany, Hungary and United Kingdom 

Description of the operation: 
One of a series of investigations into facilitated illegal immigration of Vietnamese nationals. The 
organised crime group which consisted of mainly Vietnamese nationals smuggled their country 
nationals to the United Kingdom, via Hungary, Czech Republic, Germany and France. All the 
concerned EU MS conducted parallel investigations.  

Results of the operations: 
The outcome of all the investigations was 31 arrests and 42 house searches. During the house 
searches 66 illegal immigrants were discovered. In addition, an amount of money, communication 
means and financial records linked to the smuggling cases were found.  

Europol's contribution: 
Europol has been involved in these investigations since April 2009. Europol’s support mainly 
consisted of analyzing the data and issuing several reports to the concerned Member States. 
Europol also participated in operational coordination meetings. During the action day, arrests and 
house searches were supported by Europol. One specialist and one analyst were present at the 
coordination centre set up in Hungary. They were able to cross check data via the mobile office, 
they provided technical support regarding seized mobile phones and they also facilitated the 
exchange of information with investigation teams of other Member States involved in the 
operation. 
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Figure 1 Percentage of operations supported by Europol per crime area 
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During 2010, in order to enhance the quality of strategic assessment reports, a 
major new initiative saw Europol produce seven OC-SCAN threat assessment 
policy briefs in regard to new and emerging threats. In addition, major threat 
assessment reports were produced in relation to the introduction of the Euro in 
Estonia, trafficking in human beings, the Baltic Sea, internet facilitated crime, 
Latin America and the Caribbean. 

In order to support more comprehensive and structured reporting on Europol’s 
support to MS and results of investigations in the MS, an operational outcomes 
database was developed during the year and will be implemented Q1 2011. 

Figure 2 (below) provides an overview of the proportion of operational 
investigations supported by Europol per Member State for 20109. Europol 
supported the highest number of operations in Germany, France, the UK, Spain 
and the Netherlands.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                          
9 Each cross-border operation supported by Europol is split to reflect the individual MS operations  
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Figure 2 Percentage of operations supported by Europol per Member State 
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Case study Four 

Operation BEEHIVE  

Date and place  
02/11/2009 to 14/01/2010 
 
Participants: Austria, Belgium, Czech Republic, France, Germany, Hungary, Italy and Slovakia 

Description of the operation 
An Organised Crime Group (OCG) involved in tobacco smuggling organised containers of 
cigarettes to be manufactured in China and transported to the EU via deep sea vessel. 
A 40 foot container with cigarettes inside was identified inbound to the European Union (EU) after 
departing the Chinese Port of Kouto on 16 October 2009.  Intelligence indicated that if successful 
the OCG would attempt to smuggle an estimated 15 containers per week. A conservative estimate 
of the annual revenue loss this would cause to the destination Member States (MS) was €462 
million. 

Why was the operation successful? 
On 14 January 2010 French authorities seized 8.5 million Marlboro cigarettes from the Chinese 
container in the port of Le Havre. Analysis of the tobacco is ongoing, but they are believed to be 
counterfeit cigarettes. This intervention has prevented a minimum tax damage of €592,000. 
The investigation also identified a total of 5 members of the OCG. 

Europol's contribution 
AWF Smoke enhanced the initial intelligence contribution, by identifying the actual vessel 
transporting the container, which was the Hong Kong Express. Once the ship was located, AWF 
Smoke was able to identify the destination port and provide an accurate date and time of arrival 
to the interested parties. This crucial support allowed further operational work to be conducted 
including the proposal of a controlled delivery. 

At the beginning of Q2, Europol implemented a procedure seeking feedback 
from investigators and MS experts on the quality of analysis and operational 
support provided by Europol, the outcomes achieved in the 
investigations/operations and the extent to which the results obtained in the 
investigations/operations were dependent on support from Europol.  
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3.2. User satisfaction with Europol analysis and operational support 

From 1 April 2010 until 31 December 2010, key-person surveys of 16 
operations were completed10. Response rates in relation to each operation 
surveyed varied between 0% (for one operation) and 100% with a high overall 
response rate of 78%. The total number of respondents was 43 (34 
investigators and 9 MS experts nominated to AWFs).  

Overall the results were positive:  

 

o User satisfaction with both analysis reports and 
operational support was 7.911. 

o Both the timeliness of analytical reports and the 
advice provided by Europol were rated as 
satisfactory.  

o The assistance in dismantling illicit laboratories 
and print shops, technical/forensic analysis and 
technical investigation on raw material and 
devices (forgery of money) were all types of 
operational support that were rated very highly. 
The use of Europol facilities in The Hague and the 
Europol Illicit Laboratories Comparison system 
were also rated highly. 

o Respondents reported less satisfaction with the 
process for financial support to euro 
investigations and for operational meetings that 
was seen as too slow and bureaucratic12. 

The outcomes of Europol analysis and operational 
support provided to MS are identified as follows: 

Europol’s analysis and/or operational support lead 
to: 

a. Enhanced interaction with the AWF Project Team 
b. Assisting in an increased understanding of the 

investigation overall 
c. Greater clarity of existing information in the 

investigation 

“I cannot fault any aspect of the 
work undertaken on our behalf by 
Europol during this investigation. 
Reports were well formatted, well 
pitched and of excellent content, 
so much so that considered the 
use of some of the material in 
evidence” (Investigator, UK) 
 
“This was a complex investigation 
with connections to many 
different countries and numerous 
suspects. A lot of time and 
energy was committed by AWF 
Sustrans analysts to this target 
group and a very successful 
outcome has ensued. They 
deserve great credit for the 
assistance they provided to the 
MS in this case” 
(MS expert, Ireland) 
 
“The work of the AWF was very 
important and added value to the 
investigation” 
(Investigator, France) 
 
“Europol has proven in these 
investigations to function in an 
excellent way as a ''gateway'' of 
information to various countries. 
The communication was very 
efficient. The analysis made was 
very clarifying” 
(Investigator, Austria) 
 
“…Europol is the ideal platform to 
exchange intelligence between 27 
MS” 
(MS Expert, Belgium) 
 
“A fast international exchange 
and showing links between 
several international 
investigations” 
(Investigator, Belgium) 

d. Supply of additional information to investigations 
e. New direction of investigation 
f. Identification of links between investigations and 

cases 
g. Identification of new suspects/cases 
h. Dismantling illicit laboratories (drugs, print shops 

etc.) 
i. Seizures (drugs, counterfeit notes, currency and counterfeit items) 
j. Arrest of suspects 
k. Dismantling criminal network(s)/groups 

MS reported that the outcomes of their operations/investigations were to some 
extent dependent on the analysis and/or operational support provided by 
Europol, indicating that Europol provides some added value to the MS. 

                                          
10 Kumba, Dracula, Ram/iPod, Thessalonica, Eurodulce, Jair, Most, Basta/Prague, HDC/ICE, Shovel, 
Gomorrah1, Ile Fantastique/Lotusz/Phantom3/Necessity, Alzaczer, Europa/Golf 
11 out of 10 
12 The funding policy was reviewed and improvements made  
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More information on the performance against Strategic objective 1.1 Ensure 
effective delivery of a unique set of operational support services and Strategic 
objective 2.2 Improve analysis capability of Europol and their associated Work 
Programme Objectives can be found in Annex A (pp. 22, 23 and 27). 

3.3. External relations 

Europol is committed to working with the other JHA agencies on both a bilateral 
and multilateral basis. In 2010, a more structured approach was followed with 
regard to strengthening the cooperation between Europol and CEPOL, Eurojust 
and Frontex, as requested by COSI. Some of the achievements include the 
following13: 
o A staff exchange programme was agreed between Eurojust and Europol 

(Europol already has had an exchange programme in place with INTERPOL 
since 2007). 

o Europol and Eurojust improved their cooperation regarding the promotion of 
Joint Investigation Teams and the members of Europol’s Analysis Work File 
Heroin agreed to Eurojust’s participation. 

o Progress was made between Europol and Eurojust to agree on a table of 
equivalence to exchange classified information above the level of ‘EU 
restricted’. 

o Europol and Frontex established contact points in various areas for 
operational cooperation. As both Frontex and Europol follow a regional 
approach, mutual involvement in their respective meetings has become 
standard. Europol and Frontex also continued their mutual contribution to 
each other’s products, such as the Europol Illegal Immigration Bulletin and 
the Frontex Tailored Risk Assessment. 

o The JHA Heads of Agencies Meeting was held on 26 November 2010 at 
Europol, during which the JHA Heads of Agencies agreed the 
(re)establishment of a working group on planning and performance in order 
to streamline annual planning documentation. 

o The attendance of governance meetings by other Agencies is considered on 
a regular basis. 

2010 saw a significant upgrade in the cooperation with INTERPOL. Joint 
operational activities increased especially in the areas of maritime piracy and 
the protection of intellectual property rights. Furthermore, the staff exchange 
programme which has now been running between both organisations for four 
years has resulted in intensified cooperation in all common areas of activity. 

At the end of 2010, Europol had seven operational cooperation agreements in 
force with non EU countries14, one with Eurojust and one with INTERPOL. A 
further 13 were in various stages of negotiation. In addition, 20 strategic 
cooperation agreements were in place (10 non EU countries, 8 EU bodies and 2 
international organisations).  

An operational cooperation agreement allows for the exchange of personal data 
between Europol and the Third Party. In addition, with the consent of the MS, 
such agreements allow for the involvement of Third Parties in Europol 
supported operations (see case study 3). Switzerland, the United States of 
America and Norway participated in the most operations. 

 

 

                                          
13 Taken from Report on the Cooperation between JHA Agencies in 2010 5675/11 

Brussels, 25 January 2011  
14 Australia, Canada, Croatia, Iceland, Norway, Switzerland and the United States of America. 
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In order to facilitate the implementation of strategic agreements, effort was 
made with countries to conclude roadmaps including the provision of 
awareness sessions and seminars. By the end of 2010, roadmaps were in place 
for Albania and Serbia with work undertaken with Bosnia - Herzegovina. 

Necessary arrangements were put in place to fulfil Europol’s responsibility to 
verify US requests for terrorist financing data, and other responsibilities in 
accordance with the Terrorist Financing Tracking Programme (TFTP). A 
dedicated AWF and a new Europol unit were created in order to process 
requests within the framework of the Agreement, which came into force on 1 
August 2010. By the end of 2010, five requests under Article 4 (authorised US 
requests) and two under Article 10 (EU requests to the US) had been made. A 
further eight leads under Article 9 (spontaneous leads information provision by 
US) had been provided. 

Europol participated actively in the Belgian Presidency project to introduce a 
new EU Policy to combat organised crime. Europol will play a major role in the 
operational implementation of the new arrangements. The first two-year policy 
cycle that serves as a pilot will start with the OCTA 2011 to be published in 
March 2011. Submitting the OCTA, Europol will also table conclusions and a list 
of most concerning crime areas and possible actions to be taken. The 
submission will be followed by Council Conclusions on organised crime 
priorities. 

Case study Five 
Operation RUHR  

Date: 

09 February - 09 April 2010 

Participants:  

The Netherlands, Belgium, Germany, France, Italy, United Kingdom, Australia, Canada and the 
United States. 

Description of the operation: 

The investigation was related to members of an Organised Crime Group (OCG), mainly of Sri 
Lankan origin, dealing with payment card fraud and was launched in July 2008 in the Netherlands.  
The OCG was active in both the EU and non-EU states, causing significant losses for the banking 
industry. Payment cards were copied (POS/ATM skimming) mainly in UK, BE, DE, FR and IT; 
Illegal cash withdrawals took place in NL, AU, CA and US. The OCG was involved also in violent 
crimes (murders, armed robberies and rapes).  

Why was the operation successful? 

12 criminals were arrested by the NL Law Enforcement Agencies (LEA) during the final raid 
executed in January 2010. 2 criminals were arrested by the CA LEA during the raid executed after 
the operational meeting at Europol in April 2010. The materials from the investigations in NL and 
CA were sent to court. Further links and related crimes were investigated, mainly in UK and AU. 

Europol's contribution:  

Two operational meetings were organised at Europol. Direct assistance at the premises of the 
investigative team in Rotterdam was provided. Analytical reports were prepared by Europol for the 
NL LEA in which links, directions and proposed investigative measures in UK and AU were 
indicated. Countries which didn’t implement the Chip and PIN technology like AU, CA and US are a 
very popular destination for criminals who copy EU payment cards. Since payment card fraud has 
become a global problem (migration of card fraud), Europol’s role is to support communication 
between EU and non-EU states. 
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A data protection conference was successfully held with Russia in October 
2010, in response to a requirement of CATS in order to enter into negotiations 
on an operational cooperation agreement with Russia, which is ongoing. 

In 2010, Europol hosted visits from Commissioners Malmström and Reding, the 
LIBE committee, CIVCOM15 and the CPCC16. 

More information on the performance against Strategic objective 1.3: Develop 
more effective cooperation with external partners and its associated Work 
Programme Objectives can be found in Annex A (pp. 24 and 26). 

3.4. Core systems for information exchange, storing and processing 

The core systems of Europol are: SIENA (Secure Information Exchange 
Network Application), the Europol Information System (EIS), the Europol 
Analysis System (EAS) and the Europol Platform for Experts (EPE). The EAS 
and EIS displayed a small increase in contributions and searches, respectively. 
An analysis of business needs was also completed for the procurement of an 
advanced search/cross-match (aka federated search) engine. The federated 
search engine will enable a simultaneous search in all Europol repositories. 
 
More information on the performance against Strategic objective 2.3: 
Strengthen the information management capabilities of Europol and its 
associated Work Programme Objectives can be found in Annex A (pg. 22). 

3.4.1. SIENA  
SIENA is the secure information exchange mechanism 
by which the MS, Third Parties, other agencies and 
Europol communicate. It is a web application, a 
messaging system and collaborative platform which 
supports the Swedish Initiative and is a security 
accredited system. 

SIENA 2.0 was successfully deployed on 22 October 
2010. It was received positively by the Member States 
and the Operations units. Its scope contains extension 
to Member States' designated competent authorities 
(103 competent authorities added); access for 
operational Third Parties (first 2 countries awaiting 
access provisioning at end Q4); prioritised user change 
requests (PDF download, removal of unused message 
types, and others) and support to the implementation 
of Article 10(4) of ECD (Operational Centre use case).  

Very significant is the greatly improved architecture of the front end of SIENA. 
This was necessary to restrict access to users at case level, a precondition for 
several Member States to implement it at ENU level and beyond. It allows for 
more flexibility to add more functionality to SIENA in the future. 

 

Key statistics 

Comments from 
external users of SIENA 

“This is a very good 
product with quite 
significant improvements” 
(FR) 

 “Advanced search and 
statistics functions will be 
more than useful to us…” 
(FR) 

“I like the search and 
statistics features, they are 
really new, all in all, good 
developments…” (SE) 

“SIENA 2.0 is an 
improvement compared to 
the first version (NL)” 
 

o By the end of 2010, 21 MS were connected to SIENA at the Europol 
National Unit (ENU) Level. 

o 8 MS national Asset Recovery Offices (AROs) were linked to SIENA (this 
project will be continued through 2011). 

                                          
15 Committee for Civilian Aspects of Crisis Management 
16 Civilian Planning and Conduct Capability 

 



Europol Unclassified – Basic Protection Level 
Releasable to the Budgetary Authority, the European Commission, the 

European Court of Auditors 

 14 

o 11,738 new cases were initiated by MS, Europol and Third partners, a 12% 
increase over 2009, continuing the positive trend evident since 2008. 29% 
of new cases were drug-related, followed by fraud (16%), forgery of money 
(13%), illegal immigration (9%) and other means of payment (8%) 

o 250,978 SIENA operational messages were exchanged. 

o Europol was included in 43% of the messages sent by MS and Third Parties 
(an increase of 12% from 2009). Of these, 82% were sent as requests and 
18% were sent for information. 

3.4.2. Europol Information System 
The purpose of the Europol Information System (EIS) as an intelligence 
database is to support Member States, Europol and Europol’s co-operation 
partners in fighting all forms of serious international crime and terrorism.  

The EIS has shared advantage for, and responsibility of the EU Member States 
and Europol. Each Member State and Europol can be considered as having an 
account in the IS for which they are responsible. Information deposited therein 
is made available to other EU investigators and is automatically compared with 
information in the IS deposited by other Member States.  

By the end of 2010, a total of 12 countries have implemented a dataloader: 
Germany, the Netherlands, Denmark, Spain, Belgium, Sweden, France, Italy, 
Portugal, Slovakia, Poland and the United Kingdom. Two MS (PL and UK) began 
using the new Lightweight Dataloader Framework. From training to production, 
the first version of the dataloader can be implemented in less than three 
months in a very cost-efficient manner. During 2010, the EIS showed a slight 
decrease in searches and significant increase in content. 

The roll out of EIS version 1.6 (implementation of handling codes, object 
location, removal of future crime filter, revision of Cross Border Crime Check 
(DBCC) functionality, search revision and firearms) was completed on time and 
in line with 90% of agreed acceptance criteria. The new EIS 2.0 to be deployed 
in 2011 envisages Hit/No-Hit access to delegated competent authorities which 
should increase the number of searches). Significant change is expected when 
the EIS is integrated with national systems giving Law Enforcement agencies 
the possibility to run searches in several systems (including EIS) 
simultaneously. 

Europol’s working experience of EIS, however, indicates that the operational 
potential of the system is limited by the following restrictions stemming from 
the ECD: 

o Known associates and accomplices cannot be stored; 
o Telephone number, vehicle registration data, businesses and comparable 

data types can only be inserted if they were related to a crime. (It would be 
more useful if it were possible to store these when they are related in 
general to suspects, convicts, accomplices and associates); 

o It would be more useful if retention times were greater in certain 
circumstances, e.g. in the case of convicts;  

o Competent authorities cannot insert data and, for queries, only have a 
hit/no hit possibility that requires involvement of the ENU to actually 
retrieve data; 

o The requirement of affecting at least two MS in such a way as to require a 
common approach is too restrictive as this can often be established only 
after the data has been inserted on the basis of cross-checks. 
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Key statistics 

o By the end of 2010, the EIS contained 174,459 objects which is increase of 
28% compared to December 2009. 

o The total number of Person entities stored in the EIS was 35,585. 

o Drugs trafficking, with 26% of all entities is the major crime area followed 
by Trafficking in Human Beings with 24%, Forgery of Money with 20%, 
Robbery with 9% and Fraud and Swindling 4%. 

o Germany was the main provider of data followed by France, Belgium, 
Europol (on behalf of Third Parties) and Spain. 

o 121,774 searches had been conducted by MS on the EIS. 

o 147,345 searches were run in the system. 

3.4.3. Europol Analysis System (EAS) 
The EAS provides tools to support intelligence analysis (Analytical Work Files 
(AWF) and other analysis tasks, e.g. OCTA). It includes document management 
and workflow (open text), crawler software, entity and relationship extraction 
software and analysis databases. 

In 2010, the EAS displayed an increase in contributions and searches. Major 
development efforts resulted in the deployment of EAS version 2.2 in the 
production environment. This version delivers the upgrade of LUXID, the 
extraction tool. This will enhance capabilities as well as stability.  

After the release in production the new version will require until the end of 
January 2011 for the full crawl and parce17 of the 300,000 documents stored in 
the system. By that time also the release of version 2.3 is planned. This 
contains the functionality that allows future versions to do the ‘crawl and parce’ 
off line, which allows a much more efficient mechanism of maintaining the 
system. In particular the improvements to the skill cartridges – the specific 
search capabilities for law enforcement purposes – can then be implemented 
on a more regular basis without interrupting the overall performance. Version 
2.3 will also deliver the EAS side of the integration with SIENA. 

3.4.4. Europol Platform for Experts (EPE) 
The EPE is designed to be a secure environment for specialists in a variety of 
law enforcement areas, enabling them to share - within their respective 
communities - knowledge, best practices and non-personal data on crime. It 
is planned to be available both on the Europol security network (intranet) and 
on the Internet. In addition to Europol National Units, Liaison Officers at 
Europol and Europol staff members, Member State Competent Authorities can 
access the intranet version of EPE. The aim of the EPE is to develop a generic 
platform made of building blocks for each of the common categories of 
functionalities/content types: 

 Sharing good/bad practices  
 Modus operandi (crime features, counter measures) 
 Reference and training material (legal texts, financial regulations etc.) 
 Investigative tools (special law enforcement techniques etc.) 
 Lists of contact persons 
 Online discussion forum 
 Software programmes  

                                          
17 Crawl and parce: a process by which entities and relations are extracted from unstructured (free) text 
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 Collaboration tools (tasking, e-mail) 
 Calendar  
 Non-personal data related to specific crimes (including interoperability 

with SIENA, the Europol Analysis System and the Europol Information 
System) 

 Search function 
By the end of 2010, the Europol Platform for Experts (EPE) development was 
completed and four expert areas were covered by the EPE, including the 
Internet & Forensic Expert forum (IFOREX), which was successfully released 
into production in November 2010. A platform for platform managers was 
created and is used both as a demo-environment and as a platform for sharing 
experience amongst all current and future platform managers and IT teams. 
The platforms for Cross-Border Surveillance and Witness Protection Experts 
were created and at the end of 2010 were being populated with data. The 
preparation for the Homicide Working Group platform was postponed to 
January 2011.  

The first groups of external users are expected to be invited to get an EPE 
account early 2011. 

3.5. Data protection 

The eleventh inspection of Europol by the Joint Supervisory Body (JSB) was 
conducted from 16-19 March 2010. The final JSB Inspection Report was 
adopted on 6 December 2010 and received at Europol on 14 December 2010. 
The report includes just five new recommendations, all related to AWF HYDRA, 
this being the lowest number of new recommendations ever received. Until now 
the number of recommendations received was always in double figures. 
Additionally, there is a considerable number of previous recommendations 
regarded as fulfilled by the JSB. As in previous years, each recommendation 
will be followed up. In addition, together with the JSB, the Data Protection 
Office (DPO) intends to evaluate pending recommendations that became 
obsolete due to changes in the legal framework or IT developments. 

3.6. User satisfaction: Results of Europol User Survey 201018 

A web-based user satisfaction survey, conducted by external provider EPSI 
Rating was sent to 1,305 selected Europol users19 nominated by Europol and 
the Europol National Units. An acceptable response rate of 45% was achieved. 

According to the EPSI model scores of between 55 and 64 are ’satisfactory’ 
(except for loyalty that requires a score of above 72 to be satisfactory) and 
above 65 is ’excellent’. Overall Europol scores indicated high levels of 
satisfaction. The proportion of ‘not satisfied’ users had decreased compared to 
the results of the last survey in 2008 and there was a larger proportion of users 
within the ‘very satisfied’ group. All quality related scores were according to the 
model assessed as either average of high/very high. The assessment of 
progress towards Europol’s vision can be measured by the elements in Table 2. 
These scores are in the average range. 
 

 

 

 

                                          
18 Conducted annually since 2002 (with the exception of 2009) by EPSI (Extended Performance 
Satisfaction Index) rating (Swedish company) 
19 Includes representatives from law enforcement from MS and third parties, international organisations 
and other agencies 
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Table 2 Assessment of progress towards the Europol’s vision 

Extent to which Europol is recognised as: 

A support centre for law 
enforcement operations 66.1 

A criminal information hub 68.8 

A centre for law enforcement 
expertise 65.2 

 

The measurement of the extent to which Europol is achieving its vision was 
also assessed, with Europol being recognised as a criminal information hub with 
a score slightly higher than an average support centre for law enforcement 
operations or expertise. The average scores received can serve as a baseline 
for the next survey (2012) in order to measure progress. 

All ratings increased except perceived Service Quality which experienced a 
slight decrease of 0.6 (see table 3.) In all areas bar one, the rating was the 
highest achieved in any of the six previous surveys conducted since 2002. 
Table 3 Results of Europol User Surveys 2004-2010 

Year Image  Expect  ProdQ  ServQ  Value  Satisfaction Loyalty 

2004  64.5  69.9  67.7  69.8  61.3  59.5 74.3  

2005  61.8  68.6  65.8  66.1  58.5  57.0 72.2  

2006  63.5  69.5  68.3  68.0  62.5  59.5 73.9  

2007  67.6  69.8  72.5  72.4  67.5  62.9 75.3  

2008  67.8  73.4  73.2  73.0  66.7  63.1 77.9  

2010  72.0  74.0  74.5  72.4  67.7  65.2 81.0  

 

In a customer satisfaction benchmarking exercise conducted by EPSI Research, 
Europol’s satisfaction score exceeded that of all the police services surveyed20. 

3.7. Progress against Strategy KPIs 2010 
The Europol Strategy contains 26 KPIs associated with 13 strategic objectives. 
The KPIs are multiannual indicators with associated annual targets. In 
accordance with the requirements of Europol’s performance measurement 
processes and expectations of the Commission and key stakeholders, a review 
of the KPIs was undertaken during Q4 2010. IAF participated in this review for 
increased assurance. As a result of the review, a small number of KPIs was 
deleted, several were amended, several remained unchanged and a small 
number was added to provide a revised total of 25 for 2011. 

There are eight KPIs that measure outcome and 17 that measure output, which 
was assessed to be a reasonable balance given the difficulty in measuring 
outcome/impact per se, and particularly in relation to Europol. In total, 56% of 
the KPIs are specifically related to core processes and the remainder is related 
to either management, support or improvement processes.  

KPIs where 2010 targets were fully achieved (13) (50%) 

o user satisfaction (overall satisfaction, rating of Europol image, training and 
operational support) 

o number of cases initiated by MS, Third Partners and Europol,  
o number of objects in the EIS,  
o number of regional projects/platforms and JITs supported,  

                                          
20 Sweden, Denmark, Norway, Lithuania, Latvia, Estonia 
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o delivery of services, products, projects and programmes in accordance with 
agreed objectives and SLAs 

o audit finding addressed within 12 months 
o implementation of budget (commitment) 
o percentage of MS contributions that are fully meeting requirements of OCTA 

KPIs where good progress was made but failed to reach 2010 target 
(2) (7.7%) 

o user satisfaction with analytical reports (failed to reach target by 0.1) 
o number of expert areas covered by the Europol Platform for Experts, EPE 
 
KPIs where 2010 targets were not achieved (6) (23%) 

The KPIs not achieved were related to the usage of EIS and SIENA, user survey 
response rate and implementation of the budget (payments) (see section on 
Finance). 

KPIs not measured (5) (19%) 

The KPIs were not measured for the following reasons: 
- In three cases the KPIs related to the staff satisfaction survey that was 

postponed until 2011.  
- In once case the KPI was related to a survey of stakeholders that was 

postponed until the Outreach programme was developed. 
- In one case it was not possible to measure the KPI as the outcomes 

database in the Operations Department was in development (to be 
functional as of Q1 2011). 

3.8. Progress against the Work Programme  

The 17 annual Work Programme objectives were assessed on the basis of 
performance against associated Work Plan21 objectives, performance indicators 
and targets (see Annex A for more detail on output/outcome per objective).  

As the Work Programme 2010 was developed before the Strategy was 
endorsed, it was the case in 2010 that a Work Programme objective may fit 
under more than one Strategic objective. In the next iteration of the Work 
Programme (2011) there is complete alignment between the Strategy and 
Work Programme objectives.  

Annex A of the Work Programme 2010 provides an overview of the planned 
human resource allocation and budget allocation per objective. It was not 
possible to provide the actual resources allocated for the following reasons: 

 The introduction of the new ABAC system (and new posting codes) in 
conjunction with a new financial commitment approval process increased 
the uncertainty and error margin for assigning correct codes. Ultimately it 
was not possible to extract meaningful data for the actual allocation of 
activity related costs in relation to Work Programme objectives for 2010. 
Improvements to the posting codes and to the financial model implemented 
should result in more accurate reporting for 2011. 

 As there is no organisational resource management tool, the estimates of 
human resource allocations in relation to Work Programme objectives were 
based on estimates generated by heads of units. The restructure of the 
organisation (particularly the Operations and Capabilities Departments) late 
2009 and early 2010, resulted in substantial changes to the responsibilities, 
membership and tasks of some units. At the end of 2010 it was no longer a 
practical exercise to align the resources spent to objective by unit. 

                                          
21 Organisational-wide plan elaborated in order to implement the Work Programme 
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Based on the assessment of progress made against Work Plan objectives22, 
Very good progress was made on 82% of the Work Programme objectives (14) 
by the end of 2010. Good progress was made on the remaining 18% (3 
objectives) (see Table 4). 

 

Table 4 Progress against goal areas and objectives in the Work Programme 2010 

Overall assessment 
Goal 1 

(EU support 
centre for ops) 

Goal 2 
(EU criminal 

information hub) 

Goal 3 
(EU centre for LE 

expertise)  

Goal 4 
(Modern efficient 

organisation) 
Total Total 

% 

 Very good 
progress (targets, 
work plan 
objectives mostly 
achieved) 

 
4 5  5 14 82% 

 Good progress 
(some targets not 
achieved, work 
postponed)  

  1 2 2 18% 

 Little progress 
(targets, work plan 
objectives mostly 
not achieved)  

    0 0% 

 

Very good progress was achieved in the following areas (as defined by an 
annual objective) during 2010: 

o Enhanced operational support to MS and partners (via deployment of 
mobile office, improvements to the mobile office, 24/7 structure in place, 
operational outcomes database developed, awareness events, 
development of the regional model) [Annual objective 4.1]  

o More effective horizontal cooperation with relevant EU agencies and 
bodies and with relevant organisations (via development of a partnership 
plan with the private sector, the Outreach Programme) and preparation of 
a joint operational plan with INTERPOL) [5.3] 

o Optimising cooperation with Third States and partner organisations (via 
the new Europol External Strategy 2010-2014, increased activity of the 
ELO INTERPOL and ELO Washington, increase in data stored in EIS on 
behalf of third parties, increase in number of operational cooperation 
agreements that have necessary associated tools (e.g. table of 
equivalence etc, ongoing negotiation of operational cooperation 
agreements with SECI/SELEC countries) [5.7] 

o Embedding the principles of Intelligence Law Enforcement through 
alignment of Europol’s products and services with OCTA findings, work on 
internal policy and approach to ECIM, support of project Harmony, 
method established to identify the top 100 criminal networks [3.1] 

o Enhanced analytical support to MS and partners (review of AWF concept) 
[2.1] 

o Enhanced strategic support (production of threat assessments as planned, 
project plan for new restricted TE-SAT drafted, common set of standards 
for Operations Department reporting) [3.2] 

o Further improvements to SIENA (v2.0, connection of Asset Recovery 
Offices to SIENA) and EIS (v1.6) [1.1] 

                                          
22 where 54% of objectives (40) were achieved, good progress was made on 32% (24), (14%) 10 
objectives were postponed and (14%)10 were not achieved 
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o Implementing measures to become the preferred channel of choice for 
information exchange within the EU and with third partners (developed 
required capabilities to process SWIFT data in the context of the TFTP, 
maintained high data protection standards evidenced through audit 
reports) [1.2] 

o Improved value for money in Europol’s services (as measured by the 
Europol User Survey 2010) [5.10] 

o Completion of the transition to the new legal framework in compliance 
with the new staff regulations (transition of 451 internal selection 
procedures, progress on completing the necessary implementing rules 
required by the ECD) [5.1] 

o Improvements in the area of corporate communications (new corporate 
design, plan to implement the values and the Strategy, tailored 
awareness sessions) [5.6] 

o Organisational improvements implemented (for Document Management, 
Risk Management and Internal Control Standards) [5.4] 

o Achievement of a number of Human Resource objectives (including 
implementation of a staff recognition system and use of a competency 
framework, KPIs in relation to: end of year vacancy rate, working days 
lost and female and national representation) [5.5] 

Good or partial progress was achieved in the following areas (as defined by an 
annual objective) during 2010: 

o Knowledge sharing and capacity building (the establishment of the 
Europol Platform for Experts, assessment of e-learning with CEPOL) [4.2] 

o Optimise monitoring of resource allocation [5.9] 
o Preparation for the move into the new Headquarters building [5.2] 

 
Areas for increased effort/focus for 2011: 

o Increased usage of the EIS and SIENA  
o Work to create a Criminal Analysis Network in Europe 
o Integrate the use of DNA in the EIS data type that can be used for linking 

sets of information 
o Implementation of the Outreach Programme (incorporating private-public-

partnership and research and development) 
o Implementation of the project designed to implement the 

recommendations of the ECA audit report, focused on finance and 
procurement processes. 

o Implementation of improvements to the financial model (posting code 
refinement and use) and tendering for a resource availability, allocation 
and management tool in order to adequately cost products and services 
both in financial and human resources costs. 

 

4. Financial reporting 
4.1. Budget implementation 2010 

The overall implementation rates for the end of year (unaudited) were 98.3% 
for commitments and 73.6% for payments. While the commitment rate 
achieved the target of 95%, the payment rate failed to meet the target of at 
least 85%. However, it was already highlighted in the Six Month Activity Report 
that it would be very difficult to reach this target as it was expected that in 
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relation to the New Headquarters (NHQ), most commitments would be taken in 
Q4 and most payments on these would be made in the first half of 2011. 
Table 5 Overall budget implementation rates 

 Implementation rate 
2009 

Implementation rate 
2010 

Target 2010 

Commitments 97.4% 98.3% 95% 

Payments 87.9% 73.6% 85% 

4.2. Revenue 2010  

o The implementation of the revenue is generally in line with the planning; 
98.9% of the planned revenue received, amounting to €91.83. 

o Regular subsidy from the Community, amounting to almost €79.72M had 
been received by the end of the year.  

o A pre-financing amount of 60% of the awarded grant (or €158K) was 
received for the grant related to the EEODN (European Explosive Ordnance 
Disposal Network). The related expenditure amounts to €120K which has 
been recognised as revenue under Item 9010 (other subsidies and grants). 
The remainder is included as a pre-financing liability towards the Host State 
in the provisional accounts.  

o Host State contribution which covers expenditure in relation to security 
represents 1.5% of all planned revenue or €1.38M. The total amount of the 
contribution was received but the share recognised as revenue equals the 
actual expenditure made (€1.07M). The remainder is included as a pre-
financing liability towards the Host State in the provisional accounts.   

o Other revenue represents 3% of the revenue or €2.89M. This mainly 
concerns the tax proceeds of the salaries for Europol Staff (under “old” 
contract conditions) and the tax for the severance grants. An amount of 
€2.51M was collected as the revenue from the taxation of severance grants 
was lower than originally expected.  

o Chapter 9.3 of the budget (Article 58.4 Europol Council Decision) concerns 
the carried over appropriations from 2009 of €8.56M or 9.2% of the 
planned revenue. This consists of Member States’ and Host State 
contributions, grants for projects and a community subsidy for the 
transition period. Except for the grants all amounts have been received in 
full amounting to a total of €8.05M 

4.3. Expenditure 2010 

When the 2010 Budget was planned, the new budget structure and 
organisational structure were unknown. When preparing the budget 
documentation that eventually was adopted the plans were re-distributed into 
the new 2010 budget and organisational structure. At the start of the year 
some transfers were necessary to ensure that sufficient budget means were 
available in all areas of the budget so that the Work Programme 2010 could be 
implemented. Table 6 shows the implementation rates for the budget titles. 
Table 6 Implementation rate for budget titles 

 Implementation 
rate commitments 

Implementation rate 
payments 

Title 1 Staff related expenditure  99.3% 96.9% 

Title 2 Other administrative expenditure 95.4% 48.5% 

Title 3 Operational activities 98.9% 40.3% 
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o In relation to Title 1, an expected budget outturn at the end of the year 
with an expected surplus resulted in a number of transfers to Title 2. This 
result can be explained by the following reasons: 

- margins for uncertainties were included in the planning stage under the 
salary related budget items23  

- a vacancy rate at the end of the year of 4.5% instead of the estimated 
2.5% 

- no expenditure for SNEs (as they were recruited under the old regime 
and remained without costs in 2010) 

- few recruitment procedures due to the ‘at least clause’  
- savings under administrative missions 
- PMO management costs were less than foreseen 
- due to the delay of the move to the NHQ the foreseen budget for 

external services was not used in full 
o In relation to Title 2, almost 46% was committed for NHQ activities; the 

majority of the remaining budget was used for recurring expenditure 
related to the running costs of the building and for statutory expenditure 
such as Management Board and JSB activities. 

o In relation to Title 3, some savings were identified which were transferred 
within Title 3 or to Title 2. The part of the budget pertaining to ICT was 
almost fully used (99.7%). A substantial part of the budget for SNEs was 
not used due to the later recruitment of SNEs than planned and not 
recruiting the total number of SNEs. A significant part of the PCTF meetings 
budget was unspent and transferred as the PCTF no longer exists.  

o The implementation rates of both Title 2 and Title 3 were highly influenced 
by the NHQ programme as noted above. 

4.4. Carry over from 2009 to 2010 

The total amount carried over automatically to 2010 was €6,841,478. The 
remainder relates to the supplementary budgets for the grant agreements and 
for the implementation of the ECD totally €1,220,462 that was automatically 
carried over as assigned revenue. In addition, the Management Board 
approved the carry over of appropriations for the salary back payment for an 
amount of €502,670. 

o 78.5% of the amount carried over from 2009 to 2010 was spent by the end 
of December 2010. 

o 42.4% of the project expenditure for grants funded by the European 
Commission was paid. Unused commitment of €706,000 will be 
automatically carried over to 2011 in accordance with Article 10(7) of the 
Financial Regulation. 

o The salary back payment of 1.85% from July 2009 was paid out in 2010. 

o After completion of the implementation of assigned revenue related to the 
Member States and the Host State the remainder of the surplus of the 
budget approved on the basis of Art 58(3) of the ECD (expected to be very 
limited) will be paid back to the Member States and the Host State. 

                                          
23 Based on assumptions related to staff decisions on contracts and the actual budgetary effect of the 
new rules and regulations. 
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4.5. Transfers 

All transfers were within the competence of the Director and within the 
maximum of 10% of the original allocated appropriates after amendments. 

4.6. Status of the Europol Pension Fund 

The structural set-up of the Europol Pension Fund is able to provide sufficient 
coverage to pay out all liabilities. At the end of the year, for every €100 of 
possible liabilities, €196 in assets was available. The total fund was €3.3 million 
(compared to €1.7 in 2009) 

4.7. Status of the Europol Unemployment Fund 

Due to the success of the ISP it is expected that only few of the currently 45 
remaining active participants may eventually request for a possible payment of 
unemployment allowances.  Therefore it is expected that the available assets 
are sufficient to pay current and future liabilities. 

5. Internal Control at Europol 
Throughout 2010, Europol was in close contact with the Internal Audit Service 
(IAS) of the Commission. For Europol, the intention to implement the aspect of 
internal control is twofold: (i) striving to meet the general requirements set by 
the 16 Internal Control Standards (ICS) of the Commission, (ii) to embed key 
controls directly into the processes as identified in the process landscape of 
Europol. 

The Internal Audit Function (IAF) is a key stakeholder in this endeavour: 
Europol benefits from the IAF operating within Europol premises, independently 
advising the Directorate and the organisation as whole on a regular basis. 
Following the conclusion of a "consulting engagement on the review of Europol 
processes as part of consultancy audits" between Europol and the IAF in March 
201024, a number of finance and procurement related processes were provided 
to the IAF for guidance, including the aspect of appropriate internal controls 
related to the concerned processes. 

At the end of first semester, Europol began, as a matter of priority, reviewing 
its recruitment process as well as key finance processes (leading to a revised 
financial model as of 2011), with a view to enforcing internal controls and to 
respond to recommendations made by the IAF, the IAS and the European Court 
of Auditors (ECA) concerning the accounts for 2010. 

Europol will continue to identify, while reviewing its processes based on 
feedback from the assurance providers, where key internal controls are 
required or need to be refined, in order to   

o ensure proper execution of the processes   

o reduce the risks related to the performance of the processes. 

Alongside embedding internal controls into the processes of the organisation, a 
review on the status of the 16 ICS at Europol was performed by the IAS at 
Europol in September 2010. The recommendations from the IAS will guide the 
work of Europol in 2011 to grow as a modern, efficient organisation with 
effective governance arrangements as expressed in Goal 4 of the Europol 
Strategy 2010–2014.  

Europol’s handling of a particular recruitment case in 2010 demonstrated the 
Agency’s commitment to upholding its values, especially that of integrity. In 
this case, members of a selection panel identified possible irregularities 

                                          
24 File number 2270-224 (EDOC 450462v4) 
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regarding the participation of one candidate in the written test. The recruitment 
procedure was immediately stopped before the interviews took place.  As a first 
response, an internal administrative inquiry was launched which was, in close 
cooperation, taken forward by OLAF in a formal investigation. OLAF’s report 
was still outstanding at the end of the year. In the meantime, the Director of 
Europol and the Europol Management Board took necessary precautionary 
measures to maintain the integrity and reputation of the Agency. From 
Europol’s view the case shows that the internal control mechanisms worked 
well and that there is a well established sense of responsibility towards the 
values of the organisation.  

6. Risk management 
A risk is understood as an uncertain event or set of events that, should it 
occur, would have an effect on the achievement of objectives related to the 
annual business planning (i.e. the Work Programme), therefore having 
influence on the delivery of the Europol Strategy 2010 – 2014. 

In Annex B of the Europol Work Programme 201125, Europol committed itself 
"to implement a corporate risk management process which addresses risks 
from a corporate perspective at least every two months throughout the year". 
These risks were to be integrated into the risk register as part of the corporate 
risk management process during 2010.  

A corporate risk management process was agreed by the Directorate of Europol 
at the end of May 2010. It follows the principles of the ISO (International 
Organisation for Standardisation) Standard 31000 (2009): “Risk management 
– principles and guidelines” as well as the "Management of Risk" (MoR) 
guidelines promoted by the Office of Government Commerce in the United 
Kingdom, whilst at the same time being inspired by best practice examples 
from both the public and private sector. Given that risk management 
constitutes the ICS Nº 6 of the Commission, the IAS of the Commission was 
also consulted.  

The first corporate risk log of Europol was discussed and considered by the 
Directorate of Europol in July 2010. The corporate risks identified in relation to 
the Work Programme 2011 were integrated into the first edition of the 
corporate risk log, containing all identified critical and high risks for the 
organisation. The corporate risks established for the Work Programme 2011 are 
still valid and the organisation decided on additional internal risk responses to 
prevent the probability for the risk(s) to occur and/or to reduce the impact 
should the risk(s) materialise26. The corporate risk log was updated in 
September, November and December 2010. 

In September 2010, the Internal Audit Service of the Commission (IAS) and 
the IAF performed an additional, dedicated risk assessment on the processes 
as identified in the process landscape of Europol. This provided for an 
important, complementary input into the corporate risk log which is reviewed 
regularly by the organisation. In addition, the output of the exercise was used 
by the IAS and the IAF to devise their coordinated strategic audit plan, 
covering the envisaged assurance audits by the IAS and the IAF as of 2011. 
The coordinated Strategic Audit Plan 2011-2013 was endorsed by the Europol 
MB 2 February 2011. 

                                          
25 Council Secretariat file number 10098/10 Europol 19 
26 For instance, regarding the risk situation described concerning the New Headquarters (NHQ) 

Programme, the Directorate created, meanwhile, a dedicated, cross-organisational working group 
(including the IAF in an advisory role) in order to align the required NHQ tenders, to monitor progress 
and to indicate actions for immediate decision by the Directorate in order to provide reasonable 
assurance that the NHQ are functionally operational in May 2011 
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An independent process capability assessment launched at the end of 2010 has 
confirmed the viability of Europol’s approach to risk management. 

Further efforts are underway to create a risk management culture at all levels 
within Europol. It is therefore expected that the value of the corporate risk 
management approach will further increase over time. 

 See Annex D for Risk Management 2010 management of critical risks.
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Annex A Work programme objectives key output/outcomes  
 
 

WP 
obj. 
# 

Objective Link to Europol 
Strategy 2010-2014 Key Outputs/Outcomes 

1.1 

Provide the appropriate technical 
solutions for information exchange 
and storage, including the further 
improvement of the IS and SIENA 
and specialised solutions when 
necessary 

Strategic Objective 2.3 
Strengthen Information 
Management Capabilities 
of Europol 

 EIS version 1.6 (implementation of handling codes, object location, removal of future crime 
filter, revision of CBCC functionality, search revision, firearms) was rolled out by 31.01.2010 in 
line with 90% of agreed acceptance criteria. 

 8 MS national asset recovery offices were linked to SEINA by 31.10.2010 (BG, EE, FR, HU, NL, 
SK, ES and BE). Project to be continued through 2011.  

 The elaboration of all business processes relevant to interoperability and cross matching by 
15.07.2010 has progressed well with the JSB feedback expected on automation of standard 
processes and management of information flows agreed with HENUs. Elaboration of advanced 
cross-matching postponed until 2011 due to dependencies (new AWF concept). 

 SIENA 2.0 was delivered on 22 October 2010 (slightly behind schedule 31.08.2010) and in line 
with 90% of agreed acceptance criteria.  

1.2 

Implement measures to become the 
preferred channel of choice for 
information exchange within the EU 
and with third partners 

Strategic Objective 2.3 
Strengthen information 
management capabilities 
of Europol 

 The required capabilities to process data from the designated provider in the context of the TFTP 
Agreement was completed by the target date with the establishment of a dedicated unit (ADDED 
OBJECTIVE). 

 The Council Security Inspection Visit identified issues only in relation to administrative issues, 
The target of less than 5% of findings in audit reports27 to be reported as a violation of Europol’s 
legal framework was achieved. 

 

2.1 

Enhance analytical support to 
Member States and partners by 
improving the quality and timeliness 
of AWF output 

Strategic Objective 2.2 
Improve analysis 
capabilities of Europol 

 Follow-up surveys to operations supported by Europol enabled a baseline of 6.2 to be established 
for the operational impact of analysis. 

 27 MS and TP had an average final score of at least 2.66 of accepted AWF contributions as 
measured by HENUS WG3, meeting the target of two thirds of all MS and TP 31.12.2010. 

 The work to review the AWF concept and develop common standards by 31.12.2010 is ongoing. 
The JSB was consulted in May/September, ELOs in June and the HENUs in September and 
December. 

 The number of accepted operational DMS documents (contributions of MS) in EAS increased by 
2.64% failing to meet the target of 10% by 31.12.2010. It was noted that during Q3 and Q4 
some AWFs were only partially storing or not storing at all information in the DMS (the figure is 
likely to therefore be higher). 

                                          
27

 JSB Inspection Report, Council Security Inspection Report, Confidentiality Compliance Audit reports and Internal Data Protection Audit reports 

 26 



Europol Unclassified – Basic Protection Level 
Releasable to the Budgetary Authority, the European Commission, the European Court of Auditors 

WP Link to Europol obj. Objective Strategy 2010-2014 # 
Key Outputs/Outcomes 

3.1 

Lead by example in the EU Law 
Enforcement Community by 
embedding the principles of 
Intelligence-Led Law Enforcement in 
Europol’s decision-making processes 

Strategic Objective 2.1 
Lead development of ECIM 
and promote its principles 

 100% of Europol’s strategic products (excluding counter terrorism and counter proliferation) are 
aligned with OCTA findings. 

 Work to finalise the internal policy and approach on ECIM concept is ongoing following the 
implementation of the EU Policy Cycle (as the outcome of Project Harmony) which began in 
December 2010 when Europol organised the SOCTA customer requirements meeting.  

 A method/process has been established to proactively target the top 100 criminal networks was 
postponed due to the process of defining the new AWF concept. The basic concept for the 
implementation of the Top 100 is ready and can be relatively quickly tailored to the new AWF 
concept when confirmed. 

3.2 

Maximise the quality, relevance and 
timeliness of strategic products, 
including the OCTA, TE-SAT and 
thematic threat assessments and 
situation reports 

Strategic Objective 2.2 
Improve analysis 
capabilities of Europol 

 The EU Intelligence Requirement was approved by the Directorate and communicated to the MS 
and TP via the MB in October 2010.  

 All planned threat assessments for 2010 were completed (including the introduction of the Euro 
in Estonia, situation report on THB, TA for Baltic Sea, iOCTA, LAC-OCTA and the TA for COSI). 

 A customer satisfaction baseline rate for OCTA, TE-SAT and thematic threat assessments and 
situation reports as measured by the User Survey was set of 7.2. 

 A set of common standards for the Operations Department reporting has been accomplished and 
were presented at the May HENU meeting. A Catalogue of Europol's operational products and 
services was also agreed to standardise products.  

 A project plan for a new restricted TE-SAT product was drafted and is expected to be complete 
by April 2011.  

 OC-Scan launched to improve the relevance and timeliness of products. Seven reports were 
delivered and good feedback received. 

4.1 
Provide enhanced operational 
support to Member States and 
partners 

Strategic Objective 1.1 
Ensure effective delivery 
of a unique set of 
operational support 
services 

 Internal procedures are in place for the full range of cross-check services foreseen in the 
provision of 24/7 operational support (currently available 9 – 5 supplemented with 24/7 on call).  

 There were 31 deployments of the mobile office, achieving the target of 5% per annum (31).  
 A structured and reliable operational outcomes database was developed. It enables the 

centralisation of information pertaining to operations supported by Europol and automated 
reporting. To be implemented Q1 2011. 

 The improvement of the technical standard of mobile offices was addressed via the ISDN 
connectivity as of September which has improved the technical standards ‘notably’. The process 
description was also updated as per the objective. 

 57 events were reported by the end of 2010 in which awareness of Europol’s support to JITs was 
raised, well exceeding the target of 5 awareness events in the MS by 31.12.2010.  

 The plan to implement the regional model was finalised by 30.09.2010 in accordance with the 
target.  This regional approach consists of a number of interlinked elements - Regional Support 
Officers (RSO), hub AWF, flow of intelligence, document management, coordination etc. with 
associated working groups. The model for the RSO was finalised.  
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WP Link to Europol obj. Objective Strategy 2010-2014 # 
Key Outputs/Outcomes 

4.2 

Pursue knowledge sharing and 
capacity building initiatives to build 
Europol’s reputation as a “Centre of 
Excellence” 

Strategic Objective 3.1 
Pioneer new techniques to 
prevent and combat 
international serious crime 
and terrorism 

 In order to initiate a programme to support crime prevention in the EU at Europol by 
31.12.2010, Europol reactivated its membership as observer of the EUCPN and attended its 
annual meeting in December 2010. The main overlap in function is in the area of cybercrime. 
Independent of the EUCPN, Europol continued to promote the use of administrative/alternative 
approaches to tackling OC as part of the COSI group on OC. 

 The generic concept for the Europol Platform for Experts (EPE) was developed and implemented. 
Four platforms were established. However the 2010 target was 6, hence the Orange assessment. 

 Opinion of users regarding Europol as an EU Centre for law enforcement expertise was 65.2 
higher than the target (60) as measured by the 2010 User Survey. 

 The EBDS was released into production in October. 
 Three additional certified Cybercrime training modules for the European Cybercrime Training 

Education Group (ECTEG) were designed, delivered and evaluated. 
 Discussions have continued with CEPOL. The assessment of e-learning options in cooperation 

with CEPOL by 31.12.2010 has progressed well with Europol being the subject of the first CEPOL 
e-learning course. Europol staff made significant contributions to the format and content of the 
course. Other e-learning courses under development of relevance for Europol are: Cybercrime 
and Schengen Treaty. Europol and CEPOL are cooperating on a project for the standardisation of 
knowledge management and the status of this will be reported to the COM in 2011.  

5.1 
Complete the transition to the new 
legal framework in compliance with 
the new staff regulations 

Strategic Objective 4.1 
Strengthen Europol’s 
accountability 
arrangements 

 ISP is completed (i.e. EC contract offers were issued) for all 10 clusters (451 staff). As on 
31.12.2010 there were 45 staff members still on ESR contracts and 6 staff members on LSR 
contracts. 18 staff members have declined either to take part in ISP or the EC contract offer. 

 Very good progress was made in completing the necessary implementing rules required by the 
ECD by 31.12.2010. 27 rules had been adopted with a further 4 in the adoption process. Another 
5 were under development and 4 to be started. It is noted that not all implementing rules were 
required by end 2010 as some do not become applicable to Europol for example 2 to 3 years. 

 The new Financial Regulation was implemented, including the Internal Audit Function and the 
Internal Control Coordinator. 

5.2 

Complete the move into the new 
headquarters in a timely manner and 
with minimum disruption to service 
delivery 

Strategic Objective 4.4 
Build a strong Europol 
culture and positive 
external image 

 80% of the expected products were delivered within the timeframe, budget and quality 
constraints of the new HQ programme as planned for 2010 (target of 90%). 

 Handover of new HQ to Europol by 15.12.2010 is expected to be 01 March 2011 (hence the 
orange assessment). 
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WP Link to Europol obj. Objective Strategy 2010-2014 # 
Key Outputs/Outcomes 

5.3 

Develop more effective horizontal 
cooperation with the relevant EU 
agencies and bodies and with 
relevant international organisations 

Strategic Objective 1.3 
Develop more effective 
cooperation with external 
partners 

 A public-private – partnership plan: the Outreach Programme was developed by 31.12.2010. 
 A joint operational plan with INTERPOL was in the final stages of preparation by end of 2010 

achieving the target of establishing a joint operational plan with at least 1 key external partner 
with operational cooperation agreement by 31.12.2010.  A meeting is scheduled with Mr 
Louboutin in Q1 2011 with Assistant Director Oerting. 

 A joint agencies report on Internal Security was presented to the Heads of JHA Agencies. 
 Europol chaired the Heads of Agencies cooperation and review. 

5.4 

Implement organisational 
improvements, as identified via 
Europol’s Quality Management 
System and the self-assessment to 
be conducted at the end of 2009 

Strategic Objective 4.1 
Strengthen Europol’s 
accountability 
arrangements 

 Improvement proposals for Document Management were implemented by 31.12.2010. 
 Five priority internal control standards28 were agreed by 31.03.2010. The finance and 

procurement related processes were finalised. During the first ECA audit on the 2010 financial 
transactions, (December), the need for structured implementation of the concerned finance and 
procurement processes in particular  was identified (already identified internally as a critical risk 
at organisational level). As an immediate mitigating measure, the Directorate commissioned a 
dedicated improvement project to address the preliminary ECA findings. 

 The performance of the Risk Management process was measured at the end of 2010. All process 
objectives were achieved (achieving the target of 80%). This was confirmed in an independent 
process assessment by an external audit body. 

 The work to ensure at least 2 processes are assessed according to ISO 15504 standard and 
achieve capability level (by 31.12.2010) was partially initiated with one process being initiated 
(risk management).  

                                          
28

 Standard 6 Risk Management, Standard 8 Processes and Procedures, Standard 10 Business Continuity, Standard 13 Accounting and Financial Reporting and Standard 16 Internal Audit Capability 
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WP Link to Europol obj. Objective Strategy 2010-2014 # 
Key Outputs/Outcomes 

5.5 
Recruit, retain and develop Europol’s 
workforce in keeping with the Vision 
& Values 

Strategic Objective 4.3 
Improve management of 
Europol’s human and 
financial resources 

 The Europol recognition system was presented to the Directorate by 31.03.2010 and the first 
annual awards were presented in January 2011. 

 Average working days lost was 3.57% achieving the quarterly target of <5%  
 A common understanding for the operational role and requirements for recruitment of 

operational SNEs was developed and a new selection procedure for SNEs implemented. By the 
end of Q4, 21 SNEs (including 5 cost-free) were selected in accordance with the new regulations 
(target date of 31.12.2010). 

 End of year vacancy rate was 4% meeting the target of <5%. 
 The proportion of females among selected candidates (36.5%) was higher than the female 

proportion of all applicants (27.6%). 
 End of year national representation ratio was 0.93 meeting the target of ≤2 and ≥0. 
 The Competency Framework is being used for grading vacant posts and recruitment. Elements of 

it were included in the new Staff Development and Performance Report form which will be used 
once the implementing provisions for the annual appraisal process are agreed and published.  

 The HR system demonstrated its efficiency by detecting suspected irregularities in a failed 
recruitment process and fully utilising the appropriate internal controls in response in order to 
uphold the values of Europol. 

5.6 

Improve awareness and acceptance 
of Europol’s products and services, 
particularly within the Law 
Enforcement community 

Strategic Objective 4.4 
Build a strong Europol 
culture and positive 
external image 

 A plan to implement and embed the corporate values (as part of Europol’s corporate identity) by 
30.04.2010 was set up and is being implemented. The values project was implemented. 

 A consistent and coherent Europol corporate design was delivered by 28.02.2010. 
 The project to implement a new informative and more interactive Europol website in line with 

Europol’s corporate design was started by 31.12.2010. 
 6 tailored awareness sessions/tour of operational products and services sessions were held in MS 

failing to meet the target of 9 due to restrictions in the travel budget. 
 Customer loyalty score was 81 failed to reach the target of 83 but significantly higher than 77.9 

in the previous survey which is still an excellent score according to the model. 
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WP Link to Europol obj. Objective Strategy 2010-2014 # 
Key Outputs/Outcomes 

5.7 

Optimise cooperation with Third 
States and partner organisations in 
accordance with the operational 
needs and EU priorities as reflected 
in the Europol External Strategy 

Strategic Objective 1.3 
Develop more effective 
cooperation with external 
partners 

 The New Europol External Strategy 2010-2014 was approved by 30.04.2010. 
 The ELO INTERPOL and ELO Washington achieved the target of a 10% increase in overall activity 

(1592 messages sent and received). 
 66% of TP with operational cooperation agreements have a table of equivalence, valid point of 

contact, secure link and association to at least one AWF, achieving the target of 60% by 
31.12.2010. 

 The amount of data stored in the EIS on behalf of TP increased by 24% just falling short of the 
30% target increase by 31.12.2010 (15,266 objects). 

 Europol participated in all 4 Western Balkan peer evaluations foreseen by the TWG of Council for 
2010. 

 In order to conclude operational cooperation agreements with all SECI/SELEC countries by 
31.12.2010 (subject to DP compliance), DP assessments are ongoing with: Albania, Bosnia - 
Herzegovina, Moldova and Serbia. FYROM: Awaiting signature. New DP legislation was in an 
adoption process in Turkey. 

 Increase in partnership efforts with the US including via senior meetings with FBI and 
arrangements to fulfil Europol’s responsibility under the EU-US agreement on the Terrorist 
Financing Tracking Programme (TFTP). 

5.8 

Optimise and execute financial 
management processes in 
compliance with the new financial 
regulations 

Strategic Objective 4.1 
Strengthen Europol’s 
accountability 
arrangements 

 The risk assessment on processes and gap assessment in relation to the 16 ICS was completed 
in accordance with the planned timeframe. 

 A new Travel Management System was implemented as of 01.01.2011 in accordance with the 
planned timeframe. 

 Centralised implementation (within C6) of the ABAC system was finalised by 31.03.2010. 
 All but two finance and procurement related processes were established by end Q3. The status 

of these processes was reported to the October MB. An improvement project to address the 
preliminary findings of the ECA audit (in relation to finance and procurement processes was 
initiated. 

 All measures were taken to implement the new model on financial management as of 
01.01.2011. The roll out (decentralisation) of ABAC is envisaged for Q2 2011 after testing the 
system. 

5.9 Optimise monitoring of resource 
allocation in relation to objectives 

Strategic Objective 4.3 
Improve management of 
Europol’s human and 
financial resources 
 
 

 In 2010 budget planning was made more activity based, in line with sound financial 
management. This was introduced in the planning for 2012 which includes resource allocation 
per strategic objective. 

 It was not possible to extract the information available on the budget implementation rate of at 
least 95% per WP objective by 31.12.2010 due to the introduction of the ABAC system and the 
structural reorganisation of Europol units. 
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WP 
obj. 
# 

Objective Link to Europol 
Strategy 2010-2014 Key Outputs/Outcomes 

5.10 Improve value for money in Europol’s 
service delivery 

Strategic Objective 1.1 
Ensure effective delivery 
of a unique set of 
operational support 
services 

 The Europol User Survey 2010 score on Value for Money was 67.7 which exceeded the target of 
>66.7. 

 Delivery of budget efficiencies e.g. improvement of budget commitment implementation rate to 
98 % (97 % in 2009). 
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Annex B   Final accounts – budgetary outturn 2010  
 
  

Budget Revenue 91,830,691.75 

Subsidies and contribution 79,882,212.71 

Host State contribution29 1,380,059.57 

Other Revenue 2,514,555.07 

Art. 58.4 Europol Council Decision30 8,053,864.40 

Budget Expenditure 90,610,352.63 

Title 1 Staff 49,837,009.30 

Title 2 Other administrative expenditure 10,266,624.69 

Title 3 Operational activities 8,168,659.26 

Appropriations carried over 22,597,029.90 

Correction for grants prior to 2010 -510,745.60 

Correction for appropriations lapsed from the Host State31 251,775.08 

Outturn for the financial year 1,220,339.12 

Exchange rate differences -2,032.64 

Balance of the outturn account for the financial year 1,218,306.48 

                                          
29 Revenue related to the contribution from the Host State is only included insofar as actual expenditure has 
been made. The remainder of contributions is reflected as a liability on the Balance Sheet.  
30 Revenue related to Art. 58.4 of the Europol Council Decision (so amounts carried over from 2009 to 2010) is 
only included insofar as actual expenditure has been made. The remainder of contributions (from Host State, 
Member States and the Commission) is reflected as a liability on the Balance Sheet. 
31 A correction of appropriations carried over relating to the contribution by the Host State needs to be included 
in order to ensure that this does not affect the result and the amount to be paid back to the Commission.   
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Annex C: Declaration of assurance issued by the Director of Europol 
(Authorising Officer) 

 
 
 

I, the undersigned, Rob Wainwright, Director of Europol, in my capacity as 
Authorising Officer for the organisation: 
 
- Declare that the information contained in this report provides a true and 

fair view (reliable, complete and correct view) of the state of affairs at 
Europol. 
 

- State that I have reasonable assurance that the resources assigned to 
the activities described in this report have been used for their intended 
purpose and in accordance with the principle of sound financial 
management, and that the controls put in place are dedicated to 
guarantee the legality and regularity of the underlying (financial) 
transactions. 

 
This reasonable assurance is based on my own judgement and on the 
information at my disposal, the work of the Europol Internal Audit Function 
(IAF) and the Accounting Officer of Europol, the observations of the Internal 
Audit Service (IAS) of the European Commission and the lessons learnt 
from the reports of the Joint Audit Committee (JAC) in charge of issuing the 
statement of assurance on the Europol accounts prior to the applicability of 
the Europol Council Decision (ECD), as well as the observations from the 
ECA on the 2010 accounts. The assurance is also based on the observations 
made during the year by the Management Board and the JSB, acting in their 
capacity as statutory organs of Europol. 
 
Herewith I confirm that I am not aware of any circumstance not reported in 
this report which could impede the accountability of Europol towards the 
budgetary authority. 
 
 
 
 
Done at The Hague, 21 June 2011 

 
 
 
 [Signed by the Director on 21 June 2011]. 
 
 
 
 

Rob Wainwright 
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 Annex D: Risk Management 2010 
 
As part of the Europol Work Programme 2010, five critical risks were identified which were 
responded to as set out in the below overview: 
 
1. “MS will not share information because of lack of awareness of, or trust in, 

Europol’s services” 
 

Measures taken: Europol addressed the risk by putting emphasis on increasing its 
operational support activities to Member States over the year 2010. In addition, 
Europol sought to increase the provision of information into the core systems of 
Europol, and carried out a series of ‘road show’ awareness events in Member States. 
 
Current status: Member States and Europol continuously worked in 2010 to mitigate 
the risk. Positive developments were achieved, the results of which are detailed in 
section 3 of this AAR. Given that the risk was still relevant for 2011, it has been 
taken forward, in the context of the intended unique delivery of set of support 
services throughout 2011, to the overview of critical risks concerning the Europol 
Work Programme 2011. The recent presentation of the results of a worldwide police 
operation targeting a massive global network of child sex offenders underlines the 
positive trend of trust towards Europol as a law enforcement organisation. 
 

2. “Information is not shared effectively because no common approach 
between MS to use IS (type of info)” 

 
Measures taken: Over 2010, the use of the Europol Information System (IS) 
improved significantly. By the end of 2010, a total of 12 countries implemented a 
dataloader. In addition, the number of objects contained in the IS increased 
considerably throughout 2010 (an increase of 28% compared to the situation in 
December 2009). 

 
Current status: Despite the achievements made, the operational potential of the IS 
should be explored further. The aspect of strengthening the IS further is contained 
both in the Europol Work Programme 2011 (objective 2.3) and the related critical 
risk overview for 2011. The Key Performance Indicators (KPIs) for the 
implementation of the Europol Strategy 2010–2014 will also monitor the 
development of objects and searches in the IS in 2011. 

 
3. “Legal, financial and reputational risks because of delays in adopting most 

important implementing rules” 
 

Measures taken: Europol monitored the development of the implementing rules 
closely in 2010. Important legal instruments were finalised (e.g. the implementing 
provisions on the engagement and use of temporary agents at Europol, leave, 
absence as a result of sickness or accident etc.). 
 
Current status: The ECD Programme was finalised, as reported to the Europol MB in 
October 2010. The responsibility for the completion of the remaining work has been 
transferred to the relevant units in the line organisation of Europol. The Europol MB 
is kept informed of the developments. Given that the main instruments were 
finalised, Europol considers the critical risk exposure as closed. 
 

4. “Europol user requirements not met because of security conditions in public 
area surrounding new HQ are not met in time” 

 
Measures taken: The Host State and Europol invested continuous efforts into the 
delivery of the new Headquarters in 2010. The Europol MB was closely informed of 
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the developments. 
 
Current status: The new Headquarters was handed over to Europol on 1 March 2011 
during the signing of the housing agreements and its annexes. Given that transition 
to the new building is still to be finalised, the delivery of and removal to the new 
Headquarters was taken forward to the Work Programme 2011 as a critical risk. 
Despite the continuous, critical risk exposure, Europol is hopeful that with the 
support from the Host State, the endeavour will be completed successfully. 
 

5. “ICT failures - potentially affecting all networks, all core and non-core 
systems - resulting in loss of data and/or downtime, because of outdated 
hardware, power failure and/or server cooling problems” 

 
Measures taken: Significant efforts were put into the aspect of business continuity, 
especially regarding the ICT capabilities, throughout 2010. A formal project for the 
establishment of a full business continuity management framework was established 
in 2010. 
 
Current status: Business continuity is constantly addressed by a dedicated staff 
member employed by Europol (Business Continuity Manager). The Europol MB held 
in December 2010 agreed to a business continuity concept on the way forward. 
Further measures are planned in 2011, given the removal to the new Headquarters. 
The situation is closely monitored given that the aspect of business continuity was 
also identified as a critical risk for 2011. 
 

 
Risk management has been embedded into the organisation. The Directorate of Europol is 
informed of the developments through regular updates of the Corporate Risk Log of Europol. 
 
 
 


	1. Executive Summary
	2. Introduction
	2.1. Strategy implementation

	3. Key operational results
	3.1. Europol support to MS’ operations
	3.2. User satisfaction with Europol analysis and operational support
	3.3. External relations
	3.4. Core systems for information exchange, storing and processing
	3.4.1. SIENA 
	3.4.2. Europol Information System
	3.4.3. Europol Analysis System (EAS)
	3.4.4. Europol Platform for Experts (EPE)

	3.5. Data protection
	3.6. User satisfaction: Results of Europol User Survey 2010
	3.7. Progress against Strategy KPIs 2010
	3.8. Progress against the Work Programme 

	4. Financial reporting
	4.1. Budget implementation 2010
	4.2. Revenue 2010 
	4.3. Expenditure 2010
	4.4. Carry over from 2009 to 2010
	4.5. Transfers
	4.6. Status of the Europol Pension Fund
	4.7. Status of the Europol Unemployment Fund

	5. Internal Control at Europol
	6. Risk management
	Budget Revenue
	91,830,691.75
	Subsidies and contribution
	79,882,212.71
	Host State contribution
	1,380,059.57
	Other Revenue
	2,514,555.07
	Art. 58.4 Europol Council Decision
	8,053,864.40
	Budget Expenditure
	90,610,352.63
	Title 1 Staff
	49,837,009.30
	Title 2 Other administrative expenditure
	10,266,624.69
	Title 3 Operational activities
	8,168,659.26
	Appropriations carried over
	22,597,029.90
	Correction for grants prior to 2010
	-510,745.60
	Correction for appropriations lapsed from the Host State
	251,775.08
	Outturn for the financial year
	1,220,339.12
	Exchange rate differences
	-2,032.64
	Balance of the outturn account for the financial year
	1,218,306.48


