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Cybersecurity: Parliament calls for an EU framework
 
A comprehensive EU internet strategy by the end of 2012 and a better European
and international cooperation are among the proposals set out by MEPs in a
resolution adopted this Tuesday in plenary, to strengthen cybersecurity.
 
"No Digital Agenda goals can be developed without a trustworthy and resilient Internet
environment", said Ivailo Kalfin (S&D, BG), during the plenary debate on Monday
evening.
 
More coordinated efforts at EU level
 
In a resolution adopted with 573 votes in favour, 90 against and 26 abstentions, MEPs
call on the Commission to propose by the end of 212, a comprehensive internet
security strategy for the European Union and to propose an EU framework for
reporting any cyber-attacks in sensitive sectors such as the energy, transport, water,
food supply, information and communication technologies (ICT) and financial services.
 
MEPs consider that there is a need to coordinate EU efforts in countering large-scale
cyber-attacks, by including ENISA (European Network and Information Security
Agency), Member States Computer Emergency Response Teams (CERTs') and the
future European CERT's competences.
 
They also ask the Commission to present a legislative proposal for further
criminalising cyber attacks (i.e. spear phishing, on-line fraud, etc).
 
Critical Information Infrastructures
 
The scope of the Council Directive 28/114/E on European critical infrastructures - i.e.
system located in Member States which is essential for the maintenance of vital
societal functions, health, safety, security, economic or social well-being of people-
shall be extended and include the ICT sector and financial services, underlines the
resolution.
 
International cooperation
 
International cooperation is the core instrument for introducing effective cyber-security
measures and the EU is not actively involved in international cooperation processes
and dialogue relating to cybersecurity, notice MEPs who call on the Commission and
the European External Action Service (EEAS) to start a constructive dialogue with all
like-minded countries with a view to developing a common understanding and
policies.
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