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Thank you very much for the invitation. I am very happy to speak here today about our research in 

the context of this very important conversation about the safeguarding of privacy, data security and 

confidentiality in the transition to the cloud.

Clearly, we all have some worries about the implications of the cloud transition and security is surely 

one of them. 

There are some very important and difficult questions to be answered in this regard. I look forward 

to addressing some of them, and one of them in particular, that need more scrutiny at the European 

level, namely the vulnerability of data in the cloud to access by governments abroad.

I am a senior legal researcher, specialized in regulatory issues related to the online environment.

In this capacity we conducted a study into the soundness of the popular concerns about the Patriot 

Act about the transition toward cloud computing for the higher education and scientific research 

sector in the Netherlands. 

For cloud service customers, this development leads to a decrease in overview and control over 

governmental access to data for law enforcement and national security purposes. This is the main 

conclusion this study, which was widely covered in international media.

The problem can be illustrated with two examples. This institution has been rightfully concerned 

about the proper safeguarding of privacy of in the context of data retention for electronic 

communications data and many hope it will continue to do so. This legislation mandates storage of 

location and traffic data of all European citizens. While there is disagreement of whether this data 

should be stored like this in the first place, we will all be able to agree that preventing unauthorized 

access to such data is extremely important. Now consider that the companies holding the data want 

to enter into the cloud? Does this mean that such data could become available to foreign 

governments for law enforcement or national security purposes without proper safeguards in place? 

Unfortunately, there is a law in place in the U.S., the FISA Amendments Act that means that the 

answer to this question is yes. 

Let’s think of another example. Consider the hypothetical transition into the cloud of the Dutch 

Ministry of Foreign Affairs. At stake is the confidentiality of diplomatic and foreign affairs data, 

clearly something not to make accessible to foreign governments. Should the Dutch Government be 

worried about which cloud provider to select in view of this concern? Again, the answer is yes, since 

depending on the cloud provider, the data may become available to foreign governments abroad.

Notably, this is not a security issue in the technical sense. This is an issue of lawful access abroad, in 

the example of the United States, expressly authorized through the democratic process. 
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In the remainder of my time, I want to address two questions. These are questions that me and my 

colleagues mr. Axel Arnbak and prof. Nico van Eijk also address in an academic paper that will be 

published in the next months.

Lawful access by foreign governments through different types of cloud services is legally possible. But 

is it really a problem? We conclude this is the case. There are many reasons for this recognized in the 

scientific literature. An important one is that wiretapping of data has become less effective.

And what can be done about this at the regulatory and policy level?

After a period of shying away from the issue, the governmental access to data from abroad is now 

being addressed at the EU and national level. And although popular discussions remain somewhat ill-

informed, a more nuanced discussion of the issues is starting to emerge.

In our research we discern and discuss four approaches:

o Addressing the issue abroad

o International law and agreement

o EU (cloud policy / data protection)

o Addressing it at the Member State level

In the EU, most of the attention is directed at possible amendment of the data protection 

framework, but this has inherent limitations, particularly the fact that only a portion of cloud data 

actually constitutes personal data within the definition of the Data Protection Directive. It would 

make more sense to address these issues within the context of the EC communication on the cloud.

Thank you for your attention.


