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Protection against foreign spying on cloud services needed 
After recent spying scandals, MEPs ask for stronger protection for data stored online, through 
"cloud computing", in a non-binding resolution voted on Tuesday. The resolution underlines 
that EU rules apply to all cloud computing services operating in the EU, even if a client in a 
third country gives other instructions. MEPs also underline the positive sides of cloud 
computing, including possibilities to create new jobs, reduce costs and cut red tape. 

"In the last few years, cloud computing has grown from being a promising business concept to 
one of the fastest growing segments of the IT industry. European companies, and specially 
SMEs, must be able to seize all the opportunities in terms of competitiveness that Cloud 
Computing has to offer", said Pilar del Castillo Vera (EPP, ES) who led Parliament's work with the 
report. 

To make full use of the potential of cloud computing, the EU needs safeguards to counteract 
foreign laws that may lead to massive illegal transfers of their cloud data, MEPs say. 

Warnings and protections of consumers 

The difficulties for EU consumers to seek redress from a cloud provider abroad and the lack of 
effective remedies in case of breach of contract has resulted in a strong imbalance of power 
between consumers and providers, MEPs say. They therefore ask for better information, more 
possibilities to seek redress and EU guidelines for cloud contracts. 

For cloud services that fall under non-European law, users should get "clear and distinguishable 
warnings" that their personal data may be surveyed by foreign intelligence authorities.  

MEPs urge the Commission to make sure that consumer devices do not make use of cloud 
services by default and are not restricted to specific cloud service provider. In addition, the 
Commission should consider developing a minimum level of consumer rights (regarding to 
privacy, data storage in third countries and liability for data losses) in relation to cloud services. 

Contracts must not, MEPs say, entail a waiver of the safeguards, rights and protections afforded 
by EU data protection law. MEPs call on the Commission and Member States to develop EU best 
practice models for cloud contracts, or ‘model contracts’. 

More server farms on EU soil 

Even though the EU market should remain open to all law-abiding providers, MEPs stress that 
more server farms on EU soil would not only be good for EU companies, but also ensure EU 
sovereignty over the servers. 

The EU should furthermore promote standards that would support "privacy-friendly, reliable, 
highly interoperable, secure and energy-efficient cloud services" and that would make it easier to 
switch provider. 

"Users must be able to change their cloud provider in a fast and secure manner. In other words: 
complete portability, a high degree of interoperability and open specifications are essential", Ms 



del Castillo Vera said. 

More information 

Adopted text will be available here (click on 10.12.2013) 
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