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Key principles will guide the imp!e-niéntation of EPCIP:

n infrastructure that is critical
ough fogusing'ofifEuropean
) | ,quested nd Iaklng duej@ccount of existing
?fge"’suppogﬂo Memb/&ates concerning

Complementarity - the’*Commission™WillE 0|d duplicating e stlng &tforts, whether ’, national
or regional lével, where these have pi¥en to be effective y?protfectlng critical infx cture.
EPCIP will'therefore complement a |Id on existing séctoral measures

4 ¥
Confidentiality,- Both at EU | d Nglevel, Critical Infrastificture Protection Information (CIPI)
will be classifiéd appropriately ccess granted only on afheed-to-know basis. Information
sharing regardiflg Cf will take place in.an envifonmejt of trust and security.

Stakeholder Cooperation — All rélevant stakeholders will, as far as possiblée, be involWVed in the
development and implementati EPCIP. This will includeithe owners/operators @fi critical
infrastructures designated as E ell as public authorities and other relevant bodies.

Proportionality — measures will only be proposed where gineed has been ide following an

analysis of existing security gaps and wi proportionatéito. the level of risk alfd type of threat
involved.

Sector=by-sector approach= Since various! sectors s particu perience, expertise and
requirements with CIP, EPCIP will, be developedon a s ctor-by-sect r'basis and implemented
folloWing aniagreed list of CIP sectors . .




EPCIP Communication

Workstream 1 — Consiciiive E@%trategies
= }




The EPCIP#A¢tion Plan

The EPCIP Action-Plan will be |mpI takmg inte¥accopnt iector

specificities and involving, as_.'roprlate ot'her stakeholders EPCIP Action
Plan organizes CIP related aisiy; ltles arofifd three work streams:

Work Stream'1 4 /

I|l I .

Will' deal, with'tHe strat pects of EPCIP and the developmeént of measures
horizontally applica lI'CIP work. 4

Work Stream 2 !/" *

Will deal with Europegﬁtical Infrastructures and implemented at disectoral

level.

Work.Stream 3 } *
tes eir

Will support.the Member Sta ir activifiesico fng National Critical
Infrastructures

lihe ERCIP Action Plan will,be implemeénted*aking into account sector
Specificities and invoelving, assappropriate, other stakeholders.




The CIP stakeho derl

Expert groups wilf" support EPCIPl3 Gﬂl ting e/pﬁanges 0f views o Iated CIP
iIssues on an-advisory basis. (A
a3 4 [/
CIP expert. groups will not repigiEEgsther existing groqps’ alregdy established br which
couldibe adapted to fulfil the nEEMs of EPCIR; nor w’yifthey interfere with di
information exchanges betw, ndustry, the MS dlthoritiés and the Commi
1/
4 #
An EU\evel CIP/exper: w:ﬂ have a clearly stated’pbjectlve a timeframe for.the
objective to befachieve iclearly identified membesShip. CIP ExpertiGroups will*be
dissolved following the aetfiievement offtheir ebjectives.
- 4
Specific functions of ClPy¢expert groups ma’i/ vary across Cl sectors depending’onthe
unique characteristics of sector. These functions may include'the following tasks:

*Assist inlidentifying vulnerabilities, mterdependenmes and Seciordifbest
practices;

*Assist in the develop f measures to reduce and/or elim significant
vulnerabilities and t lopment of' performanége metrics;

sFacilitating CIP inform3goitsharing,, traifiifigian ding trust;
*Develop,and promote “business e to sector peers the
value of participation in infrastructu ' I ans and initiatives;
*Provide sector-specific expeltise and,advice on subjects such as research
and development.




The CIP informatiGiish liNg process

Stakeholders willfake appropriate 3& r to roté‘ct mformatlon co?&ning suich
issues as the'security of criticalgififgsStriCtur ,a‘hd protecfed sysStems, intérdependency
studies and CIP related vulne 'J'O]J]‘i‘ phreat afid risks assessments

Any personnel handling classm d'information will hd/'(e an/ approprlate level curity
vetting by the Member State of" Wi |ch the person concerned is a national?

The Commission shall<SEEE prgpriate measures, in actordance with Decision
2001/844JEC, ELCSC, Eurdtafgirto protect information subject to the requirement of
confidentiality/to which itthas access orfWhichiiS communicated to it byieml ates.

/

J.:'
Member States shall ensule that Critical Infrastructure Protection InformationiSubmitted

to the Member Statesjor. Commissian, is not usedi for any purpose othergthan the
protection of critical infrasgifictures.

CIP. information exchange will facil the following:
eImproved and accur mation and understa
interdependencies, thredgs, vulnerabijj
countermeasures and best practic
sJncreased awareness of Cl issues;
sStakeholder dialogue;
sBetter-focused training, researchrand development;
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The CIP ¢606 din%ﬁon

#n‘ 13 -

An EU level. mMechanism is reqf’" 1y ord_gi';fo sgr\‘{é;'és the stratégic
coordination and cooperajfifidiatiform é%\pable offtaking forwardiwork on the

general aspects of EPCIRRis§sector. specific;,/c".tions.-" *

Consequently, a,CIP' Con Group will be ci'eated,f..-
r l"- ;

'*;.
The CIB;Contdct Gro llibring together the C_I’I"D Contact Points from each
MemberiState and wil chaired byfthesCommission.
v
Each Member Statefshpuld appoint afCIP' Contact Point whofwould
coordinate CIP issue in the Member Statejand with other Memliser
States, the Council an Commission. -

authorities in the Member S m beinginvolved in,CIP issue€s.

X

The appointment of the CIP g&t Point wsild not preclude oiffeY
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The prg osal for alDiréctive f
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on the idegtiiication and designatio
Europeaﬁritical Infrastricture and the

assessment of the;need to improve theile

* protection

X
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Scope of D.| otlve

Establishes a oorﬂ&on procedure CORcErning:
1. the |dent|f|cEt n of European Critical

Infrastru e

2. the designation: of European Critical
Infrastruc

t
3. the assesgent of the need to imprgyeithe
protection of Eygepean Critical Infragtructure

x ¥




= F o !,J-:_'_.f’f;l : - ‘ ./‘
= European Crltlcal,@frastruotu_re’—__CHtlcaI
infrastructures theXdisruption#or destructiegiof
which would ificantly affect:

— twojor more Nigmber States, or
— a single Member Statesif the critical infrastruc\%s

located in an?r Member State.
= This includes éffects resulting from cro%sector

dependencies on _o&r types of iqfrastr cture.




Key Comong{\ts

Three main Com%ents

1.

Procedure ofilthe identification of Eur‘%an
Critical In strUcture Article 3

. Proéedure’on the designation of Elnop
Critical Infigstructure — Article 4

. Procedure the assessment of trr%eed to

improve the proefection 6fi Europea itical

Infrastructure = ~ticli’3-7 *



Identlflca‘&)n dj(ECI

= Based on a thr@step process
— The develc%géwrt and adoptlon of cresSMsutting

and sectorzlieriteria to identify ECI

— The identification by each Member Staj,%r
those Infras %ctures which satisfy the cfiteria

— The notification to the Commission ofithé:critical
Infrastructures whigh satisty the estaijjished

criteria * *




|dentification o, ECI
StepA"— Crltefﬁdev pment

Step 1: the adoptio "':f-cross cuttlng ancr\ectoral

criteria — Article 3{@") *
— cross-cutting !crié ; ~

= are charac dby their horizontalfapplicationito all critical
Infrastructure’sectors
= devéloped based on the seyerity of the followingref :
= public (hnumber of mémbers of the population aff )

" eco (significance of ecenomic lossiand/or degradation
ofi pr or services);

= enwronmental
= political;
||

psychologl
= public health {
= {o be adopted through the co logy re@ulatory procedure one
year after the entry into ferce of the Directive

15




|dentificatien of ECI
Step 1 — Cri{tebﬁ deyelo mghi
— sectoral criteria: 7 f '
et L T

shoulddake into.2ct ynt the @
characteristicsgsy individual ‘

D)

eritical infrastyligitire sectors e
p F Chemical . -
theifdevelopment should ”

iInvolve relevant | N~
stakeholders @ e
To be adopte ugh the @ @
comitology regulatory

procedure for each prigri
gector at thellchegtye o TRe priority:secto e used for the purposes of
- : - iority. us u
following the designati S mng thg% criteria shall be identified by
y

a priority sector mission off an annual basis




ldentificatien of ECI
Step2 — applip%nof Sicritesia

Step 2: the identiﬁ‘;atioriggy_}eéch Member
State of those in réstructuré’s which sa@y the
criteria - Articlets () 4

X

Each MembergSiate to.identify the critical
Infrastructures which satisfy the Crosgcutting

and sectoral Criter-i¥ # *




|dentification of ECI

Step 3 %tlflca o) "

Step 3: each Mefﬂﬁer State should notlfy the

Commission. of t[aé critical rﬁfrastructur&

whichsatisfy > establishedyCross- Cuttlng and

sectoral criteri

This should beldone at the latest one year
after the adoption ef the relevant Crigﬁa and

thereafter on an o@ing&oasis*




De&gnagn o{(ECI

= Article 4(1

— Comm|SS|on d s up'a Ilé’t of Crltlcal *
mfrastruct # ‘e designated as ECl'based

m Notlflcatlons received ffrom the Member Sta%

= Any othe%wmation at its disposal
— The list of critical infrastructures desi ated as
European Criticaldnfrastriicture is a

under the comi yr Iato@rocedure
— The list may.be amendg




I dentification-and gesigigation of ECI

Within one year : ’ A
following entry Development of crosgeCiikti iteriaf| /Development’of sectoral criteria
into force and '

then on an
ongoing basis

Within one year MS identify Cls which satisfy the criteria

following
adoption of
criteria and then

on an ongoing b/
basis Notification to Commission

P
”

\/
ommissjon draws up lis

Ongoing

List of ECI adopted through
comitology




Improvmg 0)f tion
Obllgatl g K --

= Articles 5 and 6 «M)duce two basm obllgatlons for
Cl owners/operat@fs designated/as ECI:

— To estabilish Update an Operator Security Plan
(OSP)

— To designate a Securlty Lliaison Officer (LSO)

= These obligati are meant to:

— Directly improve CIP %
— Contribute to the a#ssment ofi'the pe mprove the
a%cture

protection of European Cr% Infr

21




Improvinggahetection
Operator: Urityssdan

3
*The OSP.she tify"the assets ofithe European Critical
Infrastruciyje"‘énd stablls_h relevant securlty S(;,uﬁp‘ns for their protection

=The contentsshould mclude
sidentification of important assets;

a risk analysis basgd on migjor threat scenar erability of
: ach asset, and potential |mpact

‘-ldentlflcatlon selection@nd prioritisation;of counter-measures and
procedures witha distinCtion between:

"Permaneént security measures
=Graduated security measures

ever, sector specific requirements for OSPs can be adopted through
e Comitology regulatory procedure :
=The OSP should be suldmitted to the relevant er State authority
within onk,year following designation as an ECI

“|[f se ific requirements concelfgingrthe OSPs are developed, the
OSPs shatild be subm Fwithin o, following the adoption of the
sector specific requi

)

=Each. Member State shéuld set up a system ensuring adequate and
regular supervision of the OSPs and their implementation 22




Improvinggahetection
Security LJig)

= / /
e point of contact fei*secufity related issues en the
perator of the EClfand the' relevant critical'infra ture
ection authorities in'the Membgr State

f receive information from the Member States concerningridentified
iBks and threats

o be designated within ene year following the desjgifation of the critical
infrastructure as a European Critical Infrastructu

¥¥t*




Improvmg pr stion
ments

ECI situated on their terri thin one year following the designation of the
criticalinfrastructure as an & ;,
This information will be th sis for the Member State’s supervis fthe

OSPs

Common methodol or*carrying out vulnerdbility, threat and risk
assessmentsyin resp it European Critical Infrastructures may be developed

Each Member State shou@duct a rr'sk and threat assessment in relation to

on a sectoral basis in accordancewithitlie comitology regulateny. radure

| develops OSP MS conduct risk and
threat assessment
Within one year
following *

designation

* ECI submits OSP to the MS
Communﬂbetween M!and SLO

Ongoin i
going _ )

MS ensures;supervision and implementation of OSP




Improvingferot

| Reportlpg

The Member States shoflEF e
report to the Commissiete a

summary basis on the types of

vulnerabilitiesythreats risks
encountered in th s@ctors
This shouldibe donéWithin 18

months following the

designation of ECI ip,a
particular sector an%reafter
on;an ongoing basis Every two
years

A common template for th

reports should be develo$ ‘ : *

>tion
7 3

-

fifc

’ .,-"'

The Comm|SS|on will assess on
a sectoral basis wh specific
protection measur S

requiied for ECIL




Within one year
following entry into
force and then on
an ongoing basis

The process

Development of cross-cutting criteria

Within one year
following adoption
of criteria and then

on an ongoing
basis

Ongoing

Deyelopment of sectoral criteria

MS identifyCls; atisfyithe criteria

u':;ﬁ',ﬁ . .
BiBtification tofGommission )

ommission draws u‘p,’.-rlrist

v

g Adoption of list of ECI 4 :

Within one year
following
designation and
then on an
ongoing basis

ECI develops OSP MS conduct risk:a
threat assessmen

Within 18
months
follewing
designation and
thenon an
ongoing basis

ECI submits OSP to the MS

'

ision and implementation .of OSP

v

MS report to Commission on
of vulnerabilities, threats and
CIP sectors

v

The Commission assesses on a sectoral basis whether
specific protection measures are required for ECI

MS ensures s

ary basis o
s encountéYted in the

‘Common template

for. reports may be
developed




Support to E&I %rtlcle 8
./4\

= The owners/op&ators o deS|gnated

European Critigal Infrastrlctiures will
access to av@ilable best practices and

methodologies relatedto critical *
infrastructuregerotection

= Funding under the preparedness*

programme
X Ve




Confidentiality and Clt‘ilynformation
exchangesgtAticle 10,

= On the Commissiog&aes & '/‘\
— appropriate measureBaWwill be taken ingaccerdance with Iifision

-
. o)
u::%ia" ;

2001/844/EC to protéet classified infermation
= Any individual responsible for compromising EU classified
information bediable to: )

— disciplina jon according to the relevant rules and regulatjons;

— further legal action including tpe launching of criminal law.prn res.
= On the Member State side: *

— Any person ha classified information pursuant to the ECI

Directive shall h n appropriate level of securityyetting by the
Member State concerned '

— Member States shall e e that Critical Infrastructuigg Protéction
Information submitted e Member State to the Commission,
IS not used for any purp@se othe nth ction of critical
infrastructures

)




The Contact Point s |d coordinate of‘itlcal infrastructur ction
issues within the M er State, with other Member States End with the

CommisSion
The Committee ) dure Article 11;

Each Member Staté gnetild nominate a CIP Gontact Point B %

Committee:

m composed' of |IP Contact Pomts
: chaired by th mission

The Directive foresees the use of the comitology reﬂﬂy

—  the implementation of the ECI D|rect|ve will be done throu*

procedure

Legal basis:
—  References to comitolo oceduyre in ECI Djigetive (Article 11)
—  Council Decision 1999/468/EC Ia@:‘jown ocedures for the

exercise of implementing powers cerferred onfthe Commission




;*

f %Thank you i

¥**¥




Committee procedure{ﬁomltology)
Regulatoir%roqe e ),
_.;;?5";:%"{"? '_.-',-"*' 4 £

. Commission submits to ffE¥committee a draft of the ntn/e?sures to be
taken. g 1/ 4

. The committee delivers ji8fopinion on thé’draft within a sp%d time-
limit. The opinion is deliVered by QMV (Article 205(2) of thefireaty)

. If the committee gj a pPositive opinion the"Commission adopts the
measures envisag -

. If the comniittee gives a negatiVe opinion or if no opinionrisgENered,
the Commission submits the proposal to the Council.

. If the Council indic y qualified majority that it opposesithe
proposal, the Com n shall re-examine it. It may submittan

amended proposal to the Council, re-submit its propoes present a
legislative proposal on the pasijs of thedlireaty.

Indicated its opposition to t roposglJorimpleigienting measures, the

. If the Council has neither. ted the propoesed,implementing act nor
proposed implementing act shall b pted’b

Commission.
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