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The EPCIP FrameworkThe EPCIP Framework
The European The European ProgrammeProgramme for Critical Infrastructure Protection for Critical Infrastructure Protection 

EPCIP CommunicationEPCIP Communication

Measures designed to Measures designed to 
facilitate the facilitate the 

implementation of implementation of 
EPCIPEPCIP

Support for Member Support for Member 
States concerning States concerning 
National Critical National Critical 
Infrastructures Infrastructures 

ContingencyContingency

planningplanning

ExternalExternal

dimensiondimension

Accompanying Accompanying 
financial financial 

measuresmeasures

In particular the In particular the 
proposed EU proposed EU 

programme on programme on 
"Prevention, "Prevention, 

Preparedness Preparedness 
and and 

Consequence Consequence 
Management of Management of 
Terrorism and Terrorism and 
other Security other Security 
Related Risks" Related Risks" 
for the period for the period 
20072007--2013, 2013, 

A procedure for the A procedure for the 
identification and identification and 

designation of European designation of European 
Critical Infrastructures Critical Infrastructures 

(ECI).(ECI).

A common approach to A common approach to 
the assessment of the the assessment of the 
needs to improve the needs to improve the 

protection of such protection of such 
infrastructures. This will infrastructures. This will 
be implemented by way be implemented by way 

of a Directive .of a Directive .

EPCIP Action PlanEPCIP Action Plan

CIWINCIWIN

CIP expert groups CIP expert groups 

CIP information sharingCIP information sharing

identification and identification and 
analysis of analysis of 
interdependenciesinterdependencies

Proposal for a Proposal for a 
Directive concerning Directive concerning 

ECIECI
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Key principles will guide the implementation of EPCIP:Key principles will guide the implementation of EPCIP:

SubsidiaritySubsidiarity –– The Commission's efforts in the CIP field will focus on infrastThe Commission's efforts in the CIP field will focus on infrastructure that is critical ructure that is critical 
from a European, rather than a national or regional perspective.from a European, rather than a national or regional perspective. Although focusing on European Although focusing on European 
Critical Infrastructures, the Commission may where requested andCritical Infrastructures, the Commission may where requested and taking due account of existing taking due account of existing 
Community competences and available resources provide support toCommunity competences and available resources provide support to Member States concerning Member States concerning 
National Critical Infrastructures.National Critical Infrastructures.

ComplementarityComplementarity -- the Commission will avoid duplicating existing efforts, whetherthe Commission will avoid duplicating existing efforts, whether at EU, national at EU, national 
or regional level, where these have proven to be effective in pror regional level, where these have proven to be effective in protecting critical infrastructure. otecting critical infrastructure. 
EPCIP will therefore complement and build on existing EPCIP will therefore complement and build on existing sectoralsectoral measures.measures.

ConfidentialityConfidentiality -- Both at EU level and MS level, Critical Infrastructure ProtectiBoth at EU level and MS level, Critical Infrastructure Protection Information (CIPI) on Information (CIPI) 
will be classified appropriately and access granted only on a newill be classified appropriately and access granted only on a needed--toto--know basis. Information know basis. Information 
sharing regarding CI will take place in an environment of trust sharing regarding CI will take place in an environment of trust and security. and security. 

Stakeholder CooperationStakeholder Cooperation –– All relevant stakeholders will, as far as possible, be involvedAll relevant stakeholders will, as far as possible, be involved in the in the 
development and implementation of EPCIP. This will include the odevelopment and implementation of EPCIP. This will include the owners/operators of critical wners/operators of critical 
infrastructures designated as ECI as well as public authorities infrastructures designated as ECI as well as public authorities and other relevant bodies.and other relevant bodies.

ProportionalityProportionality –– measures will only be proposed where a need has been identifiedmeasures will only be proposed where a need has been identified following an following an 
analysis of existing security gaps and will be proportionate to analysis of existing security gaps and will be proportionate to the level of risk and type of threat the level of risk and type of threat 
involved. involved. 

SectorSector--byby--sector approachsector approach –– Since various sectors possess particular experience, expertise Since various sectors possess particular experience, expertise and and 
requirements with CIP, EPCIP will be developed on a sectorrequirements with CIP, EPCIP will be developed on a sector--byby--sector basis and implemented sector basis and implemented 
following an agreed list of CIP sectors .following an agreed list of CIP sectors .
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EPCIP CommunicationEPCIP Communication
WorkstreamWorkstream 1 1 –– consecutive EPCIP strategiesconsecutive EPCIP strategies
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The EPCIP Action PlanThe EPCIP Action Plan

The EPCIP Action Plan will be implemented taking into account seThe EPCIP Action Plan will be implemented taking into account sector ctor 
specificities and involving, as appropriate, other stakeholders.specificities and involving, as appropriate, other stakeholders. The EPCIP Action The EPCIP Action 
Plan organizes CIP related activities around three work streams:Plan organizes CIP related activities around three work streams:

Work Stream 1Work Stream 1

Will deal with the strategic aspects of EPCIP and the developmenWill deal with the strategic aspects of EPCIP and the development of measures t of measures 
horizontally applicable to all CIP work.horizontally applicable to all CIP work.

Work Stream 2Work Stream 2

Will deal with European Critical Infrastructures and implementedWill deal with European Critical Infrastructures and implemented at a at a sectoralsectoral
level.level.

Work Stream 3Work Stream 3

Will support the Member States in their activities concerning NaWill support the Member States in their activities concerning National Critical tional Critical 
InfrastructuresInfrastructures

The EPCIP Action Plan will be implemented taking into account seThe EPCIP Action Plan will be implemented taking into account sector ctor 
specificities and involving, as appropriate, other stakeholders.specificities and involving, as appropriate, other stakeholders.
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The CIP stakeholder dialogueThe CIP stakeholder dialogue
Expert groups will support EPCIP by facilitating exchanges of viExpert groups will support EPCIP by facilitating exchanges of views on related CIP ews on related CIP 
issues on an advisory basis. issues on an advisory basis. 

CIP expert groups will not replace other existing groups alreadyCIP expert groups will not replace other existing groups already established or which established or which 
could be adapted to fulfil the needs of EPCIP, nor will they intcould be adapted to fulfil the needs of EPCIP, nor will they interfere with direct erfere with direct 
information exchanges between industry, the MS authorities and tinformation exchanges between industry, the MS authorities and the Commission.he Commission.

An EU level CIP expert group will have a clearly stated objectivAn EU level CIP expert group will have a clearly stated objective, a timeframe for the e, a timeframe for the 
objective to be achieved and clearly identified membership. CIP objective to be achieved and clearly identified membership. CIP Expert Groups will be Expert Groups will be 
dissolved following the achievement of their objectives.dissolved following the achievement of their objectives.

Specific functions of CIP expert groups may vary across CI sectoSpecific functions of CIP expert groups may vary across CI sectors depending on the rs depending on the 
unique characteristics of each sector. These functions may incluunique characteristics of each sector. These functions may include the following tasks:de the following tasks:

•Assist in identifying vulnerabilities, interdependencies and •Assist in identifying vulnerabilities, interdependencies and sectoralsectoral best best 
practices;practices;
•Assist in the development of measures to reduce and/or eliminat•Assist in the development of measures to reduce and/or eliminate significant e significant 
vulnerabilities and the development of performance metrics;vulnerabilities and the development of performance metrics;
•Facilitating CIP information•Facilitating CIP information--sharing, training and building trust; sharing, training and building trust; 
•Develop and promote “business cases” to demonstrate to sector p•Develop and promote “business cases” to demonstrate to sector peers the eers the 
value of participation in infrastructure protection plans and invalue of participation in infrastructure protection plans and initiatives;itiatives;
•Provide sector•Provide sector--specific expertise and advice on subjects such as research specific expertise and advice on subjects such as research 
and development.and development.
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The CIP information sharing processThe CIP information sharing process
Stakeholders will take appropriate measures to protect informatiStakeholders will take appropriate measures to protect information concerning such on concerning such 
issues as the security of critical infrastructures and protectedissues as the security of critical infrastructures and protected systems, interdependency systems, interdependency 
studies and CIP related vulnerability, threat and risks assessmestudies and CIP related vulnerability, threat and risks assessments. nts. 

Any personnel handling classified information will have an approAny personnel handling classified information will have an appropriate level of security priate level of security 
vetting by the Member State of which the person concerned is a nvetting by the Member State of which the person concerned is a national.ational.

The Commission shall take appropriate measures, in accordance wiThe Commission shall take appropriate measures, in accordance with Decision th Decision 
2001/844/EC, ECSC, 2001/844/EC, ECSC, EuratomEuratom, to protect information subject to the requirement of , to protect information subject to the requirement of 
confidentiality to which it has access or which is communicated confidentiality to which it has access or which is communicated to it by Member States. to it by Member States. 

Member States shall ensure that Critical Infrastructure ProtectiMember States shall ensure that Critical Infrastructure Protection Information submitted on Information submitted 
to the Member States or to the Commission, is not used for any pto the Member States or to the Commission, is not used for any purpose other than the urpose other than the 
protection of critical infrastructures.protection of critical infrastructures.

CIP information exchange will facilitate the following:CIP information exchange will facilitate the following:
•Improved and accurate information and understanding about •Improved and accurate information and understanding about 
interdependencies, threats, vulnerabilities, security incidents,interdependencies, threats, vulnerabilities, security incidents,
countermeasures and best practices for the protection of CI;countermeasures and best practices for the protection of CI;
•Increased awareness of CI issues; •Increased awareness of CI issues; 
•Stakeholder dialogue; •Stakeholder dialogue; 
•Better•Better--focused training, research and development;focused training, research and development;
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The CIP coordinationThe CIP coordination

An EU level mechanism is required in order to serve as the stratAn EU level mechanism is required in order to serve as the strategic egic 
coordination and cooperation platform capable of taking forward coordination and cooperation platform capable of taking forward work on the work on the 
general aspects of EPCIP and sector specific actions. general aspects of EPCIP and sector specific actions. 

Consequently, a CIP Contact Group will be created. Consequently, a CIP Contact Group will be created. 

The CIP Contact Group will bring together the CIP Contact PointsThe CIP Contact Group will bring together the CIP Contact Points from each from each 
Member State and will be chaired by the Commission. Member State and will be chaired by the Commission. 

Each Member State should appoint a CIP Contact Point who would Each Member State should appoint a CIP Contact Point who would 
coordinate CIP issues within the Member State and with other Memcoordinate CIP issues within the Member State and with other Member ber 
States, the Council and the Commission. States, the Council and the Commission. 

The appointment of the CIP Contact Point would not preclude otheThe appointment of the CIP Contact Point would not preclude other r 
authorities in the Member State from being involved in CIP issueauthorities in the Member State from being involved in CIP issues.s.
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The proposal for a DirectiveThe proposal for a Directive
on the identification and designation of on the identification and designation of 
European Critical Infrastructure and the European Critical Infrastructure and the 
assessment of the needassessment of the need to improve their to improve their 

protectionprotection
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Scope of the DirectiveScope of the Directive

Establishes a common procedure concerning:Establishes a common procedure concerning:
1.1. the identification of European Critical the identification of European Critical 

Infrastructure Infrastructure 
2.2. the designation of European Critical the designation of European Critical 

InfrastructureInfrastructure
3.3. the the assessment of the need to improve the assessment of the need to improve the 

protection of European Critical Infrastructureprotection of European Critical Infrastructure
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What is ECI?What is ECI?

European Critical Infrastructure European Critical Infrastructure –– critical critical 
infrastructures the disruption or destruction of infrastructures the disruption or destruction of 
which would significantly affect:which would significantly affect:
–– two or more Member States, ortwo or more Member States, or
–– a single Member State if the critical infrastructure is a single Member State if the critical infrastructure is 

located in another Member State. located in another Member State. 

This includes effects resulting from crossThis includes effects resulting from cross--sector sector 
dependencies on other types of infrastructure.dependencies on other types of infrastructure.
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KeyKey componentscomponents

ThreeThree mainmain componentscomponents::
1.1. ProcedureProcedure on on the identification of European the identification of European 

Critical Infrastructure Critical Infrastructure –– ArticleArticle 33
2.2. ProcedureProcedure on on the designation of European the designation of European 

Critical InfrastructureCritical Infrastructure –– ArticleArticle 44
3.3. ProcedureProcedure on on the the assessment of the need to assessment of the need to 

improve the protection of European Critical improve the protection of European Critical 
InfrastructureInfrastructure –– ArticlesArticles 55--77
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Identification of ECIIdentification of ECI

Based on a three step process:Based on a three step process:
–– The development and adoption of crossThe development and adoption of cross--cutting cutting 

and sectoral criteria to identify ECIand sectoral criteria to identify ECI
–– The identification by each Member State of The identification by each Member State of 

those infrastructures which satisfy the criteriathose infrastructures which satisfy the criteria
–– The The notification to the Commission of the critical notification to the Commission of the critical 

infrastructures which satisfy the established infrastructures which satisfy the established 
criteriacriteria
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Identification of ECIIdentification of ECI
Step 1 Step 1 –– Criteria developmentCriteria development

Step 1: the adoption of crossStep 1: the adoption of cross--cutting and sectoral cutting and sectoral 
criteria criteria –– Article 3(1)Article 3(1)
–– crosscross--cutting criteria:cutting criteria:

are characterized by their are characterized by their horizontal application to all critical horizontal application to all critical 
infrastructure sectorsinfrastructure sectors
developed based on the severity of the following effects:developed based on the severity of the following effects:

public (number of members of the population affected); public (number of members of the population affected); 
economic (significance of economic loss and/or degradation economic (significance of economic loss and/or degradation 
of products or services); of products or services); 
environmental; environmental; 
political;political;
psychological;psychological;
public healthpublic health

to be adopted through the comitology regulatory procedure one to be adopted through the comitology regulatory procedure one 
year after the entry into force of the Directive year after the entry into force of the Directive 
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Identification of ECIIdentification of ECI
Step 1 Step 1 –– Criteria developmentCriteria development

–– sectoral criteria:sectoral criteria:
to be adopted for priority to be adopted for priority 
sectors sectors 
should take into account the should take into account the 
characteristics of individual characteristics of individual 
critical infrastructure sectors critical infrastructure sectors 
their development should their development should 
involve relevant involve relevant 
stakeholdersstakeholders
To be adopted through the To be adopted through the 
comitology regulatory comitology regulatory 
procedure for each priority procedure for each priority 
sector at the latest one year sector at the latest one year 
following the designation as following the designation as 
a priority sectora priority sector

Research Research 

Space Space 

ChemicalChemical

Transport Transport 

Financial Financial Health Health 

Food Food 

Water Water 

ICTICT

NuclearNuclear

Energy Energy 

CIP CIP 
sectorssectors

The priority sectors to be used for the purposes of The priority sectors to be used for the purposes of 
developing the sectoral criteria shall be identified by developing the sectoral criteria shall be identified by 
the Commission on an annual basisthe Commission on an annual basis
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Identification of ECIIdentification of ECI
Step Step 22 –– applicationapplication ofof thethe criteriacriteria

Step 2: tStep 2: the identification by each Member he identification by each Member 
State of State of those infrastructures which satisfy the those infrastructures which satisfy the 
criteriacriteria -- Article 3(3)Article 3(3)

Each Member State to identify the critical Each Member State to identify the critical 
infrastructures which satisfy the crossinfrastructures which satisfy the cross--cutting cutting 
and sectoral criteriaand sectoral criteria
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Identification of ECIIdentification of ECI
Step Step 33 –– notificationnotification

Step 3: Step 3: eacheach MemberMember StateState shouldshould notifynotify the the 
Commission of the critical infrastructures Commission of the critical infrastructures 
which satisfy the established which satisfy the established crosscross--cuttingcutting andand
sectoral sectoral criteria criteria 
ThisThis shouldshould be be donedone at the latest one year at the latest one year 
after the adoption of the relevant criteria and after the adoption of the relevant criteria and 
thereafter on an ongoing basisthereafter on an ongoing basis
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Designation of ECIDesignation of ECI

Article 4(1)Article 4(1)
–– Commission draws up a list of critical Commission draws up a list of critical 

infrastructures to be designated as ECI based infrastructures to be designated as ECI based 
on:on:

Notifications received from the Member StatesNotifications received from the Member States
Any other information at its disposalAny other information at its disposal

–– The list of The list of critical infrastructures designated as critical infrastructures designated as 
European Critical Infrastructure is adopted European Critical Infrastructure is adopted 
under the comitology regulatory procedureunder the comitology regulatory procedure

–– The list may be amendedThe list may be amended
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Identification and designation of ECIIdentification and designation of ECI
Development of crossDevelopment of cross--cutting criteriacutting criteria Development of sectoral criteriaDevelopment of sectoral criteria

MS identify MS identify CIsCIs which satisfy the criteriawhich satisfy the criteria

Notification to CommissionNotification to Commission

Commission draws up listCommission draws up list

List of ECI adopted through List of ECI adopted through 
comitologycomitology

Within one year Within one year 
following entry following entry 
into force and into force and 

then on an then on an 
ongoing basisongoing basis

Within one year Within one year 
following following 

adoption of adoption of 
criteria and then criteria and then 
on an ongoing on an ongoing 

basisbasis

OngoingOngoing
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ImprovingImproving protectionprotection
Obligations Obligations onon ECIECI

Articles 5 and 6 introduce two basic obligations for Articles 5 and 6 introduce two basic obligations for 
CI owners/operators designated as ECI:CI owners/operators designated as ECI:
–– To establish and update an Operator Security Plan To establish and update an Operator Security Plan 

(OSP)(OSP)
–– To designate a Security Liaison Officer (LSO)To designate a Security Liaison Officer (LSO)

TheseThese obligationsobligations areare meantmeant to:to:
–– DirectlyDirectly improveimprove CIP CIP 
–– ContributeContribute to to thethe assessmentassessment of the need to improve the of the need to improve the 

protection of European Critical Infrastructureprotection of European Critical Infrastructure
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ImprovingImproving protectionprotection
Operator Security PlanOperator Security Plan

ContentsContents

The OSP should identify the assets of the European Critical The OSP should identify the assets of the European Critical 
Infrastructure and establish relevant security solutions for theInfrastructure and establish relevant security solutions for their protection ir protection 

The basic contents should include:The basic contents should include:

identification of important assets;identification of important assets;

a risk analysis based on major threat scenarios, vulnerability oa risk analysis based on major threat scenarios, vulnerability of f 
each asset, and potential impact; each asset, and potential impact; 

identification, selection and prioritisation of counteridentification, selection and prioritisation of counter--measures and measures and 
procedures with a distinction between:procedures with a distinction between:

Permanent security measuresPermanent security measures

Graduated security measuresGraduated security measures

However, However, sector specific requirements for sector specific requirements for OSPsOSPs can be adopted through can be adopted through 
the Comitology regulatory procedure the Comitology regulatory procedure 

TimeframeTimeframe
The OSP should be submitted to the relevant Member State authoriThe OSP should be submitted to the relevant Member State authority ty 

within one year following designation as an ECIwithin one year following designation as an ECI

If sector specific requirements concerning the If sector specific requirements concerning the OSPsOSPs are developed, the are developed, the 
OSPsOSPs should be submitted within one year following the adoption of tshould be submitted within one year following the adoption of the he 
sector specific requirements.sector specific requirements.

SupervisionSupervision Each Member State should set up a system ensuring adequate and Each Member State should set up a system ensuring adequate and 
regular supervision of the regular supervision of the OSPsOSPs and their implementation and their implementation 



23

ImprovingImproving protectionprotection
Security Liaison OfficerSecurity Liaison Officer

RoleRole
To be the point of contact for security related issues between tTo be the point of contact for security related issues between the he 

owner/operator of the owner/operator of the ECIECI and the relevant critical infrastructure and the relevant critical infrastructure 
protection authorities in the Member Stateprotection authorities in the Member State

To receive information from the Member States concerning identifTo receive information from the Member States concerning identified ied 
risks and threatsrisks and threats

TimeframeTimeframe To be designated within one year following the designation of thTo be designated within one year following the designation of the critical e critical 
infrastructure as a European Critical Infrastructureinfrastructure as a European Critical Infrastructure
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ImprovingImproving protectionprotection
Risk and threat assessmentsRisk and threat assessments

Each Member State should conduct a risk and threat assessment inEach Member State should conduct a risk and threat assessment in relation to relation to 
ECI situated on their territory within one year following the deECI situated on their territory within one year following the designation of the signation of the 
critical infrastructure as an ECIcritical infrastructure as an ECI
This information will be the basis for the Member State’s supervThis information will be the basis for the Member State’s supervision of the ision of the 
OSPsOSPs
Common methodologies for carrying out vulnerability, threat and Common methodologies for carrying out vulnerability, threat and risk risk 
assessments in respect of European Critical Infrastructures may assessments in respect of European Critical Infrastructures may be developed be developed 
on a sectoral basis in accordance with the comitology regulatoryon a sectoral basis in accordance with the comitology regulatory procedureprocedure

ECI develops OSPECI develops OSP MS conduct risk and MS conduct risk and 
threat assessmentthreat assessment

Within one year Within one year 
following following 

designationdesignation ECI submits OSP to the MSECI submits OSP to the MS

MS ensures supervision and implementation of OSPMS ensures supervision and implementation of OSP

Communication between MS and SLOCommunication between MS and SLO
OngoingOngoing
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ImprovingImproving protectionprotection
Reporting Reporting –– Articles 7Articles 7

The Member States should The Member States should 
report to the Commission on a report to the Commission on a 
summarysummary basis on the basis on the typestypes of of 
vulnerabilities, threats and risks vulnerabilities, threats and risks 
encountered in the CIP sectors encountered in the CIP sectors 
This should be done within 18 This should be done within 18 
months following the months following the 
designation of ECI in a designation of ECI in a 
particular sector and thereafter particular sector and thereafter 
on an ongoing basis every two on an ongoing basis every two 
yearsyears
A common template for these A common template for these 
reports should be developedreports should be developed

The Commission will assess on The Commission will assess on 
a sectoral basis whether specific a sectoral basis whether specific 
protection measures are protection measures are 
required for ECI. required for ECI. 
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The processThe process

ECI develops OSPECI develops OSP MS conduct risk and MS conduct risk and 
threat assessmentthreat assessment

ECI submits OSP to the MSECI submits OSP to the MS

MS ensures supervision and implementation of OSPMS ensures supervision and implementation of OSP

MS report to Commission MS report to Commission on a summary basis on the types on a summary basis on the types 
of vulnerabilities, threats and risks encountered in the of vulnerabilities, threats and risks encountered in the 

CIP sectors CIP sectors 

Within one year Within one year 
following following 

designation and designation and 
then on an then on an 

ongoing basisongoing basis

Within 18 Within 18 
months months 

following following 
designation and designation and 

then on an then on an 
ongoing basisongoing basis

Common template Common template 
for reports may be for reports may be 

developeddeveloped

The Commission assessThe Commission assesseses on a sectoral basis whether on a sectoral basis whether 
specific protection measures are required for ECIspecific protection measures are required for ECI

Development of crossDevelopment of cross--cutting criteriacutting criteria Development of sectoral criteriaDevelopment of sectoral criteria

MS identify MS identify CIsCIs which satisfy the criteriawhich satisfy the criteria

Notification to CommissionNotification to Commission

Commission draws up listCommission draws up list

Adoption of list of ECIAdoption of list of ECI

Within one year Within one year 
following entry into following entry into 
force and then on force and then on 
an ongoing basisan ongoing basis

Within one year Within one year 
following adoption following adoption 
of criteria and then of criteria and then 

on an ongoing on an ongoing 
basisbasis

OngoingOngoing
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Support to ECI Support to ECI –– Article 8Article 8

The owners/operators of designated The owners/operators of designated 
European Critical Infrastructures will have European Critical Infrastructures will have 
access to available best practices and access to available best practices and 
methodologies related to critical methodologies related to critical 
infrastructure protectioninfrastructure protection
Funding under the preparedness Funding under the preparedness 
programmeprogramme
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Confidentiality and CIP information Confidentiality and CIP information 
exchange exchange –– Article 10Article 10

On the Commission side:On the Commission side:
–– appropriate measures will be taken in accordance with Decision appropriate measures will be taken in accordance with Decision 

2001/844/EC to protect classified information2001/844/EC to protect classified information
Any individual who is responsible for compromising EU classifiedAny individual who is responsible for compromising EU classified
information shall be liable to:information shall be liable to:

–– disciplinary action according to the relevant rules and regulatidisciplinary action according to the relevant rules and regulations; ons; 
–– further legal action including the launching of criminal law profurther legal action including the launching of criminal law procedures.cedures.

On the Member State side:On the Member State side:
–– Any person handling classified information pursuant to the ECI Any person handling classified information pursuant to the ECI 

Directive shall have an appropriate level of security vetting byDirective shall have an appropriate level of security vetting by the the 
Member State concernedMember State concerned

–– Member States shall ensure that Critical Infrastructure ProtectiMember States shall ensure that Critical Infrastructure Protection on 
Information submitted to the Member States or to the Commission,Information submitted to the Member States or to the Commission,
is not used for any purpose other than the protection of criticais not used for any purpose other than the protection of critical l 
infrastructuresinfrastructures
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OrganisationOrganisation
CIP CIP ContactContact PointsPoints –– ArticleArticle 9:9:

–– Each Member State should nominate a CIP Contact PointEach Member State should nominate a CIP Contact Point
–– The Contact Point should coordinate critical infrastructure protThe Contact Point should coordinate critical infrastructure protection ection 

issues within the Member State, with other Member States and witissues within the Member State, with other Member States and with the h the 
CommissionCommission

TheThe CommitteeCommittee procedureprocedure –– ArticleArticle 11: 11: 
–– the implementation of the ECI Directive will be done through a the implementation of the ECI Directive will be done through a 

Committee:Committee:
composed of the CIP Contact Points composed of the CIP Contact Points 
chaired by the Commissionchaired by the Commission

The Directive foresees the use of the comitology regulatory The Directive foresees the use of the comitology regulatory 
procedure procedure 
Legal basis: Legal basis: 

–– References to comitology procedure in ECI Directive (Article 11)References to comitology procedure in ECI Directive (Article 11)
–– Council Council Decision 1999/468/EC laying down the procedures for the Decision 1999/468/EC laying down the procedures for the 

exercise of implementing powers conferred on the Commissionexercise of implementing powers conferred on the Commission
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Thank youThank you
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Committee procedure (comitology)Committee procedure (comitology)
Regulatory procedureRegulatory procedure

1.1. Commission submits to the committee a draft of the measures to bCommission submits to the committee a draft of the measures to be e 
taken.taken.

2.2. The committee deliverThe committee deliverss its opinion on the draft within a specified timeits opinion on the draft within a specified time--
limitlimit. . The opinion The opinion isis delivered by QMV (Article 205(2) of the Treaty)delivered by QMV (Article 205(2) of the Treaty)

3.3. If If thethe committee gives a positive opinion the Commission adopts the committee gives a positive opinion the Commission adopts the 
measures envisaged.measures envisaged.

4.4. If the committee gives a negative opinion or if no opinion is deIf the committee gives a negative opinion or if no opinion is delivered, livered, 
the Commission submits the proposal to the Council.the Commission submits the proposal to the Council.

5.5. If the Council indicates by qualified majority that it opposes tIf the Council indicates by qualified majority that it opposes the he 
proposal, the Commission shall reproposal, the Commission shall re--examine it. It may submit an examine it. It may submit an 
amended proposal to the Council, reamended proposal to the Council, re--submit its proposal or present a submit its proposal or present a 
legislative proposal on the basis of the Treaty.legislative proposal on the basis of the Treaty.

6.6. If the Council has neither adopted the proposed implementing actIf the Council has neither adopted the proposed implementing act nor nor 
indicated its opposition to the proposal for implementing measurindicated its opposition to the proposal for implementing measures, the es, the 
proposed implementing act shall be adopted by the Commission.proposed implementing act shall be adopted by the Commission.
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