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- additional information by Europol 

 

 

Dear Mr Lecrubier, 

 

Following the discussions at the CATS meeting on 2 October 2008 about the draft Council 

Conclusions on the creation of an international ‘platform of platforms’ at Europol for reporting 

offences committed on the internet (doc. 11230/08 ENFOPOL 128 CRIMORG 101), and your 

ensuing request towards Europol to provide additional information on the implementation of the 

project, please find attached to this letter a note drafted by Europol. 

As expressed during the CATS meeting, the note stresses four elements which will be decisive for 

the creation the European alert platform within Europol: the operational aspects (added-value), the 

technical aspects, the budget aspects and the legal aspects. 

I trust you will find this information helpful and I remain available to provide you with any further 

information you may deem necessary. 

 

(complimentary close) 
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Europol’s response to the Presidency’s request to supplement additional information  

on the issue 

 

The initiative of the French Presidency seeks to create on one hand national platforms for reporting 

Internet-related crimes and on the other hand a European platform to be hosted by Europol. The 

national platforms are intended to be accessible to the public for the attention of law enforcement, 

whilst the international platform should be used by law enforcement only and facilitate the related 

information sharing and exchange between European law enforcement.  

 

1. General considerations 

 

 Europol’s support will be guided by the following principles:  

• to gather more detailed user requirements as soon as possible; 

• to make use of existing systems to the largest extent possible; 

• to include ongoing projects in the discussions as far as possible. 

 

These considerations are based on the premise that there is a need for a swift and yet 

comprehensive European response to Internet-related crime.  

 

Europol will set up a programme to address three related but distinct areas: 

• Firstly, the sharing of operational information in a general law enforcement repository of 

information (e.g. offence/event, seizure, IP address, nick name, suspect etc.) to support 

investigative work, and to allow trend as well as strategic analysis;  

• Secondly, the exchange of targeted operational information (live data relating to ongoing 

investigations, for example in the context of Joint Investigation Teams etc.);  

• Thirdly, a general platform for law enforcement expertise on Internet-related crimes 

(forum to exchange best practice, new techniques or tools etc.). 
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 For all three areas Europol can offer existing solutions:  

• for the sharing of operational information, trend and strategic analysis, the Information 

System (IS) can be used as the foundation;  

• for the exchange of targeted operational information Europol’s Analysis Work Files 

(AWF) are at the disposal of Member States;  

• a technical solution for the expertise platform will be identical to other Europol platforms, 

for example as in the area of financial crime. 

 

2. Operational added value 

 

From a European perspective, the three areas of intervention combined will have the 

following benefits: 

• Assist in the coordination of investigations at European level and support Joint 

Investigation Teams (JIT); 

• Avoid duplication of work; 

• Provide the basis for operational and strategic analysis, including the OCTA; 

• Give insight into new crime trends or threats and allow swift action by Member States; 

• Compile statistical data. 

 

3. Technical aspects 

 

The already existing alert platforms in Member States are governed in diverse ways: some are 

under the full administration of the government, some function through a partnership between 

the public and private sectors and some operate through private companies that collect the 

data and supply them to the government. 

 

Europol will need to develop policies, standards and procedures in order to ensure a 

harmonized base-line between the Member States and the European platform. 

In support of this concept Europol’s secure network will be the vehicle for the transmission of 

data via the entry points of Europol National Units, as well as for accessing Europol systems 

by Member States. 
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The Europol Information System, the Analysis Work Files, the platform for law enforcement 

expertise on Internet-related crime and the secure network at Europol, all accredited by 

Member States, offer high flexibility for the benefit of diverse national systems in terms of 

structure and procedure. 

 

All Member States will be able to directly access and enter Internet-related data into the 

Information System at Europol. The Information System has to be adapted to satisfy the new 

business needs. The use of the Information System will satisfy all requirements for the 

implementation of the platform without requiring the development of new IT systems at 

Europol. It has to be pointed out that the level of access to domestic law enforcement varies 

from Member State to Member State. 

 

4. Costs 

 

At national level Member States which do not yet possess a national alert platform for 

offences noted on the Internet will need to allow for the costs that are necessary to create such 

a platform, in line with the standards used at the level of the respective Europol National Unit 

(ENU), considering the interoperability with the Europol Information System for efficient 

data exchange. 

 

Member States which do possess one or more domestic alert platform(s) for offences noted on 

the Internet will have to plan for the costs that are needed to adjust the existing system(s) in 

order to make them compatible with the standards used at the level of the respective Europol 

National Unit (ENU) and at Europol (i.e. the costs for human resources and potentially add-on 

software, e.g. automatic data loaders etc.).  

 

At Europol’s level the costs to be considered will mainly relate to the further development of 

existing systems (i.e. the costs for human resources and potentially add-on software). The 

initial assessment is that Europol can meet these costs entailed in their entirety within the 

existing budget planning and with the funding which will be provided by the Commission. 

Should additional costs be identified at a later phase, staged development will be envisaged. 
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At the level of both, Europol and Member States, the costs for human and technical resources 

for the maintenance of the platform have to be taken into consideration. 

 

The Commission has indicated that 300.000 Euros are available to support the implementation 

of the project by Europol. In this context Europol proposes to clarify whether funds are also 

available for Member States to establish new platforms or adjust existing ones. 

 

5. Legal aspects 

 

According to Article 3(1), par. 1 of the Europol Convention it is one of Europol's tasks "to 

facilitate the exchange of information between the Member States".  

 

Both the Information System and the Analytical Work Files are operating in a strictly 

regulated legal framework for which no additional legal assessment is required. The third 

area, i.e. general platform for law enforcement expertise on Internet-related crimes, will be a 

forum for best practice, new techniques etc. which excludes the exchange of personal data. 

The current proposal falls under the task of Article 3(1) within the limits described. 

 

5. Final remarks 

 

Europol welcomes the opportunity to contribute to the French initiative. Any further 

development in this matter will take place in close consultation with Europol’s Management 

Board and the Heads of National Units (HENU). The organisation is available to provide 

further information upon request. 

 

 

 

________________________ 
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