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1. Introduction 

 
Yahoo! welcomes the opportunity to provide these written comments to the 
European Parliament’s Public Hearing on Data Protection on the Internet. 
Protecting our users’ privacy and complying with data protection laws is of critical 
importance to Yahoo!. We look forward to the hearing providing valuable input 
into the public debate on data protection on the internet.  
 
Yahoo! is committed to constructive engagement in this debate in the US, in 
Europe and in all other markets where we operate. In the US, we actively 
participated in the FTC Town Hall event and are carefully reviewing the FTC’s 
recently published draft self-regulatory principles on behavioural advertising. In 
Europe, we have responded to the recent questionnaire from the Article 29 Data 
Protection Working Party in connection with its review of search engine privacy 
practices. We have also had extensive dialogue with individual data protection 
authorities across Europe.  
 
Yahoo! recognises that the development of an appropriate policy and regulatory 
framework, as well as industry best practices, for data protection on the internet 
are essential ingredients to ensuring consumer confidence and hence the growth 
of internet services.  Policy-makers, regulators, individual companies such as 
Yahoo! and other stakeholders, each have a key role to play in this respect.  
 
In these written comments, we seek to address some of the key issues that will be 
raised during the European Parliament hearing, and in particular how they relate 
to Yahoo! and the services we provide to our users. 

 
2. About Yahoo!  

 
Yahoo! is a leading global Internet brand and one of the most trafficked Internet 
destinations worldwide. Yahoo! is focused on powering its communities of users, 
advertisers, publishers, and developers by creating indispensable experiences 
built on trust. Yahoo! is headquartered in Sunnyvale, California. 
 
For more information about Yahoo! please visit: www.yahoo.com  
 

http://www.yahoo.com/
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In Europe, Yahoo! operates through various affiliates but primarily in the UK, 
Spain, France, Italy and Germany.  
 
For more information about Yahoo! in Europe please visit: www.yahoo.co.uk, 
www.yahoo.fr, www.yahoo.de, www.yahooo.es, and www.yahoo.it.  

 
3. Yahoo! and user privacy 

 
Yahoo! is committed to providing its users with a level of privacy that meets EU 
and the EU Members States’ data protection rules. To that end, Yahoo! is 
constantly testing, evaluating and implementing enhancements in personal data 
security technologies and practices. For example, we are currently updating and 
simplifying our privacy policies across our European web sites and are 
highlighting these changes to provide a more accessible experience to our users. 
 
Yahoo! has been a leader and innovator when it comes to providing users with 
accessible and user friendly privacy policies and we have a long tradition of 
transparency in this respect. We have always been, and remain, deeply 
committed to building on this established trust by continuing to provide users with 
clear and comprehensive information. 
 
Yahoo! takes steps to inform users in relation to, and to obtain their consent in 
respect of, the collection and storage of their data, through our terms of service 
and privacy policies.  
 
Further details of our terms of service and our privacy policies are available at: 
 
UK: 
Privacy Policy: http://info.yahoo.com/privacy/uk/yahoo/
Terms of Service: http://uk.docs.yahoo.com/info/terms.html  
 
DE:  
Privacy Policy: http://info.yahoo.com/privacy/de/yahoo/  
Terms of Service http://de.docs.yahoo.com/info/utos.html  
 
IT:  
Privacy Policy: http://info.yahoo.com/privacy/it/yahoo/  
Terms of Service: http://it.docs.yahoo.com/info/utos.html  
  
ES:  
Privacy Policy:  http://info.yahoo.com/privacy/es/yahoo/
Terms of Service: http://es.docs.yahoo.com/info/utos.html
 
FR:  
Privacy Policy: http://info.yahoo.com/privacy/fr/yahoo/  
Terms of Service: http://fr.docs.yahoo.com/info/utos.html  
 
 

http://www.yahoo.co.uk/
http://www.yahoo.fr/
http://www.yahoo.de/
http://www.yahooo.es/
http://www.yahoo.it/
http://info.yahoo.com/privacy/uk/yahoo/
http://uk.docs.yahoo.com/info/terms.html
http://info.yahoo.com/privacy/de/yahoo/
http://de.docs.yahoo.com/info/utos.html
http://info.yahoo.com/privacy/it/yahoo/
http://it.docs.yahoo.com/info/utos.html
http://info.yahoo.com/privacy/es/yahoo/
http://es.docs.yahoo.com/info/utos.html
http://info.yahoo.com/privacy/fr/yahoo/
http://fr.docs.yahoo.com/info/utos.html
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Our privacy policies describe in detail how we collect, store and use information 
across our products and services (and include a comprehensive section on 
cookies).  Importantly for the purposes of the current debate around 
developments and innovation in on-line advertising, our users are given clear 
notice that Yahoo! uses information it observes to customise advertising and 
content.  
 
Yahoo! has constructed its privacy policy with the user in mind, and offers a 
layered privacy notice approach incorporating in-flow notice as well as product 
specific privacy modules. 
 
4. Yahoo! search data practices 

 
4.1 Search data retention policy 

 
In July 2007 Yahoo! announced a new search data retention policy: all search log 
data will be anonymised within 12 +1 months (12 months of retention plus 1 
month for review and analysis) from the moment when the data is collected, 
except where: (i) users request to keep the information for a longer period or (ii) 
where Yahoo! is required to retain the information to comply with legal obligations 
(for example, for tax purposes or in connection with ongoing litigation). 

 
At the same time, Yahoo! also committed to building a personal information filter 
that will attempt to scrub search logs queries that may contain sensitive personal 
data.   

 
We strongly believe our 12 + 1 month policy is the appropriate retention period to 
meet our commitment to our users’ privacy while preserving our ability to continue 
to perform many fundamental and critical functions. These functions include: 
service improvements and user experience enhancement; security; to fulfil our 
obligations in respect of financial processing (tracking, audits, account 
adjustments, etc) and fraud detection and prevention.  

 
4.2 EU Data Protection Legislation  

 
The 12 + 1 month search data retention policy is the culmination of a company 
wide review that included, inter alia, careful consideration of compliance with our 
legal obligations in Europe. As part of that assessment, Yahoo! specifically 
reviewed and assessed its obligations under the EU Data Protection Directive not 
to retain data in a form which permits identification of data subjects longer than is 
necessary for the purposes for which the data was collected. 

 
5. On-line advertising and privacy 

 
5.1 Advertising business models  

 
Yahoo!’s business is premised on offering a range of market leading free internet 
services to our users. Yahoo! serves advertising on its own and its partners’ web 
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sites in order to be able to pay for, as well as develop and further invest in, these 
services.  

 
Yahoo! operates, and is developing, a range of advertising-based business 
models which include:  

 
• Advertising on the Yahoo! network (i.e. Yahoo!’s owned and operated web 

sites); 
• Advertising on our publisher partners’ networks, for example eBay in the US, 

and more recently Bebo in the UK;  
• The on-line advertising exchange model – further to our acquisition of Right 

Media – bringing more transparency and openness to the online advertising 
market place; and 

• The ad network model - further to our acquisition of Blue Lithium – offering 
intermediation services to advertisers and publishers.  
 

Each element of our strategy offers a range of tangible benefits to users, 
advertisers and publishers.  

 
5.2  Benefits to users, advertisers and publishers 

 
Benefits to users: 
  
• Free services - Yahoo! provides nearly all of its market leading services to 

users at no cost. The development and support of these services is funded by 
advertising – a value exchange embraced globally by internet users.   

• High quality web based services - Yahoo! invests deeply to create high quality, 
innovative services. We want to create a superb user experience on every 
page delivering customised services to our users. 

• Access to desired goods and services - users benefit from relevant advertising 
because they get access to the goods and services that interest them. When 
advertising is relevant, a user saves time and energy by accessing these 
goods and services directly. 

 
Benefits to advertisers:   
 
• Reaching the right consumers – advertisers seek to reach audiences that are 

likely to be interested in their products.  This experience is not limited to the 
online world but has been common in the offline world for many years, for 
example by choosing to advertise in media with specific audiences.  

• Efficiencies in matching buyers and sellers – online shoppers are often looking 
for a particular product or service.  Advertising based on user interests is likely 
to bring those interested buyers to the sellers with the least amount of 
“friction”. 
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Benefits to publishers:   
 
• Publishers are able to better monetise their inventory and hence re-invest in 

new services. 
• Many smaller publishing businesses are able to support their sites because 

they allow advertising to be displayed. This lowers barriers to entry for small 
publishers, ensuring a vibrant and diverse on-line media environment. 

 
5.3 Delivering relevant advertising and content  

 
As part of the above mentioned strategy, Yahoo! has both developed and 
acquired technology that allows us to better customise the advertising and content 
a user sees. This process – sometimes referred to as “Behavioural Targeting” – 
allows Yahoo! to display relevant advertising and content based on insights 
derived from past user activity.  

 
Yahoo! derives these insights using four primary data sets: 
 
• The web pages visited by a user on the Yahoo! network; 
• A user’s search queries; 
• The advertising encountered by a user on Yahoo!; and 
• The advertising clicked by a user on Yahoo! pages. 
 
Yahoo! processes these insights in near-real-time to create interest category 
scores for its users. Yahoo! then leverages the user’s interest category score for 
the purpose (as explained to users in our privacy policies) of tailoring the 
advertising and content that the user sees.  
 
To illustrate, if a user were to visit Yahoo! Sports and then perform several 
searches on athletes, Yahoo! would score this as an interest in sports.  However, 
if the user did not show any further interest in sports, over time this interest would 
decay until ultimately it was removed from the category score. 
 
As is standard practice in the industry, Yahoo! uses cookies to assign a unique 
identifier to a user’s browser. The cookie itself does not store a “profile” of a user 
but instead is used to link to category scores for a registered user or - if a user is 
not registered or logged in - that particular browser. Those category scores are in 
turn stored on Yahoo!’s servers.     
 
Our privacy policies give information to users about how they may disable cookies 
and opt-out of receiving personalised advertising. The overriding consideration is 
to ensure that Yahoo! is transparent and that users are fully informed about the 
purposes for which their data is processed.  
 
As noted previously, Yahoo! takes steps to ensure that our terms of service and 
privacy policies are widely available for review via a link on Yahoo!’s web pages 
(and in the Help or About menu on downloadable products).  
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5.4 Other methods of customisation 
 
In addition, Yahoo! also uses other information to deliver relevant content and 
advertising to users, for example: 
 
• Geographic data - to tailor content and advertising based on a user’s 

geographic location; 
• Contextual data - to tailor advertising based on the content of a web page; and 
• Declared interests - to tailor content and advertising based on information that 

users have provided to us.  
 

6. Future developments 
 
As Yahoo! continues to develop industry leading products and services for our 
users, financed by our ability to provide market leading customised advertising 
and content, it is incumbent upon us to continue to build on the trust we have with 
our users.   
 
We are committed to continue to experiment with new ways to give notice to our 
users. For example, we have developed new ways to offer users contextual notice 
of advertising that we are serving on our partner’s web sites, such as is the case 
with Bebo in the UK. We will continue to review our data security and protection 
methods and policies - testing, evaluating and implementing enhancements in 
personal data security technologies and practices. In this regard, Yahoo! is 
experimenting with several methods to allow users a higher degree of 
transparency when advertising is served by Yahoo! off of the Yahoo! network of 
sites, such as overlays, framing, and public service announcements.
 
We will participate with industry peers and our partners to develop appropriate 
best practices.  Finally, we will continue to engage with regulators and 
policymakers in a constructive dialogue as to the appropriate policy and 
regulatory framework to support the future growth of Internet and the business 
models supporting it. 
 

+++++++++++++++++ 
 
 

For further information please contact: 
 Andrew Cecil at Yahoo!: acecil@yahoo-inc.com  

mailto:acecil@yahoo-inc.com
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