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EXPLANATORY MEMORANDUM
1.

CONTEXT OF THE PROPOSAL

The European Police O ffice (Europol) started as an intergovernm ental body regulated by
a Convention concluded between the Mem ber States, which entered into force in 1999.
By virtue o f a Council Decision adopted in 2 009, Europol becam e an EU agency funded
by the EU budget.
Europol’s role is to provide support to nati onal law enforcem ent services’ action and their
mutual cooperation in the prevention of and fight against serious crime and terrorism. Europol
facilitates the exchange of information between Member States’ law enforcem ent authorities
and provides crim inal analysis to help na
tional police forces carry out cross border
investigations.
Article 88 of the Treaty on the Functioning of th e European Union stipulates that Europol
shall be governed by a regulation to be adopted by the ordinary legislative procedure. It also
requires the co-legislators to establish procedur es for the scrutiny of Europol’s activities by
the European Parliament, together with national Parliaments.
The European Police C ollege (CEPOL) was estab lished as an EU agency in 2005, in charge
of activitie s rela ted to the tra ining of law enforcement officers. It aim s to facilitate
cooperation between national police forces by or ganising courses with a European policing
dimension. It defines common curricula on specific topics, disseminates relevant research and
best practice, coordinates an exchange programme for senior police officers and trainers, and
may act as a partner in EU grants for specific projects.
The European Council, in “the Stockholm Programme – An Open and Secure Europe Serving
and Protecting Citizens” 1, called on Europol to evolve a nd “becom e a hub for inform ation
exchange between the law enforcement au thorities of the M ember States, a service provider
and a platform for law enforcem ent services”, and called for the establishm ent of European
training schemes and exchange pr ogrammes for all re levant law enforcement professionals at
national and EU level, with CEPOL playing a key role in ensuring the European dimension.
In its Communication ‘The EU Interna l Secur ity Strategy in Action: Five steps towards a
more secure Europe’ 2, the Comm ission identified key cha llenges, principles and guidelines
for dealing with security issues within the EU, and suggested a num ber of actions involving
Europol and CEPOL to address the risks that serious crime and terrorism pose to security.
Over the las t decade, the EU has seen an in crease in s erious and organ ised crime as well as
more diverse patterns in crime.3 Europol’s EU Serious and orga nised crime threat assessment
2013 (SOCTA 2013) found that “serious and organi sed crime is an increasingly dynam ic and
complex phenom enon, and rem ains a significant th reat to the safety a nd prosperity of the
EU.”4 The study also notes that “the effects of gl obalisation in society and business have also
facilitated the emergence of significant new varia tions in c riminal activity, in which crim inal
networks exploit legis lative looph oles, the in ternet, and conditions associated with the
economic crisis to generate illicit profits at low risk.” 5 The internet is used to organise and
execute criminal activities, serving as a communication tool, a marketplace, recruiting ground
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and financial service. It also facilitates new forms of cyberc rime, payment card fraud as well
as the distribution of child sexual abuse material.6
Serious crime offences therefore cause increasi ngly severe harm to victim s, inflict econom ic
damage on a large scale and underm ine the se nse of security without which persons cannot
exercise their freedom and indi vidual righ ts e ffectively. Crim es like traf ficking in hum an
beings,7 in illicit drugs, 8 and in firearm s,9 f inancial cr imes like co rruption,10 fraud 11 and
money laundering, 12 and cybercrime13 not only pose a threat to personal and economic safety
of people living in Europe, they also generate vast crim inal pr ofits which stren gthen the
power of c riminal networks and deprive pub lic autho rities of much needed revenues.
Terrorism rem ains a m ajor threat to the EU’s
security, as societies in Euro pe are still
vulnerable to terrorist attacks.14
Crime is one of the five main concerns of EU citizens.15 Asked what issues the EU institutions
should focus on, the fig ht against crime was m entioned in fourth place. 16 In a recent survey
most EU internet users expr
essed high levels of concer
n about cyber security and
17
cybercrime.
In this context, EU agencies are needed to effectively and efficien tly support law enforcement
cooperation, information sharing and training.
The Common Approach on EU d ecentralised agencies endorsed by the E uropean Parliament,
Council and Comm ission in July 2012 18 sets out principles for the governance arrangem ents
of agencies such as Europol and CEPOL. The Common Approach also notes that “ merging
agencies should be considered in cases where their respective tasks are overlapping, where
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Europol (2011). EU Organized Crime Threat Assessment.
UNOCD (2010) estim ates “t hat th ere ar e 140 000 tr afficking v ictims in Eur ope, generating a gros s
annual income of US$3 billion for their exploiters. With an average period of exploitation of two years,
this would suggest over 70 000 new entries every year. The trend appears to be stable.”
According to The European Monitoring Centre for Drugs and Drug Addiction’s 2012 annual report on
the st ate of t he dru gs problem i n Euro pe, dru g-induced deat hs acco unted f or 4% o f al l deat hs of
Europeans aged 15–39 in 2011 and an estimated 1.4 million Europeans are opioid users.
UNOCD (2010) found that “the value of the documented global authorised trade in firearms has been
estimated at a pproximately US$1.58 billion in 2006, with unrecorded but licit tran sactions making up
another US$100 million o r so . Th e most co mmonly ci ted esti mate fo r th e size of th e illicit market i s
10%-20% of the licit market, which would be about US$170 million to US$320 million per annum.”
Corruption is estimated to cost the EU economy 120 billion euros per year, see COM (2011) 308 final.
According to Europol’s EU Organized Crime Threat Assessment 2011, organised crime groups derived
more than 1.5 billion euros from payment card fraud in 2009.
According t o a UNO DC est imate, gl obal cri minal proce eds (i ncluding t ax evasi on) am ounted t o 2 .1
trillion US Dollars in 2009 of which up to 70% is estimated to have been laundered.
Europol’s Se rious an d Organised C rime Threat Assessment S OCTA (2013) found t hat al l m ember
States are affe cted by cybe rcrime. The study refers to research by the E uropean Commission, whi ch
states that 8% of internet users in the EU hav e experienced identity theft and 12% have suffered from
some fo rm o f o nline fraud . Add itionally, malware affects millions of hou seholds and t he general
volume of banking fraud related to cybercrime has been increasing annually.
The EU In ternal Secu rity Strateg y in Actio n: Fi ve steps towa rds a more secure Euro pe. CO M(2010)
673 final. In 2011 there were 174 terrorist attacks in EU Member States. Te-SAT 2012.
Eurobarometer 77, Spring 2012.
Eurobarometer 77, S pring 2 012. 2 7% of E uropeans m entioned t hat t he f ight agai nst crim e shoul d be
emphasized by EU institutions in the coming years.
Special E urobarometer 39 0 on C yber Sec urity, Jul y 2 012. 7 4% of re spondents st ated t hat t he risk of
becoming a victim of cybercrime has increased in the past year.
Joint Statement of the European Parliament, the Council of the EU, and the European Commission on
decentralised agencies, 19.7.2012
(http://europa.eu/agencies/documents/joint_statement_and_common_approach_2012_en.pdf)
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synergies can be contemplated or when agencies would be more efficient if inserted in a
bigger structure”.
Merging Europol and CEPOL into a single agenc y, situated at the current headquarters of
Europol in The Hague would create im portant synergies and efficiency gains. Com bining the
operational police cooperation know-how of Europol with the training and education expertise
of CEPOL would strengthen the links and create synergies be tween the two field s. Contacts
between the operational and the training staff working within a single agency would help
identify training needs, thus in creasing the relevance and focus of EU training, to the benefit
of EU police cooperation overall. D uplication of support functions in the two agencies would
be avoided, and resu lting savings c ould be red eployed and invested in core ope rational a nd
training functions. This is particularly i mportant in an econom ic context, where national and
EU resources are scarce and where resources
to strength en EU law enf orcement train ing
might not otherwise be available.
This proposal for a regulation therefore provides for a lega l fram ework for a new Europol
which succeeds and replaces Europo l as es tablished by the Council Decision 2009/371/JHA
of 6 April 2009 establishing the European Police Office (Europol), and CEPOL as established
by Council Decision 2005/681/JHA establishing the European Police College (CEPOL).
The proposal is in line with the requirem ents of the Lisbon Treaty, the expectations of the
Stockholm Programme, the priorities set out in the Internal Security Strategy in Action, and
the Common Approach to EU decentralised agencies.
2.

RESULTS OF CONSULTATIONS WITH THE INTERESTED PARTIES AND
IMPACT ASSESSMENTS

Dialogues on the preparation of the reform of Europol, CEPO L and of EU law enforcem ent
training too k place in 2010 and 2011 between th e Comm ission and represen tatives of the
European P arliament, the Council of the Euro pean Union and the Managem ent Board of
Europol and Governing Body of CEPOL, a
s well as with representatives of national
Parliaments.
In line with its “Better Regulation” po
licy, the Comm ission conducted two i
assessments of policy alternatives concerning Europol and CEPOL.19

mpact

The im pact assessm ent on Europol was based on the two policy objectives of increasing
provision of inf ormation to Europ ol by Member Sta tes a nd of settin g a data p rocessing
environment that allows Europol to fully assi st Member States in preventing and com bating
serious crim e and terrorism . As regards the former objective, two policy options were
assessed: (i) clarifying a legal obligation of
Member States to provide data to Europol,
providing for incentives and a reporting mechanism on the performance of individual Member
States, and (ii) granting Europol access to relevant national la w enforcement databases on a
hit-/no hit basis. As regards the policy objective on a data processing environment, two policy
options were assessed: (i) merging the two existing Analyses Work Files into one and (ii) new
processing environm ent setting up procedural safeguards to im plement data protection
principles with particular emphasis on ‘privacy by design’.
The im pact assessm ent on CEPOL was based on the two policy ob jectives of ( i) ensurin g
better quality, m ore joined-up and m ore cons istent training for a wider range of law
enforcement officers in cross-border crime issues and (ii) establishing a framework to achieve
19
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this in lin e with th e Common Approach on EU decentralised agencies. In th e context of the
Commission presen ting a Law Enforcem ent Tr aining Schem e, for the im plementation of
which additional r esources will b e needed, the Comm ission exam ined dif ferent options
including strengthening and str eamlining CEPOL as a separate agency and m erging, partially
or fully, the functions of CEPOL and Europol into a new Europol agency.
According to the Comm ission’s establishe d methodology, each policy option was assessed,
with the help of an inter-service steering gr oup, against its im pact on s ecurity, on the costs
(including on the budget of the EU institutions) and impact on fundamental rights.
The analysis of the overall impact led to the development of the preferred policy option which
is incorporated in the presen t proposal. According to the asse ssment, its im plementation will
lead to further effectiveness of Europol as an agency providing com prehensive support for
law enforcement officers in the European Union.
3.

LEGAL ELEMENTS OF THE PROPOSAL

Article 88 a nd Article 87(2)(b) of the Trea ty on the Functioning of the European Union are
the legal bases for the proposal.
Objective and content of the legislative proposal
This proposal aims to:
•

Align Euro pol with th e requirem ents of the Treaty of Lisbon by setting up th
e
legislative framework of Europol in the regulation and by introducing a m echanism
for control of Europol’s activities by the European Parliament, together with national
Parliaments. In this way dem ocratic legitimacy and accountability of Europol to the
European citizen would be enhanced.

•

Meet the goals of the Stoc
kholm Programme by m aking Europol “a hub for
information exchange between th e law en forcement authorities of the M ember
States” and estab lishing European train ing schem es and exchange programm es for
all relevant law enforcement professionals at national and EU level.

•

Grant Europol new responsibilities so th at it m ay provide a m ore com prehensive
support for law enforcement authorities in the Member States. This includes Europol
taking over the current tasks of CEPOL in the area of train ing of law enforcem ent
officers and developing a Law Enforcem ent Training Schem e. This also involves a
possibility for Europol to develop the EU
centres of specia lized expertise for
combating certain types of crim e falling under Europol’s objectives, in particular the
European Cybercrime Centre.

•

Ensure a robust data protection regime for Europol, in particular to guarantee that the
data protection supervisor of Europol has full independence, can act effectively and
has sufficient powers of intervention.

•

To improve the governance of Europol by seek ing increased effici ency and aligning
it with th e princ iples laid down in th e Common Approach on EU decentralised
agencies.

The proposal achieves these aims in the following way:
1. Aligning Europol with the requirements of the Treaty of Lisbon, increasing its
accountability
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The regulation ensures that Europol’s activities are subject to scrutiny by the de mocratically
elected representatives of th e EU citizens. The proposed
rules are in line with the
Commission’s 2010 Communication on the procedures for the scrutiny of Europol’s activities
by the European Parliament, together with national Parliaments.20
In particular, the European Parliament and national Parliaments:
•

receive information through annual activity reports and final accounts each year;

•

receive for infor mation threat as sessments, strategic analyses and general situation
reports relating to Europol’s objective as
well as the results of studies and
evaluations comm issioned by Europol, a nd working arrangem ents agreed with
authorities of third countries to implement international agreements concluded by the
European Union with this third country;

•

receive for information the multi-annual and annual work programme as adopted;

•

receive reports on quantity and quality of information provided to Europol by each
Member State and on the performance of its National Unit;

•

may discuss with th e E xecutive Directo r and the Chairperson of the Managem ent
Board matters relating to Europol- taking in to account the obliga tions of discretion
and confidentiality.

In addition, the European Parliament:
•

fulfils its functions of the budgetary authority, in particular: receives the statement of
estimates, receives the report on th e budgetary and financial m anagement for that
financial year, may ask for any inform ation required for the discharge procedure and
gives a discharge to the Executive Directo r in respect of the im plementation of the
budget;

•

is consulted on the multi-annual work programme of Europol;

•

receives for information the annual work programme of Europol;

•

may invite the candidate for the Execu
tive Director of Eu ropol or a Deputy
Executive Directo r selected by th e Manage ment Board for a hearing before the
competent parliamentary committee;

•

may invite the Executive Director to reply to its questions on his/her performance.

In orde r to allow the European Par liament to exercise th e scrutiny but at th e sam e tim e to
guarantee confidentiality of operational information, Europo l and the European P arliament
need to co nclude working arrang ement on the acces s to European Union Classified
Information and sensitive non-classified information processed by or through Europol.
2. Europol as a hub for information exchange between law enforcement authorities in
the Member States
In order to improve Europol’s intelligence picture, so that it can better support Member States
and better infor m EU policy setting, the proposal seeks to enhance the supply of inform ation
by Member States to Europol. This is done by strengthening the obligation for Member States
to provide Europol with relevant data. An incen tive is offered by extending the possibility for
law enforcement services to receive financial support to cross border investigations in areas
20
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other than euro counterfeiting. A reporti
ng m echanism to m onitor Member Sta tes’
contribution of data to Europol is introduced.
To enable Europol to better establish links
between data already in its possession and
subsequently analysing them, the agency’s processing architecture is re-designed. It no longer
pre-defines data bases or system s but instead adopts a ‘privacy by design’ approach and full
transparency towards the Data Protection O
fficer at Europol and the European Data
Protection Supervisor, the EDPS. High data pr
otection and data secu rity st andards are
achieved by m eans of procedural safeguards that apply to any specific type of inform ation.
The regulation sets out in detail the purposes of data processing activit ies (cross-checking,
strategic analyses or other general nature, opera tional analyses in specific cases), the source s
of infor mation and who m ay access data. It als o lists categ ories of personal data and data
subjects whose data m ay be collected for each specific inform ation processing activity. This
would enable Europol to adapt its IT architecture to future challenges and the needs of the law
enforcement authorities in the EU. Once in place, it would a llow Europol to link and m ake
analyses of relevant data, reduce delays in identifying trends and patterns and reduce multiple
storage of data. At the sam e ti me, high da ta protection standards would be guaranteed.
Observance of those standard s will be su pervised by the Europ ean Data Protec tion
Supervisor.
In this way Europol analysts would gain a broader picture on serious criminality and terrorism
in the EU. They would be able to quickly identify trends and patterns across all criminal areas
and build more com prehensive and relevan t intelligence re ports to sup port Mem ber States ’
law enforcement authorities.
3. New responsibilities: training and developing EU centres to fight specific crimes
To ensure synergies in EU s upport for policing, and to allow full im plementation of the EU
Law Enforcement Training Schem e proposed in parallel with this regulation, 21 Europol will
take over and build on the tasks form
erly car ried out by CEPOL. Closer links between
training and operation al work will lead to more targ
eted and releva nt tra ining f or law
enforcement officers.
Europol, th rough a n ew departm ent known as the Europol A
cademy will assume
responsibility for supporting, developing, de
livering and coordinati ng training for law
enforcement officers at the strategic level, and not only (as is the case under the current
CEPOL Decision) senior police officers. These activities will address needs for awareness and
knowledge of international and Union inst
ruments, encouragem ent of cross-border
cooperation, specialized knowledge in specific crim inal or policing them atic areas and
preparation for particip ation in EU civilian po lice m issions in third countries. It will be
responsible for developing and ev aluating educational tools, linke d to requirements identified
in regular training needs assessm ents. It will contribute to re search and seek to estab lish
partnerships with Union bodies and private academic institutions as appropriate.
The composition, functions and procedures of the Management Board reflect Europol’s new
responsibilities for law enforcem ent training, as well as the best practice set out in the
Common Approach on EU decentralised agencies.
A Scientific Committee for Training will advise the Management Board in order to g uarantee
and guide the scientific quality of Europol’s training activities.

21
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To enhance the EU’s capacity to confront specific crim e phenomena, which particu larly call
for a common effort, E uropol is given a possibili ty to develop centres to fight specific forms
of crime, for example the European Cybercrime Centre.
Such EU centres integ rating various approaches towards f ighting the sp ecific form of crime
would add value to the Mem ber States actions. They could, for instance, be information focal
points, pool expertise to support Member States in capacity building, support Member States’
investigations or beco me the collectiv e voi ce of the European investigators across law
enforcement in the specific area.
4. Robust data protection regime
The proposal reinforces the data protection re
particular, the following measures are taken:
•

The existing autonom ous Europol data protec tion regime is further strengthened by
drawing to a large extent
on the principles underpin ning Regulation (EC) No
45/2001 on the protection of indivi dual with regard to proc essing of personal data by
the Community institutions and bodies a nd on the free m ovement of such data. 22 As
Declaration 21 attached to the T reaty rec ognizes the specificity of personal data
processing in the law enforcem ent context, the data protection rules of Europol have
however been aligned with other data protection instruments applicable in the area of
police and judicial cooperation. These are in particular the Convention No. 108 23 and
Recommendation No R (87) of the Council of Europe 24 and Council F ramework
Decision 2008/977 on the protection of persona l data processed in the fram ework of
police and judicial coo peration.25 This will ens ure a high level of protection of
individuals with regard to processing of personal data, while taking into due account
the specificity of law enforcement.

•

Access by Mem ber States to personal da
ta held by Europol and relating to
operational analyses, is m ade indirect based on a hit/no hit system : an autom ated
comparison produces an anonym ous ‘hit’ if th e data held by th e requesting Mem ber
State match data held by Europol. The related personal or case data are only provided
in response to a separate follow-up request.

•

The processing of personal da ta on vic tims, witnes ses, persons different from
suspects, and m inors is prohi bited unless strictly necessa ry. This limita tion a lso
applies to data revealing racial or ethni
c origin, political opi nions, religions or
beliefs, trade-union m embership and of data concerning health or sex life (sensitive
personal data). Furthermore, sensitive pe rsonal data can only be processed where
they supplem ent other personal data already processed by Europol. Europol is
obliged to provide every six m onths an overview of all sensitive personal data to th e
EDPS. Finally, no decision which produces le gal effects co ncerning a data sub ject
can be taken solely on the basis of autom ated processing of sensitive personal data,
unless it is authorised by EU or national law or by the EDPS.

22

OJ L 8, 12.1.2001, p. 1-22.
Convention for th e Pro tection of Ind ividuals with regard to Automatic Pro cessing of Person al Data,
Strasbourg, 28.1.1981.
Council of E urope C ommittee of Ministers Recomm endation No. R(87) 15 to the Member States on
regulating the use of personal data in the police sector, 17.9.1987.
OJ L 350, 30.12.2008, p. 60. The Commis sion has proposed to replace this instrument by a Directive,
COM (2012) 10 final.
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•

To increase transparen cy, individu als’ right o f access to personal d ata held by
Europol is reinforced. T he inform ation that Europol m ust provide to an individual
requesting access to his/her data is listed in the Regulation.

•

The proposal sets clear rules on the divisi
on of responsibility in data protection
matters, in particular it m akes Europol re sponsible for reviewing the continued need
to store personal data at regular intervals.

•

The obligation of loggin g and docu mentation is extended from covering access to a
wider range of data proce ssing activities: collection, alte ration, access, disclosure,
combination and erasure. To ensure better control over the use of data and clarity on
who has been processing it, the regulation prohibits modification of the logs.

•

Any individual can turn to Europol f or compensation for unlawful data processing or
an action incompatible with the provisions of this Regulation. In such a case Europol
and a Member State in which dam age has occurred are jointly and severally liable
(Europol on the basis of Article 340 of the Treaty and the Member State on the basis
of its national law).

•

The role of Europol’s extern al data protection supervisor y authority is strengthened.
The European Data P rotection Supervisor wi ll be com petent for the supervision of
processing of personal data by Europol. This ensures full compliance with the criteria
of independence established in the case-law of the Court of Justice and, due to the
EDPS’ enforcement powers, effectiveness of data protection supervision.

•

The national data protection authorities remain however competent for supervision of
input, the retrieval and any communicati on to Europol of personal data by the
Member State con cerned. They also remain responsible for e xamining whether such
input, retrieval or communication violates the rights of the data subject.

•

The Regulation introduces elem ents of “joint supervision” on data transferred to and
processed at Europol. In specific issues re quiring national involvem ent and in order
to ensure coherent applica tion of this regulation thr oughout the European Union, the
European D ata Protection Supervisor a nd national supervisor y authorities, each
acting within its competences, should co-operate with each other.

5. Improved governance
The proposal im proves the governance of Europol by seeking efficiency gains, stream lining
procedures, notably with respect to the Mana gement Boar d and the Executiv e Director, an d
by aligning Europol with th e principles laid down in the Common Approach on EU
decentralised agencies.
The Comm ission and the Mem ber States are represented on the Managem ent Board of
Europol in order to effectively control its workings. In order to reflect the dual mandate of the
new Agency – operational support and training f or law enforcement – the full members of the
Management Board are appointed on the basi
s of their knowledge of law enforcem
ent
cooperation, whereas alternate m embers are a ppointed on the basis of their knowledge of
training for l aw enforcement offi cers. The a lternate m embers will act as full m embers
whenever tr aining is d iscussed o r decided. The Managem ent Board will be adv ised by a
scientific committee on technical training issues (Scientific Committee for Training).
The Management Board is given the necessary po wers, in particular to establish the budget,
verify its execution, adopt the appropriate fina ncial rules and planni ng documents, establish
transparent working procedures for decision- making by the Executive Director of Europol,
adopt the annual activity report, and appoint an Executive Director.
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To stream line the decision m aking process, the Managem ent Board m ay also decide to
establish an Executive Board. Such a sm all-sized Executiv e Board, with the presence of a
Commission representative, could be m ore clos ely involved in the m onitoring of Europol’s
activities with a view to reinforcing supervision of administrative and budgetary management,
in particular on audit matters.
In order to ensure efficient da y-to-day functioning of Europol, the Executive Director is its
legal repres entative and m anager. The Executiv e Director is com pletely independent in the
performance of his/her tasks and ensures that E uropol carries out the tasks foreseen in this
Regulation. In particular, the Ex ecutive Director is responsible for preparing budgetary and
planning documents submitted for the decision of the Mana gement Board, im plementing the
annual and multiannual work programmes of Europol and other planning documents.
4.

BUDGETARY IMPLICATION

The full merger of CEPOL and EUROPOL will lead to sy nergies and ef ficiency gains. The
savings achieved are assessed at the leve l of €17.2 m illion over the period 2015-2020 and 14
full time staff equivalent (FTE).
Although this proposal will take ad vantage of th ese savings and build o n existing resources,
additional resources will be required for Eur opol to im plement the new tasks related to
training of law enforcem ent officials, and to process and analyse the expected in crease in
information flows, including through the Euro pean Cybercrim e Centre. The operation and
further developm ent of the European Cybercri me Centre has by far the m ost significan t
impact on resources. In parallel to these need s for new resources, CEPOL and Europol also
participate in the current 5% reduction in sta ff num bers across all EU agencies, as well as
contributing staff posts to a pool for redeployment in EU agencies in favour of new tasks and
start-up phase agencies.
An additional 12 FTE will b e needed to implement the ne w tasks re lated to train ing of law
enforcement officials, i. e. the activ ities needed to implement the European Law Enforcem ent
Training Scheme proposed in parallel with th is Regulation. The hum an resources for the new
training activities will b e obtained as a result of the m erger of CEPO L into Europol, which
will result in savings amounting to 14 posts, representing €10.1m over the period 2015-2020.
By discontinuing 14 posts, CEPOL should comply w ith the request to cut staff by 5% and t o
contribute to the redeployment pool. In addition, an estimated €7.1m will be saved as a result
of lower costs of building, equipm ent and management board expenses over the same period.
The relocation of around 40 staff from CEPOL’s current site in Bramshill, UK, to the Europol
site in The Hague, the Netherlands, is expected to result in limited one-off costs, estimated at
€30 000. However, the UK has announced its inten tion to close the Bram shill site, CEPOL
will therefore in any event have to be relocated.
An addition al 3 FTE will be n eeded f or incre ased inf ormation process ing requirements th at
will result from the expected rise in the quantity of information supplied to Europol as a result
of this proposal (which com bines a strengthened obligation upon Member States to provide
relevant data to Europol, financial support
to individual investig ations and monitoring
reports). These will be gra dually recruited between 2015 an d 2017 resulting in an estim ated
€1.8m in staffing costs over the period 2015-2020.
However, approxim ately two thirds of
these costs will be of fset by the sa vings resulting from the m erger of CEPOL: two (2) FTE
will be secu red f rom the rem aining 2 posts out of the 14 saved as a result of the CEPOL
merger.
For the Eur opean Cybercrime Centre, an add itional 41 FT E will be re cruited over the pe riod
2015-2020. The tasks for which that
staff is needed are iden tified in an accompanying
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Commission Staff Wor king Docu ment. The non–staff costs for the European Cybercrim e
Centre have been estim ated at €16.6m over the sam e period. In 2013, 44 FTE had already
been ass igned to the E uropean Cy bercrime Centre through internal redeploym ent within
Europol and an addition al 17 FTE were reques ted by Euro pol as a part of the Draft Budget
2014.
In order to c omply with the reques t to cut sta ff by 5% and to contribut e to the redeploym ent
pool, 34 FTE should be discontinued within Eu ropol between 2015 and 2018 on top of the 12
FTE to be discontinued already in 2014.
Finally, this proposal will requ ire addition al resources for the Europ ean Data Protectio n
Supervisor estim ated at the equivalent of 1 F TE. The chan ge in data protection supervision
arrangements will create savings of €3 m for Europol between 2015 and 2020, no longer
needing to provide support to the current Joint Supervisory Body, and additional costs of
€1.5m for EDPS over the same period.
In total, therefore, th e budgetary impact of the legisla tive proposal amounts to €623m for the
merged agency over the period 2015-2020, as well as the €1.5m needed for the EDPS.26

26
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The f inal nu mber of posts an d t he ov erall b udget are su bject to th e outcome o f bo th an in ternal
Commission review of the resource needs of dece ntralised agencies for the period 2014-2020 and the
MFF n egotiations with esp ecial reg ard to an assessm ent o f ‘real n eeds’ in th e co ntext o f co mpeting
demands for very limited budget resources and in view of respecting the 5% staff cut in Agencies.
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2013/0091 (COD)
Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on the European Union Agency for Law Enforcement Cooperation and Training (Europol) and
repealing Decisions 2009/371/JHA and 2005/681/JHA
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty on the Functioning of the European Union, and in particular Article 88 and
Article 87(2)(b) thereof,
Having regard to the proposal from the European Commission,
After transmission of the draft legislative act to the national Parliaments,
After having consulted the European Data Protection Supervisor,
Acting in accordance with the ordinary legislative procedure,
Whereas:
(1)

Europol was set up by Decision 2009/371/JHA 27 as an entity of the Union funded from the
general budget of the U nion to support and st rengthen action by com petent author ities of the
Member States and their m utual cooperation in preventing and com bating organised crim e,
terrorism and other form s of serio us crim e af fecting two or m ore Me mber States. Decision
2009/371/JHA replaced the Convention based o n Article K.3 of the Treaty on European Union,
on the establishment of a European Police Office (Europol Convention).28

(2)

Article 88 of the Treaty provides for Europol to be governed by a regulation to be adopted in
accordance with th e ordinary leg islative p rocedure. It als o requires the es tablishment of
procedures for the scrutiny of Europol’s activities by the European Parliam ent, together with
national Parliam ents. Therefor e, it is necessary to replac e the Decision 2009/371/JHA by a
regulation laying down rules on parliamentary scrutiny.

(3)

The European Police College (‘C EPOL’) was established by Decision 2005/681/JHA 29 to
facilitate co operation b etween national police forces by organi sing and coordinating training
activities with a European policing dimension.

(4)

The ‘Stockholm Programme – An open and secu re Europe serving and protecting citizens’ 30
calls for Europol to evolve and becom e a “hub for infor mation exchange between the law
enforcement authorities of the Member States , a service provider and a platform for law
enforcement services.” On the basis of an
assessment of Europol’s functioning, further
enhancement of its operational e ffectiveness is needed to m eet this objective. The Stockhol m
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Programme also sets the aim of creating a genuine European law enforcement culture by setting
up European training schem es and exchange pr ogrammes f or all r elevant law en forcement
professionals at national and Union level.

EN

(5)

Large-scale criminal and terrorist networks pose a significant threat to the interna l security of
the Union and to the safety and livelihood of its citizens. Available threat assessments show that
criminal groups are becom ing in creasingly poly -criminal an d cros s-border in their activities.
National law enforce ment authorities therefore need to cooperate more closely with their
counterparts in other Member States. In this cont ext, it is necessary to equip Europol to support
Member States more in Union-wide crime prevention, analyses and investigations. This has also
been confirmed in the evaluations of Decisions 2009/371/JHA and 2005/681/JHA.

(6)

Given the links between the ta sks of Europol and CEPOL, in tegrating and rationalising the
functions of the two agencies would enhance
the effectiveness of o perational activ ity, the
relevance of training and the efficiency of Union police cooperation.

(7)

Decisions 2009/371/JHA and 2005/681/JHA should ther efore be repealed a nd replaced by this
regulation, which draws on the lessons learnt
from the implem entation of both Decisions.
Europol as estab lished by this regu lation shoul d replace an d assume the functions of Europol
and CEPOL as established by the two repealed Decisions.

(8)

As crime often occurs across internal borders, Europol should support and strengthen Mem ber
State actions and their cooperation in preventing and combating serious crim e affecting two or
more Member States. As terro rism is one of the m ost important threats for the security of the
Union, Europol should assist Member States in facing common challenges in this regard. As the
EU law enforcem ent agency, Europol should
also support and st
rengthen actions and
cooperation on tackling for ms of crim e that affect the in terests of the E U. It should also offer
support in preventing and combating related criminal offences which are comm itted in order to
procure the means, to facilitate, to carry out or to ensure the impunity of acts in respect of which
Europol is competent.

(9)

Europol should ensure better quality, coherent
and consistent training for law enforcem
officers of all ranks within a clear framework in accordance with identified training needs.

(10)

Europol should be able to request Mem ber Stat es to initiate, conduct or coordinate crim inal
investigations in specific cas es where cross-border cooperat ion would add value. Europol
should inform Eurojust of such requests.

(11)

To increase the effectiveness of Europol as a hub for infor mation exchange in the Union, clear
obligations for Mem ber States to provide Europol with the data nece ssary f or it to f ulfil its
objectives should be laid down. While im plementing such obliga tions, Mem ber States should
pay particular attention to providi ng data relevant for the fi ght against crimes considered to be
strategic and operational priorities within relevant policy instruments of the Union. Mem ber
States should also provide Europol with a c
opy of bilateral and m ultilateral exchanges of
information with other Member States on crime falling under Europol’s objectives. At the sam e
time, Europol should increase the level of its support to Member States, so as to enhance mutual
cooperation and sharing of infor mation. Europol should subm it an annual report to all Union
institutions and to national Parliam ents on th e extent to which individual Mem ber States
provide it with information.

(12)

To ensure effective cooperation between Europol and Mem ber States, a national unit should be
set up in each Mem ber State. It should be the prin cipal liaison between national law
enforcement authorities and trai ning institutes and Europol. To ensure continuous, effective
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exchange of information between Europol and nati onal units and to facili tate their cooperation,
each national unit should second at least one liaison officer to Europol.
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(13)

Taking into account the decentralised structu re of some Member States and the need to ensure
in certain cases rapid exchanges of infor
mation, Europol should be allowed to cooperate
directly with law enf orcement authorities in M ember States in indiv idual investigations, while
keeping Europol national units informed.

(14)

To ensure that Union-level law enforcement training is of high quality, coherent and consistent,
Europol should act in line with Union law en forcement training policy. Union-level training
should be available to law enforcement officers of all ranks. Europol should ensure that training
is evaluated and that conclusions from training needs assessments are part of planning to reduce
duplication. Europol should prom ote the recogniti on in Member States of training provided at
Union level.

(15)

It is also necessary to improve the governance
streamlining procedures.

(16)

The Commission and the Mem ber States should be represented on the Managem ent Board of
Europol to effectively supervise its work. To
reflect the dual m andate of the new agency,
operational support and training for law enforcem ent, the full m embers of the Managem ent
Board should be appointed on the basis of th eir knowledge of law enforcem ent cooperation,
whereas alternate m embers should be appointed on the basis of their knowledge of training for
law enforcement officers. Alternate m embers should act as full m embers in the absence of the
full m ember and in any case when training is discussed or decided. The Management Board
should be advised by a scientific committee on technical training issues.

(17)

The Management Board should be given the necessa ry powers, in particul ar to set the budget,
verify its execution, adopt the appropriate fina ncial rules and planning docum ents, establish
transparent working procedures for decision-m aking by the Executive D irector of Europol, and
adopt the annual activity report. It should exerci se the powers of appointing authority towards
staff of the agency including the Executive Director. To streamline the decision making process,
and to reinf orce supervision of administra tive and budgetary m anagement, the Managem ent
Board should be also entitled to establish an Executive Board.

(18)

To ensure the efficient day-to-day functioning of Europol, the Executive Director should be its
legal representative and m anager, acting in co mplete independence in the perform ance of all
tasks and ensuring that Europol carries out the tasks provide d for by this Regulation. In
particular, the Executive Director should be re sponsible for preparing budgetary and planning
documents submitted for the decisio n of the Ma nagement Board, im plementing the annual and
multiannual work programmes of Europol and other planning documents.

(19)

For the purposes of preventing and com bating crime falling under its objectiv es, it is necessary
for Europol to have the fullest and most up-to -date information possibl e. Therefore, Europol
should be able to process data provided to it by Mem ber States, third countries, international
organisations and Union bodies as well as coming from publicly available sources to develop an
understanding of cri minal pheno mena and trends, to gather inform
ation about crim inal
networks, and to detect links between different offences.

(20)

To improve Europol’s effectiveness in providing accurate crime analyses to the Member States’
law enforcement authorities, it should use new technologies to process data. Europol should be
able to swif tly detect links between investig ations and common modi operandi across different
criminal groups, to check cross-m atches of data and to have a clear overview of trends, while
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maintaining high level of protection of persona
l data for individuals. Therefore, Europol
databases should not be pre-defined, allowing Europol to choose the most efficient IT structure.
To ensure a high level of data protection, the purpose of processing operations and access rights
as well as specific additional safeguards should be laid down.
(21)

To respect ownership of data a nd protection of inform ation, Member States and authorities in
third countries and internationa l organisations should be able to determ ine the purpose for
which Europol may process the data they provide and to restrict access rights.

(22)

To ensure that data are acces sed only by tho se for whom access is n ecessary to p erform their
tasks, this Regulation should lay down detailed ru les on different degrees of right of access to
data processed by Europol. Such rules should be without prejud ice to restrictions on access
imposed by data providers, as the principle of ownership of data should be respected. In order to
increase efficiency of preventing and com bating crim e falling under Europol’s objectives,
Europol should notify Member States of information which concerns them.

(23)

To enhance operational cooperation between the ag encies, and particularly to establish links
between data already in possession of the differ ent agencies, Europol should enable Eurojust
and the European Anti-Fraud Office (OLAF) to ha ve access to and be able to search against
data available at Europol.

(24)

Europol should m aintain cooperative relations with other Union bodies, law enforcem
ent
authorities and law enforce
ment train ing institu tes of third
countries, internatio nal
organisations, and private parties to the extent required for the accomplishment of its tasks.

(25)

To ensure operational ef fectiveness, Europol shoul d be able to exchange all inform ation, with
the exception of personal data, with other Uni on bodies, law enforcem ent authorities and law
enforcement train ing ins titutes of third countries, and international organ isations to the extent
necessary for the p erformance of its tasks. S ince companies, firms, business associations, nongovernmental organisations and other private partie s hold expertise and data of direct relevance
to the prevention and combating of serious crime and terrorism, Eu ropol should also be able to
exchange s uch data with private p arties. To prevent and com bat cybercrim e, as related to
network and inform ation security incidents, E uropol should, pursuant to Directive [nam e of
adopted Directive] of the European Parliam ent and of the Council c oncerning m easures to
ensure a high comm on level of network and information security across the Union, 31 cooperate
and exchange inform ation, with the exception of personal data , with national authorities
competent for the security of network and information systems.

(26)

Europol should be able to exchange personal
necessary for the accomplishment of its tasks.

(27)

Serious crim e and terrorism often have links beyond the territory of the EU. Eur opol should
therefore be able to exchange personal data w ith law enforcem ent authorities of third countries
and with international organisations such as
Interpol to the extent necessary for the
accomplishment of its tasks.

(28)

Europol should be able to tran sfer personal data to an aut hority of a third country or an
international organisation on the basis of a Commission decision finding that the country or
international organisation in qu estion ensures an adequate leve l of data protec tion, or, in the
absence of an adequacy decision, an international agreem ent concluded by the Union pursuant
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To insert reference to the adopted Directive (Proposal: COM (2013) 48 final).
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to Article 218 of the Treaty, or a cooperation agreement concluded between Europol and this
third country prior to the entry into force of this Regulation. In view of Ar ticle 9 of Protocol 36
on transitional provisions attached to the Treaty, legal effects of such agreem ents should be
preserved u ntil those ag reements are repealed, annulled or am ended in the im plementation of
the Treaty.
(29)

Where a transfer of personal data cannot be
based on an adequacy decision taken by the
Commission, or, an international agreement concluded by the Union, or an existing cooperation
agreement, the Managem ent Board and the Eur opean Data Protection Supervisor should be
allowed to a uthorise a tr ansfer or a set of transfers , provided adequate safeguards are ensured.
Where none of the above applies, the Executive Director should be allowed to authorise the
transfer of data in excep tional cases on a case-b y-case basis, if it is nec essary to s afeguard the
essential interests of a Mem ber State, to prev ent an imm inent danger associated with crim e or
terrorism, if the transfer is ot herwise necessary or legally required on important public grounds,
if the data subject has consented, or if vital interests of the data subject are at stake.

(30)

Europol should be able to process personal data originating from private parties and private
persons only if transferred to Europol by a Europol nationa l unit of a Mem ber State in
accordance with its national law or , by a contact poin t in a third country with which there is
established cooperation through a cooperation agreement concluded in accordance with Article
23 of Decision 2009/371/JHA prior to the entry into force of this Regulation or an authority of a
third country or an international organisa
tion with which the Union has concluded and
international agreement pursuant to Article 218 of the Treaty.

(31)

Any infor mation which has clearly been obt
ained by a third country or international
organisation in violation of human rights shall not be processed.

(32)

Data protection rules at Eu
ropol should be strengthened
and draw on the principles
underpinning Regulation (EC) No 45/2001 32 to ensure a high level of protection of individuals
with regard to processing of personal data. As Declaration 21 attached to the Treaty recognizes
the specificity of personal data processing in th e law enforcem ent context, th e data prote ction
rules of Europol should be autonom
ous and aligned with other rele vant data protection
instruments applicable in the area of police co operation in the Union, in particular Convention
No. 108 33 and Recommendation No R (87) of the Council of Europe 34 and Council Fram ework
Decision 2008/977/JHA on the protection of personal data processed in the framework of police
and judicial cooperation in crim inal matters35 [to be replaced by the relevant Directive in force
at the moment of adoption].

(33)

As far as possible personal data should be di
stinguished accord ing to the degree of their
accuracy an d reliability. Facts should be disting uished from personal as sessments, in order to
ensure both the protection of individuals and the quality and reliability of the inform
ation
processed by Europol.

(34)

Personal data relating to different categories of da ta subjects are processed in the area of police
co-operation. Europol should make distinctions between personal data of different categories of
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data subjects as clear as possible. Personal data of persons such as victim s, witnesses, persons
possessing relevant inform ation as well as pers onal data of m inors should in particular be
protected. Therefore, Europol should not process th em unless it is strictly n ecessary for
preventing and com bating crim e within its obj ectives, and if those data supplem ent other
personal data already processed by Europol.

EN

(35)

In the light of funda mental ri ghts to protection of personal da ta, E uropol should not store
personal data longer than necessary for the performance of its tasks.

(36)

To guarantee the security of personal data, Eu ropol should implement appropriate technical and
organisational measures.

(37)

Any person should have a righ t of access to personal data concer ning them, to have inaccu rate
data con cerning them rectified and to erase o r block data concerning them , if the data is no
longer required. The rights of the data subject and the exercise thereo f should not affect the
obligations placed on Europol an d should b e subj ect to the restrictions laid d own in th is
Regulation.

(38)

The protection of the rights and freedom s of data subjects requires a clear attribu tion of th e
responsibilities under this Regulation. In partic ular, Mem ber States shou ld be responsible for
accuracy and keeping up to date the data they have transferred to Europol and for the legality of
such transfer. Europol should be responsible fo r accuracy and for keeping the data p rovided by
other data suppliers up to date. Europol should al so ensure that data are processed fairly and
lawfully, are collected and processed for a specific purpose, that they are adequate, relevant, not
excessive in relation to the purposes f or which they are processed, and stored no longer than is
necessary for that purpose.

(39)

Europol should keep records of collection, alteration, access, disclosure, combination or erasure
of personal data for the purposes of verification of the lawfulness of the data processing, selfmonitoring and ensuring proper data integrity a nd security. Europol shoul d be obliged to cooperate with the European Data Protection Supe rvisor and m ake the logs or docum entation
available upon request, so that they can be used for monitoring processing operations.

(40)

Europol should designate a data protection officer to assist it in monitoring compliance with the
provisions of this Regulation. The data protectio n officer should be in a position to perform
his/her duties and tasks independently and effectively.

(41)

National competent authorities fo r the supervision of the processing of personal data should
monitor the lawf ulness of the processing of personal data by Member States. The European
Data Protection Supervisor shou ld m onitor the lawfulness of data processing by Europol
exercising its functions with complete independence.

(42)

The European Data P rotection Supervisor an d national supervisory authorities should cooperate with each other on specific issues requiring national involvement and to ensure coherent
application of this Regulation throughout the Union.

(43)

As Europol is processing also non-operational
personal data, not rela ted to any crim inal
investigations, processing of such data should be subject to Regulation (EC) No 45/2001.

(44)

The European Data Protection Supervisor should hear and investigate com plaints lodged by
data subjects. The investigation following a complaint should be carried out, subject to judicial
review, to the extent that is appropriate in the specific case. The supervisory authority should
inform the data sub ject of progres s and the o utcome of the com plaint with in a reasonab le
period.
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(45)

Any individual should have the right to a judici al rem edy against decisions of the European
Data Protection Supervisor concerning him/her.

(46)

Europol should be subject to general rules
on contractual and non-c ontractual liability
applicable to Union in stitutions, agencies an d bodies, with the exception of liability for
unlawful data processing.

(47)

It may be unclear for the indivi dual concerned whether dam age suffered as a result of unlawful
data processing is a consequence of action by E uropol or by a Mem ber State. Europol and the
Member State in which the event that gave ri se to the dam age occurred should therefore be
jointly and severally liable.

(48)

To ensure that Europol is a fully
accountab le and tran sparent internal organ isation, it is
necessary, in the light of Article 88 of the Tr eaty on the Functioning of the European Union, to
lay down procedures for scrutiny of Europol activities by the European Parliament together with
national Pa rliaments, taking in to due accoun t the need to saf eguard conf identiality of
operational information.

(49)

The Staf f Regulation s of Off icials of the European Co mmunities and the Co nditions of
Employment of Other S ervants of the Europe an Communities la id down in Regulation (EEC,
Euratom, ECSC) No 259/68 36 should apply to Europol staff. Eu ropol should be able to em ploy
staff engaged from the c ompetent authorities of the Member States as temporary age nts whose
period of service should be lim ited in order to m aintain the principle of rotation, as the
subsequent rein tegration of staf f m embers into the se rvice of their com petent authority
facilitates close cooperation be tween Europol and the com petent authorities of the Mem ber
States. Member States should ta ke any m easure necessary to en sure that staff engaged at
Europol as tem porary agents m ay, at the end of this service at Europol, return to the national
civil service to which they belong.

(50)

Given the nature of the duties of Europol and the role of the Executiv e Director, the Executive
Director m ay be invited to m ake a statem ent to and to answer questio ns from the com petent
committee of the European Parliam ent before hi s appointment, as well as before any extension
of his term of office. The Executive Director
should also present th e annual report to the
European Parliament and to the Council. Furthermor e, the European Parliament should be able
to invite the Executive Director to report on the performance of his duties.

(51)

To guarantee the full autonom y and independence of Europol, it should be granted an
autonomous budget, with revenue coming essentially from a contribution from the budget of the
Union. The Union budgetary procedure should be a pplicable as far as the Union contribution
and any other subsidies chargeable to the
general budget of the Union are concerned. The
auditing of accounts should be undertaken by the Court of Auditors.

(52)

Regulation (EU, EURATOM) No 966/2012 on the fi nancial rules applicab le to the general
budget of the Union and repealing Council Re
gulation (EC, Euratom ) No 1605/2002 (the
Financial Regulation)37 should apply to Europol.

(53)

Regulation (EC) No 1073/1999 of the European Parliament and of the Council of 25 May 1999
concerning investigations conducted by the European Anti-Fraud Office (OLAF)38 should apply
to Europol.
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(54)

Europol processes data that require particular
protection as they include EU
classified
information and sensitive non-classified information. Europol should therefore draw up rules on
confidentiality and processing of such inform ation, taking into account the basic principles and
minimum standards laid down in Decision 2011/292/ EU on the security rules for protecting EU
classified information.39

(55)

It is appropriate to evaluate the application of this Regulation regularly.

(56)

The necessary provision s regarding accomm odation for Europol in the M ember State in which
it has its headquarters, in the Netherlands, and the specific rules applicable to all Europol’s staff
and members of their fam ilies should be laid do wn in a headquarters ag reement. Furthermore,
the host Mem ber State should provide the best
possible conditions to ensure the proper
functioning of Europol, including schools for children and transport, so as to attract high-quality
human resources from as wide a geographical area as possible.

(57)

Europol, as set up by this Regulation replaces and succeeds Europol as established b y Decision
2009/371/JHA and CEPOL as established by Decision 2005/681/JHA. It should therefore be a
legal successor of all their contracts, including employ ment contracts, liabilities and properties
acquired. International agreements concluded by Europol as established on the basis of Decision
2009/371/JHA and CEPOL as establis hed on the basis of Decision
2005/681/JHA should
remain in force, with the exception of the headquarters agreement concluded by CEPOL.

(58)

To enable Europol to continue to fulfil the tasks of Europol as established on the basis of
Decision 2009/371/JHA and CEPOL as established by Decision 2005/681/JHA to the best of its
abilities, transitional m easures should be laid
down, in particular
with regard to the
Management Board, the Executive Director a nd ring-fencing part of Europol’s budget for
training for three years following the entry into force of this Regulation.

(59)

Since the objective of this Regulation, nam ely th e establishm ent of an entity responsible for
law-enforcement cooperation and training at Union level, cannot be sufficiently achieved by the
Member States and can, therefore, by reason o f the scale and effects of the action, be better
achieved at Union level, the Union m ay adopt m easures, in accordance with the p rinciple of
subsidiarity, as set out in Ar ticle 5 of the Treaty on European Union. In accordan ce with th e
principle of proportionality, as set out in that Article, this R egulation does not go beyond what
is necessary to achieve that objective.

(60)

[In accordance with Article 3 of the Protocol (No 21) on the position of United King dom and
Ireland in respect of th e Area of Freedom , Securi ty and Justic e, an nexed to th e Treaty on
European Union and the Treaty on the Functi oning of the European Union, those Mem ber
States have notified their wish to participate in the adoption and application of this R egulation]
OR [Without prejudice to Articl e 4 of the Protocol (No 21) on the position of the United
Kingdom and Ireland in respect of the Area of Freedom , Security and Justice, annexed to the
Treaty on E uropean Union and the Treaty on the Functioning of the European U nion, those
Member States will not partic ipate in the adoption of this Regulation an d will not b e bound by
or be subject to its application].

(61)

In accordan ce with Article s 1 and 2 of the Protoco l (No 22) on the position of Denm
ark
annexed to the Treaty on European Union and the Treaty on the Functioning of the European
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Union, Denmark is not taking part in the adopti on of this Regulation and is not bound by it or
subject to its application.
(62)

This Regulation respects the fundam ental right s and observes the principles recognised in
particular by the Charter of F undamental Rights of the European Union, in particular the right
to the protection of personal data and the right to privacy as protected by Articles 8 and 7 of the
Charter, as well as by Article 16 of the Treaty.

HAVE ADOPTED THIS REGULATION:

Chapter I
GENERAL PROVISIONS AND OBJECTIVES OF EUROPOL
Article 1
Establishment of the European Union Agency for Law Enforcement Cooperation and Training
1.

A European Union Agency for Law Enfor cement Cooperation and Training (E uropol) is
hereby established to improve m utual cooperation among l aw enforcement authorities in the
European U nion, to strengthen and support their
actions as well as to deliver a coherent
European training policy.

2.

Europol, as established by this Regulation, shall replace and succeed Europol as established by
Decision 2009/371/JHA, and CEPOL as established by Decision 2005/681/JHA.
Article 2
Definitions

For the purposes of this Regulation:

EN

(a)

‘the com petent autho rities of the M ember Stat es’ m eans all police auth orities and other law
enforcement services existing in the Mem ber States which are responsible under national law
for preventing and combating criminal offences;

(b)

‘analysis’ m eans the assem bly, processing or use of data with the a im of assisting crim inal
investigations;

(c)

‘Union bodies’ means institutions, entities, missions, offices and agencies set up by, or on the
basis of the Treaty on European Union and th e Treaty on the Functioning of the European
Union;

(d)

‘law enforcem ent officers’ m eans officers of po lice, custom s and of ot her relevant services,
including Union bodies, responsible for preventi ng and combating serious crime affecting two
or more Member States, terrorism and form s of crime that affect a common interest covered
by a Union policy and for civilian crisis m
anagement and international policing of m ajor
events;

(e)

‘third countries’ means countries that are not Member States of the European Union;

(f)

‘international organisations’ m eans interna tional o rganisations and their subordinate bodies
governed by public law or othe r bodies which are set up by, or on the basis of, an agreem ent
between two or more countries;
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(g)

‘private parties’ m eans entities and bodies esta blished under the law of a Member State or a
third country, in particular com
panies and firms, business associ ations, non-profit
organizations and other legal persons that do not fall under point (f);

(h)

‘private persons’ means all natural persons;

(i)

‘personal data’ means any information relating to an iden tified or id entifiable natural person
hereinafter referred to as “data sub ject”; an id entifiable person is one who can be identified,
directly or indirectly, in particular b y reference to an iden tification number or to one or m ore
factors specific to his/her physical, physiological, mental, economic, cultural or social identity;

(j)

‘processing of personal data’ hereinafter referred to as ‘processing’ means any operation or set
of operations which is performed upon personal data, whether or not by automatic means, such
as collection, recording, organisa tion, storage, adaptation or a lteration, retrieval, consultation,
use, disclosure by transm ission, dissem ination or otherwise m aking available, alignm ent or
combination, blocking, erasure or destruction;

(k)

‘recipient’ m eans a natural or legal person, public authority, agency or any other body to
whom data are disclosed, whether a third party or not; however, authorities which may receive
data in the framework of a particular inquiry shall not be regarded as recipients;

(l)

‘transfer of personal data’ means the communication of personal data, actively made available,
between a lim ited number of identified parties, with the knowledge or intention of the sender
to give the recipient access to the personal data;

(m)

‘personal data filing system’ hereinafter referred to as ‘filing system’ means any structured set
of personal data which are acces sible acco rding to specific criteria, whether centralis ed,
decentralised or dispersed on a functional or geographical basis;

(n)

‘the data subject’s consent’ means any freely given specific and informed indication of his/her
wishes by which the data subject signifies h is/her ag reement to personal data relating to
him/her being processed;

(o)

‘administrative personal data’ m eans all persona l data processed by Europol apart from those
that are processed to meet the objectives laid down in Article 3(1) and (2).
Article 3
Objectives

EN

1.

Europol shall support and strengthen action by the competent authorities of the Member States
and their mutual cooperation in preventing and combating serious crime affecting two or more
Member States, terroris m and for ms of crim e which affect a comm on interest cov ered by a
Union policy, as specified in Annex 1.

2.

Europol shall also support and strengthen actio n by the competent authorities of the Mem ber
States and their m utual cooperation in preventin g and com bating criminal offences related to
the offences referred to under point (a). The foll owing offences shall be regarded as related
criminal offences:
(a)

criminal offences committed in order to procure the means of perpetrating acts in respect
of which Europol is competent;

(b)

criminal offences committed in order to f acilitate or c arry out acts in respect of which
Europol is competent;
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(c)
3.

criminal offences committed in ord er to ensure the im punity of acts in r espect of which
Europol is competent.

Europol shall support, develop, deliver and coor dinate training activities for law enforcem ent
officers.

Chapter II
TASKS RELATED TO LAW ENFORCEMENT COOPERATION
Article 4
Tasks
1.

EN

Europol is the European Union agency that sh all perform t he following tasks in accordance
with this Regulation:
(a)

to collect, store, process, analyse and exchange information;

(b)

to notify the Mem ber States without delay of infor mation concer ning them and of any
connections between criminal offences;

(c)

to coordinate, organise and implement investigative and operational action
(i)

carried out jointly with the Member States’ competent authorities; or

(ii)

in the conte xt of join t investig ative teams, in accordance with Article 5, where
appropriate in liaison with Eurojust;

(d)

to particip ate in join t in vestigative team s as well as to prop ose that they are set up in
accordance with Article 5;

(e)

to provide infor mation and analytical suppo rt to Mem ber States in connection wit h
major international events;

(f)

to prepare threat as sessments, strategic a nd operational analyses and genera l situ ation
reports;

(g)

to develop, share and prom ote specialis t knowledge of crim e prevention m ethods,
investigative procedures and technical and fo rensic m ethods, and to provide advice to
Member States;

(h)

to provide technical and financial support to Member States’ cross-border operations and
investigations, including joint investigative teams;

(i)

to support, develop, deliver, coordinate and implem ent training for law enforce ment
officers in cooperation with the network of tr aining institutes in Mem ber States as set
out in Chapter III;

(j)

to provide the Union bodies established on the basis of Ti tle V of the Trea ty and th e
European Anti-Fraud Office (OLAF) with criminal intelligence and analytical support in
the areas that fall under their competence;

(k)

to provide information and support to EU crisis management structures, and to EU crisis
management missions established on the basis of the Treaty on European Union;
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(l)

to develop Union centres of specialised expe rtise for com bating certain types of crime
falling under Europol’s objectives, in particular the European Cybercrime Centre.

2.

Europol shall provide strategic analyses and th reats assessments to assist the Council and the
Commission in laying down strate gic and operational priorities of the Union for fighting
crime. Europol shall also assist in operational implementation of those priorities.

3.

Europol shall p rovide s trategic intelligence to assis t th e effici ent and effective us e of the
resources available at national and Union leve l for operational activities and the support of
those activities.

4.

Europol shall act as the Centra l Office for com bating euro counterfeiting in acco rdance with
Decision 2005/511/JHA of 12 July 2005 on prot
ecting the euro agai nst counterf eiting.40
Europol shall also encourage the coordinati
on of m easures carried out to f
ight euro
counterfeiting by the competent au thorities of the Mem ber States or in the context of joint
investigation teams, where appropriate in liaison with Union bodies and the authorities of third
countries.
Article 5
Participation in joint investigation teams

1.

Europol may participate in the ac tivities of joint inve stigation teams dea ling with crim e that
falls under Europol’s objectives.

2.

Europol m ay, within the lim its provided by the law of the Me mber States in w hich joint
investigative team is operating, assist in all ac tivities and exchange of inform ation with all
members of the joint investigative team.

3.

Where Europol has reasons to believe that se tting up a joint investigation team would add
value to an investigation, it may propose this to the Member States concerned and take
measures to assist them in setting up the joint investigation team.

4.

Europol shall not apply coercive measures.
Article 6
Requests by Europol for the initiation of criminal investigations

1.

In specific cases where Europol considers that a criminal investigation should be initiated into
a crime that falls under its objectives, it shall inform Eurojust.

2.

At the same time, Europol shall request the Na tional Units of the Me mber States concerned
established on the basis of Article 7(2) to
initiate, con duct or co ordinate a crim inal
investigation.

3.

The National Units shall inform Europol without delay of the initiation of the investigation.

4.

If the com petent au thorities of the Mem ber Stat es concerned decide not to com ply with the
request made by Europol, they shall provide Eur opol with the reasons fo r the decision, within
one month of the request. The reasons may be withheld if giving them would:
(a)
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harm essential national security interests; or
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(b)
5.

jeopardise the success of investigations under way or the safety of individuals.

Europol shall inform Eurojust of the decision of a com petent authority of a Me mber State to
initiate or refuse to initiate an investigation.
Article 7
Member States’ cooperation with Europol

EN

1.

Member States shall cooperate with Europol in the fulfilment of its tasks.

2.

Each Member State shall establish or designate a National Unit which shall be the liaison body
between Europol and the com petent authorities in Mem ber States as we ll as with training
institutes for law enforcem ent officers. Each Me mber State shall app oint an official as th e
head of the National Unit.

3.

Member States shall ens ure that their National Un its are ab le to f ulfil their ta sks as set out in
this Regulation, in particular that they have access to national law enforcement databases.

4.

Europol may directly cooperate w ith competent authorities of the Member States in respect of
individual investigations. In that case, Eur opol shall inform the National Unit without delay
and provide a copy of any inform ation exchanged in the course of dir ect contacts between
Europol and the respective competent authorities.

5.

Member States sh all, via the ir National Unit or a com petent authority of a Mem ber State, in
particular:
(a)

supply Europol with the information necessary for it to fulfil its objectives. This includes
providing E uropol without delay with inform ation relating to cr ime areas that are
considered a pr iority b y the Union . It al so includes providing a c opy of bilateral or
multilateral exchanges with anothe r Mem ber State o r Me mber States in so f ar a s the
exchange refers to crime that falls under Europol’s objectives;

(b)

ensure effective communication and cooperation of all relevant com petent authorities of
the Mem ber States an d tra ining institu tes f or law enf orcement off icers with in the
Member States, with Europol;

(c)

raise awareness of Europol’s activities.

6.

The heads o f National Units sha ll m eet on a regul ar basis, particularly to discuss and solve
problems that occur in the context of their operational cooperation with Europol.

7.

Each Member State shall define the organisatio n and the staff of the National Unit according
to its national legislation.

8.

The costs incurred by N ational Units and of the competent authorities in Mem ber States in
communications with Europol shall be borne by the Member States and, apart from the costs
of connection, shall not be charged to Europol.

9.

Member States shall ensure a m inimum level of security of all system s used to connect to
Europol.

10.

Each year Europol shall draw up a report on th e quantity and quality of inform ation provided
by each Member State pursuant to paragraph 5(a) and on the performance of its National Unit.
The annual report shall be sent to the European Parliam ent, the Council, the Comm ission and
national parliaments.
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Article 8
Liaison officers
1.

Each National Unit shall designate at least one liaison officer to Europol. Except as otherwise
laid down in this Regulation, liaison officers
shall be subject to the national law of the
designating Member State.

2.

Liaison officers shall constitute the national liaison bureaux at Europol and shall be instructed
by their National Units within Euro pol in accordance with the national law of the de signating
Member State and the provisions applicable to the administration of Europol.

3.

Liaison officers shall assist in the exchange of information between Europol and their Member
States.

4.

Liaison officers shall as sist in th e exchange of infor mation between the ir Member States and
the liaison officers of other Mem ber States in accordance with national law. Europol’s
infrastructure may be used, in line with national law, for such bilateral exchanges also to cover
crimes outside the objectives of Europol. The Managem ent Board shall determ ine the rights
and obligations of liaison officers in relation to Europol.

5.

Liaison officers sha ll e njoy the privilege s and immunities necessa ry for the perform ance of
their tasks in accordance with Article 65.

6.

Europol shall ensure that liaison officers are fully infor med of and associ ated with all of its
activities, insofar as this is necessary for the performance of their tasks.

7.

Europol shall cover the costs of providing Member States with the necessary prem ises in the
Europol building and adequate s upport for liaison offi cers to carry out their duties. A ll other
costs that arise in connection with the designa tion of liaison officers shall be borne by the
designating Mem ber State, including the costs of equipm ent for liaison officers, unless the
budgetary authority decides otherwise on the recommendation of the Management Board.

Chapter III
TASKS RELATED TO TRAINING FOR LAW ENFORCEMENT OFFICERS
Article 9
Europol Academy
1.

A department within Europol, called the Europol Academy, as set up by this Regulation, shall
support, develop, deliver and coordinate training for law enforcem ent officers in particular in
the areas of the fight against serious crime affecting two or more Member States and terrorism,
management of high-risk public order and spor ts events, strategic planning and command o f
non-military Union missions, as well as law enforcement leadership and language skills and in
particular to:
(a)

EN

raise awareness and knowledge of:
(i)

international and Union instruments on law enforcement cooperation;

(ii)

Union bodies, in particular Europol, Eurojust and Frontex, their functioning and
role;
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(iii) judicial aspects of law enforcem ent cooperation and practical knowledge about
access to information channels;

2.

(b)

encourage the developm ent of regional and bilateral cooperation am ong Member States
and between Member States and third countries;

(c)

address spe cific c riminal or po licing them atic ar eas wher e t raining at Union level can
add value;

(d)

devise specific comm on curricula for law
participation in Union civilian missions;

(e)

support Member States in bila teral law enforcem ent capacity-building activities in third
countries;

(f)

train trainers and assist in improving and exchanging good learning practices.

enforcement officers to train them for

The Europol Academ y shall develop and regul arly update learning tools and m ethodologies
and apply these in a lifelong lear ning perspective to strengthen the skills of law enfor cement
officers. The Europol Academ y s hall evaluate th e results of these actions with a view to
enhancing the quality, coherence and efficacy of future actions.
Article 10
Tasks of the Europol Academy

1.

The Europol Academy shall p repare multi-annual strategic training need s analyses and multiannual learning programmes.

2.

The Europol Acade my shall develop and i mplement training activities and learning products,
which may include:

3.

EN

(a)

courses, seminars, conferences, web-based and e-learning activities;

(b)

common curricula to raise awareness, address gaps and/or facilitate a common approach
in relation to cross-border criminal phenomena;

(c)

training m odules g raduated accord ing to p rogressive stages or levels of com plexity of
skills ne eded by the re levant target group, and
focused either on a
defined
geographical region, a specific thematic area of criminal activity or on a specific set of
professional skills;

(d)

exchange and secondment programmes of law en forcement officers in the context of an
operational based training approach.

To ensure a coherent E uropean training pol icy to support civilian m issions and capacitybuilding in third countries the Europol Academy shall:
(a)

assess the impact of existing Union-relate
initiatives;

(b)

develop and provide tr aining to prepare M ember States ’ law enforcement officers for
participation in civilian m issions, including to enable them to acquire relevant language
skills;

(c)

develop and provide training for law enfor
cement office rs from third countries, in
particular from the countries that are candidates for accession to the Union;
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(d)
4.

manage dedicated Union External Assistance funds to assist third countries in building
their capacity in relevant policy areas, in line with the established priorities of the Union.

The Europol Academ y shall prom ote the m utual recognition of law en forcement training in
Member States and related existing European quality standards.
Article 11
Research relevant for training

1.

The Europol Academ y shall contribute to deve
activities covered by this Chapter.

lopment of research relevant for training

2.

The Europol Academy shall promote and establish a partnership with Union bodies as well as
with public and private academ ic institu tions and shall en courage the creation of stronger
partnerships between universities and law enforcement training institutes in Member States.

Chapter IV
ORGANISATION OF EUROPOL
Article 12
Administrative and management structure of Europol
The administrative and management structure of Europol shall comprise:
(a)

a Management Board, which shall exercise the functions set out in Article 14;

(b)

an Executive Director, who shall exercise the responsibilities set out in Article 19;

(c)

a Scientific Committee for Training in accordance with Article 20;

(d)

if appropriate, any other advisory body establ ished by the Managem ent Board in accordance
with Article 14(1)(p);

(e)

if appropriate, an Executive Board in accordance with Articles 21 and 22.
SECTION 1
MANAGEMENT BOARD
Article 13
Composition of the Management Board
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1.

The Management Board shall be composed of one representative from each Member State and
two representatives of the Commission, all with voting rights.

2.

The members of the Management Board shall be appointed on the basis of their experience in
the management of public or private sector organisations and knowledge of law enforcem ent
cooperation.
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3.

Each m ember of the Managem ent Board shall be represented by an alternate m ember who
shall be appointed on the basis of his/her experience in the m anagement of public and private
sector organisations and knowledge of nati
onal policy on training for law enforcem
ent
officers. The alternate m ember shall act as a m ember on any issues rela ted to training of law
enforcement officers. The alternate m ember sha ll rep resent the m ember in his/h er absence.
The member shall represent the alternate on any issues related to training of law enforcem ent
officers in his/her absence.

4.

All parties represented in the Management Boa rd shall m ake efforts to lim it the turnover of
their representatives, to ensure con tinuity of the Managem ent Board’s w ork. All parties shall
aim to achieve a balanced representation between men and women on the Management Board.

5.

The term of office for mem bers and alternate m embers shall be four years. That term shall be
extendable. Upon expiry of their term of offi ce or in the event of their resignation, m embers
shall remain in office until their appointments are renewed or until they are replaced.
Article 14
Functions of the Management Board

1.
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The Management Board shall:
(a)

adopt each year Europol’s work programme for the following year by a majority of tw othirds of members and in accordance with Article 15;

(b)

adopt a m ulti-annual work programme, by a m
accordance with Article 15;

(c)

adopt, by a m ajority of two thirds of its members, the annual budget of Europol and
exercise other functions in respect of Europol’s budget pursuant to Chapter XI;

(d)

adopt a consolidated annual activity report on Europol’s activities and send it, by 1 July
of the following year, to the European Pa rliament, the Council, the Comm ission, the
Court of Auditors and national Parliaments. The consolidated annual activity report shall
be made public;

(e)

adopt the financial rules applicable to Europol in accordance with Article 63;

(f)

by 31 January adopt, af ter taking into ac count the opinion of the Comm
multiannual staff policy plan;

(g)

adopt an anti-fraud strategy, proportionate to fraud risks, taking into account the costs
and benefits of the measures to be implemented;

(h)

adopt rules for the prevention and m anagement of conflicts of interest in respect of its
members, as well as members of the Scientific Committee for Training;

(i)

in accordance with paragraph 2, exercise, with respect to the staff of Europol, the powers
conferred by the Staff Regulations on the Appointing Authority and by the Conditions of
Employment of Other S ervants on the Author ity Empowered to Conclude a Contract of
Employment (‘the appointing authority powers’);

(j)

adopt appropriate im plementing rules for givi ng effect to t he Staff Re gulations and the
Conditions of Employment of Other Servants in accordance with Article 110 of the Staff
Regulations;

28

ajority of two-thirds of me mbers in

ission, the

EN

(k)

appoint the Executive Direct or and Deputy E xecutive Dire ctors and where relevant
extend their term of office or rem ove them from the of fice in accord ance with Ar ticles
56 and 57;

(l)

establish perform ance indicators and oversee the Executive Director’s perform
including the implementation of Management Board decisions;

ance

(m) appoint an Accounting Officer, sub ject to th e Staff Regulations and the Conditions of
Employment of Other Servants, who shal
l be functionally independent in the
performance of his/her duties;

2.

(n)

appoint the members of the Scientific Committee for Training;

(o)

ensure adequate follow-up to findings and recommendations stemming from the internal
or external audit reports and evaluations, as well as from investigations of the European
Anti-fraud Office (OLAF);

(p)

take all decisions on the establishm
necessary, their modification;

(q)

adopt its rules of procedure.

ent of Europol’s internal st ructures and, where

The Management Board shall adopt, in accordance with Article 110 of the Staff Regulations, a
decision based on Article 2(1) of the Staff Regulations and on Ar ticle 6 of the Conditions of
Employment of Other Servants delegating the relevant app ointing au thority power s to the
Executive Director and defining the conditions under which this delegations of powers can be
suspended. The Executive Director shall be authorised to sub-delegate those powers.
Where exceptional circum stances s o require , the Managem ent Board m ay, by way of a
decision, temporarily suspend the delegation
of the appointing aut hority powers to the
Executive Director and those sub- delegated by the latter and exer cise them itself or delega te
those powers to one of its members or to a staff member other than the Executive Director.
Article 15
Annual work programme and multi-annual work programme

1.

The Management Boar d shall adopt the annual work programme the latest by 30 Nove mber
each year, b ased on a d raft put forward by the Executive Directo r, taking in to account the
opinion of the Comm ission. It sh all forward it to the European Parliam ent, the Council, the
Commission and national parliaments.

2.

The annual work programme shall comprise detailed objectives and expected results including
performance indicators. It shall also contain a de scription of the actions to be financed and an
indication of the financial and hum an resources allocated to each action, in accordan ce with
the principles of activity-based budgeting and management. The annual work programme shall
be coherent with the m ulti-annual work programme referred to in paragraph 4. It shall clearly
indicate tas ks that hav e been add ed, changed or deleted in com parison with the previous
financial year.

3.

The Managem ent Board shall am end the adopte d annual work programme if a new task is
given to Europol.
Any substantial am endment to the annual work programme shall be adopted by the same
procedure as the initial annua l work programm e. The Managem ent Boa rd m ay delegate the
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power to make non-substantial am endments to the annual work programme to the Executive
Director.
4.

The Management Board shall also adopt the multi-annual work program me and update it by
30 Nove mber each year, taking in to account the opinion of the Commission and after
consulting the European Parliament and national parliaments.
The adopted m ulti-annual work p rogramme shall be forwarded to the European P arliament,
the Council, the Commission and national Parliaments.
The m ulti-annual work programm e shall set o ut strategic objectiv es and expected results
including perform ance indicators. It shall also cont ain an indication of the am ount and staff
allocated to each objective, in lin e with th e m ultiannual fin ancial fram ework and the m ultiannual staff policy plan. It shal l include the strategy for relatio ns w ith third countries or
international organisations referred to in Article 29.
The m ulti-annual programme shall be im plemented th rough annual work programmes and
shall, where appropriate, be updated follo
wing the ou tcome of externa l and inte rnal
evaluations. The conclusion of thes e evaluations shall also be re flected, where app ropriate, in
the annual work programme for the following year.
Article 16
Chairperson of the Management Board

1.

The Managem ent Boar d shall elect a Chairp erson and a Deputy Chairperson from a mong
members. The Chairperson and the Deputy Chairp erson shall be elected by a m ajority of twothirds of the members of the Management Boards.
The Deputy Chairperso n shall au tomatically replace th e Chairperson if he/she is prevented
from attending to his/her duties.

2.

The term s of office of t he Chairperson and of the Deputy Chairperson shall be four years.
Their term of office may be renewed once. If, however, their membership of the Management
Board ends at any time during their term of office as Chairperson or Deputy Chairperson, their
term of office shall automatically expire on that date.
Article 17
Meetings of the Management Board
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1.

The Chairperson shall convene the meetings of the Management Board.

2.

The Executive Director of Europol shall take part in the deliberations.

3.

The Management Board shall hold at least two ordinary m eetings a year. In add ition, it shall
meet on the initiative of its Chairperson, at the request of the Comm ission or at the request of
at least one-third of its members.

4.

The Managem ent Board m ay invite any person whose opinion m ay be relevant for the
discussion to attend its meeting as a non-voting observer.

5.

Advisers or experts m ay assist the m embers of the Managem ent Board, subject to the
provisions of its Rules of Procedure.

6.

Europol shall provide the secretariat for the Management Board.
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Article 18
Voting rules
1.

Without prejudice to Articles 14(1)(a), (b) and (c), Articl e 16(1) and Article 56(8), the
Management Board shall take decisions by a majority of members.

2.

Each member shall hav e one vote. In the abse nce of a voting m ember, his/her alternate shall
be entitled to exercise his/her right to vote.

3.

The Chairperson shall take part in voting.

4.

The Executive Director shall not take part in voting.

5.

The Managem ent Board’s rule s of procedure shall esta
blish mor e de tailed voti ng
arrangements, in particular the circumstances in which a member may act on behalf of another
member, and any quorum requirements, where necessary.
SECTION 2
EXECUTIVE DIRECTOR
Article 19
Responsibilities of the Executive Director
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1.

The Executive Director shall manage Europol. He/she shall be accountable to the Management
Board.

2.

Without prejudice to the power s of the Comm ission, the Management Board or the Executive
Board, the Executive Director sh all be independent in the perf ormance of his/her duties and
shall neither seek nor take instructions from any government, nor from any other body.

3.

The Executive Director shall report to the Euro pean Parliament on the perform ance of his/her
duties when invited to do so. The C ouncil may invite the E xecutive Director to report on the
performance of his/her duties.

4.

The Executive Director shall be the legal representative of Europol.

5.

The Executive Director shall be responsible fo r the im plementation of the tasks assigned to
Europol by this Regulation. In particular, the Executive Director shall be responsible for:
(a)

the day-to-day administration of Europol;

(b)

implementing decisions adopted by the Management Board;

(c)

preparing the annual work programme a nd the m ulti-annual work programme an d
submitting them to the Management Board after consulting the Commission

(d)

implementing the annual work prog ramme and the m ulti-annual work programm e a nd
reporting to the Management Board on their implementation;

(e)

preparing the consolidated annual report on Eu ropol’s activities and presenting it to the
Management Board for approval;

(f)

preparing an action plan following up conclusions of internal or external audit reports
and evaluations, as well as investiga
tion reports and recommendations from
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investigations by the (OLAF) and reporting on progress twice a year to the Comm ission
and regularly to the Management Board;
(g)

protecting the financial intere sts of the Union by applying preventive m easures against
fraud, corruption and any other illeg al activities and, without p rejudice to the
investigative com petence of OLAF, by eff ective checks and, if irregularities are
detected, by recovering a mounts wrongly pa id and, where appropriate, by effective,
proportionate and dissuasive administrative and financial penalties;

(h)

preparing an anti-fraud strategy for Europol and presenting it to the Managem ent Board
for approval;

(i)

preparing draft financial rules applicable to Europol;

(j)

preparing E uropol’s draft statem ent of es timates of revenue and expenditure and
implementing its budget;

(k)

preparing a draft m ulti-annual staff policy plan and subm itting it to th e Managemen t
Board after consultation of the Commission;

(l)

supporting the Chair of the Managem
meetings;

ent Board in preparing Managem

ent Board

(m) informing the Managem ent Board on a regula r basis regarding the implem entation of
Union strategic and operational priorities for fighting crime.
SECTION 3
SCIENTIFIC COMMITTEE FOR TRAINING
Article 20
The Scientific Committee for Training
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1.

The Scientific Committee for Training shall be an independ ent adviso ry body guaranteeing
and guiding the scientific qua lity of Europol’s work on tr aining. For that purpose, the
Executive Directo r shall invo lve the Scient ific Comm ittee f or Training early on in the
preparation of all documents referred to in Article 14 as far as they concern training.

2.

The Scientif ic Comm ittee f or Training shall be com posed of 11 persons of the highest
academic or professional standing in the subjects covered b y Ch apter III of this Regulation.
The Managem ent Board shall appoint the
members f ollowing a tran sparent ca ll f or
applications and selection procedure to be publis hed in the Official Journal of the European
Union. The m embers of the Managem ent Board shall not be m embers of the Scientific
Committee for Training . The m embers of the Sc ientific Comm ittee f or Training shall be
independent. They shall neither seek nor take instructions from any government, nor from any
other body.

3.

The list of members of the Scientific Committee for Training shall be made public and shall be
updated by Europol on its website.

4.

The term of office of the members of the Scientific Committee for Training shall be five years.
It shall not be renewable and its m embers can be removed from office if they do not m eet the
criteria of independence.
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5.

The Scientific Committee for Training shall elect its Chairperson and Deputy Chairperson for
a term of office of five years. It shall adopt pos itions by simple majority. It shall be convened
by its Chairperson up to four ti mes per year. If necessary, the Chairperson shall convene
extraordinary meetings on his/her own initiative or at the r equest of at least four m embers of
the Committee.

6.

The Executive Directo r, Deputy Executive Dir ector for Training or their respective
representative shall be invited to the meetings as a non-voting observer.

7.

The Scientific Committee for Training shall be a ssisted by a secretary w ho shall be a Europol
staff member designated by the Committee and appointed by the Executive Director.

8.

The Scientific Committee for Training shall, in particular:

9.

(a)

advise the Executive Director and the Deputy Executive Director for Training in drafting
the annual work programme and ot her strategi c docum ents, to ensure their scientific
quality and their coherence with relevant Union sector policies and priorities;

(b)

provide independent opinion and advice to the Management Board on matters pertaining
to its remit;

(c)

provide independent opinion and advice on th e quality of curricula , applied learning
methods, learning options and scientific developments;

(d)

perform any other advisory task pertaining to the scientific aspect s of Europol’s work
relating to training at the request of the Management Board or by the Executive Director
or the Deputy Executive Director for Training.

The annual budget of th e Scientific Committee for Training shall be allocated to an individual
budget line of Europol.
SECTION 4
EXECUTIVE BOARD
Article 21
Establishment

The Management Board may establish an Executive Board.
Article 22
Functions and organisation
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1.

The Executive Board shall assist the Management Board.

2.

The Executive Board shall have the following functions:
(a)

preparing decisions to be adopted by the Management Board;

(b)

ensuring, together with the Managem ent Board, adequate follow-up to the findings and
recommendations stemming from the internal or external audit re ports and evaluations,
as well as on the investigation reports and recommendations from investigations of the
European Anti-Fraud Office (OLAF);
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(c)

without prejudice to the functions of the Ex ecutive Director, as set out in Article 19,
assisting and advising the Executiv e Director in the implementation of the dec isions of
the Managem ent Board, with a view to
reinforcing supervision of adm inistrative
management.

3.

When necessary, because of urgency, the Ex
ecutive Board m ay take certain provisional
decisions on behalf of the Managem ent Boar d, in particular on adm inistrative m anagement
matters, including the suspension of the delegation of the appointing authority powers.

4.

The Executive Board shall be com posed of th e Chairperson of the Managem ent Board, one
representative of the Comm ission to the Management Board and three other m
embers
appointed by the Managem ent Board from among its m embers. The Chairperson of the
Management Board shall also be the Chairp erson of the Executive Board. The Executive
Director shall take part in the m eetings of the Executive Board, but shall not have the right to
vote.

5.

The term of office of m embers of the Executive Board shall be four years. The term of office
of m embers of the Executive Board shall end when their m embership of the Managem ent
Board ends.

6.

The Executive Board shall hold at least one ordinary m eeting every three months. In addition,
it shall meet on the initiative of its Chairperson or at the request of its members.

7.

The Executive Board sh all comply with the rules of procedure laid dow n by the Managem ent
Board.

Chapter V
PROCESSING OF INFORMATION
Article 23
Sources of information
1.

EN

Europol shall only process information that has been provided to it:
(a)

by Member States in accordance with their national law;

(b)

by Union bodies, third countries and interna
Chapter VI;

(c)

by private parties in accordance with Article 29(2).

tional organisations in accordance with

2.

Europol may directly retrieve and process information, including personal data, from publicly
available sources, such as the media, including the internet and public data.

3.

Europol m ay retrieve and process inform ation, including personal data, from inform ation
systems, of a nation al, Union or in ternational nature, including by m eans of computerised
direct access, in so far as authorised by Union, international or national legal instruments. The
applicable p rovisions of such Union , interna tional o r na tional lega l in struments sha ll gov ern
the access to and use of that inform ation by Europol insofar as they pro vide for stricter rules
on access and use than those of this Regulation. The access to such inform ation systems shall
be granted only to duly authorised staff of Eu
ropol as far as this is necessary for the
performance of their tasks.
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Article 24
Purposes of information processing activities
1.

2.

In so far as necessary for the achievement of its objectives as laid down in Article 3(1) and (2),
Europol shall process information , including personal data only for the purposes of:
(a)

cross-checking aimed at identifying connections between information;

(b)

analyses of a strategic or thematic nature;

(c)

operational analyses in specific cases.

Categories of personal data and categories of data subjects whos e data m ay be collected for
each specific purpose referred to under paragraph1 are listed in Annex 2.
Article 25
Determination of the purpose of information processing activities

1.

A Me mber State, a Union body, a third country
or an international organisation providing
information to Europol determines the purpose for which it shall be processed as referred to in
Article 24. If it has not done so, Europol shall determine relevance of such information as well
as the purpose for which it shall be processed. Europol may process information for a different
purpose than the one for which inform ation has been provided only if a uthorised by the data
provider.

2.

Member States, Union bodies, third countries and international organisations may indicate, at
the moment of transferring information, any restriction on access or use, in general or specific
terms, including as regards erasure or destru
ction. W here the need f or such restrictions
becomes apparent after the transfer, they sh all infor m Eur opol accord ingly. Euro pol shall
comply with such restrictions.

3.

Europol m ay assign an y restriction to access or use by Mem ber States, Union bo dies, third
countries and international organisations of
information retrieved from publicly-available
sources.
Article 26
Access by Member States’ and Europol’s staff to information stored by Europol
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1.

Member States sh all have access to and be ab le to sea rch all inform ation which has been
provided for the purposes of Ar ticle 24(1)(a) and (b), without prejudice to the right for
Member States, Union bodies a nd third countries and internati onal organisations to indicate
restrictions on access and use of s uch data. M ember States shall des ignate these com petent
authorities allowed to perform such a search.

2.

Member States shall have indirect access on th e basis of a hit/no hit s ystem to inform ation
provided for the purposes of Article 24(1)(c), without prejudice to any restrictions indicated by
the Member States, Union bodies and third coun tries or international organisations providing
the information, in accordance with Article 25(2). In the case of a hit, Europol shall initiate the
procedure by which the inform ation that generate d the hit may be share d, in accord ance with
the decision of the Member State that provided the information to Europol.

3.

Europol staff duly e mpowered by the Executiv e Directo r shall have access to inform ation
processed by Europol to the extent required for the performance of their duties.
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Article 27
Access to Europol information for Eurojust and OLAF
1.

Europol shall take all appropria te measures to enable Euroju st and the European Anti-Fraud
Office (OLAF) within their resp ective mandates, to have access to and be able to search all
information that has been provided for the pu
rposes of Article 24(1 )(a) and (b), without
prejudice to the right for Member States, Union bodies and third countries and international
organisations to indicate restrictions to the access and use of such da ta. Europol shall be
informed where a search by Eurojust or OL
AF reveals the existe nce of a match with
information processed by Europol.

2.

Europol shall take all appropriate m easures to enable Eurojust and OLAF, within their
respective mandates, to have ind irect access on the basis of a hit/no hit system to infor mation
provided for the purposes under Article 24(1)(c),
without prejudice to any restrictions
indicated by the providing Mem ber States, Unio n bodies and third countr ies or international
organisations, in accordance with Article 25(2). In case of a hit, Europol shall initiate the
procedure by which the inform ation that genera ted the hit may be shar ed, in accord ance with
the decision of the Member St ate, Union body, third country or international organisation that
provided the information to Europol.

3.

Searches of inform ation in accord ance with para graphs 1 and 2 shall be m ade only for the
purpose of identifying whether inform ation av ailable at E urojust or OLAF, respectiv ely,
matches with information processed at Europol.

4.

Europol shall allow searches in acco rdance with paragraphs 1 and 2 only after obtain ing from
Eurojust information about which National Members, Deputies, Assistants, as well as Eurojust
staff members, and from OLAF information about which staff members, have been designated
as authorised to perform such searches.

5.

If during Europol’s inform ation processing activi ties in respect of an individual investigation,
Europol or a Member State identifies the necessity for coordination, cooperation or support in
accordance with the mandate of Eurojust or OLAF, Europol shall notify them thereof and shall
initiate the procedure for sharing the inform ation, in acco rdance with the decisio n of the
Member State providing the inform ation. In such a case Eurojust or OL AF shall consult with
Europol.

6.

Eurojust, including the College, the National Me
mbers, Deputies, A ssistants, as well as
Eurojust staff members, and OLAF, shall respect any restriction to access or use, in general or
specific term s, indicated by Me mber States, Union bodies, thir d countries and international
organisations in accordance with Article 25(2).
Article 28
Duty to notify Member States

1.

If Europol, in accordan ce with its task pursuant to Article 4 (1)(b), needs to inform a Member
State about inform ation concerning it, and that information is subject to access restrictions
pursuant to Article 25(2), that would prohibit sharing it, E uropol shall consult with the data
provider stipulating the access restriction and seek its authorisation for sharing.
Without such an authorisation, the information shall not be shared.
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2.

Irrespective of any access restrictions, Europol shall inform a Member State about information
concerning it if:
(a)

this is absolutely necessary in the interest of preventing imminent danger associated with
serious crime or terrorist offences; or

(b)

this is es sential for the prevention of an imm ediate and ser ious threat to public secu rity
of that Member State.

In such a case, Europol shall inform the data provider of sh aring this infor mation as soon as
possible and justify its analysis of the situation.

Chapter VI
RELATION WITH PARTNERS
SECTION 1
COMMON PROVISIONS
Article 29
Common provisions
1.

In so far as necessary f or the perfo rmance of its tasks, Europol m ay establish and m aintain
cooperative relations with the Union bodies in accordance with the objectives of those bodies,
the law enforcement authorities of third countri es, law enforcement training institutes of third
countries, international organisations and private parties.

2.

In so far as relevant to the performance of its tasks and su bject to an y restriction stipulated
pursuant to Article 25(2), Europol may directly exchange all in formation, with the exception
of personal data, with entities referred to in paragraph 1.

3.

Europol may receive and process personal data fr om entities referred to in paragraph 1 except
from private parties, in s o far as necessary f or the performance of its tas ks and subje ct to the
provisions of this Chapter.

4.

Without prejudice to Article 36(4), personal data shall only be transferred by Europol to Union
bodies, third countries and intern ational organisations, if this is necessary for preventing and
combating crime that falls under Europol’s objec tives and in accordan ce with this Chapter. If
the data to be transferred have been provide d by a Mem ber State, Eu ropol shall seek that
Member State’s consent, unless:

5.

EN

(a)

the authoris ation can b e assum ed as the Member State has not expressly lim ited the
possibility of onward transfers; or

(b)

the Member State has g ranted its pr ior authorisation to su ch onward tr ansfer, either in
general term s or subject to specific condi tions. Such consent m ay be withdrawn any
moment.

Onward transfers of personal data by Me
mber States, U nion bodies, third countries and
international organizations shall be prohibited unless Europol has given its explicit consent.

37

EN

SECTION 2
EXCHANGES/TRANFERS OF PERSONAL DATA
Article 30
Transfer of personal data to Union bodies
Subject to any possible restrictions stipulated pursuant to Article 25(2) or (3) Europol m ay directly
transfer personal data to Union bodies in so far as it is necessary fo r the perform ance of its tasks or
those of the recipient Union body.
Article 31
Transfer of personal data to third countries and international organisations
1.

Europol m ay transfer personal data to an author ity of a third country or to an international
organisation, in so far as this is necessary for it to perform its tasks, on the basis of:
(a)

a decision of the Comm ission adopted in accordance with [Articles 25 and 31 of
Directive 95/46/EC of the European Parlia ment and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on the
free m ovement of such data] that that co
untry or internationa l organisation, or a
processing sector within that third country or an interna tional organisation ensures an
adequate level of protection (adequacy decision); or

(b)

an international agreem ent concluded betw een the Union and that third country or
international organisation pur suant to Article 218 of th e Treaty adducing adequate
safeguards with respect to the protecti
on of privacy and f undamental rights and
freedoms of individuals; or

(c)

a cooperation agreem ent concluded between Europol and that
third country or
international organisation in accordance with Article 23 of Decision 2009/371/JHA prior
to the date of application of this Regulation.

Such transfers do not require any further authorisation.
Europol m ay conclude working arrangem ents to im plement such agreem ents or adequacy
decisions.
2.

EN

By way of derogation from paragraph 1, the Execu tive Director m ay authorise the transfer of
personal data to third countries or international organisations on a case-by-case basis if:
(a)

the transfer of the data is ab solutely necessary to safeguard the essential interests of one
or more Member States within the scope of Europol’s objectives;

(b)

the transf er of the data is absolute ly nece ssary in the interests of preventing imm inent
danger associated with crime or terrorist offences;

(c)

the transfer is oth erwise necessary or le gally required o n im portant public interest
grounds, or for the establishment, exercise or defence of legal claims; or

(d)

the transfer is neces sary to p rotect the vita l interes ts of the data sub ject or another
person.
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Moreover the Managem ent Board m ay, in agr eement with th e European Data Protection
Supervisor, authorise a set of transf ers in conf ormity with points (a) to (d) above, taking into
account of the existence of safe
guards with respect to the protection of privacy and
fundamental rights and freedom s of individu als, for a period no t exceeding one year,
renewable.
3.

The Executive Director shall inform the Management Board and the European Data Protection
Supervisor of cases where he/she applied paragraph 2.
Article 32
Personal data from private parties

1.

In so far as necessary for Europol to perfor m its tasks, Europol m ay process personal data
originating from private parties on condition that are received via:
(a)

a national unit of a Member State in accordance with national law;

(b)

the contact point of a thir d country with which Europol has concluded a cooperation
agreement in acco rdance with Article 23 of the Decision 2009/371/JHA prior to date of
application of this Regulation; or

(c)

an authority of a third country or an international organisation with which the Union has
concluded an international agreement pursuant to Article 218 of the Treaty.

2.

If the data received affect the in terests of a Member State, Europol shall imm ediately inform
the National Unit of the Member State concerned.

3.

Europol shall not contact private parties directly to retrieve personal data.

4.

The Comm ission sh all evaluate the necess ity a nd possib le im pact of direct ex changes of
personal data with priva te parties within thr ee years after this Regulation is applica ble. Such
an evaluation shall specify a mong others the re asons whether the exchanges of personal data
with private parties is necessary for Europol.
Article 33
Information from private persons

1.

2.
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Information, including personal data, originating from private persons m ay be processed by
Europol on condition that that it is received via:
(a)

a National Unit of a Member State in accordance with national law;

(b)

the contact point of a thir d country with which Europol has concluded a cooperation
agreement in accordance with Article 23 of the Decision 2009/371/JHA prior to the date
of application of this Regulation; or

(c)

an authority of a third country or an international organisa tion with which the European
Union has concluded an international agreement pursuant to Article 218 of the Treaty.

If Europol receives info rmation, including p ersonal data, from a private person resid ing in a
third country with which there is no international ag reement, either concluded on the basis of
Article 23 of Decision 2009/371/JHA or on the ba sis of Article 218 of the Treaty, Europol
may only forward that information to a Member State or a third country concerned with which
such international agreements have been concluded.
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3.

Europol shall not contact private persons directly to retrieve information.

Chapter VII
DATA PROTECTION SAFEGUARDS
Article 34
General data protection principles
Personal data shall be:
(a)

processed fairly and lawfully;

(b)

collected for specified, explicit and legitim ate purposes and not further processed in a
manner incom patible with those purposes. Further processing of personal data for
historical, statistical or scientific purposes shall not be considered incompatible provided
that Europol provides appropriate safeguards, in particular to ensure that data are not
processed for any other purposes;

(c)

adequate, relevant, and not excessive in relation to the purposes for which they are
processed;

(d)

accurate and, where n ecessary, kept up to date; every reaso nable step must be tak en to
ensure that personal data that are in accurate, ha ving regard to the purpo ses for which
they are processed, are erased or rectified without delay;

(e)

kept in a form which perm its identificati on of data subjects and for no longer than
necessary for the purposes for which the personal data are processed.
Article 35
Different degrees of accuracy and reliability of personal data

1.

The source of information originating from a Member State shall be assessed as far as possible
by the providing Member State using the following source evaluation codes:
(A): where there is no doubt as to the auth enticity, trustworthiness and com petence of
the source, or if the inform ation is provided by a source which has proved to be reliable
in all instances;
(B): where the inform ation is provided by a source which has in m ost instances proved
to be reliable;
(C): where the inform ation is provided by a source which has in m ost instances proved
to be unreliable;
(X): where the reliability of the source cannot be assessed.

2.

Information origin ating from a Mem ber State shall b e as sessed as far as poss ible by the
Member State providing inform ation on the ba sis of its reliabilit y using the following
information evaluation codes:
(1): information the accuracy of which is not in doubt;
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(2): information known personally to the sour ce but not known personally to the official
passing it on;
(3): information not known personally
information already recorded;

to the source but corroborated by other

(4): information not known personally to the source and cannot be corroborated.
3.

Where Europol, on the basis of inform ation already in its possession, com es to the conclusion
that the assessment needs to be corrected, it shall inform the Member State concerned and seek
to agree on an amendment to the assessment. Europol shall not change the assessment without
such agreement.

4.

Where Europol receives inform ation from a Me mber State without an assessm ent, Europol
shall attempt as far as possible to assess the reliability of the source or the information on the
basis of information already in its possession. The assessment of specific data and information
shall take p lace in agreem ent with the supplyi ng Mem ber State. A Me mber State m ay also
agree with Europol in general terms on the assessment of specified types of data and specified
sources. If no agreement is reached in a specific case, or no agr eement in general terms exists,
Europol shall evaluate the inform ation or data a nd shall attribute to such inform ation or data
the evaluation codes (X) and (4), referred to in paragraphs 1 and 2.

5.

Where Europol receives data or information from a third country or international organisation,
or Union body, this Article shall apply accordingly.

6.

Information from publicly-available sources shall be assessed by Europol using the evaluation
codes set out in paragraphs 1 and 2.
Article 36
Processing of special categories of personal data and of different categories of data subjects

EN

1.

Processing of personal data on victim s of a crim inal offence, witnesses or other persons who
can provide inform ation on crim inal offences, or on persons under the age of 18 shall be
prohibited u nless it is strictly n ecessary for p reventing or com bating crim e that falls under
Europol’s objectives.

2.

Processing of personal data, by autom ated or othe r m eans, revealing racial or ethnic origin,
political opinions, religion or beli efs, trade-union membership and of data concerning health
or sex life shall be prohibited, unless it is strict ly necessary for preventing or combating crime
that falls under Europol’s objectives and if thos e data supplem ent other personal data already
processed by Europol.

3.

Only Europol shall hav e access to personal d ata referred to in paragraphs 1 an d 2. The
Executive D irector sha ll duly author ise a lim ited number of officials who would have such
access, if this is necessary for the performance of their tasks.

4.

No decision which produces legal effects concer ning a data subject sha ll be based solely on
automated processing of data referred to in
paragraph 2, unless the decision is expressly
authorised pursuant to national or U nion legi slation or, if necessary, by the European Data
Protection Supervisor.

5.

Personal da ta ref erred to in paragr aphs 1 and 2 shall not b e transm itted to Mem ber States,
Union bodies, third countries or
international organisations unless strictly necessary in
individual cases concerning crime that falls under Europol’s objectives.
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6.

Every six months Europol shall
provide an overview of all pe rsonal data referred to in
paragraph 2 processed by it to the European Data Protection Supervisor.
Article 37
Time-limits for the storage and erasure of personal data

1.

Personal data processed by Europol shall be st ored by Europol only as long as necessary for
the achievement of its objectives.

2.

Europol shall in any case review the need for continued storage no later than three years after
the start of initial processing of personal data. Europol may decide on the continued storage of
personal data until the following re view, which shall take p lace after an other period of three
years, if continued storage is still necessary for the perform ance of Europol’s tasks. The
reasons for the continued storage shall be justif ied and recorded. If no decision is taken on the
continued storage of personal data, that data shall be erased automatically after three years.

3.

If data concerning persons referred to in Article 36(1) and (2) are stored for a period exceeding
five years, the European Data Protection Supervisor shall be informed accordingly.

4.

Where a Mem ber State, an Union body, a third country or an international organisation has
indicated any restriction as regards the earlier erasure or destruction of the personal data at the
moment of transfer in accordanc e with Article 2 5(2), Europol shall erase the personal data in
accordance with those restrictions. If continued st orage of the data is d eemed necessary for
Europol to perform its tasks, based on infor mation that is more extensive than that possessed
by the data provider, Europol shall request the au thorisation of the data provider to continue
storing the data and present a justification for such a request.

5.

Where a Member State, a Union bod y, a th ird country or an inte rnational organisation erases
from its national data files data provided to
Europol, it shall inform Europol accordingly.
Europol shall erase the data unle ss the continued storage of the data is deem ed necessary for
Europol to achieve its objectives , based on infor mation that is m ore extensive than that
possessed by the data provider. Europol shall inform the data provider of the continued storage
of such data and present a justification of such continued storage.

6.

Personal data shall not be erased if:
(a)

this would damage the interests of a data subject who requires protection. In such cases,
the data shall be used only with the consent of the data subject.

(b)

their accuracy is contested by the data subjec t, for a period enabling M ember States or
Europol, where appropriate, to verify the accuracy of the data;

(c)

the personal data have to be maintained for purposes of proof;

(d)

the data subject opposes their erasure and requests the restriction of their use instead.
Article 38
Security of processing
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1.

Europol shall implement appropriate technical and organisational measures to protect personal
data against acciden tal or unlawful destructio n, acciden tal loss or unauthorised d isclosure,
alteration and access or any other unauthorised form of processing.

2.

In respect of automated data processing, Europol shall implement measures designed to:
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3.

(a)

deny unauthorised pers ons access to data-p rocessing equipm ent used for processing
personal data (equipment access control);

(b)

prevent the unauthorised reading, copying, m odification or removal of data m edia (data
media control);

(c)

prevent the unauthorised input of data and the unauthorised inspection, m odification or
deletion of stored personal data (storage control);

(d)

prevent the use of autom ated data-processing system s by unauthorised persons using
data-communication equipment (user control);

(e)

ensure that persons auth orised to us e an automated data-processing system have access
only to data covered by their access authorisation (data access control);

(f)

ensure that it is po ssible to verify and establish to which bodies personal data may be or
have been transmitted using data communication equipment (communication control);

(g)

ensure that it is possible to verify and establish which personal data have been input into
automated data-processing system s and when and by whom the data were input (input
control);

(h)

prevent the unauthorised reading, copying, m odification or deletion of personal data
during transfers of personal da ta o r during the transpo rtation of data media (transp ort
control);

(i)

ensure that installed system s may, in the event o f interruption, be restored imm ediately
(recovery);

(j)

ensure that the functions of the system perf orm without fault, that the occurrence of
faults in the functions is immediately reported (reliability) and that stored data cannot be
corrupted by system malfunctions (integrity).

Europol and Member States shall define mechanisms to ensure that security needs are taken on
board across information system boundaries.
Article 39
Right of access for the data subject

1.

2.
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Any data subject shall have the right, at reas onable intervals, to obtain information on whether
personal data relating to him /her are proces sed by Europol. W here such personal data are
being processed, Europol shall provide the following information to the data subject:
(a)

confirmation as to whether or not data related to him/her are being processed;

(b)

information at least as to the purposes of the processing operation, the categories of data
concerned, and the recipients to whom the data are disclosed;

(c)

communication in an intellig ible form of the data unde rgoing processing and of any
available information as to their sources.

Any data su bject wishing to exercis e the righ t of access to p ersonal data m ay make a request
to that effect without excessive costs to the authority appointed for this purpose in the Member
State of his/her choice. That authority shall re fer the request to Europol without delay and in
any case within one month of receipt.
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3.

Europol shall answer the request without undue de lay and in any case within three m onths of
its receipt.

4.

Europol shall consult the com petent authorities of the Mem ber States concerned on a decision
to be taken. A decision on access to data sh all be conditio nal on close cooperation between
Europol and the Mem ber States directly concer ned by the access of the data subject to such
data. If a Mem ber State objects to Europol’s pr oposed response, it sha ll notify Europol of the
reasons for its objection.

5.

Access to personal data shall be refused or restricted, if it constitutes a necessary measure to:

6.

(a)

enable Europol to fulfil its tasks properly;

(b)

protect security and public order in the Member States or to prevent crime;

(c)

guarantee that any national investigation will not be jeopardised;

(d)

protect the rights and freedoms of third parties.

Europol shall inform the data sub ject in writi ng on any refusal or restriction of access, on the
reasons for such a decision and of his right
to lodge a com plaint to the European Data
Protection Supervisor. Infor mation on the factua l and legal reasons on which the decision is
based may be om itted where the provision of such information would deprive the restriction
imposed by paragraph 5 of its effect.
Article 40
Right to rectification, erasure and blocking
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1.

Any data subject shall have the right to ask Europol to rectify personal data relating to him/her
if they are incorrect and, where this is possible and necessary, to complete or update them.

2.

Any data subject shall have the right to ask Euro pol to erase personal data relating to him/her,
if they are no longer required fo r the purposes for which they ar e lawfully collected or are
lawfully further processed.

3.

Personal data shall be blocked rather than erased if there are reasonable grounds to believe that
erasure could affect the legitim ate interes ts of the data subject. Blocked data shall be
processed only for the purpose that prevented their erasure.

4.

If data as described in paragraphs 1, 2 and 3 held by Europol have been provided to it by third
countries, international organisa tions, or are the results of Eu ropol’s own analyses, Europol
shall rectify, erase or block such data.

5.

If data as described in paragr aphs 1 and 2 held by Europol ha ve been provide d direc tly to
Europol by Mem ber States, the Member States concerned shall rectify, erase or block such
data in collaboration with Europol.

6.

If incorre ct data were transfe rred by another appropriate m eans or if the er rors in the data
provided by Mem ber St ates are due to faulty tr ansfer or were transferred in breach of this
Regulation or if they result from their being inpu t, taken over or stored in an incorrect m anner
or in breach of this Regulation by Europol,
Europol shall rectify or erase the data in
collaboration with the Member States concerned.

7.

In the cases referred to in para graphs 4, 5 and 6 all addressees of such d ata shall be notified
forthwith. In accordance with rules applicable to them, the addressees, shall then rectify, erase
or block these data in their systems.
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8.

Europol shall inform the data subject in writin g without undue delay and in any case within
three months that data concerning him/her have been rectified, erased or blocked.

9.

Europol shall inform the data s ubject in writing on any refusal of rectification, of erasure or
blocking, and of the po ssibility of lodging a complaint w ith the European Data Protection
Supervisor and seeking a judicial remedy.
Article 41
Responsibility in data protection matters

1.

Europol shall store personal data in a way that ensures its source according to Article 23 can
be established.

2.

The responsibility for the quality of personal data as referred to in Article 34(d) shall lie with
the Member State which provided the personal da ta to Europol and with Europol for personal
data provided by Union bodies, th ird countries or in ternational organisations, as well for
personal data retrieved by Europol from publicly-available sources.

3.

The responsibility for compliance wi th the principles as specified in Article 34(a), (b), (c) and
(e) shall lie with Europol.

4.

The responsibility for the legality of transfer shall lie:

5.

(a)

with the Member State which provided the data in the case of personal data provided by
the Member States to Europol; and

(b)

with Europol in the cases of personal data provided by Europol to Mem ber States, and
third countries or international organisations.

In case of a transfer between Europol and a Un ion body, the responsibility for the legality of
the transfer shall lie with Europol. Without prejudice to the preceding sentence, where the data
are transferred by Europol following a request fro m the recipient, both Europol and recipient
shall bear the responsibility fo r the legality of this transf er. In addition, Europol shall be
responsible for all data processing operations carried out by it.
Article 42
Prior checking

1.

EN

The processing of personal data which will form part of a new filing system to be created shall
be subject to prior checking where:
(a)

special categories of data referred to in Article 36(2) are to be processed;

(b)

the type of processing, in particular using new technologies, mechanisms or procedures,
holds otherwise specific risks for the fundam ental rights and freedom s, and in particular
the protection of personal data, of data subjects.

2.

The prior checks shall be carried o ut by the Eu ropean Data Protection Supervisor following
receipt of a notification from the Data Protection Officer w ho, in case of doubt as t o the need
for prior checking, shall consult the European Data Protection Supervisor.

3.

The European Data Pro tection Superviso r sha ll deliver his/her opinion within two m onths
following receipt of the notification. This per iod may be suspended until the European Data
Protection S upervisor has obtaine d any further infor mation that he/she m ay have requested.
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When the complexity of the matter so requires, this period may also be extended for a further
two months, by decision of the European Data Protection Supervisor. This decision shall be
notified to Europol prior to expiry of the initial two-month period.
If the opinion has not been delivered by the e
thereof, it shall be deemed to be favourable.

nd of the two- month period, or any extension

If the opinion of the European Data Protection Supervisor is that the notified processing m ay
involve a breach of any provision o f this Regul ation, he/sh e shall where approp riate m ake
proposals to avoid su ch breach. Where Europo l does no t modify the processing operation
accordingly, the Europ ean Data Pro tection Sup ervisor m ay exercise th e powers g ranted to
him/her under Article 46(3).
4.

The European Data Pro tection Sup ervisor shall keep a reg ister of all p rocessing o perations
have been notified to him /her pursuant to paragra ph 1. Such a register shall be integrated into
the register referred to in Article 27(5) of Regulation (EC) No 45/2001.
Article 43
Logging and documentation

1.

For the purposes of verif ying the lawfulness of data proces sing, self-monitoring and ensuring
proper data integrity and secur ity Europol shall keep records of collection, alteration, access,
disclosure, com bination or erasure of personal data. Such logs or docum entation shall be
deleted after three years, unless the data are further required for on-going control. T here shall
be no possibility to modify the logs.

2.

Logs or docum entation prepared under paragraph 1 shall be communicated on request to the
European Data Protection Supervisor for the c ontrol of data protectio n. The Euro pean Data
Protection S upervisor sh all us e tha t inf ormation only for the control of data protection and
ensuring proper data processing as well as data integrity and security.
Article 44
Data Protection Officer
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1.

The Management Board shall appoi nt a Data P rotection Officer who shall be a m ember of the
staff. In the performance of his/her duties, he/she shall act independently.

2.

The Data Protection Officer shall be selected on the basis of his/her personal and professional
qualities and, in particular, the expert knowledge of data protection.

3.

The selec tion of the Data Pro tection Off icer sh all no t be liab le to r esult in a c onflict of
interests between his/her duty as Data Protecti on Officer and any other official duties, in
particular in relation to the application of the provisions of this Regulation.

4.

The Data Protection Officer shall be appointed for a ter m of between two and fi ve years.
He/she shall be eligible for reappointm ent up to a m aximum total term of ten years. He/she
may be dism issed f rom the pos t of Data Prote ction Of ficer by the Community institu tion or
body which appointed him /her only with the c onsent of the European Data Protection
Supervisor, if he/she no longer fulfills the conditions required for the perform ance of his/her
duties.

5.

After his/her appointm ent the Da ta Protection Officer shall be registered with the European
Data Protection Supervisor by the institution or body which appointed him/her.
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6.

With respect to the perform ance of his/her duties, the Data Protection Officer m ay not receive
any instructions.

7.

The Data Protection Officer shall in particular have the following tasks with regard to personal
data, with the exception of personal data of Eu ropol staff m embers as well as adm inistrative
personal data:
(a)

ensuring, in an independent m anner, lawfulness and com pliance with the provisions of
this Regulation concerning the processing of personal data;

(b)

ensuring that a reco rd of the transfer and receipt of personal data is kep t in accord ance
with this Regulation;

(c)

ensuring that data subjects are inform ed of their righ ts und er th is Reg ulation at th eir
request;

(d)

cooperating with Europol staff responsible fo r procedures, training and advice on data
processing;

(e)

cooperating with the European Data Protection Supervisor;

(f)

preparing an annual report and communicating that report to the Management Board and
to the European Data Protection Supervisor.

8.

Moreover, the Data Pro tection Officer shall ca rry out the functions foreseen by R egulation
(EC) No 45/2001 with regard to personal da
ta of Europol staff m embers as well as
administrative personal data.

9.

In the perform ance of his/her tasks, the Data Protection Officer shall have access to all the
data processed by Europol and to all Europol premises.

10.

If the Data Protection Officer cons iders that the provisions of this Regulation concerning the
processing of personal data have n ot been complied with, he/she shall inf orm the Executive
Director, requiring him /her to resolve th e non -compliance within a s pecified tim e. If the
Executive Director does not resolve the non-com pliance of the processing within the tim e
specified, the Data Protection Officer shall inform the Management Board and they shall agree
a specified time for a response. If the Management Board does not resolve the non-compliance
of the processing within the time specified, the Data Protection Officer shall refer the matter to
the European Data Protection Supervisor.

11.

The Managem ent Boar d shall adopt im plementing rules concerning the Data Protection
Officer. Those im plementing rules shall in partic ular concern the selection procedure for the
position of the Data Protection Officer and his/ her dism issal, tasks, duties and powers and
safeguards for independence of the Data Protect ion Officer. Europol shall provide the Data
Protection Officer with the sta ff and resou rces necessary for him/her to carry out his/he r
duties. These staff members shall have access to the personal data processed at Europol and to
Europol premises only to the extent necessary for the performance of their tasks.
Article 45
Supervision by the national supervisory authority

1.
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Each Member State s hall des ignate a natio nal superv isory authority with th e task of
monitoring independen tly, in accordance with its nation al law, the perm issibility of the
transfer, the retrieval and any communication to Europol of personal data by the Member State
concerned and to exam ine whether such transf er, retrieval or comm unication violates the
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rights of the data subject. For this purpose,
the national supervisory authority shall have
access, at the National Unit or at liaison officers’ prem ises, to data subm itted by its Mem ber
State to Europol in accordance with the relevant national procedures.
2.

For the purpose of exercising their supervisory function, national supervisory authorities shall
have access to the offices and documents of their respective liaison officers at Europol.

3.

National su pervisory a uthorities sh all, in a ccordance with the r elevant nation al p rocedures,
supervise the activities of National Units and the ac tivities of liaison officers, in so far as such
activities are of relevance to the protection of personal data. They shall also keep the European
Data Protection Supervisor informed of any actions they take with respect to Europol.

4.

Any person shall have the right to request the na tional supervisory authority to verify that the
transfer or comm unication to Europol of data concerning him/her in any form and the access
to the data by the Member State concerned
a re lawful. This right sh all b e ex ercised in
accordance with the national law of the Member State in which the request is made.
Article 46
Supervision by the European Data Protection Supervisor

1.

The European Data Protection Supervisor shall be responsible for monitoring and ensuring the
application of the provisions of this Regulation relating to the protection of fundamental rights
and freedoms of natural persons with regard to processing pers onal data by Europol, and for
advising Europol and data subjects on all m atters concerning the processing of personal data.
To this end, he/ she shall f ulfil the duties set out in paragraph 2 and sh all exercise the powers
granted in paragraph 3.

2.

The European Data P
Regulation:

3.

(a)

hear and in vestigate co mplaints, an d inf orm the data subje ct of the ou tcome within a
reasonable period;

(b)

conduct inq uiries either on his/ her own initiative or on th e basis of a com plaint, and
inform the data subjects of the outcome within a reasonable period;

(c)

monitor and ensure the applic ation of the provisions of th is Regulation and any other
Union act relating to the protection of natura l persons with regard to the processing of
personal data by Europol;

(d)

advise Europol, either on his/her own initiati ve or in response to a consultation, on all
matters concerning the processing of personal da ta, in particular before they draw up
internal rules relating to the protection of fundam ental rights and freedom s with regard
to the processing of personal data;

(e)

determine, give reasons for and m ake public the exemptions, safeguards, authorisations
and conditions mentioned in Article 36(4).

(f)

keep a register of processing operations notif ied to him /her by virtue of Article 42(1)
and registered in accordance with 42(4),

(g)

carry out a prior check of processing notified to him/her.

The European Data Protection Supervisor may under this Regulation:
(a)

EN

rotection Supervisor sh all h ave th e f ollowing duties un der th is

give advice to data subjects in the exercise of their rights;
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4.

(b)

refer the matter to Europol in the event of an alleged breach of the provisions govern ing
the processing of personal data, and, wher e appropriate, m ake proposals for rem edying
that breach and for improving the protection of the data subjects;

(c)

order that requests to exercise certain rights in r elation to d ata be com plied with whe re
such requests have been refused in breach of Articles 39 and 40;

(d)

warn or admonish Europol;

(e)

order the rectification, blocking, erasure or destruction of all data when they have been
processed in breach of the provisions govern ing the processing of pe rsonal data and the
notification of such actions to third parties to whom the data have been disclosed;

(f)

impose a temporary or definitive ban on processing;

(g)

refer the m atter to Euro pol and, if necessar y, to the Europ ean Parliament, the Cou ncil
and the Commission;

(h)

refer the m atter to the Cour t of Justice of the European Union under the conditions
provided for in the Treaty;

(i)

intervene in actions brought before the Court of Justice of the European Union.

The European Data Protection Supervisor shall have the power:
(a)

to obtain from Europol access to all person al data and to all inform ation necessary for
his/her enquiries;

(b)

to obtain access to any premises in which Europol carries on its activities when there are
reasonable grounds for presum ing that an acti vity covered by this Regulation is being
carried out there.

5.

The European Data Protection Supervisor shall draw up an annual report on the supervisory
activities on Europol. This report shall be part
of the annual report of the European Data
Protection Supervisor referred to in Article 48 of Regulation (EC) No 45/2001.

6.

Members and staff of the European Data Protection S
upervisor shall be bound by the
obligation of confidentiality in accordance with Article 69.
Article 47
Cooperation between the European Data Protection Supervisor and national data protection
authorities

EN

1.

The European Data Protection Supervisor sh
all act in close coope ration with national
supervisory authorities on specif ic issues requiring national invol vement, in particular if the
European Data Protection Supe rvisor or a national superv
isory authority finds m ajor
discrepancies between the practices of Member States or p otentially unlawful transfer in th e
use of Europol’s channels for exchange of information, or in the context of questions raised by
one or m ore national supervisor y authorities on the im plementation and interpretation of thi s
Regulation.

2.

In the cases referred to in paragraph 1, the
European Data Protection Supervisor and the
national su pervisory a uthorities s hall, e ach acting within the scop e of their respec tive
competences, exchange relevan t in formation, a ssist each other in carrying out audits and
inspections, exam ine difficulties of interpretation or application of th is Regulatio n, study
problems relating to the exercise of independent supervision or the exercise of the rights of
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data subjects, draw up harm onised proposals for joint solutions to any problem s and prom ote
awareness of data protection rights, as necessary.
3.

The national supervisory authorities and the Eur opean Data Protection Supervisor shall m eet,
where needed. The costs and servicing of such meetings shall be borne by the European Data
Protection Supervisor. Rules of procedure shall be adopted at th e f irst m eeting. Further
working methods shall be developed jointly as necessary.
Article 48
Administrative personal data and Staff data

Regulation (EC) No 45/2001 shall apply to all pers
administrative personal data held by Europol.

onal data of Europol staff mem bers as well as

Chapter VIII
REMEDIES AND LIABILITY
Article 49
Right to lodge a complaint with the European Data Protection Supervisor
1.

Any data subject shall have the right to lodge a complaint with the Euro pean Data P rotection
Supervisor, if he/she considers that the processing of personal data relating to him/her does not
comply with the provisions of this Regulation.

2.

Where a complaint relates to a decision as referred to in Article 39 or 4 0, the European Data
Protection Supervisor shall consult the national supervisory bodies or the com petent judicial
body in the Mem ber State that was the source
of the data or the Me mber State directly
concerned. The decisio n of the European Data Protection Supervisor, which m ay extend to a
refusal to communicate any inform ation, shall be taken in clos e cooperation with the national
supervisory body or competent judicial body.

3.

Where a complaint relates to the processing of data provided by a Member State to Europol,
the Europe an Data Pro tection Supe rvisor sha ll ensure that the nec essary checks have been
carried out correctly in close cooperation with the nationa l supervisory body of the Mem ber
State that provided the data.

4.

Where a complaint relates to the processing of data provided to Europol by EU entities, third
countries or international organi sations, the European Data P rotection Supervisor shall ensure
that Europol has carried out the necessary checks.
Article 50
Right to a judicial remedy against the European Data Protection Supervisor

Actions against the decisi ons of the European Data Protection Supervisor sh all be brought before the
Court of Justice of the European Union.

EN
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Article 51
General provisions on liability and the right to compensation
1.

Europol’s contractual liability shall be governed
question.

by the law applicable to the contract in

2.

The Court of Justice of the European Union sh all have jurisdiction to give judgment pursuant
to any arbitration clause in a contract concluded by Europol.

3.

Without prejudice to Article 52, in the case of
non-contractual liability, Europol shall, in
accordance with the g eneral principles common to the laws of the Memb er States, make good
any damage caused by its departments or by its staff in the performance of their duties.

4.

The Court of Justice of the European Uni
on shall have jurisdiction in disputes over
compensation for damages referred to in paragraph 3.

5.

The personal liability of Europol staff toward s Europol shall be governed by the provisions
laid down in the Staff Regulations or Conditions of Employment applicable to them.
Article 52
Liability for incorrect personal data processing and the right to compensation

1.

Any individual who has suffered dam age as a re sult of an u nlawful data processing operation
shall have the right to receive compensation
for dam age suffered either from Europol in
accordance with Article 340 of the Treaty, or from the Member State in which the event that
gave rise to the dam age occurred, in accordance with its n ational law. The individual shall
bring an action against Europol to the Court of Justic e of the European Un ion or against the
Member State to a competent national court of this Member State.

2.

Any dispute between Europol
and Mem ber States over the
ultimate responsibility for
compensation awarded to an individual in accordance with paragraph 1 shall be referred to the
Management Board, which shall decide by a majo rity of two-third of its m embers, without
prejudice of the right to challenge this decision in accordance with article 263 TFEU.

Chapter IX
PARLIAMENTARY SCRUTINY
Article 53
Parliamentary scrutiny

EN

1.

The Chairperson of the Management Board and the Executive Director shall appear before the
European Parliam ent, jointly with nationa l Par liaments, at their reque st to dis cuss m atters
relating to Europol, taking into account the obligations of discretion and confidentiality.

2.

Parliamentary scrutiny by the European Parliame nt, together with national Parliaments, of
Europol’s activities shall be exercised in accordance with this Regulation.

3.

In addition to the obligations of infor mation and consultation set out in this Regulation,
Europol shall transmit to the European Parliam ent and to the national pa rliaments, taking into
account the obligations of discretion and confidentiality, for information:
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(a)

threat assessments, strategic analyses and general situation reports relating to Eu ropol’s
objective as well as the results of studies and evaluations commissioned by Europol;

(b)

the working arrangements adopted pursuant to Article 31(1).
Article 54

Access of the European Parliament to Classified Information processed by or through Europol
1.

For the purpose of enabling it to exercise parl iamentary scrutiny of Europol’s activities in
accordance with Article 53, access to European Union Classified Inform ation and sensitive
non-classified information processed by or thro ugh Europol m ay be gran ted to the European
Parliament and its representatives upon request.

2.

Access to European Union Classified Inform ation and sen sitive non-classified inform ation
shall be in com pliance with th e ba sic p rinciples and m inimum standard s as referred t o i n
Article 69. The details shall be
governed by a working a rrangement concluded between
Europol and the European Parliament.

Chapter X
STAFF
Article 55
General provisions
1.

The Staff Regulations and the Conditions of Em ployment of Other Servants and the rules
adopted by agreem ent b etween th e institu tions o f the Union for giving effect to tho se Staff
Regulations and the conditions of Em ployment of other Servants shall apply to the staff of
Europol with the exception of staff who at the da te of application of this Regulation are under
contracts concluded by Europol as established by the Europol Convention.

2.

Europol staff shall consist of temporary staff and/or contract staff. The Managem ent Board
shall decide which tem porary posts provided for in the esta blishment plan can be filled only
by staff engaged from the com petent authoritie s of the Mem ber States. Staff recruited to
occupy such posts shall be tem porary agents and may be a warded only fixed-term contracts
renewable once for a fixed period.
Article 56
Executive Director

1.

The Executive Director shall be engaged as a temporary agent of Europol under Article 2(a) of
the Conditions of Employment of Other servants.

2.

The Executive Director shall be appointed by the Management Board, from a list of candidates
proposed by the Commission, following an open and transparent selection procedure.
For the purpose of concluding the contract with the Executive Director, Europol shall be
represented by the Chairperson of the Management Board.

EN
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Before appointment, the candidate selected by the Management Board may be invited to make
a statem ent before the com petent comm ittee of the European Parliam ent and to answer
questions put by its members.
3.

The term of office of the Executive Director shall be five years. By the end of that period, the
Commission shall undertake an assessm ent that takes into account an evaluatio n of the
Executive Director’s performance and Europol’s future tasks and challenges.

4.

The Management Board, acting on a proposal from the Commission that takes into account the
assessment referred to in paragraph 3, m ay extend the term of office of the Executive Director
once, for no more than five years.

5.

The Managem ent Board shall inf orm the European Parliam ent if it intends to e xtend the
Executive Director’s term of office. W ithin the m onth before any such extension, the
Executive Director may be invited to make a statement before the competent committee of the
Parliament and answer questions put by its members.

6.

An Executive Director whose term of office has been extended may not participate in another
selection procedure for the same post at the end of the overall period.

7.

The Executive Director may be removed from office only upon a decision of the Managem ent
Board acting on a proposal from the Commission.

8.

The Management Board shall reac h decisions on appointm ent, extension of the term of office
and removal from office of the Executive Director and/or Deputy Executive Director(s) on the
basis of a two-thirds majority of its members with voting rights.
Article 57
Deputy Executive Directors

1.

Four Deputy Executive Directors, including one
responsible for training, shall assist the
Executive Directo r. T he Deputy Executive Directo r for Training shall be responsible for
managing the Europol Academ y a nd its activities. The E xecutive Director shall define the
tasks of the others.

2.

Article 56 s hall apply to the Deputy Executive Directors. The Executive Director shall be
consulted prior to their appointment or removal from office.
Article 58
Seconded national experts and other staff

1.

Europol m ay m ake use of seconded national e
agency.

xperts or other staff

not em ployed by the

2.

The Manag ement Board shall ado pt a decisio n laying down rules on the secondm
national experts to Europol.

ent of

Chapter XI
FINANCIAL PROVISIONS
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Article 59
Budget
1.

Estimates of all revenue and expend iture for Eu ropol shall be prepared each financial year,
corresponding to the calendar year, and shall be shown in Europol’s budget.

2.

Europol’s budget shall be balanced in terms of revenue and of expenditure.

3.

Without prejudice to other resources, Europol’s revenue shall com prise a contribution from
the Union entered in the general budget of the European Union.

4.

Europol may benefit from Union funding in the form of delegation agreem ents or ad-hoc and
exceptional grants in accordance with the provisions of the relevant instruments supporting the
policies of the Union.

5.

The expenditure of Europol shall include staff remuneration, administrative and infrastructure
expenses, and operating costs.
Article 60
Establishment of the budget

1.

Each year the Executive Director shall draw up a draft statem ent of estim ates of Europol’s
revenue and expenditure for the following financial year, including the establishment plan, and
send it to the Management Board.

2.

The Management Board shall, on the basis of th at draft, produce a provisional draft estim ate
of Europol’s revenue and expenditure for the following financial year. The provisional draft
estimate of Europol’s revenue an d expenditure shall be sent to the Comm ission each year by
[date set out in the fram ework Financial Re gulation]. The Managem ent Board shall send a
final draft estim ate, which shall include a dr aft establishm ent plan, to the Comm ission, the
European Parliament and the Council by 31 March.

3.

The Commi ssion sh all send the s tatement of estim ates to the Europ ean Parliam ent and the
Council (the budgetary authority) together with the draft gene ral budget of the European
Union.

4.

On the basis of the statem ent of estim ates, the Comm ission shall ente r in the dra ft genera l
budget of the European Union the estimates it considers necessary for the establishment plan
and the am ount of the contribution to be char ged to the general budget, which it shall place
before the budgetary authority in accordance with Articles 313 and 314 of the Treaty.

5.

The budgetary authority shall authorise the appropriations for Europol’s contribution.

6.

The budgetary authority shall adopt Europol’s establishment plan.

7.

Europol’s budget shall be adopt ed by the Managem ent Board. It shall become final following
final adoption of the g eneral budg et of the Union. W here necessary, it shall be adjusted
accordingly.

8.

For any project, in particular bu ilding projects, likely to have significant implications for the
budget, the provisions of [the framework Financial Regulation] shall apply. .
Article 61
Implementation of the budget
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1.

The Executive Director shall implement Europol’s budget.

2.

Each year the Executive Director shall send to the budgetary authority all information relevant
to the findings of evaluation procedures.
Article 62
Presentation of accounts and discharge

1.

By 1 March following each financial year, Europol’s accounting officer shall communicate the
provisional accounts to the Commission’s Accounting Officer and to the Court of Auditors.

2.

Europol shall send the report on the budgetary and financial m anagement to the E uropean
Parliament, the Council and the Court of Audito rs by 31 March of th e following financial
year.

3.

By 31 March following each financial year, th e Commission’s accounting officer shall send
Europol’s provisional accounts consolidated with the Commission’s acc ounts to the Court of
Auditors.

4.

On receipt of the Court of Auditors’ observa tions on Europol’s provision al accounts pursuant
to Article 148 of the Financial Regulation, the accounting officer shall draw up Europol’s final
accounts. The Executive Director shall submit them to the Management Board for an opinion.

5.

The Management Board shall deliver an opinion on Europol’s final accounts.

6.

The Executive Director shall, by 1 July followi ng each fin ancial year, send the fin al accounts
to the European Parliament, the Council, the Commission, the Court of Auditors and national
Parliaments, together with the Management Board’s opinion.

7.

The final accounts shall be published.

8.

The Executive Director shall send the Court of Auditors a reply to the observations made in its
annual report by [date set out in the fra mework Financial R egulation]. He/she shall also send
the reply to the Management Board.

9.

The Executive Direc tor shall subm it to the Euro pean Parlia ment, at the latter’s req uest, any
information required for the sm ooth application of the discharge proce dure for the financial
year in question, as laid down in Article 165(3) of the Financial Regulation.

10.

On a recommendation from the Council acti ng by a qualified m ajority, the European
Parliament shall, before 15 May of year N + 2, give a disch arge to th e Executive D irector in
respect of the implementation of the budget for year N.
Article 63
Financial rules
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1.

The financial rules applicable to E uropol shall be adopted by the Managem ent Board after
consultation with the Comm ission. They shall not depart from [ the fra mework Financial
Regulation] unless such a departure is specifically required for Europol’s operation and the
Commission has given its prior consent.

2.

Because of the specific ity of the Mem bers of t he Network of National Training Institu tes
which are the only bodies with specific characte ristics and technical competences to perform
relevant training activities, th ese members may receive grants without a call for proposals in
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accordance with Article 190(1)
1268/2012.41

(d) of the Comm

ission Dele gated Regulation (EU) No

Chapter XII
MISCALLANEOUS PROVISIONS
Article 64
Legal status
1.

Europol shall be a body of the Union. It shall have legal personality.

2.

In each of the Mem ber States Euro pol shall en joy the m ost extensive legal capacity accorded
to legal persons under th eir laws. Europol m ay, in particular , acquire and dispose of movable
and immovable property and be a party to legal proceedings.

3.

The seat of Europol shall be The Hague, in the Netherlands.
Article 65
Privileges and immunity

1.

The Protocol on the Priv ileges and Immunities of the European Union shall app ly to Europol
and its staff.

2.

Privileges and immunities of liaison officers and members of their f amilies shall be s ubject to
an agreem ent between the Kingdom of Nether lands and the other Mem ber St ates. That
agreement shall prov ide f or such privileges and immunities as are nec essary f or th e proper
performance of the tasks of liaison officers.
Article 66
Language arrangements

1.

The provisions laid down in Regulation No 142 shall apply to Europol.

2.

The translation services requi red for the functioning of E
Translation Centre of the bodies of the European Union.

uropol shall be provided by the

Article 67
Transparency
1.

41
42
43
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Regulation (EC) No 1049/200143 shall apply to documents held by Europol.

OJ L 362, 31.12.2012, p. 1.
OJ 17, 6.10.1958, p. 385/58.
OJ L 145, 31.5.2001, p. 43.
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2.

On the basis of a p roposal by the Executive Director, and by six months after the entry into
force of this Regulation at the latest, the Management Board sh all adopt the detailed rules for
applying Regulation (EC) No 1049/2001 with regard to Europol documents.

3.

Decisions taken by Europol under Article 8 of Regulation (E C) No 1049/2001 m ay form the
subject of a complaint to the Om budsman or of an action before the Court of Justice of the
European Union, under the conditions laid
down in Articles 228 and 263 of the Treaty
respectively.
Article 68
Combating fraud

1.

In order to facilitate com bating fraud, co rruption and other unlawful activities under
Regulation (EC) No 1073/1999, within six months from the day Europol becomes operational,
it sh all accede to the Interins titutional Agr eement of 25 May 1999 concerning internal
investigations by the European Anti-Fraud Office (OLAF) 44 and adopt appropr iate provisions
applicable to all em ployees of Europol using the tem plate set out in the Annex to that
agreement.

2.

The European Court of Auditors shall have the power of audit, on the basis of docum ents and
on the spot, over all grant beneficiaries, cont ractors and subcontractor s who have received
Union funds from Europol.

3.

OLAF may carry out investigations, including on-the-spot checks and inspections, with a view
to establishing whether there ha s been fraud, corruption or any other illegal activity affecting
the financial interests of the Union in connection with a grant or a contract funded by Europol,
in accordance with the provisions and procedures laid down in Regulation (EC) No 1073/1999
of the European Parliam ent and of the C ouncil of 25 May 1999 concerning investigations
conducted by the European Anti-Fraud Office (OLAF) and Council Regulation (Euratom, EC)
No 2185/96 of 11 November 1996 concerning on-the -spot checks and inspections carried out
by the Comm ission in order to protect the Euro pean Communities’ financial interests against
fraud and other irregularities.45

4.

Without prejudice to paragraphs 1, 2 and 3, co operation agreements with third countries and
international organisations, contracts, grant ag reements and grant deci sions of Europol shall
contain provisions expressly em powering the European Court of Auditors and OLAF to
conduct such audits and investigations, according to their respective competences.
Article 69
Security rules on the protection of classified information

Europol shall establish its own ru les on the obligations of discreti on and confidentiality, and on the
protection o f European Union classified inform ation and sen sitive non-classified info rmation, taking
into account the basic principles and m inimum standards of Decision 2011/292/ EU. This shall cover,
inter alia, provisions for the exchange, processing and storage of such information.

44
45
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Article 70
Evaluation and review
1.

No later than five years after [t he date of application of this Regulation,] and every f ive years
thereafter, the Comm ission shall co mmission an ev aluation to asses s particularly the im pact,
effectiveness and efficiency of Europol and it s working practices. The evaluation shall, in
particular, address the possible need to m odify the objectives of Europol, and the financial
implications of any such modification.

2.

The Comm ission shall forward th e evaluation report together with its conclus ions on the
report to the European Parliam ent, the Council, the national parliam ents and the Managem ent
Board.

3.

On the occasion of every sec ond evaluation, the Comm ission sh all also assess the results
achieved by Europol having regard to its objec tive, m andate and tasks. If the Comm ission
considers that the continuation of Europol is no longer justifie d with regard to its assigned
objectives and tasks, it may propose that this Regulation be amended accordingly or repealed.
Article 71
Administrative inquiries

The activities of Europol shall be subject to the controls of the European Om budsman in accordance
with Article 228 of the Treaty.
Article 72
Headquarter
1.

The necessary arrangements concerning the accommodation to be p rovided for Europol in the
host Member State and the facilities to be m ade available by that Member State together with
the specific rules app licable in th e host Mem ber State to th e Executive Directo r, members of
the Management Board, Europol’s s taff and members of their fam ilies shall be laid down in a
Headquarters Agreem ent between Europol and Member State where the seat is located,
concluded after obtaining the approval of the Management Board and no later than [2 years
after the entry into force of this Regulation].

2.

Europol’s host Mem ber State shall provide
the best possible condi tions to ensure the
functioning of Europol, includi ng multilingual, European-oriente d schooling and appropriate
transport connections.

Chapter XIII
TRANSITIONAL PROVISIONS
Article 73
General legal succession
1.
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Europol, as established by this Regulation, shall be the general legal successor in respect of all
contracts concluded by, liabil ities incum bent on, and properties acquired by Europol, as
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established by Decision 2009/371/JHA, and CE
2005/681/JHA.

POL, as established under Decision

2.

This Regulation shall not affect the legal fo
rce of agreem ents concluded by Europol as
established by Decision 2009/371/JHA before the date of entry into force of this Regulation.

3.

This Regulation shall not aff ect the legal force of agreem ents concluded by CEPOL as
established by Decision 2005/681/JHA before the date of entry into force of this Regulation.

4.

By way of derogation from paragraph 3, the Headquarters Agreem ent concluded on the basis
of the Decision 2005/681/JHA shall be term inated from the date of entry into application of
this Regulation.
Article 74
Transitional arrangements concerning the Management Board

1.

The term of office of the m embers of the G overning Board of CEPOL as established on the
basis of Article 10 of Decision 2005/681/JHA shall terminate on [date of entry into force of
this Regulation].

2.

The term of office of the m embers of the Management Board of Europol as established on the
basis of Article 37 of Decision 2009/371/JHA shall terminate on [date of entry into application
of this Regulation].

3.

The Management Board as established on the basis of Article 37 of Decision 2009/371/JHA
shall within the pe riod between the date of entry into f orce and th e date of e ntry into
application:
(a)

exercise the functions of the Managem ent Bo ard as ref erred to in Ar ticle 14 of this
Regulation;

(b)

prepare the adoption of the rules on the obligations of confidentiality and discretion, and
the protection of EU classified information referred to in Article 69 of this Regulation;

(c)

prepare any instrument necessary for the application of this Regulation; and

(d)

revise the non-legislative measures implementing Decision 2009/371/JHA so as to allow
the Managem ent Board established pursuant Article 13 of this Regulation to tak e a
decision pursuant to Article 78(2).

4.

The Commission shall take th e measures necessary without delay after the entry into force of
this Regulation to ensure that the Managem ent Board established in accordance with Article
13 starts its work at the [date of entry into application of the Regulation];

5.

By 6 months from the date of entry into f orce of this Regulation at th e lates t the Mem ber
States shall notify the Comm ission of the na mes of the persons whom they have appointed as
member and alternate member of the Management Board, in accordance with Article 13.

6.

The Managem ent Board established pursuant to Article 13 of this Regulation shall hold its
first m eeting on [the d ate of en try into applic ation of this Regulation ]. On that o ccasion it
shall, if necessary, take a decision as referred to in Article 78(2).
Article 75
Transitional arrangements concerning the Executive Directors and the Deputy Directors

EN

59

EN

1.

The Executive Director appointed on the basis of Article 38 of Decision 2009/371/JHA shall,
for the rem aining periods of his/ her term of offi ce, be assigned to the responsibilities of the
Executive D irector as provided for in Article 19 of this Regulation. The other conditions of
his/her contract rem ain unchanged. If the term of office ends afte r [the date of entry of this
Regulation] but before [the date of applica
tion of this Regulation], it shall be extended
automatically until one year after the date of application of this Regulation.

2.

Should the Executive Director b e unwilling or una ble to act in accord ance with p aragraph 1,
the Comm ission shall designate a Comm ission offi cial to act as interim Executiv e Director
and exercis e the duties assign ed to the Exec utive Director for a period not exceeding 18
months, pending the appointments provided for in Article 56.

3.

Paragraphs 1 and 2 shall apply to the Deputy Directors appointed on the basis of Article 38 of
Decision 2009/371/JHA.

4.

The Executive Director of CEPOL appointed
on the basis of Articl e 11(1) of Decision
2005/681/JHA shall, for the rem aining periods of hi s/her term of office, be assigned to the
functions of the Deputy Executive Directo r of training of Europol. The other con ditions of
his/her contract remain unchanged. If the term of office ends after [the date of entry into force
of this Regulation] but before [the date of ap plication of this Regula tion], he/she shall be
extended automatically until one year after the date of application of this Regulation.
Article 76
Transitional budgetary provisions

1.

For each of the three budgetary years following the entry into force of this Regulation, at least
EUR 8 m illion of the operational expenses of
Europol shall be reserved for training, as
described in Chapter III.

2.

The discharge procedure in respect of the budge ts approved on the basis of Article 42 of
Decision 20 09/371/JHA shall be carried out in accordance with the rules established by
Article 43 of Decision 2009/371/JHA and the financial rules of Europol.

Chapter XIV
FINAL PROVISIONS
Article 77
Replacement
This Regulation replaces and repeals Decision 2009/371/JHA and Decision 2005/681/JHA.
References to the replaced Decisions shall be construed as references to this Regulation.
Article 78
Repeal
1.
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All legislative m easures im plementing the Decisions 2009/371/JHA and Decision
2005/681/JHA are repealed with effect from the date of application of this Regulation.
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2.

All non-legislative m easures im plementing Decision 2009/371/JHA which sets up the
European Police Office (Europol) and Deci sion 2005/681/JHA which sets up CEPOL shall
remain in force following the [date of application of this Regulation], unless otherwise decided
by the Management Board of Europol in the implementation of this Regulation..
Article 79
Entry into force and application

1.

This Regulation shall enter into f orce on the 20t h day following that of its publication in the
Official Journal of the European Union.

2.

It shall apply from [date of application].
However, Articles 73, 74 and 75 shall apply from
Regulation].

[ the date of entry into f orce of this

Done at Brussels,

For the European Parliament
The President
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For the Council
The President
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ANNEX 1
List of offences with respect to which Europol shall support and strengthen action by the
competent authorities of the Member States and their mutual cooperation in accordance with
Article 3(1) of this Regulation
- terrorism,
- organised crime,
- unlawful drug trafficking,
- illegal money-laundering activities,
- crime connected with nuclear and radioactive substances,
- illegal immigrant smuggling,
- trafficking in human beings,
- motor vehicle crime,
- murder, grievous bodily injury,
- illicit trade in human organs and tissue,
- kidnapping, illegal restraint and hostage taking,
- racism and xenophobia,
- robbery,
- illicit trafficking in cultural goods, including antiquities and works of art,
- swindling and fraud, including fraud affecting the financial interests of the Union
- racketeering and extortion,
- counterfeiting and product piracy,
- forgery of administrative documents and trafficking therein,
- forgery of money and means of payment,
- computer crime,
- corruption,
- illicit trafficking in arms, ammunition and explosives,
- illicit trafficking in endangered animal species,
- illicit trafficking in endangered plant species and varieties,
- environmental crime, including ship source pollution
- illicit trafficking in hormonal substances and other growth promoters,
- sexual abuse and sexual exploitation of women and children.
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ANNEX 2
Categories of personal data and categories of data subjects whose data may be collected and
processed for cross-checking purpose as referred to in Article 24(1)(a)
1. Personal data collected and processed for cross-checking purposes shall relate to:
(a) persons who, in accordance with the nation al law of the Member State concerned, are suspected of
having committed or having taken part in a crim inal offence in respect of which Europol is competent
or who have been convicted of such an offence;
(b) persons regarding w hom there are factual indications or reas onable grounds under the national law
of the Member State co ncerned to b elieve that they will co mmit criminal offences in respec t of which
Europol is competent.
2. Data relating to the persons refe rred to in paragraph 1 m ay include only the following categories of
personal data:
(a) surname, maiden name, given names and any alias or assumed name;
(b) date and place of birth;
(c) nationality;
(d) sex;
(e) place of residence, profession and whereabouts of the person concerned;
(f) social security numbers, driving licences, identification documents and passport data; and
(g) where necessary, other characte ristics likely to assi st in identification, including any specific
objective physical characteristics not subject to change such as dactyloscopic data and DNA pr ofile
(established from the non-coding part of DNA).
3. In addition to the data referred to in paragr aph 2, following categories of personal data concerning
the persons referred to in paragraph 1 may be collected and processed:
(a) crim inal offences, alleged crim inal offences and when, where and how they were (alleg
committed;

edly)

(b) m eans which were or m ay be used to comm it those crim inal of fences including inf ormation
concerning legal persons;
(c) departments handling the case and their filing references;
(d) suspected membership of a criminal organisation;
(e) convictions, where they relate to criminal offences in respect of which Europol is competent;
(f) inputting party.
These data may be provided to Europol even when they do not yet contain any references to persons.
4. Addition al inform ation held by Europol or National Un its concerning the pers ons referred to in
paragraph 1 m ay be communicated to any national un it or Europol should eith er so request. National
units shall do so in compliance with their national law.
5. If proceedings against the person concerned are definitiv ely dropped or if that person is definitively
acquitted, the data relating to the case in resp ect of which either decision has been taken shall be
deleted.
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Categories of personal data and categories of data subjects whose data may be collected and
processed for the purpose of analyses of strategic or other general nature and for the purpose of
operational analyses (as referred to in Article 24(1)(b) and (c)
1.

2.

Personal data collected and processed for the
purpose of analyses of a strategic or other
general nature and operational analyses shall relate to:
(a)

persons who, in accordance w ith th e national la w of the Member State concern ed, are
suspected of having committed or h aving taken p art in a c riminal offence in respe ct of
which Europol is competent or who have been convicted of such an offence;

(b)

persons regarding whom there are factual indications or reasonable grounds under the
national law of the Member St ate concerned to believe th at they will comm it criminal
offences in respect of which Europol is competent.

(c)

persons who m ight be called on to testify in
investigations in connection with the
offences under consideration or in subsequent criminal proceedings;

(d)

persons who have been the victim s of one of the offences under consideration or with
regard to w hom certain facts g ive reason to believe that th ey could be the v ictims of
such an offence;

(e)

contacts and associates; and

(f)

persons who can provide information on the criminal offences under consideration.

The following categories of personal data, includ ing associated adm inistrative data, m ay be
processed on the categories of persons referred to in paragraph 1 point (a) and (b):
(a)

Personal details:
(i)

Present and former surnames;

(ii)

Present and former forenames;

(iii) Maiden name;
(iv) Father’s name (where necessary for the purpose of identification);
(v)

Mother’s name (where necessary for the purpose of identification):

(vi) Sex;
(vii) Date of birth;
(viii) Place of birth;
(ix) Nationality;
(x) Marital

status;

(xi) Alias;
(xii) Nicknam e;
(xiii) Assumed or false name;
(xiv) Present and former residence and/or domicile;
(b)

Physical description:
(i) Physical
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description;
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(ii) Distinguishing
(c)

features (marks/scars/tattoos etc.)

Identification means:
(i)

Identity documents/driving licence;

(ii)

National identity card/passport numbers;

(iii) National identification number/social security number, if applicable
(iv) Visual images and other information on appearance
(v)
(d)

Forensic identification infor mation such as fingerprints, DNA profile (established
from the non-coding part of DNA), voice profile, blood group, dental information

Occupation and skills:
(i)

Present employment and occupation;

(ii)

Former employment and occupation;

(iii) Education (school/university/professional);
(iv) Qualif ications;
(v)
(e)

Skills and other fields of knowledge (language/other)

Economic and financial information:
(i)

Financial data (bank accounts and codes, credit cards etc.);

(ii) Cash

assets;

(iii) Share holdings/other assets;
(iv) Property data;
(v)

Links with companies;

(vi) Bank and credit contacts;
(vii) Tax position;
(viii) Other information revealing a person’s management of their financial affairs
(f)

Behavioural data:
(i)

Lifestyle (such as living above means) and routine;

(ii) Movem ents;
(iii) Places frequented;
(iv) Weapons and other dangerous instruments;
(v) Danger

rating;

(vi) Specific risks such as escape probabili ty, use of double agents, connections with
law enforcement personnel;
(vii) Criminal-related traits and profiles;
(viii) Drug abuse;
(g)

EN

Contacts and associates, including type and nature of the contact or association;
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(h)

Means of communication used, such as telephon e (static/mobile), fax, pager, electronic
mail, postal addresses, Internet connection(s);

(i)

Means of transport used, such as vehicl
es, boats, aircraft, including inform
identifying these means of transport (registration numbers);

(j)

Information relating to criminal conduct:
(i) Previous
(ii)

ation

convictions;

Suspected involvement in criminal activities;

(iii) Modi operandi;
(iv) Means which were or may be used to prepare and/or commit crimes;
(v)

Membership of crim
group/organisation;

inal groups/organ

isations and

positio

n in the

(vi) Role in the criminal organisation;
(vii) Geographical range of criminal activities;
(viii) Material gathered in the course of an investigation, such as video and photographic
images
(k)

References to other information systems in which information on the person is stored:
(i) Europol;
(ii) Police/custo ms agencies;
(iii) Other enforcement agencies;
(iv) Intern ational organisations;
(v) Public

entities;

(vi) Private entities
(l)

Information on legal persons associated with the data referred to in points (e) and (j):
(i)

Designation of the legal person;

(ii) Location ;
(iii) Date and place of establishment;
(iv) Administrative registration number;
(v) Legal

form;

(vi) Capital;
(vii) Area of activity;
(viii) National and international subsidiaries;
(ix) Directo rs;
(x)
3.
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Links with banks.

“Contacts and associates”, as referred to in pa ragraph 1 point (e), are persons through who m
there is sufficient reason to believe that information, which relates to the persons referred to in
paragraph 1 point (a) and (b) of this Annex a nd which is relevant for the analysis, can be
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gained, provided they are not included in one of the categories of persons referred to in
paragraphs 1 (a), (b), (c), (d) and (f). “Contacts” are those persons who have sporadic contact
with the persons referred to in paragraph 1 poi nt (a) and (b). “Associ ates” are tho se persons
who have regular contact with the persons referred to in paragraph 1 point (a) and (b).
In relation to contacts and associates, the da ta pursuant to paragraph 2 m ay be stored as
necessary, provided there is reason to assume that such data are required for the analysis of the
role of such persons as contacts or associates.
In this context, the following shall be observed:

4.

(a)

the relationship of these persons with the persons referred to in paragraph 1 point (a) and
(b) shall be clarified as soon as possible;

(b)

if the assu mption tha t a rela tionship ex ists b etween thes e pers ons and the persons
referred to in paragraph 1 poi nt (a) and (b) turns out to be unfounded, the da ta shall be
deleted without delay;

(c)

if such persons are s uspected of comm itting an offence falling under Euro
pol’s
objectives , or have been convicted for such an offence, or if there are factual indications
or reasonable grounds under the national law of the Mem ber State concerned to believe
that they will commit such an offence, all data pursuant to paragraph 2 may be stored;

(d)

data on contacts and as sociates of contacts as well as data on contacts and associates of
associates shall not be s tored, with the exceptio n of data on the type and nature of their
contacts or associations with the persons referred to in paragraph 1 point (a) and (b);

(e)

if a clar ification pursuant to the p revious points is not possible, this shall be taken into
account when deciding on the need and the extent of storage for further analysis.

With regard to persons who, as referred to in pa ragraph 1 point (d), have been the victim s of
one of the offences under consider ation or who, certain facts give reason to believe, could be
the victims of such an offence, data referred to in paragraph 2 point (a) intent ‘i’ to paragraph
2 (c) intent ‘iii’ of this Annex, as well as the following categories of data, may be stored:
(a)

Victim identification data;

(b)

Reason for victimisation;

(c)

Damage (physical/financial/psychological/other);

(d)

Whether anonymity is to be guaranteed;

(e)

Whether participation in a court hearing is possible;

(f)

Crime-related inform ation provided by or through persons referre d to in paragraph1
point ‘d’, including infor mation on thei r relationship with other persons, where
necessary, to identify the persons referred to in paragraph 1 points ‘a’ and ‘b’

Other data pursuant to paragraph 2 m ay be stor ed as neces sary, provid ed there is reason to
assume that they are required for the analysis of a person’s role as victim or potential victim.
Data not required for any further analysis shall be deleted.
5.
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With regard to persons who, as referred to in pa ragraph 1 (c), m ight be called on to testify in
investigations in connection with the offences under consideration or in subsequent crim inal
proceedings, data referred to in paragraph 2 point (a) indent ‘i’ to p aragraph 2 (c) in dent ‘iii’
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of this Annex as well as cat egories of data complying with the following criteria, m ay be
stored:
(a)

crime-related inform ation provided by such persons, including inform ation on their
relationship with other persons included in the analysis work file;

(b)

whether anonymity is to be guaranteed;

(c)

whether protection is to be guaranteed and by whom;

(d)

new identity;

(e)

whether participation in a court hearing is possible.

Other data pursuant to paragraph 2 m ay be stor ed as necessary, provided there is reason to
assume that they are required for the analysis of such persons’ role as witnesses.
Data not required for any further analysis shall be deleted.
6.

With regard to persons who, as referred to in paragraph 1 point (f), can provide information on
the criminal offences under consideration, data referred to in paragraph 2 point (a) indent ‘i’ to
paragraph 2 (c) indent ‘iii’ of this Annex ma
y be stored, as well as categories of data
complying with the following criteria:
(a)

coded personal details;

(b)

type of information supplied;

(c)

whether anonymity is to be guaranteed;

(d)

whether protection is to be guaranteed and by whom;

(e)

new identity;

(f)

whether participation in court hearing is possible;

(g)

negative experiences;

(h)

rewards (financial/favours).

Other data pursuant to paragraph 2 m ay be stor ed as neces sary, provid ed there is reason to
assume that they are required for the analysis of such persons’ role as informants.
Data not required for any further analysis shall be deleted.
7.

If, at any moment during the course of an analysis, it becomes clear on the basis of serious and
corroborating indications that a person should be placed under a different catego ry of persons,
as defined in this Annex, from the category in which that person was initially placed, Europol
may process only th e data on that person which is permitted under th at new category, and all
other data shall be deleted.
If, on the basis of such indications, it becom es clear that a person should be included in two or
more different categories as defined in this A nnex, all data allowed under such categories may
be processed by Europol.
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LEGISLATIVE FINANCIAL STATEMENT
1.

FRAMEWORK OF THE PROPOSAL/INITIATIVE

1.1.

Title of the proposal/initiative
Proposal for a Regulation of the E uropean Par liament and of the Council on the European
Union Agency for Law Enforcem ent Coopera tion And Training (EUROPOL) and repealing
Council Decisions 2009/371/JHA and 2005/681/JHA

1.2.

Policy area(s) concerned in the ABM/ABB structure46
Policy area: Home Affairs
Activity: 18.02 Internal Security

1.3.

Nature of the proposal/initiative
The proposal/initiative relates to a new action
The proposal/initiative relates to a new action following a pilot project/preparatory action47

The proposal/initiative relates to the extension of an existing action
The proposal/initiative relates to an action redirected towards a new action

1.4.

Objective(s)

1.4.1.

The Commission’s multiannual strategic objective(s) targeted by the proposal/initiative

The European Police Office (Europol) started as an intergovernm ental body regulated by a Convention
concluded between the Member States that entered into force in 1999. As from 1 January 2010 Europol
was transform ed by Council Decision 2009/371/JHA into a decentralised EU agency to support and
strengthen action by the com petent Mem ber States’ law enf orcement authoritie s aga inst s erious and
organised crime and terrorism . The Council Decision al so defined in details Europol’s objectives and
tasks.
The Treaty of Lisbon has abolished th e pillar structure of the European Union and aligned the area of
police cooperation with the acquis communautaire. Article 88 of the TFEU stipulates that Europol shall
be governed by a regulation to be adopted by co-decisi on. It requires the estab lishment of procedures
and a m echanism for the scrutiny of Europol’s act ivities by the European Parliament and national
parliaments. Furthermore, the Stockholm Programme 48, which lays down an EU m ultiannual strategy
on justice and security, calls on E uropol to evol ve and becom e “a hub for inform ation exchange
between the law enf orcement authorities of the Mem ber States, a s ervice provider and a platform for
law enforcement services.”
Article 87(2)(b) of the TF EU provides for m easures concerning support for the training of staff and
cooperation on the exchange of staff. The Stockholm Programme states th at it is essential to step up
training on Union-related issues in order to foster a genuine Europ ean judicial and law enforcem ent
culture, and that the objective of system atic European T raining Schem es should be pursued. The
Commission is accordingly proposing, alongside this proposal, a European Law Enforcem ent Training
Scheme (LETS) which would build on the activitie s currently carried out by CEPOL. The current
46
47
48
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ABM: Activity-Based Management – ABB: Activity-Based Budgeting.
As referred to in Article 49(6)(a) or (b) of the Financial Regulation.
Stockholm Programme on open and secure Europe, serving and protecting citizens, OJ C115,4.5.2010.

69

EN

proposal would m erge the two agencies and give th e new (m erged) agency the task of i mplementing
the training scheme.
1.4.2.

Specific objective(s) and ABM/ABB activity(ies) concerned
ABB Activity 18 05: Security and safeguarding liberties
SPECIFIC OBJECTIVE 3
To enhance law enforcem ent cooperation betw een Member States, in particular through
facilitation of the ex change of inform ation between the la w enforcement authorities, enabling
access to relevan t data while ensuring the re
spect of data protect ion principles, and
strengthening the role of Eur opol and Cepol as Mem ber States partners in tackling serious
crime and training police officers
Main policy outputs in 2013 - Regulation merging EUROPOL and CEPOL
Europol regulation:
Specific objective No.1:
To function as the p rinciple supp ort cen tre for law enfo rcement operations an d for law
enforcement expertise
Specific objective No.2:
To function as the EU criminal information hub
Specific objective No. 3:
To coordinate the implementation of EU policy on training for law enforcement officers and to
deliver relevant EU-level training and exchanges
Specific objective No. 4:
To strengthen EU capacity to t ackle cybercrime to avoid harm to EU citizens. busine sses and
losses to the EU economy
ABM/ABB activity(ies) concerned
Activity 18 05: Security and Safeguarding liberties
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1.4.3.

Expected result(s) and impact
Specify the effects which the proposal/initiative should have on the beneficiaries/groups targeted.

Europol’s role is to provide support to national law enforcem ent services in their m utual
cooperation in the prevention of and fight agai nst serious crim e and terrorism . The proposal,
i.e. the regulation on Europol, provides fo
r a new legal fram ework for Europol. The
introduction of the new legal bas is will inc rease the secu rity of the EU by im proving the
effectiveness and efficiency of Europol in s upporting the prevention and fight against serious
cross-border crime and terrorism as well as conferring on Europol new tasks in relation to law
enforcement training at EU level, and in relation to the hosting of EU law enforcement centres
on specific crime phenomena such as cybercrime.
The proposal aim s to im prove Europol’s in telligence picture, so that it can better serv
e
Member States and b etter inform the EU polic y setting. It will better align Europo l and its
activities with the requ irements of the Treaty of Lisbon and the Stockholm Programme. The
proposal will further reinforce Europol’s acco untability and streng then its d ata protection
regime. Europol will be able to pro vide all nece ssary and u p-to-date services and products to
Member States in o rder to facilitate and suppor t them in the fight agains t serious criminality
affecting the EU citizens. The increased flow of information from Member States including on
cybercrime and the im proved data processing arrangem ents balanced by a robust data
protection regime and increased training capabi lities would further stre ngthen Europol’s role
in supporting the Member States.
Data orig inating from private parties could be subm itted to Europol by any Member State
(Europol N ational Unit) which would dim inish the risk of delays or non-transm
ission.
Exchanges of data with third countries will becom e m ore st reamlined which would have a
positive im pact on the cooperatio n and on intern al secu rity in the EU and in
the third
countries. This would in turn enable a more coordinated global response to crime phenomena.
The proposal introduces a new task f or Europol, incorporating and broadening to some extent
the tasks r elated to tra ining of law enf orcement officials curren tly ex ecuted by CEPOL.
Integrating and rationali sing operational and training functions in one agency is expected to
create a mutually-reinforcing dynamic. Resources saved through the elimination of duplication
in support functions can be redeployed to tr
aining functions notably to im plement the
European Law Enforcem ent Training Schem e ( LETS). The higher level of training thereby
provided will raise the standard of polici
ng across the EU, enhan ce trus t between law
enforcement agencies, contribu te to a comm on law enforcem ent cultu re and thereby m ake
more effective the EU’s response to common security challenges.
Furthermore, the proposal will strengthen Eu
ropol’s accountability and align Europol’s
governance with the other European regulatory agencies.
The proposal introduces a further new task
for Europol, nam ely hosting the European
Cybercrime Centre (E C3) establis hed at the beginning of 2013. The EC3 will bols ter
significantly the EU’s c apacity to c onfront th e growing threat posed by cybercrim e, with a
view to supporting and com plementing Mem ber States’ efforts. Mem ber States will benefit
significantly from having a focal point equipped with state-of-the-art technology and a highlyqualified and specialised workforce offering a
wide spectrum of se rvices and products.
Furthermore, a forward-thinking cen tre that an ticipates tren ds, analy ses threats and provides
strategic guidance towa rds tack ling cybercr ime will be of signif icant added value to th e
Member States. EU agencies and b odies would also have a bolstered capacity to address the
challenges raised by cybercrime.
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1.4.4.

Indicators of results and impact
Specify the indicators for monitoring implementation of the proposal/initiative.

–

User satisfaction regarding operational support provided to operations or investigations;

–

Percentage of all SIENA messages sent by Member States shared with Europol;

–

Volume and quality of inform ation sent by each Mem ber State in re lation to ov erall
volume and quality of information sent by Member States;

–

Number of investigations supported by Europol;

–

Number of cross-match reports delivered;

–

Number of operational analysis reports delivered;

–

Number of joint investigations, in specific the JITs supported by Europol;

–

Number of SIENA requests and for inform ation m essages sent by Europol to external
partners;

–

Number of SIENA requests and for inform ation m essages sent by external partners to
Europol;

–

Number of SIENA cases initiated;

–

Number of suspects identified, arrested and prosecuted in the Member States;

–

Number of support given on technical and/or forensic issues (incl. on-the-spot);

–

Number of staff trained;

–

Quality of strategic products (detail, scope, analytical method).

In relation to training:
–

Number of needs analyses;

–

Number of quality assurance products;

–

Number of common curricula;

–

Number of training (and e-training) modules;

–

Number of course delivered;

–

Number of exchanges organised;

–

User satisfaction.

Finally, the following main indicators can be used for evaluating the impact of the activities of
EC3:

EN

–

The extent of the EC3’s contribution to
dismantling cybercrim e networks through
successful cross-border operations coordina ted and/or supported by the EC3 (on the
basis of the num ber of suspects id entified, arrested and prosecuted and num ber of
victims identified)

–

The strategic and/or op erational impact at EU and Mem ber State level of the EC3’s
threat and risk assessments/trend forecasts;

–

Increase in the am ount of person nel (law en forcement or otherw ise) who receive
specialised cybercrime training;
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–

Extent to which new technological tools init iated, coordinated or developed by the EC3
are used during EC3 operations and/or by the Member States;

–

Extent to which public private partnership initiatives facilitated EC3 work;

–

Overall satisfaction rate of Member States regarding all of EC3’s products and services.

1.5.

Grounds for the proposal/initiative

1.5.1.

Requirement(s) to be met in the short or long term
The reform of Europol subscribes to a wider pr ocess of achieving an Open and Secure Europe
Serving and Protecting Citizens, as set fo rth by the Stockholm Progr amme. Among other
means to f ulfil this objective, the Stockholm Programme calls f or Europol to “beco me a hub
for inform ation exchang e between the law enfo rcement authorities of the Mem ber States, a
service prov ider and a platform for law enfor cement services”. The role of Europol in the
support for the law enforcem ent authorities w ithin Mem ber States, and its overall future
direction, is therefore subject to a strong inter-institutional consensus.
At the sam e time, following the Tr eaty of Lisbon and the J oint Statement on the R egulatory
Agencies, E uropol’s activities wi ll need to be subj ect to a regular scru tiny by the European
Parliament and the national parliam ents and its governance will need to be aligned with the
standards for all EU regulatory agencies.
Furthermore, as regards data protection, Europol’s data protection regime standards need to be
further alig ned with th ose of other data protection instru ments and the right of access of
individuals to personal data pertaining to them needs to be reinforced by providing for an
alternative procedure for checking the lawfulness of the processing of personal data.
The higher level of law enforcem ent training that will b e brought about by this p roposal will
raise the standard of polic ing across the EU, contribute to
enhance trust between law
enforcement agencies, contribu te to a comm on law enforcem ent culture, and thereby m ake
more effective the EU’s response to common security challenges.
Whereas the phenom enon of cybercrim e is grow ing and is increasingly com plex, prior to the
establishment of the EC3, the EU has not had an adequate capacity to tackle cybercrime due to
the fact that cybercrim e is extrem ely complex, evolves very rapidly and requires a high-level
technical expertise to understand its characteristics and modus operandi, but also due to
insufficient flow of inform ation. High-skilled expertise gained at national and the EU level
needs to be exchanged among all Mem ber States so that the EU can improve its response to
cybercrime, a phenomenon which is inherently
of a cross-border nature and therefore
requiring cooperation.

1.5.2.

Added value of EU involvement
Law enforcem ent cooperation within the EU cannot exist without an e ffective exchange of
information and intelligence on crime between national law enforcement authorities and other
relevant entities within and outside the EU. The access to, sharing and analysis of relevant and
up-to-date crim inal inform ation is critical for the effective fight against crim e. Europol is
ideally placed to support the cooperation in th is area and guarantee c oordination at the EU
level.
Effective prevention and the fight against cross-border crime cannot be successfully conducted
by national police forces alone. It requires a coordinated and coll aborative approach together
with public and private stakeholders across th e EU. Europol is the only EU agency s upporting
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law enforcem ent agencies in the Mem ber States in this endeavour. It provides them with a
unique set of operational services to fight seriou s cross-border crime (i.a.: crim inal analyses,
forensic and operational support to cross-border investiga tions). H owever, the current
legislative set-up prevents Europol from bei ng fully effective and equipping Mem ber States
with the ne cessary, co mplete and up-to-da te t ools. Such legislative set-up can be am ended
only through a legislative reform at the EU le
vel. It cannot be carried out at a national,
regional or local level or addressed by Europol itself through internal action.
In addition, the T reaty of Li sbon calls for establishing a m echanism of the parliam entary
scrutiny over Europol’s activities and the Join t Statem ent on Regulatory Agencies requires
aligning Europol’s governance wi th the one of other E U agencies. This requires an EU
legislative intervention.
The added value of EU involvem ent in law enfo rcement training is to ensure a coordinated
approach developing and im plementing such tr aining. Much is already done in this field,
whether nationally by Member States or at EU-level by CEPOL. However, as explained in the
accompanying Communication on a European La w Enforcem ent Train ing Schem e, more
needs to be done e.g. to ensure that training
responds to needs relating to crim e topics
prioritised at EU level and to ensure a cohere
nt approach to deliver training at EU level
according to the highest quality standards.
The EC3 is established in order to overcome the many obstacles for the effective investigation
of cybercrime and pros ecution of offenders at the EU level. It is a key s tep taken in the EU’s
overall strategy to im prove cyber- security and to rend er cyberspace an area of jus tice where
human rights and funda mental freedoms are guara nteed through the cooperative efforts of all
stakeholders.
1.5.3.

Lessons learned from similar experiences in the past
The external evaluation of the Europol C ouncil Decision has provided food for thought on
improving the effectiveness of Europol. It has confirmed that Europol is a well-functioning
agency which is operationally relevant and adds value to the security of the European citizens.
Nevertheless, the evaluation identif ied a num ber of areas where im provements are needed.
The consultations with the external stakeholde rs on the ref orm of Eur opol and a num ber of
annual and specific reports by Eu ropol contributed to a clear und erstanding of what shall be
changed in Europol. The recurring issues were
: insufficient provision of inform ation by
Member States, legal restrictions on direct cooperation with the private sector and a rigid legal
regime on the cooperation with the third countries (which, nota bene, will need to be changed
as a result of the entry into force of the Treaty of Lisbon).
In a w ider contex t, the access to and the sh
aring of relev ant an d up-to -date crim inal
information a mong la w enforce ment agencies has proven to be critical for successfully
tackling cross-border crime. This has been co nfirmed by t he implementation of a num ber of
the EU m easures like, e.g. the “Prüm Fra mework Decision”, and the “Swedish Initiative”
Framework Decision.
As regard s training, the acco mpanying Communication on a European Law Enforcem ent
Training Schem e draws on a m apping exerci se undertaken by CEPO L in 2012 as well as
extensive consultations with experts from Member States and from JHA agencies. The results
indicated a need for a more coordinated approac h, including a strong role for an EU a gency as
driving force and coordinator for implem enting the Scheme, in close cooperation with other
agencies and national training academ ies. CE POL has been the subject of a five-year
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evaluation com pleted in 2011 and an extern al study commissioned by the Comm ission to
support preparation of an im pact assessm ent. The results indicated needs for increasing
training on EU di mensions of policing, for better coordination between CEPOL, Mem ber
States and other agencies, and for im
provements in CE POL’s current governance and
structure.
Moreover, the technical sophistication required to tackle cybercrim e comprehensively m eans
that traditional ways of investigating this kind of crime are not sufficient. Without a high-level
of IT training of the law enforcem ent services to understand the intr icacies of the technology
involved, the new landscape of digital forensics and the abil ity to keep up with rapidly
changing technology and m odus operandi of cybe rcriminals, the E U’s capacity to tackle
cybercrime adequately will con tinue to lag behind. Fast-changing technology has to be
matched with fast-developing tech nological tools to em ploy in the fight against cybercrim e as
well as with personnel capable of adapti
ng and building upon previous knowledge and
expertise.
1.5.4.

Compatibility and possible synergy with other appropriate instruments
The regulation on Europ ol, making it the crim inal intelligence hub of E urope, will contribute
to ach ieving an Open and Secure EU Servi ng and Protecting Citizens, as set forth by the
Stockholm Programm e. Bringing together operational and trai ning functions in a single
agency will create a mutually-reinforcing dyna mic that wi ll enhance the effectiveness of
operational activity and the relevance and focus of EU training.
In addition, an effective Europol will be in a bett er position to assist in reaching the goals of
the Comm ission’s Communication on The Intern al Security Strategy In Action and to
reinforce in general police cooperation in the EU.
Governance of Europol as proposed contribute s to the overall coherence of the governance
model of the EU agencies envisag ed in the Joint Statement on the EU Regulatory Agencies.
The establis hment of the parliam entary sc rutiny of Europol’s activities and new m eans of
cooperation with third countries align Europol with the require ments of t he Treaty of Lisbon
(which m ake the Comm ission, rather than E uropol, com petent to negotiate international
information sharing agreements).
The proposal seeks also to defi ne clearly the lim its of the com petence of Europol, to avoid
duplications with the other JHA agencies and to streamline their cooperation with Europol. To
reinforce this process, the so lutions proposed in th e regulation (e.g. on requests to m ember
States to in itiate crim inal inve stigations, k eeping Eurojust inform ed) would need to be
mirrored in the legal bases of other agencies (e.g. of Eurojust) over time.
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1.6.

Duration and financial impact
Proposal/initiative of limited duration
–

Proposal/initiative in effect from [DD/MM]YYYY to [DD/MM]YYYY

–

Financial impact from YYYY to YYYY
Proposal/initiative of unlimited duration

– Implementation with a start-up period from 2013 for the EC3 and from 2015 for the reform
of Europol and integration of training activities,
– followed by full-scale operation.
1.7.

Management mode(s) envisaged49
Centralised indirect management with the delegation of implementation tasks to:
–

executive agencies

–

bodies set up by the European Union50

–

national public-sector bodies/bodies with public-service mission

–

persons entrusted with the im plementation of specific actions pursuant to Title V of the
Treaty on E uropean Union and identified in the relevant ba sic ac t with in the m eaning of
Article 49 of the Financial Regulation
Joint management with international organisations (to be specified)

If more than one management mode is indicated, please provide details in the “Comments” section.

Comments
The figures on financial and hum an resources combine the foreseen to tal amount for Europol as it is
planned for the period u ntil 2020 with the additional financial needs which are neces sary to implement
the proposed wider mandate for Europol, including training, as described in the present form.

49
50
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Details of m anagement modes and re ferences t o t he Financial R egulation m ay be fo und o n t he B udgWeb si te:
http://www.cc.cec/budg/man/budgmanag/budgmanag_en.html
As referred to in Article 185 of the Financial Regulation.
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2.

MANAGEMENT MEASURES

2.1.

Monitoring and reporting rules
Specify frequency and conditions.

Monitoring and evalu ating the implem entation of the activ ities of the Agenc y will be
important to ensure th e effectivenes s of Eur opol. In acco rdance with th e Join t Statem ent on
the EU reg ulatory agencies, Eu ropol will acc ompany its activ ities in cluded in its working
programme by key perform ance indicato rs. The ac tivities o f Europol will b e then m easured
against these indicators in the Annual Activity Report.
In addition to the horizontal governance rules applicable to agencies, Europol will in particular
elaborate an annual report and there will be provision for a periodic ov erall evaluation to be
commissioned by the Commission every 5 years.
To regularly m onitor the provision of infor mation by the Member States, Europol will report
annually to the European Parliam ent and th e Council on th e performance of each individual
Member State. Such rep orts will co ntain spec ific quantita tive and qu alitative ind icators and
demonstrate trends.
The proposal lays down also the rules on the sc rutiny of Europol’s activ ities by the European
Parliament and national parliam ents, i.e. ultim ately on the implem entation of Europol’s work
programme and the execution of the budget.
The Management Board of Europol will be responsible for supe rvision of the adm inistrative
operational and budgetary efficient management of the Agency.
2.2.

Management and control system

2.2.1.

Risk(s) identified
Activities of criminals are currently more complex, diverse and international than ever before.
Large scale criminal and terrorist networks pose a significant threat to the internal security of
the EU and its c itizens. Crim inal activ ities hav e becom e more and more m ulti-commodity,
poly-criminal and cross-border of nature. The n ational law enforcem ent forces cann ot longer
work in isolation but need to cooperate with ea ch other and with Europol, designed to be the
criminal intelligence hu b of the EU. Reinforcemen t of Europol’s staff is necessary to com ply
with the new tasks and requirem
ents laid down in the new regulation. Redeploym
ent
opportunities within the existing staff have been fully exploited. Lack of provision of the
requested new posts will resu lt in p ermanent infringement of the applicable Union law and a
compromised level of internal security in the EU.

2.2.2.

Control method(s) envisaged
Europol will be subject to th e following controls: budgetary control, internal audit, annual
reports by the European Court of Auditors, th e annual discharge for the execution of the EU
budget and possible investigations conducted by OL
AF to ensure, in particular, that the
resources allocated to agencies are put to proper use. The activiti es of Europol will also be
subject to the superv ision of the O mbudsman in accord ance with Article 228 of th e Treaty.
These adm inistrative controls provide a numbe r of procedural safeguards to ensure that
account is taken of the interests of the stakeholders.
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2.3.

Measures to prevent fraud and irregularities
Specify existing or envisaged prevention and protection measures.

In order to combat fraud, corruption and other unlawful activities, the provisions of Regulation
(EC) No 1073/1999 shall apply without restriction to the Agency, as stipulated in Article 21 of
the Regulation.
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3.

FINANCIAL IMPACT OF THE PROPOSAL/INITIATIVE

3.1.

Heading(s) of the multiannual financial framework and expenditure budget line(s)
affected
• Existing budget lines
In order of multiannual financial framework headings and budget lines.
Type of
expenditure

Budget line
Heading of
multiannual
financial
framework

Diff./nondiff.

Number
[Heading………………………...……….]

(51)

[XX.YY.YY.YY]

Diff./nondiff.

Contribution
from
EFTA
countries
52

from
candidate
countries53

from third
countries

within the meaning
of Article 18(1)(aa)
of the Financial
Regulation

YES/N
O

YES/N
O

YES/N
O

YES/NO

• New budget lines requested(54)
In order of multiannual financial framework headings and budget lines.
Heading of
multiannual
financial
framework

3

51
52
53
54

EN

Type of
expenditure

Budget line
Number
[Heading………………………...……….]

Diff./nondiff.

Diff.

18.02YYYY: Europol

Contribution
from
EFTA
countries

from
candidate
countries

NO NO NO

from third
countries

within the meaning
of Article 18(1)(aa)
of the Financial
Regulation

NO

Diff. = Differentiated appropriations / Non-Diff. = Non-differentiated appropriations.
EFTA: European Free Trade Association.
Candidate countries and, where applicable, potential candidate countries from the Western Balkans.
Existing bud get lin es 18 .050201, 18.050202, 18.050501 and 18.050502 r elated to Eu ropol and CEPOL
respectively will be replaced by a single budget line.
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3.2.

Estimated impact on expenditure

3.2.1.

Summary of estimated impact on expenditure
EUR million (to three decimal places)

Heading of multiannual financial
Framework:

3

Year
55
2015

Europol

Title 1
Title 2
Title 3

Commitments

(1)

Payments

(2)

Commitments

(1a)

Payments

(2a)

Commitments

(3a)

Payments

(3b)

Commitments

TOTAL appropriations
for EUROPOL56 57

55
56

57

EN

Security and citizenship

Payments

=1+1a
+3a
=2+2a
+3b

Year
2016

Year
2017

99.675

100.667

99.675

100.667

Year
2018

Year
2019

Year
2020

102.657

104.689

106.760

108.874

623.322

102.657

104.689

106.760

108.874

623.322

TOTAL

Year N is the year in which implementation of the proposal/initiative starts.
The final number of posts and the overall budget are subject to the outcome of both an internal Commission review of the resource needs of decentralised agencies for the
period 2014-2020 and the MFF negotiations with especial regard to an assessment of ‘real needs’ in the context of competing demands for very limited budget resources
and in view of respecting the 5% staff cut in Agencies.
These figures take account of savings resulting from the merger of CEPOL into Europol, amounting to €17.2m (€10.1m in staff costs and €7.1m in building and other
administrative costs) over the period 2015-2020.
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Heading of multiannual financial
framework:

5

‘Administrative expenditure’
EUR million (to three decimal places)
Year
2015

Year
2016

Year
2017

Year
2018

Year
2019

Year
2020

TOTAL

DG: Home Affairs
Human resources

0.615 0.

615

0.615 0.

615 0.

615

0.615

3.690

Other administrative expenditure

0.038 0.

288

0.288 0.

038 0.

288

0.288

1.228

Appropriations

0.653 0.

903

0.903 0.

653 0.

903

0.903

4.918

(Total c ommitments =
Total payments)

0.653 0.

903

0.903 0.

653 0.

903

0.903

4.918

TOTAL DG HOME AFFAIRS

TOTAL appropriations
under HEADING 5
of the multiannual financial framework

EUR million (to three decimal places)
Year
2015

TOTAL appropriations
under HEADINGS 1 to 5
of the multiannual financial framework

EN

Year
2016

Year
2017

Year
2018

Year
2019

Year
2020

TOTAL

Commitments

100.328 10 1.570

103.560 10 5.342 10 7.663

109.777

628.240

Payments

100.328 10 1.570

103.560 10 5.342 10 7.663

109.777

628.240
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Impact on European Data Protection
Supervisor expenditure

EUR million (to three decimal places)
Year
2015

Year
2016

Year
2017

Year
2018

Year
2019

Year
2020

TOTAL

Human resources

0.111 0.

111

0.111 0.

111 0.

111

0.111

0.666

Other administrative expenditure

0.139 0.

142

0.145 0.

148 0.

150

0.153

0.877

0.261

0.264

1.543

TOTAL EDPS

EN

(Total commitments
= Total payments)

0.250

0.253
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3.2.2.

Estimated impact on Agency’s appropriations
–

The proposal/initiative does not require the use of operational appropriations

–

The proposal/initiative requires the use of operational appropriations, as described below:
Commitment appropriations in EUR million (to three decimal places)

31.244

3509

31.582

Cost

3560

32.041

Cost

3600

32.400

Year
2020

Cost

Number

3800

Cost

Year
2019
Number

Cost

Year
2018
Number

Avera
ge
cost

Number

Type58

Year
2017
Number

Year
2016

Year
2015
Number

Indicate
objective
s and
outputs

3660

32.941

3745

TOTAL

Cost

Total
numbe
r

Total
cost

33.704

21874

193.912

SPECIFIC OBJECTIVE NO 159
To function as the principle
support centre for law
enforcement operations and for
law enforcement expertise
- Output

58
59

EN

Support to
cross border
investigatio
ns through
provision of
intelligence
and
operational
analyses
reports;
coordinatio
n of jo int
operations

0.009

Outputs are products and services to be supplied (e.g.: number of student exchanges financed, number of km of roads built, etc.).
As described in point 1.4.2. ‘Specific objective(s)…’
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- Output

The supply
of platforms
for
specialist
areas,
knowledge
products
and the
sharing
pioneering
techniques
to com bat
crime

0.163

50

7.811

48

7.895

49

8.010

50

8.100

51

8.235

52

8.426

300

48.477

Subtotal for specific objective N°1
39.055

39.477

40.051

40.501

41.177

42.131

242.390

SPECIFIC OBJECTIVE NO 2
To function as the EU criminal
information hub
- Output

- Output

EN

Production
of strategic
threat
assessments
of serious
transnationa
l crime and
terrorism
Provision
efficient
and secure
and
information
-sharing
tools and
communicat
ion
channels for
MSs

0.298

45

12.888

44

13.027

44

13.217

45

13.365

46

13.588

47

13.903

271

79.988

0.672

20

12.888

19

13.027

20

13.217

20

13.365

20

13.588

21

13.903

120

79.988
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- Output

Improved
analysis
capability
through
enhanceme
nt of
analysis
systems and
staff
specializati
on

0.554

25

Subtotal for specific objective N°2

13.279

39.055

24

13.423

25

39.477

13.617

25

40.051

13.771

40.501

25

14.001

41.177

26

14.325

150

42.131

82.416

242.390

SPECIFIC OBJECTIVE NO 3
To coordinate the implementation
of EU policy on training for law
enforcement officers and to
deliver relevant EU-level training
and exchanges.
- Output

Needs,
coord. and
quality
assurance
products

0.222

Common
curricular.
training
modules. elearning
modules

0.108

- Output

No c ourses
delivered

0.038

- Output

No
exchanges
organised

0.003

- Output

EN

6

1.301

6 1.301

6

1.301

6 1.

301

6 1.301

6 1.301

18

1.899

18 1.899

18

1.899

18 1.

899

18 1.899

18 1.899

108

11.393

135

5.121

135 5.121

135

5.121

135 5.

121

135 5.121

135 5.121

810

30.728

415

1.245

145 0.434

196

0.587

248 0.

743

300 0.901

354 1.063

85

36 7.807

1658 4.971

EN

Subtotal for specific objective N°3

9.566

8.755

8.908

9.064

9.222

9.384

54.899

SPECIFIC OBJECTIVE NO 4
Strengthen EU capacity to tackle
cybercrime to avoid harm to EU
citizens. businesses and losses to
the EU economy
- Output

- Output

- Output

EN

Supporting
MS
investigatio
ns to
dismantle
cybercrime
networks
operations

1.237

2

4.500

2

4.860

2

5.117

2

5.484

3 5.695

3 5.711

14

31.367

Information
exchange
between a ll
stakeholder
s and fusion
of data

0.516

4

3.750

4

4.049

5

4.265

5

4.570

5 4.745

5 4.759

28

26.138

Provide
EU-wide
strategic
assessments
. develop
forensic
tools. PPP.
training

0.344

6

3.750

6

4.049

7

4.265

7

4.570

8 4.745

8 4.759

42

26.138

Subtotal for specific objective N°4

12.000

12.958

13.647

14.624

15.185

15.229

83.643

TOTAL COST

99.675

100.667

102.657

104.689

106.76

108.874

623.322
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3.2.3.

Estimated impact on [body]’s human resources

3.2.3.1. Summary
–

The proposal/initiative doe s not require the use of
administrative nature

appropriations of an

–

The proposal/initiative requires the use of appropriations o f an adm inistrative
nature. as described below:

– Assumption: Staff changes occur mid-year.
– These figure take acco unt of savings resu lting from the merger of CEPOL into
Europol, amounting to 14 tem porary agen t posts, representing €10.1m , over the
period 2015-2020.
Staff numbers
Year
201560

Year
2016

Year
2017

Year
2018

Year
2019

Year
2020

Officials (AD Grades)

Officials (AST
Grades)
Contract agents

106

106

106

106

106

106

Temporary agents

502

497

492

492

496

500

Seconded National
Experts

45.5

45.5

45.5

45.5

45.5

45.5

653.5

648.5

643.5

643.5

647.5

651.5

TOTAL

EUR million (to three decimal places)
Year
201561

Year
2016

Year
2017

Year
2018

Year
2019

Year
2020

TOTAL

Officials (AD Grades)

Officials (AST
Grades)
Contract agents
Temporary agents
60
61

EN

7.420

7.420

7.420

7.420

7.420

7.420

44.520

65.107

65.435

64.780

64.452

64.714

65.238

389.726

Year N is the year in which implementation of the proposal/initiative starts.
Year N is the year in which implementation of the proposal/initiative starts.
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Seconded National
Experts

TOTAL

EN

3.549

3.549

3.549

3.549

3.549

3.549

21.294

76.076

76.404

75.749

75.421

75.683

76.207

455.540
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3.2.3.2. Estimated requirements of human resources for the parent DG
–
–

The proposal/initiative does not require the use of human resources.
The proposal/initiative requires
described below:

the use of

hum an resources. as

Estimate to be expressed in full time equivalent units (or at most to one decimal place)
Year
2015

Year
2016

Year
2017

Year
2018

Year
2019

Year
2020

3.5

3.5

3.5

3.5

2

2

2

2

5.5

5.5

5.5

5.5

Establishment plan posts (officials and temporary staff)
18 01 01 01 (Headquarters and
Commission’s Representation Offices)

3.5 3.

5

XX 01 01 02 (Delegations)
XX 01 05 01 (Indirect research)
10 01 05 01 (Direct research)
External staff (in Full Time Equivalent: FTE)62
18 01 02 01 (CA. SNE. INT from the
‘global envelope’)

22

XX 01 02 02 (CA. LA. SNE. INT and JED
in the delegations)

XX 01 04 yy63

- at
Headquarte
rs64
- in
delegations

XX 01 05 02 (CA. SNE. INT - Indirect
research)
10 01 05 02 (CA. SNE. INT- Direct
research)
Other budget lines (specify)
TOTAL

5.5

5.5

XX is the policy area or budget title concerned.
The hum an resources req uired will be met by staff from the DG who are already
assigned to management of the action and/or have been or will be redeployed within
the DG. The management of the action will not lead to an increase in staff in the
managing DG for these purposes.
62
63
64

EN

CA= Contract Agent; LA = Local Agent; SNE= Seconded National Expert; INT= agency staff
(‘Intérimaire’); SNE= Seconded National Expert.
Sub-ceiling for external staff covered by operational appropriations (former “BA” lines).
Mainly fo r the Stru ctural Fu nds, th e Eu ropean A gricultural Fu nd for R ural Devel opment
(EAFRD) and the European Fisheries Fund (EFF).
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Description of tasks to be carried out:
Officials and temporary staff

Represent t he C ommission i n t he M anagement B oard of t he Agency. Dra w u p
Commission opinion on the annual work programme and monitor its imp lementation.
Monitor implementation of the budget.
One official is tasked to monitor implementation and assist in development in relation
to training activities.
One official is tasked with overseeing the work of the EC3 in particular t o ensure that
it accomplishes its objectives . This includes representing the Commission on the EC3
Programme Board. T he offi cial will al so be the interface between t he EC3 and
Commission policy work of interest to the EC3.

External staff

Two SNEs will support the officials and temporary staff i n the above tasks and assist
the Ag ency in d eveloping its activ ities in lin e with EU po licies, in cluding by
participating in experts meetings.

Description of the calculation of cost for
Annex. section 3.

EN

FTE equivalent should be included in the
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3.2.3.3. Estimated requirements of human resources for EDPS
–
–

The proposal/initiative does not require the use of human resources.
The proposal/initiative requires
described below:

the use of

hum an resources. as

Estimate to be expressed in full amounts (or at most to two decimal places)
Year
2015

Year
2016

Year
2017

Year
2018

Year
2019

Year
2020

0.65 0.

65

0.65

0.65

0.65

0.65

0.35 0.

35

0.35

0.35

0.35

0.35

1

1

1

1

Establishment plan posts (officials and temporary staff)
XX 01 01 01 (Headquarters and
Commission’s Representation Offices)
XX 01 01 02 (Delegations)
XX 01 05 01 (Indirect research)
10 01 05 01 (Direct research)
External staff (in Full Time Equivalent: FTE)65
XX 01 02 01 (CA. SNE. INT from the
‘global envelope’)
XX 01 02 02 (CA. LA. SNE. INT and
JED in the delegations)
XX 01 04 yy66

- at
Headquarters67
- in delegations

XX 01 05 02 (CA. SNE. INT - Indirect
research)
10 01 05 02 (CA. SNE. INT- Direct
research)
Other budget lines (specify)
TOTAL

65
66
67

EN

1

1

CA= Contract Agent; LA = Local Agent; SNE= Seconded National Expert; INT= agency staff
(‘Intérimaire’); SNE= Seconded National Expert.
Sub-ceiling for external staff covered by operational appropriations (former “BA” lines).
Mainly fo r the Stru ctural Fu nds, th e Eu ropean A gricultural Fu nd for R ural Devel opment
(EAFRD) and the European Fisheries Fund (EFF).
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3.2.3.4. Estimated requirements of other administrative expenditure for EDPS
Other administrative expenditure

Year Year

Year Year

2016

Meetings

0,082

0,084 0,

085

Missions

0,007

0,007 0,

Publications / Translations

0,050

0,051 0,

0,139

0,142

3.2.4.

(Total com mitments=
Total payments)

Year
TOTAL

2015

TOTAL

Year

2017

2019

2020

0,087 0,

089

0,091

0,517

007

0,007 0,

008

0,008

0,044

052

0,053 0,

054

0,055

0,315

0,150

0,153

0,877

0,145

2018

0,148

Compatibility with the current multiannual financial framework
–

Proposal/initiative is co mpatible th e current multiannual financial
framework.

–

Proposal/initiative will entail reprogramming of the relevant heading in
the multiannual financial framework.

Explain what reprogramming i s required. specifying t he b udget l ines concerned an d t he
corresponding amounts.

–

Proposal/initiative requires application of the flexibility in strument or
revision of the multiannual financial framework68.

Explain w hat i s requi red. s pecifying t he headings an d budget l ines conce rned a nd t he
corresponding amounts.

3.2.5.

Third-party contributions
–

The proposal/initiative does not
parties.

–

provide f or co-f inancing by third

The proposal/initiative provides for the co-financing estimated below:
Appropriations in EUR million (to three decimal places)
Year
N

Year
N+1

Year
N+2

Year
N+3

Enter as many years as necessary
to show the duration of the
impact (see point 1.6)

Total

Specify t he c o-financing
body
TOTAL appropriations
cofinanced

68

EN

See points 19 and 24 of the Interinstitutional Agreement.
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3.3.

Estimated impact on revenue
–

Proposal/initiative has no financial impact on revenue.

–

Proposal/initiative has the following financial impact:
–

on own resources

–

on miscellaneous revenue
EUR million (to three decimal places)

Budget revenue line:

Appropriation
s available for
the current
financial year

Impact of the proposal/initiative69

Year
N

Year
N+1

Year
N+2

Year
N+3

Enter as many years as necessary to show
the duration of the impact (see point 1.6)

Article ………….

For miscellaneous ‘assigned’ revenue. specify the budget expenditure line(s) affected.
[…]
Specify the method for calculating the impact on revenue.
[…]

69
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As regards t raditional own r esources (c ustoms dut ies, s ugar l evies), t he am ounts i ndicated
must be net amounts, i.e. gross amounts after deduction of 25% for collection costs.
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Annexes to the Legislative Financial Statement
Annex 1: EC3 Staff needs 2013 - 2019
Staff - 2013
Europol will reallocate 5 posts plus 7 vacancies to the EC3. The vacancies will be
recruited in the following order:
–

1 Analysts, AD6, following the general Europol Analyst recruitment

–

3 Specialist AD6 Cyborg – Twins - Terminal

–

2 Specialists AD6 Fusion

–

1 Senior Specialist AD7 Forensic

The centre may also get an additional SNE (still under discussion)

2013

Baseline 2012
TA

Strategy
and
preventio
n
4

Baseline 2012
SNEs

and
communication

R&D,
Forensic
and
training

Data
fusion

Operations

Mgt

TOTAL

1

1

1

17

1

25

Outreach

1

5

reallocation of
TA

+1

reallocation of
SNE

+1

reallocation of
vacancies

+1

New SNEs
TOTAL
2013

EN

+3

TA

4

+4

+1

+2

+4

+7

+1

TOTAL SNE
2013

6

+1

1

3

2

1

94

3

21

5

4

36

8
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Staff - 2014
As we could not cover for the EC3 business need in 2013, the request f or temporary agents in
2014 is 17 posts. Please see annex 2 for a detailed jus tification. The ranks of the 17 posts are
as follows:
–

11 AD5: Fusion - 1, Ops – 7, Outreach/Com – 2, Training - 1

–

3 AD6: Forensic - 3

–

2 AD7: Management – 1, Strategy – 1

–

1 AD12: Management - 1

2014

Baseline TA

Strategy
and
preventio
n
4

and
communicatio
n

R&D,
Forensic
and
training

Data
fusion

Operations

Mgt

TOTAL

1

3

3

21

4

36

2

1

+1

+2

+4

+1

+7

+2

+17

5

3

7

4

28

6

53

2

1

Baseline
SNEs
Additional TA

Outreach

5

8

Additional
SNEs
TOTAL TA
TOTAL
SNEs

5

8

Staff - 2015
The request for staff in 2015 is 21 posts. The detailed justification can be found in annex 2.
The ranks of the 21 posts are as follows:

EN

–

19 AD5: Ops – 10, Outreach/Com – 1, Research – 1, Fusion - 7

–

1 AD6: Strategy – 1

–

1 AD7: Forensic – 1
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2015

Baseline TA

Strategy
and
preventio
n
5

and
communicatio
n

R&D,
Forensic
and
training

Data
fusion

Operations

Mgt

TOTAL

3

7

4

28

6

53

2

1

+1

+1

+2

6

4

9

2

1

Baseline
SNEs
Additional TA

Outreach

5

8

+7

+10

+21

11

38

Additional
SNEs
TOTAL TA
TOTAL
SNEs

EN

5

96

6

74
8
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Staff - 2016
The request for staff in 2016 is 4 posts. The detailed justification can be found in annex 2.
The ranks of the 4 posts are as follows:
–

2016

Baseline TA

4 AD5: Operations – 2, Forensic – 1, Strategy – 1
Strategy
and
preventio
n
6

Baseline
SNEs
Additional TA

Outreach
and
communicatio
n

R&D,
Forensic
and
training

Data
fusion

Operations

Mgt

TOTAL

4

9

11

38

6

74

2

1

5

8

+1

+2

+4

+1

Additional
SNEs
TOTAL TA
TOTAL
SNEs

EN

7

4

10

2

1

11

40
5

97

6

78
8
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Staff - 2017
The request for staff in 2017 is 4 posts. The detailed justification can be found in annex 2.
The ranks of the 4 posts are as follows:
–

4 AD5: Ops – 3, Outreach - 1

and
communicatio
n

Data
fusion

Operations

Mgt

TOTAL

4

10

11

40

6

78

Baseline
SNEs

2

1

Additional TA

+1

Baseline TA

7

Outreach

R&D,
Forensic
and
training

2017

Strategy
and
preventio
n

5

8

+3

+4

Additional
SNEs
TOTAL TA
TOTAL
SNEs

EN

7

5

10

2

1

11

43
5

98

6

82
8
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Staff - 2018
The request for staff in 2017 is 4 posts. The detailed justification can be found in annex 2.
The ranks of the 4 posts are as follows:
–

3 AD5: Ops – 3

–

1 AD6: Forensic - 1

2018

TOTAL TA

Strategy
and
preventio
n
7

TOTAL
SNEs

Outreach
and
communicatio
n

R&D,
Forensic
and
training

Data
fusion

Operations

Mgt

TOTAL

5

10

11

43

6

82

2

1

5

8

+1

+3

+4

Additional TA
Additional
SNEs
TOTAL TA
TOTAL
SNEs

EN

7

5

11

2

1

11

46
5

99

6

86
8
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Staff - 2019
The request for staff in 2017 is 4 posts. The detailed justification can be found in annex 2.
The ranks of the 4 posts are as follows:
–

2019

TOTAL TA

4 AD5: Ops – 2, Fusion – 1, Training - 1
Strategy
and
preventio
n
7

TOTAL
SNEs

Outreach
and
communicatio
n

R&D,
Forensic
and
training

Data
fusion

Operations

Mgt

TOTAL

5

11

11

46

6

86

2

1

Additional TA

5

8

+4

+1

+1

+2

5

12

12

48

2

1

Additional
SNEs
TOTAL TA
TOTAL
SNEs

EN

7

5

100

6

90
8

EN

Annex 2: Detailed justification for EC3 staff needs
Operational areas of EC3
1.

DATA FUSION

Definition
Data Fusion is a new ca pability within Europol required by the im plementation of the EC3. It
is recognised by the Commission’ s and RAND’ s analysis as fundamental to the su ccess of
the EC3.
In its Communication to the Council and European Parliament, the Commission stated:
“An information fusion function would ensure information collection on cybercrime from the
widest array of public, private and open sources, enriching available police data” and the
Council notes in its Conclusions that it should be
“the focal point in the fight against
cybercrime in the Union, contributing to faster reactions in the case of cyber attacks”.
Services
The set of services provided by Data Fusion can be clustered as follows. For each one of
them, it is indicated if it is a new task for Europol or the improvement of an existing one:

EN

1.

NEW TASK - Br idge the cu rrent gaps in the inf ormation ava ilable f rom the
communities respon sible f or cybe r-security and f or tack ing cyberc rime. One of the
action will be to im prove the requirem ents to report cybercrim e offences to national
law enforcement authorities;

2.

NEW TASK - Provide an oversight for Mem ber States o n significan t cas es and
investigations in the E U, in order to enab le preventive or inve stigative coordination
to maximise the outcome and minimise the investment of resources;

3.

NEW TASK – Pro actively scan the environ ment, identifying new threats as th ey
emerge, updating stakeholders accordingly;

4.

NEW TASK - Provide a 24/7 Cybercrim e Help Desk for MS’ l aw enforcemen t
units;

5.

NEW TASK – Coordinate the EUROPOL-CERT ac tivities in order to enhance th e
information exchange with the CERT community;
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Resources
Europol does not have the very specific profile in house to pe rform data fusion function. That
is why this part of the EC3 has to be pr ioritized for in 2014 and 2015. In 2013, and until the
full allocation of staff, work-a-rounds are introduced to build a ve ry basic data fusion service.
This will n ot form a long term solution and optimum service expected of the EC3 by the
Commission, Council and MS and other stakeholders.
2014 (+ 1 AD5) = 4 TA
In 2014, data fusion staff will focus on tasks 1, 4 and 5 above. Task 2 and 3 will be started but
await 2015 to be at full potential.
2015 (+ 7 AD5) = 11 TA
The additional staff requested for 2015 is the m inimum necessary to bring this crucial service
to an acceptable level. The additional staff requested in 2015 will bring Data Fusion to cruise
speed. I t will he lp to en sure th e f ulfillment of the m inimum requirements exp ressed by the
Commission and the Council. As D ata Fusion s hould function on a 24/7 basis, 8 F TEs + 1
team leader is the m inimum staffing level re quired to m an a 24/7 se rvice. The re maining 2
FTEs will focus on tasks 1, 2 and 3.
2016 – 2019 (+ 1 AD5) = 12 TA
The aim is t o reach a staffing level of 12 TA in 2019, ensuring a proper support across al l
tasks, and already capitalizing on the upward trends in the volum e and num ber of cyber
information.
2.

OPERATIONS

Definition
Operations coordinate high pr ofile cross border operations (o r inv estigations), provid e
operational analysis and support, technical and di gital forensic exam inations in the Lab and
on-the-spot.
It delivers high-level technical, analytical and f orensic ex pertise in joint inv estigations of
cybercrime cases and strives to support the best possible outcome and f acilitate liaison with
Law Enforcement outside the EU.
In close cooperation with EUROJUST and IN TERPOL, it supports and coordinates com plex
transnational cases in order to avoid the overlapping and d uplication of efforts among the
cybercrime units in the Member States and partner countries.
Services
The set of services provided by Operations can be clustered as follows. For each one of them,
it is indicated if it is a new task for Europol or the improvement of an existing one:

EN

1.

IMPROVEMENT – Analysis of EC3 information in order to support MS operations
and to facilitate the delivery of operati onal intellig ence. Th is supports high profile
investigations/ oper ations, com plex transn ational ca ses a nd Joint In vestigation
Teams;

2.

IMPROVEMENT - Technical support delivered on the spot or from
Europol
headquarters to MS. This can be done thr ough the use of a mobile toolkit, allowing
analysts and/or specialists to provi
de direct forensic support to ongoing
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investigations. It can also be done through the use of
Europol HQ;
3.

the Cyber Forensic Lab at

IMPROVEMENT - Coordination of operations by or ganising operational meetings,
supporting Joint Investigation Team s, and a ssistance in the delivery of EMPAC T
priorities on cybercrime, online child sexual exploitation and payment card fraud.

Resources
2014 (+ 7 AD5) = 28 TA
2015 (+ 10 AD5) = 38 TA
2016-2019 (+10 AD5) = 48 TA
The resource allocation for Operations is closely based on the RAND Europe feasibility study
which provided the basis for the Commission’s Communication on the establishment of EC3.
Essentially, RAND’s resource al location at the end of 2014 is contingent upon the scale of
cybercrime and the number of cases supported.
Cognizant that the inf ormation flow com ing in through Europol’s Secure Inform ation
Exchange Network App lication (SI ENA) syste m has significantly incr eased over the course
of the last two years, data trends on the use of SIENA clearly ind icates that there has been a
mild increase in the num ber of requests sent and received (14%) by Europol and a significant
increase in the num ber of high-profile ope rations (HPO) supporte d by Europol through
TWINS, TERMINAL and CYBORG (62%). There is indeed a growing need for c apacity to
ensure that the specialised units h ave suffi cient hum an capital to continue providing the
necessary high-quality criminal intelligence analysis for cybercrime matters.
In 2012, 17 TA were s upporting 44 high profile operations and 2593 operational requests.
This gave a ratio of less than 1 TA dealing with 2 high profile operations and 153 operational
requests. This is partially addr essed with an addition of 4 TA in 2013, but as the num ber of
cases continues to increase and as high prof ile operations require continuous support for
duration of 6 to 24 months, Operations remains understaffed.
The below table shows a projection of the s upport level provided by Operations un til 2019,
providing that the num ber of requests continues to grow at the sa me rate and that the num ber
of high profile operations will stabilise around 100 from 2014 onwards.

Nr of TA
Nr
request

2012

2013

2014

17

21

28 38 40 43 46 48

2956

3369 3841 4379 4992 5691 6488

of 2593

2015

2016

Ratio
request/ TA

153

141

120 101 109 116 124 135

Nr of HPO

44

71

100 100 100 100 100 100

EN
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2017

2018

2019

EN

Ratio
TA/ 0.39
high profile
operation

0.29

0.28 0.38 0.40 0.43 0.46 0.48

This tables shows that the incr ease of staffing will not s ignificantly improve the operationa l
support. It will m ainly keep it on a reasona ble level. As a high p rofile operatio n (HPO)
requires continuous support for duration of 6 to 24 months, prioritisation in all mandated areas
will continue when a case is submitted. This will still lead to the delivery of a basic service to
cases that would normally necessitate fully fledged support.
It is worthwhile to note that capitalising on this upward trend of cybercrime-related workload
the benchm ark for full-tim e equivalent posts (FTEs) w ould be more than 70 TA in
Operations in 2014 based on the approach employed in the RAND Feasibility Study.
In that regard, with a request of 48 TA augmented by 2 to 6 SNEs in 2019 (depending on the
MS capabilities ), Europ ol’s app roach is m ore than reason able when trying to m eet the EU
citizen expectation in a time of budget austerity.
The requested posts are specialists and analysts spread across the EC3 mandated areas.
Non-operational areas of EC3
Although the core EC3 activity will be operational, the Co mmission and the Council have
underlined the need to establish wider partners hips in tackling cyberc rime not only with the
competent services but also with other public and private bodies.
The Council in its conclusions,
“EMPHASISES the importance of ensuring that the European Cybercrime Centre cooperates
closely with other relevant agencies and actors such as Eurojust, CEPOL, Interpol, ENISA,
the wider computer emergency response team (CERT) community and not least the private
sector, to broaden in practice the information picture and exchange of best practices on
cybercrime in Europe;
EMPHASISES the need to ensure that the European Cybercrime Centre cooperates closely
with the existing Union’s fora dealing with cybercrime, and that the Centre supports the
activities and makes use of the expertise within these fora;”
3.

R&D, FORENSIC AND TRAINING

Definition
R&D-Forensic-Training is d evoted to r esearch on technical threat analysis and vulnerability
scanning, static forensics, best practice and tr aining, and tool developm ent. It coordinates a
cost effective approach to take advantage of synergies with other players like the EU’s JRC.
It develops high-level digital fo rensic and related capabilities for the purposes of deploym ent
in support of Member States’ investigations.
It designs and m anages the delivery of cybe r related training in close cooperation with
CEPOL and ECTEG as well as with private companies and research bodies.

EN
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Services
The set of services provided by R&D-Forensic-Training can be clustered as follows. For each
one of the m, it is indicated if it is a new task for Europol or the im provement of an existing
one:
1.

NEW - A central gathering of MS requirem ents for forensic tools, in order to m ake
best use of EU funds (e.g. FP7 programm e) to develop these m uch needed tools and
distribute them to MS competent authorities.

2.

IMPROVEMENT - An accred ited forensic capabil ity providing state-of-the-art
solutions such as a high-end decryption,
recovery and analysis of operational
information extracted f rom com puters, d igital devices or digita lly-stored m edia. It
comprises a dedicated ICT network, specialis ed hardware and software tools, and
supports inform ation processing un der the AWF regim e. It will com ply with ISO
standards to maximise the reliability of the processes and their outcomes;

3.

IMPROVEMENT - A uniform pr ocess for training and capacity building in MS ,
with the scope to upgrade both basic and a dvanced knowledge of investigative tools,
procedures and trends in order for all MS
to be able to address th e incr easing
challenge in this crime area which develops rapidly;

4.

NEW - identification of good pr actice related to online i nvestigative techniques and
establishment of standa rds f or the gather ing and provision of digital evidence, in
cooperation with EUROJUST and other relevant partners.

Resources
2014 (+ 1 AD5 and 3 AD6) = 7 TA
Forensic: + 3 senior specialists AD6
The forensic support to the competent servi
ces will be one of the m
ost important
functionalities of EC3. All com petent services have forensic laboratories but for s ome most
complex analysis Europol experience is often requested but the majority of cases are seeking
external support from specialis ed laboratories outside law en forcement. W ith adequate
resourcing the EC3 can provide these services.
On top of this, MS laboratories face an
explosion in digital evidence analysis up to the point where som e labs have more then 2 years
of backlog. Through centralisation the EC3 laboratory will deliv er techniques and reports in
advance forensics, in-house and on-the spot
that would support the MS digital evidence
collection in a fast manner. This team will use advanced techniques found by European R&D
to provide more efficient tools to investigators. To staff the laboratory envisaged for the EC3,
3 Senior Specialists are required in 2014 to cover the basic areas of expertise, digital
forensics, mobile forensics, network forensics and Malware reserve engineering.
Training: + 1 specialist AD5
In its communication, the Council confirm s that “the European Cybercrime Centre should
serve as the European cybercrime information focal point, that it should pool cybercrime
expertise to support Member States in capacity building and that it should provide support to
cybercrime investigations in Member States”
Although training and capacity building will be carried out in cooperation with CEPOL and
other partners, 1 specia list training coordinator will be need ed to carry out these ac tivities. It
is the minimum staffing level to ensure coordinated development and delivery of training and
awareness-raising initiatives of Law Enf orcement, judicial authorities and the private secto r.
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This staff will also be responsib le to propos e harm onisation of procedures in cyber law
enforcement, to m ake sure that all collected evidence in a MS is reco gnised in ano ther MS
and accepted by all courts.
2015 (+ 1 AD5 and 1 AD7) = 9 TA
R&D: + 1 specialist AD5
The number of potential EU projects will continue to grow. This will tr igger the need for one
additional specialist to identify initiatives of interest for EC3 and the MS. The coordination of
demand for research and developm ent ac tivities in the EU regard ing c yber cr ime in liaison
with ENLETS will be essential for law enforcem ent to benefit from research in a s ound, cost
effective and fast tools and knowledge to fight the ever growing de mand. EC3 will then be
able to propose sound and usef ul project to the Horizon 202 0 program. The growing dem and
to participate in R&D consortia as advisory will be fulfilled by this staff.
Forensic: + 1 senior specialist AD7
The recruitment of a highly skilled staff m ember will allow for the growing of the quality of
forensic analysis. By 2015 it will be necessary to ensure that all forensic activities conducted
in the lab would continue. It will ensure
the delivery o f accredited high level forensic
solutions as soon as possible in 2015 (s
etting up a decryption platform , ISO 17020
accreditation for the Cyber lab). Th is person will coordinate forensic activities and be digital
forensic crime scene coordinator for im portant cyber operations where decisions have to be
made encompassing different forensic work streams.
2016-2019: (+1AD6 +2AD5) = 12 TA
The additio nal staf f will ensu re p roper coord ination of n ew train ing activ ities, in depth
forensic activities and larger scope for support of EU R&D projects.
4.

STRATEGY-PREVENTION-OUTREACH

Definition
Strategy-Prevention-Outreach condu cts trend an alysis, early warning an d horizon scanning,
crime prevention and policy work, strategic planning and stakeholder management.
As the vast majority of relevant information is held outside of the Law Enforcement’s remit, it
engages in building trust and confidence betw een the private secto r an d Law Enforcem ent
authorities, benef iting f rom key partner ships with th e C ERTs and ENISA, m ilitary and
security services, civil society organisations and other stakeholders in the areas of cybercrime,
online child sexual exploitation and online fraud.
It acts as a gathering point for European cybercrim e inve stigators, providing them with a
collective voice when conversing with private partners, academia and citizens.
Strategy-Prevention-Outreach will give EC3 a privileged position between public and private
sectors, which will enable it to have a better measurement of the cybercrime landscape in real
time as well as in a strategic and forward-looking scenario design.
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Services
The set of services provided by Strategy-Prevention-Outreach can be clustered as follows. For
each one of them , it is indicated if it is a ne w task for Europol or the im provement of an
existing one:
1.

IMPROVEMENT: Perform strategic analysis through production of the EU’s threat
assessment on cybercrim e, online child sexua l exploitation, paym ent card fraud and
related online threats; specialised thematic assessments on emerging trends, criminal
methods and facilitators; future-oriented scanning of technological and other external
developments, with a view to identifying
potential risks, vulne rabilities and key
issues for policy makers and legislators.

2.

IMPROVEMENT: Ensure cyb ercrime preve ntion in cooperation w ith relevant
parties, to promote existing, and contribu te to developing, prevention and awareness
raising in itiatives in th e f ield of cybe rcrime, online child sexual exploitation,
payment card fraud and other online threat
s; scanning for vulnerabilities and
procedural gaps, in order to inform policy and product development which is safer by
design.

3.

IMPROVEMENT: Establish and m aintain trusted r elationships within the LE
community (EMPACT, CIRCAM P, EUCTF, VGT); manage operational links
between th e EC3 and the ELO networ
k, ensuring proper communication and
engagement; estab lish of m ulti-sector trust networks involving L E, industry,
academia and civil society organ isations, with th e aim of i mproving operational and
strategic responses to cybercrime.

4.

NEW: Becom e the c ollective v oice of cy bercrime investig ators in the EU:
communicate EU views, positions and results in the area of cybercrim e; become the
EU Central Office for Cybercrim e; coordinate EU Mem ber States and EU agencies’
inputs to Internet governance and prom
ote standardisation of approaches and
adoption of good practice in the field of cybercrime.

5.

NEW: Manage and develop an online collaboration platform (SPACE), which allows
an eas ier ex change and sharing of s trategic and technical knowledge and expertise
between LE and the p rivate secto r in th e areas of cybercrim e, online child sexual
exploitation, and online fraud.

6.

NEW: Deliver tailored newsfeeds on em
erging crim inal trends, technological
developments and oth er relevant information as it deve lops. These will b e informed
by active partnership with research institutes, academia and industry partners.

A larger in crease of resources will m
engagement with private parties

aterialize when the legal f

ramework allo ws better

Resources
2014 (+ 2 AD5 and 1 AD7) = 8 TA
Strategy: +1 senior specialist AD7
In order to “broaden in practice the global picture” 1 Senior Strategic Analyst is requested.
Varying significantly from the traditional strategic analysis post at Europol which uses mainly
Law Enforcem ent inform ation, cybercrim e info rmation is very often derived from active
partnership with bodies such as Academ ia, scientific researchers and insurance companies,
and is used to predict trends and threats of Cybercrime and guide the strategy in this field. For
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this reason, this post requires a very different set of com petencies to the ones traditionally
requested for Europol analysts. The capacity to produce accurate threat assessments and orient
the strategy in Cybercrim e is a key factor of success f or EC3’s activ ities. Senio r level is
required to provide guidance within the team to ensure the delivery of coherent and targeted
analysis products of an adequate quality level.
Outreach: + 2 specialists AD5
The Council Conclusions also justify the need for staff to implem ent the necessary outreach
and communication activities for EC3. Most of the information on cybercrim e com es from
sources outside Law Enforcement. If the EC3 has the ambition to be a r eference point in this
field and provide added value to the operationa l activities, it is nece ssary to build strong
relations and cooperation with othe r partners with an interest in cybercrime. To support this
activity 1 outreach specialist is required in 2014.
In addition, to f acilitate th e communication between cy bercrime specialis ts, th e Secure
Platform for Accredited Cybercrime Experts (SPACE) will have to rea lise its full potential. 1
specialist is needed in 2014 to m anage the content and moderate the platfor m. Furthermore,
this specialist will be involved in the organisation of cybercrime related events, including the
annual Interpol/Europol Cybercrime Conference.
2015 (+ 1 AD5 and 1 AD6) = 10 TA
Strategy: + 1 senior specialist AD6
Given the complexity and diversity of the cybercrime domain an additional resource is needed
to monitor the strategic spectrum and to deliver high-quality, forward looking assessments. A
strong focus of this work will be put on preven tion with a multi-d isciplinary appro ach that
includes all relevant partners, bot h at policy and operational level. To cover this area 1 senior
specialist AD7 is required.
Outreach: + 1 specialist AD5
An addition al specialist will be hired to augm ent the scop e of the EC3 outreach activ ities
whilst the centre will be at cruising speed. The work of this specialist will not only include the
relationship management with private and public partners, but also the pro-active provision of
information as input for the communication to in ternal and various external audiences based
on the work done and experience gained in EC3.
2016-2019: (+ 2 AD5) = 12 TA
The additio nal staf f will im prove the quality a nd the delivery r ate o f strateg ic analys is
products. They will also support the improvement of the outreach activities of the centre.
5.

MANAGEMENT

There will be only two additional TAs between 2014 and 2019. One post is the replacement of
an AD12 position provided by Europol to manage the centre.
The other one corresponds of a set of new task linked to the strategic activities of the EC3:

EN

–

NEW: chairing and coordinating the EC3 programme board activities

–

NEW: m anaging the advisory groups crea
programme board

–

NEW: providing coordination and secretar iat to CIRCAM P, VGT, E UCTF, EF C,
ECTEG
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On top of the m anagement of these tasks, this position will ensur e proper oper ational and
administrative coordination between all EC3 capabil ities. It will also ensure th at the EC3
activities are aligned with the Europol strategy and work plan.
2014 – 2019 (+ 1 AD12 and 1 AD7) = 6 TA
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