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I. Introduction: scope and purpose of this document

As stated in its mandate1, the special committee on organised crime, corruption and money 
laundering is to present a mid-term report and a final report containing recommendations 
concerning the measures and initiatives to be taken. 

Your rapporteur proposes to lay the groundwork for those reports with three working 
documents, which will focus, respectively, on the issues of organised crime, corruption and 
money laundering, while taking account of the inherent interconnections between these 
phenomena.  

Drawing, inter alia, on the valuable contribution of the hearings held to date by our 
committee, this document is thus intended to serve as a guide for the development of 
legislation in the field of organised crime, at both EU and Member State levels. Indeed, it is 
hoped that this document will lead to a more comprehensive appraisal of the phenomenon of 
organised crime and thus pave the way to more effective EU and national legislation.

II. Organised crime: the definition and extent of a pan-European (and global) 
phenomenon

It should be pointed out, at the outset, that there is no universally agreed definition of 
organised crime, even within specialist circles2. 

As is well known, the European Union has adopted a regulatory definition which has served 
as a basis for major international legal instruments and from which, in turn, it has drawn its 
own inspiration (for more details on this see section IV). However, a more sociological (and 
                                               
1 See paragraph 4 of European Parliament decision of 14 March 2012 on setting up a special committee 

on organised crime, corruption and money laundering, its powers, numerical composition and term of 
office.   

2 And, indeed, the problem ceases to be purely theoretical at the point when, especially in the context of 
police and judicial cooperation – such as, in particular, the exchange of information on certain types of 
criminal offence – each of the various parties involved have to agree precisely on what is to be regarded 
as attributable to organised crime. 
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pragmatic) approach could perhaps be taken, drawing on all of the factual observations, 
theoretical assumptions and legal definitions developed at European and international levels1, 
to sum up this crime phenomenon and identify its essential characteristics at the present time.    

Thus, a criminal organisation could surely be defined as a structured group of more than two 
persons, existing for a period of time, and acting in concert in order to obtain, by means of 
intimidation, directly or indirectly, a financial or other material benefit, and which seriously 
undermines the economic and social cohesion of the European Union and its Member States 
and thus of the single market itself.

Your rapporteur proposes, in particular, to work from the premise of organised crime being 
underpinned by the following characteristics: inherent secrecy, adaptation to the modern 
environment, resistance to suppression, geographical expansion, socio-economic infiltration, 
and the independence of the organisational apparatus with respect to individual members. 
These features help to distinguish organised crime from regular criminal gangs, insofar as the 
latter lack that long-term "entrepreneurial" culture specific to mafias. 

What is even more concerning is that that culture has become transnational in nature. 
Organised crime is no longer historically and territorially defined: the traditional mafia-type 
organisations that exist in certain regions2, while maintaining a pervasive control of their own 
area, have gradually expanded their sphere of influence, exploiting new opportunities offered 
by economic globalisation and technological progress3, by forging alliances with criminal 
groups in other countries in order to carve up markets and spheres of influence.

This is what organised crime looks like today, a form of crime that increasingly resembles a 
transnational commercial enterprise, characterised by the simultaneous supply of various 
types of illicit goods and services. Organised crime has thus become an economy in itself. 
Taking advantage of the huge financial resources accumulated through its illicit activities, it 
operates on the basis of major competitive advantages that fraudulently skew the system: it 
has virtually unlimited financial resources deriving from its criminal activities, and can get rid 
of its competitors through intimidation and violence4. 

Organised crime thus involves two spheres of activity: on the one hand, criminal 
organisations are engaged in a growing number of legitimate business activities and, on the 
other, they are tending to also manage their traditional illicit activities using the methods of 
the business world, thus interchanging the management practices and benefits of the two.

It can also be observed that – at least in areas in which criminal organisations are traditionally 
rife – the economic infiltration of such organisations depends on the level of poverty and 
degree of "receptiveness" of the area, in the sense that the fragility of the production system, 

                                               
1 See Article 1 of Council Framework Decision 2008/841/JHA of 24 October 2008 on the fight against 

organised crime and Article 2(1) (a) and (c) of the United Nations Convention against Transnational 
Organized Crime, adopted by General Assembly resolution 55/25 of 15 November 2000.

2 Such as Cosa Nostra in Sicily, the Camorra in Campania and 'Ndrangheta in Calabria. 
3 In particular, communication protocols via the Internet, which as such are difficult to trace.
4 Also, one cannot overlook the fact that mafias also benefit from the grey area of collusion with other 

parties (companies, local administrators, etc.) which, while remaining themselves outside of the 
structure of criminal organisations, maintain mutually lucrative business relationships with the latter. 
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the lack of competitiveness compared to more developed areas, the absence of adequate 
investment, including from abroad, the spread of the informal economy, the lack of trust in 
institutions, the low levels of education, the lure of the criminal alternative to unemployment 
especially among young people, and the prevalence of cronyism all combine to form a 
breeding ground for organised crime. 

At the same time, the reduced opportunities for growth are also the result of the presence of 
organised crime, insofar as the resources of the local economy are unlawfully appropriated by 
the criminal organisations and thus the normal spirit of enterprise is discouraged, since 
dishonest predatory practices replace the free competition and market system1. 

The same is true, unfortunately, of areas that have seen a more recent expansion of criminal 
organisations: their influence on the economy, society and local institutions is becoming 
increasingly tangible in various regions2. In fact, the infiltration capacity of criminal 
organisations has evolved, moving from the parasitic exploitation of economic resources (by 
means of threats, theft, extortion, damage  etc.) to the transformation into fully-fledged 
commercial enterprises operating in areas such as public works, transport, the large retail 
sector, waste management and renewable energy, among many others. And this is happening 
in several areas of the EU for a number of reasons: 1) the inherent attraction of new markets 
and the ensuing potential for money laundering; 2) the fact that the relocation of their 
representatives in other countries is instrumental to their commercial-type illicit activities in 
their areas of origin (it is well established, for example, that some criminal organisations 
manage their drug trafficking towards their home country through representatives installed 
directly in the producing and/or transit countries); 3) the pressure from judicial inquiries that 
leads the "families" to assume a lower profile locally, using a camouflage-type strategy, to 
invest more in diversifying their operational resources and in consolidating criminal 
economies far from their home territory; 4) the (sometimes substantial) differences between 
criminal legislation frameworks which creates unexpected openings for criminal 
organisations; and 5) the opportunity provided by "subsidiaries" rooted in other areas to 
provide effective cover for people "on the run"3.

The presence of criminal organisations far from their places of origin should not lead one to 
believe that this is exclusively a process of parallel and independent expansion of different 
                                               
1 In addition, in areas marked by a high density of crime, access to credit for "clean" companies, 

especially small businesses, is made more difficult by the higher costs and more stringent guarantees 
imposed by the banks, with potentially detrimental effects on investment and the growth of those 
companies. In the same vein, the difficult business conditions in the areas concerned often end up 
discouraging foreign direct investment.

2 Europol, in its annual Organised crime threat assessment report (OCTA) for 2011, has identified five 
key hubs of trafficking in Europe: the north-west (Belgium and the Netherlands), the north-east (the 
Baltic States), the south-east (Bulgaria, Romania and Greece), the south (southern Italy) and the south-
west (Spain and Portugal). These hubs are also focal points for criminal logistics, receiving illicit flows 
from numerous sources and whose influence extends across the whole EU, to the extent that they not 
only facilitate trafficking, but also help to open up new criminal markets and thus to provide new 
profitable opportunities for organised crime.  

3 And this explains the prevalence in Europe of criminal organisations that originated elsewhere 
historically: for instance, investigative bodies are aware that Cosa Nostra is also active in Spain, the 
Netherlands, Greece and Hungary; 'Ndrangheta in Germany, Spain and the Netherlands; and the 
Camorra in Germany, the Netherlands, Spain, Poland and Romania, albeit to varying degrees and using 
different methods.  
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groups. On the contrary, there has long been a growing propensity for mutual assistance 
among the various criminal organisations, enabling them to transcend linguistic, ethnic and 
commercial-interest differences and pursue common trafficking, making it possible to reduce 
costs and maximise profits. Against this backdrop, transactions between the various criminal 
groups often take the form of bartering, not least to evade the authorities' control channels. 

III. The typical operating methods of organised crime

Examination of their typical operating methods has shown that criminal groups have 
diversified the "goods" they handle and the "activities" they engage in. This is all the more 
true the more that organised crime has been able to take on new forms penetrating further into 
the socio-economic fabric, not least as a result of the increasing mobility of criminal groups 
and the use of modern information technologies1.  

The criminal offences typically linked with organised crime – to the point of constituting its 
core business – are also severely detrimental to society and constitute a specific threat to the 
survival of honest business people and the safety of consumers. These offences include: 
extortion, blackmail, damage, theft, robbery; corruption of political and administrative 
authorities; credit-card fraud; usury, industrial espionage; unlawful acquisition of EU funds; 
fraudulent procurement of public contracts; counterfeiting of food, medicines, pesticides, 
clothing; smuggling of cigarettes, alcohol, jewellery, artworks; illegal betting, match fixing 
and gambling, including online; trafficking in humans, arms, organs, drugs, animals in danger 
of extinction; the illegal dumping of toxic waste, etc. All of this (and more besides) 
jeopardises, inter alia, the physical health of consumers and the socio-economic health of the 
market.   

Indeed, these criminal activities have immediate adverse effects on Europe's economy, which, 
especially in difficult times such as these, cannot be ignored. Take for example so-called 
Community fraud: although only 10% of OLAF investigations are related to organised crime, 
these cases account for 40% of the economic value of the Office's investigations. Consider, 
then, the loss to the exchequer arising from the shortfall in customs and tax revenue in respect 
of contraband products: for cigarettes alone, this loss is estimated at EUR 10 billion in Europe 
and EUR 50 billion globally. Then there is the impact on the labour market of the exploitation 
of illegal employment in sectors such as agriculture, fisheries, construction and the textile 
industry, and the resulting social dumping made possible by the low cost of labour.  Then, 
finally, there is counterfeiting of the euro: although in relative decline, this is still a worrying 
phenomenon, amounting to some 310 000 seized counterfeit notes in Europe and the rest of 
the world in the second half of 2011.   

As has been mentioned several times, there has been a shift from violent crime to infiltration 
of the legal economy, with two consequences: a) few sectors are free from the criminal 
element that is controlling an ever increasing number of formally lawful activities (hotels, 
                                               
1 The internet, for example, is now a real facilitator of many criminal activities, including traditional 

ones. In addition to cybercrime in the strict sense, payment card fraud, the distribution of child 
pornography, as well as audio-visual piracy, the internet is now extensively used for drug-dealing, 
recruitment and sale of the victims of human trafficking, illegal immigration, the supply of counterfeit 
goods, trafficking in endangered species and many other criminal activities. It is also widely used as a 
means of communication between criminal groups and as a tool for money laundering.
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restaurants, supermarkets, bus companies, discos etc.); and b) the violence that has 
historically characterised organised crime ends up being instrumental to the acquisition of 
power and economic resources, and when this is threatened, to the very survival of the 
organisation. 

Finally, it is clear that the economic crisis of the last few years has spared and even facilitated 
organised crime. On the one hand, States in difficulty are tempted to cut the funding they 
allocate to combating organised crime and corruption. On the other hand, most businesses, 
regardless of their size, can no longer easily access credit because the banks, which lack 
liquidity, tend now to require increasingly substantial guarantees. It then stands to reason that 
some companies, particularly the smallest ones, may feel the need to resort to usury, thus 
enabling organised crime to accelerate its penetration of the legitimate economy.

IV. Overview of existing instruments aimed at combating organised crime

In response to the spread of a crime phenomenon that is now pan-European or even global in 
scale, the EU has for some time been adopting a series of legislative instruments aimed at 
combating transnational organised crime. Specifically, it has adopted Council Framework 
Decision 2008/841/JHA of 24 October 2008 on the fight against organised crime, along with 
other instruments such as Council Framework Decision 2002/584/JHA of 13 June 2002 on the
European arrest warrant and the surrender procedures between Member States, and Council 
Framework Decision 2005/212/JHA of 24 February 2005 on confiscation of crime-related 
proceeds, instrumentalities and property, which is currently under review1, as well as Council 
Decision 2001/427/JHA of 28 May 2001 setting up a European crime prevention network, 
and Directive 2011/36/EU of the European Parliament and of the Council of 5 April 2011 on 
preventing and combating trafficking in human beings and protecting its victims, replacing 
Council Framework Decision 2002/629/JHA, and Directive 2011/93/EU of the European 
Parliament and of the Council of 13 December 2011 on combating the sexual abuse and 
sexual exploitation of children and child pornography, replacing Council Framework Decision 
2004/68/JHA .

Also of relevance here are Council Decision 2009/426/JHA of 16 December 2008 on the 
strengthening of Eurojust and amending Decision 2002/187/JHA setting up Eurojust with a 
view to reinforcing the fight against serious crime, and Council Decision of 6 April 2009 
establishing the European Police Office (Europol).

However, notwithstanding these important efforts to harmonise national legislation, the level 
of interest in organised crime continues to vary among the Member States, as the relative 
degree of infiltration and danger posed by criminal organisations there also varies.  Thus, the 
picture varies from a complete absence of criminal-law provisions specifically on criminal 
organisations – as is the case in countries such as Denmark and Sweden – to the existence of 
provisions that fully define (and punish) mafia-type criminal organisations – as is the case, for 
example, in Italy, where a fully-fledged Code of anti-mafia laws is in place2. Not to mention 
the myriad intermediate solutions devised by the other Member States, which, in criminalising 

                                               
1 See the Proposal for a Directive of the European Parliament and of the Council on the freezing and 

confiscation of the proceeds from crime in the European Union (COM(2012) 85 final). 
2 See Legislative Decree No 159 of 6 September 2011. 
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the conduct, focus on very different elements: for example, conspiracy in the UK, the nature 
of the offences relating to participation in such organisations in Spain, and the armed nature 
of the organisation in Latvia. 

With such an uneven situation across the EU Member States, it would be desirable to pinpoint 
precisely the criminal-offence definitions, in order to increase the effectiveness of the fight 
against organised crime1. 

To this end, your rapporteur looks to the Italian legislative model as one of the examples to 
follow. This model defines mafia-type criminal organisations (although the provisions 
concerned are explicitly extended to other criminal organisations, while referred to in local 
terms, also foreign ones) on the basis of the fact that "whoever belongs to one uses the power 
of intimidation which arises from association membership and uses the system of 
subordination and the omertà (code of silence) that arises from this in order to commit crimes 
or to acquire – directly or indirectly – the operation or control of economic activities, of 
activities contracted out to the private sector by the State, of authorisations, contracts or 
public services, or to obtain unfair profit or advantage for themselves or for other people, or 
in order to hinder or obstruct the free exercise of voting rights or procure votes for 
themselves or others on the occasion of elections"2.

This definition has the merit of grasping the essential characteristics of organised crime in its 
predatory nature, intimidating power and objectives of power and profit3. 

But that is not all. The Italian model also offers particularly effective procedural law solutions 
for combating organised crime. Firstly, the prison regime of isolation – which, under certain 
conditions, can be applied to inmates where there is reason to suspect links with a criminal, 
terrorist or subversive organisation (so-called carcere duro [hard jail])4 – has proven effective 
over the years, especially as it has prevented mafia bosses from continuing to run their 
organisation (giving orders to their associates) despite their imprisonment.  

Secondly, we can look to this model with regard to its rules on the confiscation "of property 
that was used or was intended to be used in committing the offence and property that is the 
price, product or proceeds of it, or which constitutes the use of it" 5. Indeed, it is important to 

                                               
1 As you can imagine, the differences between criminal legislation frameworks can unfortunately play 

into the hands of the criminal organisations and that is why we need to invest in the harmonisation of 
definitions of criminal offences. A certain degree of harmonisation at EU level is indeed necessary to 
ensure legal certainty, both from the point of view of the authorities involved (in particular, for the 
purpose of police and judicial cooperation), and from the point of view of the citizens concerned (in 
particular for the application of the ne bis in idem principle). Harmonisation would also help to ensure 
greater coherency within the European criminal law system as a whole (insofar as participation in a 
criminal organisation is used as an aggravating factor in other areas), and to facilitate the functioning of 
the principle of mutual recognition in criminal matters and the investigations of bodies such as Europol 
and Eurojust.

2 See Article 416 bis of the Italian criminal code. 
3 It should be pointed out that Articles 324 bis and 324 ter of the Belgian criminal code and paragraph 

278a of the Austrian criminal code seem to adopt a similar vision of the phenomenon. 
4 See Article 41 bis of the Italian penal legislative framework (Law No 354 of 26 July 1975).
5 See again Article 416 bis of the Italian criminal code. 
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prevent criminal organisations from finding safe havens in certain countries in which they can 
invest the proceeds of crime, with the certainty that they will never be confiscated.

In particular, the Italian legislation allows confiscation not only in the event of conviction, but 
also before that point, as an asset-protection measure (so-called preventative confiscation; a 
judicial review is always possible, however), and not only of the assets directly or indirectly 
attributable to the person who is the subject of the proceedings but also of sums of money or 
other assets of equivalent value in cases where the person concerned disperses, diverts, 
conceals or devalues their assets in order to circumvent the implementation of the measure 
(confiscation by equivalent), and confiscation is also possible even in respect of the heirs of 
the person concerned (third-party confiscation)1.

Your rapporteur therefore suggests that the asset-protection measures (confiscation without 
conviction) be extended across the whole EU, so that there is no safe haven for mafia wealth 
within the borders of the 27 Member States. This specific aspect is currently under discussion 
in the LIBE committee, with regard to the report on the confiscation and seizure of the 
proceeds of crime2.

Mr Mitchell, in his thematic contribution on confiscation as an instrument for attacking 
criminal assets, has pointed out that institutional, legal and operational barriers still stand in 
the way of international cooperation on confiscation. At European level, common legal 
standards should be established, within a legislative framework that enables high levels of 
communication, information sharing and coordination between the asset recovery offices, 
which should be operational in all Member States by 20143. 

Mutual recognition of seizure and confiscation orders is a matter of priority in terms of 
achieving genuine judicial cooperation in criminal and civil matters in the EU. In seeking to 
bolster the European legislative framework, due consideration should be given to the success 
stories in certain Member States, such as Ireland and the UK, in the area of confiscation 
without criminal conviction, which can provide effective models and instruments for the 
seizure and confiscation of criminal assets4.

In particular, the option of re-using for social purposes assets confiscated from mafias 
(property, vehicles, etc.) – already provided for in the Italian and Spanish systems – is of 
crucial importance in terms of combating criminal organisations and giving back to the 
community what was stolen by the mafia from the legitimate economy and civil society.

                                               
1 See Articles 16 et seq. of the Italian Code of anti-mafia laws. It is also interesting to note that – as 

emerged at our committee's hearings – the German system, prompted particularly by the bloody events 
of Duisburg on 15 August 2007, has sought to move towards the Italian model, without, however, going 
as far as providing for preventative confiscation.  

2 Proposal for a Directive of the European Parliament and of the Council on the freezing and 
confiscation of the proceeds from crime in the European Union (COM(2012) 85 final).

3 Communication from the Commission to the European Parliament and the Council of 22 November 
2012 – The EU internal security strategy in action: Five steps towards a more secure Europe
(COM(2010) 673 final). 

4 Particularly interesting here is the case of Ireland, in which assets can be seized on the civil balance of 
probabilities that the assets in question have been purchased with the proceeds of a crime or have been 
used to commit one.
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Your rapporteur also proposes that action be taken in the area of public procurement in order 
to attack the mafias' main source of revenue. These procedures are often a huge source of 
income for criminal organisations; so much so, that robust rules on the grounds for exclusion 
from participation in a public contract – applicable uniformly across the whole EU – would 
constitute a particularly effective tool in this drive to combat organised crime. 

V. The importance of judicial and police cooperation and integration between 
European Union Member States and with third countries in the fight against 
organised crime

Alongside the harmonisation (or approximation) of definitions of criminal offences – both 
under substantive law (relating to a more complete definition of crime) and under procedural 
law (the confiscation and seizing of the proceeds of crime, the protection of witnesses and the 
role of victims, etc.) – there must also be investment in judicial and police cooperation and 
innovative forms of integration. This must not just be between the Member States of the 
European Union, hopefully by developing the potential offered by the Lisbon Treaty (see 
below), but also and above all with third countries, with a view to guaranteeing peoples' 
security.

With regard to forms of "globalised' crime", it is entirely logical that the response should be 
equally strong. In particular, mobility and security agreements should be reached with 
bordering third countries1. Illegal migration flows and human trafficking are often run by 

organised crime2.

Directive 2011/36/EU on preventing and combating trafficking in human beings and 
protecting its victims provided fully for a European legislative framework on human 
trafficking. There are also coherent UN, Council of Europe and OSCE conventions and 
strategies. Ms Ayala Sender has drawn up a specific contribution in relation to this issue, 
stressing that organised crime makes immense profits from the victims of trafficking, who are 
recruited, by means of coercion or scams, for the purposes of sexual exploitation, forced 
labour, slavery, criminal activities, forced marriage or adoption and organ removal. 

A system of reliable and comparable data, using solid indicators, is urgently needed, since the 
current absence of such a system makes effective action at international level difficult. 
Furthermore, the visibility of the problem and citizens' awareness of these phenomena need to 
be increased, in order to make users of the 'services' provided by the victims not just socially 

                                               
1 Communication from the Commission to the European Parliament, the Council, the European 

Economic and Social Committee and the Committee of the Regions of 18 November 2011 on The 
Global Approach to Migration and Mobility  (COM(2011) 743 final).

2 The Commission is in fact negotiating mobility and security partnerships with Moldova, Georgia, 
Armenia, Azerbaijan, Tunisia (positive developments), Egypt, Algeria (where contacts have however 
suffered as a result of the political situation), Libya (where there is a preference for ensuring the 
security of borders before developing a partnership) and Jordan.
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unacceptable but also criminally liable1. Codes of conduct and social responsibility should 
also be adopted voluntarily by companies, trade unions and intermediary agencies. 
Commissioner Malmström has said that 79% of victims are women and, of these, 12% are 
minors. Further protection measures should therefore be taken to protect child victims of 
trafficking. Targeted financial investigations, training of police operators and adequate 
resources for European agencies could be useful for specific cross-border cooperation 
between Member States and third countries, also by means of bilateral agreements signed by 
the EU in the context of its external action.

In relation to illegal trafficking, decisive action by Member States is equally crucial in order 
to stem drug trafficking, fostering cooperation with the judicial and police authorities of third 
countries of origin and of transit of drugs.

In this regard, Mr Diaz de Mera has described the relations between the Latin American 
cartels and European criminal organisations in the illegal production and trafficking of drugs 
intended for the European market. Cocaine trafficking is by far the most profitable activity for 
South American criminal organisations, which are involved in many other illegal activities, 
often linked to or mixed up with guerrilla, paramilitary and terrorist groups. IT and banking 
controls have led criminal groups to resort to informal exchanges of drugs with other illegal 
goods and untraceable cash payments.

Colombian criminals dominate the large-scale import of drugs into the European Union, even 
establishing their own operational bases in Spain and Portugal. More effective combating of 
criminal organisations by the Colombian authorities in recent years has led to the rise of 
Mexican cartels (Sinaloa and Los Zetas). West Africa has become a major point of transit to 
Europe. The Western Balkans are also a crucial transit hub, both for cocaine from Latin 
America and for heroin reaching the EU via the Suez Canal-Black Sea-Odessa route2. The 
Iberian Peninsula, Belgium, the Netherlands, the United Kingdom, France and Italy, as well 
as the Baltic countries, are the main points of access for trafficking from South America into 
the Member States. Spanish and Portuguese organisations have solid relations with South 
American cartels, while the Italian 'Ndrangheta and Camorra, British traffickers and Danish 
motorcycle gangs have developed firm links with suppliers and are able to handle the whole 
process, from import to the small dealer. 

Faced with these criminal activities of a cross-border nature, Europe must clearly not lower its 
guard, and there must be increasing coordination between the Member States, the European 
institutions, agencies and international organisations, such as Europol, Eurojust, Frontex, 
COSI (the Council's standing committee on internal security), GRECO (Council of Europe 

                                               
1 Directive 2009/52/EC already lays down penalties for employers who employ illegal third-country 

citizens in the knowledge that they are victims of human trafficking. Article 18 of Directive 
2011/36/EU encourages the taking of measures to establish criminal liability for "users", on the basis of 
national experiences of criminalising clients of prostitution (United Kingdom, Sweden, Finland, 
Bulgaria and Greece).

2 The central role of the Western Balkans in illegal trafficking was confirmed at the meetings with 
judicial and police authorities in Belgrade in July 2012 during the CRIM delegation's visit to Serbia.
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group of States against corruption) and FATF (Financial action task force, an 
intergovernmental body made up of 36 States from throughout the world).

Furthermore, the fight against organised cross-border crime must unquestionably be provided 
with adequate human and financial resources. Similarly, there should be greater resources for 
Eurojust and Europol, particularly financial and logistical support for joint investigation teams 
and for the new challenges of creating, within Europol, a European cybercrime centre1. 

In the thematic contribution on new investigative strategies and new technologies, 
Ms McClarkin has described how IT networks now provide a lucrative field of illegal activity 
for criminal and terrorist groups: attacks on IT systems, identity theft, fraud, computer 
viruses, distribution of child pornography, attacks on critical infrastructures, recruitment and 
incitement to religious radicalism. While the internet provides anonymity and great ease of 
movement – as if the offences committed were "faceless" – the socio-economic impact on 
growth and employment, and on the health of consumers, is truly alarming. 

In order to prevent criminals from depriving the legitimate economy of huge resources, IT 
networks should be created between governments, companies, consumers and investors with a 
view to carrying out appropriate risk assessments, sharing best practices, promoting respect
for intellectual property rights and protecting the most vulnerable groups. A more 
homogenous legislative framework at European and international levels is needed in order to 
fight cybercrime effectively. Solid partnerships between public and private sectors should also 
be used to confront the threats and invest in research and new technologies to combat them. 
There must be more awareness, knowledge and training for consumers, so that they can make 
use of the European online market with restored confidence and proper legal assistance, and 
international cooperation and cooperation amongst EU agencies must be stepped up.

Finally, the use of new technologies could be decisive in the fight against "traditional" 
criminal activities. For example, the satellite earth observation systems of the European Space 
Research Institute of the European Space Agency could help to identify the routes of vessels 
carrying out the clandestine transport, unloading and transhipment of illegal goods.

VI. Final considerations 

In conclusion, your rapporteur believes that an effective response to organised crime should 
be based on the following guidelines:

a) criminalising participation in Mafia-style organisations in all the Member States of 
the European Union;

b) harmonising and/or approximating the existing definitions of criminal offences in the 
different national legislation in order to draw up models for integration and 
cooperation between the Member States, starting with the immediate enforceability of 
convictions and confiscation orders;

                                               
1 The level of appropriations for Europol for 2013 proposed by the Commission and confirmed by the 

Council is not consistent with the requirements of the agency creating this new centre, also supported 
by the Home Affairs Council on 7-8 June.
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c) in relation to confiscation, favouring a model of attacking criminal assets 
preventively, promoting their re-use for social purposes;

d) establishing as grounds for exclusion from participation in  calls for tenders 
throughout Europe any conviction by final judgment for participation in a criminal 
organisation, money laundering, corruption or other serious offence against a public 
administration, including where these exclusion grounds arise in the course of the 
procedure to select the contractor1;

e) enhancing the role of liaison officers and magistrates; 
f) encouraging and educating parties in political responsibility in order to guarantee that 

electoral lists are drawn up according to a rigorous code of ethics, without prejudice 
to the principle of the ineligibility for membership of the European Parliament of any 
person convicted by final judgment of participation in organised crime, money 
laundering, corruption or other serious offences against a public administration;

g) stepping up the use of new technologies, including satellite observations, as additional 
instruments for fighting criminal activities.

Work should also be carried out with a view to establishing a European public prosecutor's 
office, as provided for in Article 86 TFEU, in particular to combat crimes affecting the 
financial interests of the European Union (such as fraud in access to EU funds). Ideally, the 
European prosecutor's office should have an efficient and streamlined structure, coordinating 
and encouraging national authorities in order to ensure that investigations are more coherent. 

Eurojust could continue to deal with the so-called "Eurocrimes" laid out in Article 83(1) 
TFEU (and, where necessary, the complementary offences relating to the implementation of 
EU policies, as provided for in Article 83(2) TFEU). Finally, in the context of the exchange of 
information needed for prosecution, a structured relationship between the European public 
prosecutor's office and Europol would be crucial. 

________________________

                                               
1 Your rapporteur has presented an amendment to this effect to Article 55(1) of the report by 

Mr Tarabella on the Proposal for a directive of the European Parliament and of the Council on public 
procurement (COM(2011) 896 final).


