
PR\875732EN.doc PE470.059v01-00

EN United in diversity EN

EUROPEAN PARLIAMENT 2009 - 2014

Committee on Industry, Research and Energy

2010/0275(COD)

2.9.2011

***I
DRAFT REPORT
on the proposal for a regulation of the European Parliament and of the Council 
concerning the European Network and Information Security Agency (ENISA)
(COM(2010)0521 – C7-0302/2010 – 2010/0275(COD))

Committee on Industry, Research and Energy

Rapporteur: Giles Chichester



PE470.059v01-00 2/76 PR\875732EN.doc

EN

PR_COD_1amCom

Symbols for procedures

* Consultation procedure
*** Consent procedure

***I Ordinary legislative procedure (first reading)
***II Ordinary legislative procedure (second reading)

***III Ordinary legislative procedure (third reading)

(The type of procedure depends on the legal basis proposed by the draft act.)

Amendments to a draft act

In amendments by Parliament, amendments to draft acts are highlighted in 
bold italics. Highlighting in normal italics is an indication for the relevant 
departments showing parts of the draft act which may require correction 
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DRAFT EUROPEAN PARLIAMENT LEGISLATIVE RESOLUTION

on the proposal for a regulation of the European Parliament and of the Council 
concerning the European Network and Information Security Agency (ENISA)
(COM(2010)0521 – C7-0302/2010 – 2010/0275(COD))

(Ordinary legislative procedure: first reading)

The European Parliament,

– having regard to the Commission proposal to Parliament and the Council 
(COM(2010)0521),

– having regard to Article 294(2) and Article 114 of the Treaty on the Functioning of the 
European Union, pursuant to which the Commission submitted the proposal to Parliament 
(C7-0302/2010),

– having regard to Article 294(3) of the Treaty on the Functioning of the European Union,

– having regard to the opinion of the European Economic and Social Committee of 17 
February 20111,

– having regard to Rules 55 of its Rules of Procedure,

– having regard to the report of the Committee on Industry, Research and Energy, the 
opinions of the Committee on Civil Liberties, Justice and Home Affairs and the 
Committee on Budgets (A7-0000/2011),

1. Adopts its position at first reading hereinafter set out;

2. Calls on the Commission to refer the matter to Parliament again if it intends to amend its 
proposal substantially or replace it with another text;

3. Instructs its President to forward its position to the Council, the Commission and the 
national parliaments.

Amendment 1

Proposal for a regulation
Title

Text proposed by the Commission Amendment

REGULATION OF THE EUROPEAN 
PARLIAMENT AND OF THE COUNCIL 
concerning the European Network and 

REGULATION OF THE EUROPEAN 
PARLIAMENT AND OF THE COUNCIL 
establishing the Union Network and 

                                               
1 OJ C 107, 6.4.2011, p. 58.



PE470.059v01-00 6/76 PR\875732EN.doc

EN

Information Security Agency (ENISA) Information Security Agency (UNISA)

Or. en

Justification
The change of name emphasises the fact that this Regulation establishes a successor to ENISA 
as established by Regulation No 460/2004. The change from "European" to "Union" also 
follows Council's example of doing the same change throughout the rest of the text.

Amendment 2

Proposal for a regulation
Recital 1

Text proposed by the Commission Amendment

(1) Electronic communications, 
infrastructure and services are an essential 
factor in economic and societal 
development. They play a vital role for 
society and have become ubiquitous 
utilities in the same way that electricity or 
water supplies are. Their disruption has the 
potential to cause considerable economic 
damage, underlining the importance of 
measures to increase protection and 
resilience aimed at ensuring continuity of 
critical services. The security of electronic 
communications, infrastructure and 
services, in particular their integrity and 
availability, faces continuously expanding 
challenges. This is of increasing concern to 
society not least because of the possibility 
of problems due to system complexity, 
accidents, mistakes and attacks that may 
have consequences for the physical 
infrastructure which delivers services 
critical to the well-being of European 
citizens.

(1) Electronic communications, 
infrastructure and services are an essential 
factor, both directly and indirectly, in 
economic and societal development. They 
play a vital role for society and have in 
themselves become ubiquitous utilities in 
the same way that electricity or water 
supplies are, and also constitute vital 
factors in the delivery of electricity, water 
and other critical services. Their 
disruption has the potential to cause 
considerable economic damage, 
underlining the importance of measures to 
increase protection and resilience aimed at 
ensuring continuity of critical services. The 
security of electronic communications, 
infrastructure and services, in particular 
their integrity and availability, faces 
continuously expanding challenges which 
relate inter alia to the individual 
components of the communications 
infrastructure and the software 
controlling those components, the 
infrastructure overall and the services 
provided through that infrastructure. This 
is of increasing concern to society not least 
because of the possibility of problems due 
to system complexity, accidents, mistakes 
and attacks that may have consequences 
for the physical infrastructure which 
delivers services critical to the well-being 
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of European citizens.

Or. en

Justification
Changes to better reflect elements of electronic communications infrastructure and the 
broader societal importance of that infrastructure.

Amendment 3

Proposal for a regulation
Recital 4

Text proposed by the Commission Amendment

(4) The representatives of the Member 
States, meeting in the European Council on 
13 December 2003, decided that the 
European Network and Information 
Security Agency (ENISA), that was to be 
established on the basis of the proposal 
submitted by the Commission, would have 
its seat in a town in Greece to be 
determined by the Greek Government.

(4) The representatives of the Member 
States, meeting in the European Council on 
13 December 2003, decided that the 
European Network and Information 
Security Agency (ENISA), that was to be 
established on the basis of the proposal 
submitted by the Commission, would have 
its seat in a town in Greece to be 
determined by the Greek Government. The 
Greek Government determined that 
ENISA should have its seat in Heraklion, 
Crete.

Or. en

Justification

To complete the Commission’s description of how the original ENISA came to be located in 
Heraklion. 

Amendment 4

Proposal for a regulation
Recital 5

Text proposed by the Commission Amendment

(5) In 2004 the European Parliament and 
the Council adopted a Regulation (EC) No 
460/2004 establishing the European 
Network and Information Security Agency

(5) In 2004 the European Parliament and 
the Council adopted a Regulation (EC) No 
460/2004 establishing ENISA with the 
purpose of contributing to the goals of 
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with the purpose of contributing to the 
goals of ensuring a high level of network 
and information security within the Union 
and developing a culture of network and 
information security for the benefit of 
citizens, consumers, enterprises and public 
administrations. In 2008, the European 
Parliament and the Council adopted a 
Regulation (EC) No 1007/2008 extending 
the mandate of the Agency until March 
2012.

ensuring a high level of network and 
information security within the Union and 
developing a culture of network and 
information security for the benefit of 
citizens, consumers, enterprises and public 
administrations. In 2008, the European 
Parliament and the Council adopted a 
Regulation (EC) No 1007/2008 extending 
the mandate of the Agency until March 
2012. In 2011, the European Parliament 
and the Council adopted Regulation (EC) 
No 580/20111 extending the mandate of 
the Agency until 13 September 2013.
______________
1 OJ L 165, 24.6.2011, p. 3.

Or. en

Amendment 5

Proposal for a regulation
Recital 6

Text proposed by the Commission Amendment

(6) Since the Agency was set up, the 
challenges of network and information 
security have changed with technology, 
market and socio-economic developments 
and have been the subject of further 
reflection and debate. In response to the 
changing challenges, the Union has
updated its priorities for network and 
information security policy in a number of 
documents, including the 2006 
Commission Communication A strategy 
for a Secure Information Society —
Dialogue, partnership and empowerment , 
the Council Resolution of 2007 on a 
Strategy for a Secure Information Society 
in Europe, the 2009 Communication 
Critical Information Infrastructure 
Protection – ‘Protecting Europe from large 
scale cyber-attacks and disruptions: 
enhancing preparedness, security and 

(6) Since the Agency was set up, the 
challenges of network and information 
security have changed with technology, 
market and socio-economic developments 
and have been the subject of further 
reflection and debate. In response to the 
changing challenges, the Union has 
updated its priorities for network and 
information security policy in a number of 
documents, including the 2006 
Commission Communication A strategy 
for a Secure Information Society —
Dialogue, partnership and empowerment, 
the Council Resolution of 2007 on a 
Strategy for a Secure Information Society 
in Europe, the 2009 Communication 
Critical Information Infrastructure 
Protection – ‘Protecting Europe from large 
scale cyber-attacks and disruptions: 
enhancing preparedness, security and 
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resilience’, the Presidency Conclusions of 
the Ministerial Conference on Critical 
Information Infrastructure Protection 
(CIIP), the Council Resolution of 2009 on 
a collaborative European approach to 
Network and Information Security. The 
need has been recognised to modernise and 
strengthen the Agency to successfully 
contribute to the efforts of the European 
institutions and the Member States to 
develop a European capacity to cope with 
network and information security 
challenges. More recently, the Commission 
adopted the Digital Agenda for Europe, as 
a flagship initiative under the Europe 2020 
Strategy. This comprehensive agenda aims 
at exploiting and advancing the potential of 
ICT in order to translate this potential into 
sustainable growth and innovation. 
Boosting trust and confidence in the 
information society is one of the key 
objectives of this comprehensive agenda, 
which announced a number of actions to be 
taken by the Commission in this area, 
including the present proposal.

resilience’, the Presidency Conclusions of 
the Ministerial Conference on Critical 
Information Infrastructure Protection 
(CIIP), the Council Resolution of 2009 on 
a collaborative European approach to 
Network and Information Security. The 
need has been recognised to modernise and 
strengthen the Agency to successfully 
contribute to the efforts of the European 
institutions, the Member States and 
industry to develop a European capacity to 
cope with network and information 
security challenges. More recently, the 
Commission adopted the Digital Agenda 
for Europe, as a flagship initiative under 
the Europe 2020 Strategy. This 
comprehensive agenda aims at exploiting 
and advancing the potential of ICT in order 
to translate this potential into sustainable 
growth and innovation. The European 
Parliament resolution of 6 July 2011 on 
European Broadband: investing in 
digitally driven growth1 further 
underlines the importance of network and 
information security. Boosting trust and 
confidence in the information society is 
one of the key objectives of this 
comprehensive agenda, which announced a
number of actions to be taken by the 
Commission in this area, including the 
present proposal.

______________
1 P7_TA(2011)0322.

Or. en

Amendment 6

Proposal for a regulation
Recital 7

Text proposed by the Commission Amendment

(7) Internal market measures in the field of 
security of electronic communications, 

(7) Internal market measures in the field of 
security of electronic communications, 
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and, more generally, network and 
information security require different 
forms of technical and organisational 
applications by the Member States and the 
Commission. The heterogeneous 
application of these requirements can lead 
to inefficiencies and can create obstacles to 
the internal market. This calls for a centre 
of expertise at European level providing 
guidance, advice, and when called upon, 
assistance on issues related to network and 
information security, which may be relied 
upon by the Member States and the 
European institutions. The Agency can 
respond to these needs by developing and 
maintaining a high level of expertise and 
assisting the Member States, the 
Commission and as a consequence the 
business community in order to help them 
to meet the legal and regulatory 
requirements of network and information 
security, thereby contributing to the 
smooth functioning of the internal market.

and, more generally, network and 
information security require different 
forms of technical and organisational 
applications by the Member States and the 
Union institutions. The heterogeneous 
application of these requirements can lead 
to inefficiencies and can create obstacles to 
the internal market. This calls for a centre 
of expertise at European level providing 
guidance, advice and assistance on issues 
related to network and information 
security, which may be relied upon by the 
Member States and the Union institutions. 
The Agency can respond to these needs by 
developing and maintaining a high level of 
expertise and assisting the Member States, 
the Union institutions and the business 
community in order to help them to meet 
the legal and regulatory requirements of 
network and information security and 
through assisting generally in avoiding 
unnecessary and divergent requirements 
leading to additional costs for business,
fragmentation of and barriers to the 
internal market, thereby contributing to 
the smooth functioning of the internal 
market.

Or. en

Justification

“Union institutions” follows Council's usage and would be a global change from "European 
institutions", without further individual AMs. With respect to the first change in recital 7, it 
reflects that all institutions are concerned, not just the Commission. The reference to 
diverging requirements, costs and fragmentation underlinies the importance of the agency’s 
contribution to the internal market.

Amendment 7

Proposal for a regulation
Recital 8

Text proposed by the Commission Amendment

(8) The Agency should carry out the tasks 
conferred on it by present Union 

(8) The Agency should carry out the tasks 
conferred on it by Union legislation in the 
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legislation in the field of electronic 
communications and, in general, contribute 
to an enhanced level of security of 
electronic communications by, among 
other things, providing expertise and 
advice, and promoting the exchange of 
good practices. 

field of electronic communications and, in 
general, contribute to an enhanced level of 
security of electronic communications by, 
among other things, providing expertise 
and advice, and promoting the exchange of 
good practices.

Or. en

Justification
The agency should carry out the tasks assigned to it by Union legislation as it may wary from 
time to time, not just as reflected in present Union legislation.

Amendment 8

Proposal for a regulation
Recital 11

Text proposed by the Commission Amendment

(11) The Agency should contribute to a 
high level of network and information 
security within the Union and to the 
development of a culture of network and 
information security for the benefit of 
citizens, consumers, businesses and public 
sector organisations in the European 
Union, thus contributing to the smooth 
functioning of the internal market.

(11) The Agency should contribute to a 
high level of network and information 
security within the Union and to the 
development of a culture of network and 
information security for the benefit of 
citizens, consumers, businesses and public 
sector organisations in the European 
Union, thus contributing to the smooth 
functioning of the internal market. In this 
regard, necessary budgetary provisions 
should be allocated to the Agency so that 
it can present, by the end of the second 
year of its mandate and after consulting 
all relevant stakeholders, a comprehensive 
analysis related to the elaboration of a 
European strategy on cyber-security.

Or. en

Justification
BUDG AM 2. The BUDG AM lacks a corresponding substantive provision, which is however 
included here in a separate AM as an additional task. 
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Amendment 9

Proposal for a regulation
Recital 12

Text proposed by the Commission Amendment

(12) A set of tasks should indicate how the 
Agency is to accomplish its objectives 
while allowing flexibility in its operations. 
The tasks carried out by the Agency should 
include the collection of appropriate 
information and data needed to carry out 
analyses of the risks to the security and 
resilience of electronic communications, 
infrastructure and services and to assess, in 
cooperation with Member States, the state 
of network and information security in 
Europe. The Agency should ensure 
coordination with Member States and 
enhance cooperation between stakeholders 
in Europe, in particular by involving in its 
activities competent national bodies and 
private sector experts in the area of 
network and information security. The 
Agency should provide assistance to the 
Commission and the Member States in 
their dialogue with industry to address 
security-related problems in hardware and 
software products, thereby contributing to 
a collaborative approach to network and 
information security.

(12) A set of tasks should indicate how the 
Agency is to accomplish its objectives 
while allowing flexibility in its operations. 
The tasks carried out by the Agency should 
include the collection of appropriate 
information and data needed to carry out 
analyses of the risks to the security and 
resilience of electronic communications, 
infrastructure and services and to assess, in 
cooperation with Member States and the 
Commission, the state of network and 
information security in Europe. The 
Agency should ensure coordination with 
Member States and the Union institutions
and enhance cooperation between 
stakeholders in Europe, in particular by 
involving in its activities competent 
national bodies and private sector experts 
in relevant areas. The Agency should 
provide assistance to the Commission and 
the Member States in their dialogue with 
industry to address security-related 
problems in hardware and software 
products, thereby contributing to a 
collaborative approach to network and 
information security.

Or. en

Justification
The use of “relevant areas” reflects that network and information security is of importance 
also with respect to for example privacy and data protection. 

Amendment 10

Proposal for a regulation
Recital 13

Text proposed by the Commission Amendment

(13) The Agency should operate as a point (13) The Agency should operate as a point 
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of reference and establishing confidence by 
virtue of its independence, the quality of 
the advice it delivers and the information it 
disseminates, the transparency of its 
procedures and methods of operation, and 
its diligence in carrying out the tasks 
assigned to it. The Agency should build on 
national and Union efforts and therefore 
carry out its tasks in full cooperation with 
the Member States and be open to contacts 
with industry and other relevant 
stakeholders. In addition, the Agency
should build on the input from and 
cooperation with the private sector, which 
play an important role in securing 
electronic communications, infrastructures 
and services.

of reference and establish confidence by 
virtue of its independence, the quality of 
the advice it delivers and the information it 
disseminates, the transparency of its 
procedures and methods of operation, and 
its diligence in carrying out the tasks 
assigned to it. The Agency should build on 
national and Union efforts and therefore 
carry out its tasks in full cooperation with 
the Member States and the Union 
institutions. The Agency should maintain
contacts with industry and other relevant 
stakeholders and should build on the input 
from and cooperation with the private 
sector, which plays a critical role in 
securing electronic communications, 
infrastructures and services.

Or. en

Amendment 11

Proposal for a regulation
Recital 15

Text proposed by the Commission Amendment

(15) The Agency should provide advice to 
the Commission by means of opinions and 
technical and socio-economic analyses, at 
the request of the Commission or on its 
own initiative, to assist with policy 
development in the area of network and 
information security. The Agency should 
also assist, at their request, Member States 
and European institutions and bodies in 
their efforts to develop network and 
information security policy and capability.

(15) The Agency should provide advice to 
the Commission by means of opinions and 
technical and socio-economic analyses to 
assist with policy development in the area 
of network and information security. The 
Agency should also assist Member States 
and Union institutions and bodies in their 
efforts to develop network and information 
security policy and capability.

Or. en

Justification
The agency should, as the main rule, be able to act on its own initiative.  
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Amendment 12

Proposal for a regulation
Recital 16

Text proposed by the Commission Amendment

(16) The Agency should assist the Member 
States and the European institutions in 
their efforts to build and enhance cross-
border capability and preparedness to 
prevent, detect, mitigate and respond to 
network and information security problems 
and incidents; in this regard, the Agency 
should facilitate cooperation among the 
Member States and between the Member 
States and the Commission. To this end, 
the Agency should play an active role in 
supporting Member States in their 
continuous efforts to improve their 
response capability and to organise and run 
national and European exercises on 
security incidents.

(16) The Agency should assist the Member 
States and the Union institutions in their 
efforts to build and enhance cross-border 
capability and preparedness to prevent, 
detect, mitigate and respond to network 
and information security problems and 
incidents; in this regard, the Agency should 
facilitate cooperation among the Member 
States and between the Member States, the 
Commission and other Union institutions. 
To this end, the Agency should play an 
active role in supporting Member States in 
their continuous efforts to improve their 
response capability and to organise and run 
national and European exercises on 
security incidents.

Or. en

Amendment 13

Proposal for a regulation
Recital 18

Text proposed by the Commission Amendment

(18) To understand better the challenges in 
the network and information security field, 
the Agency needs to analyse current and 
emerging risks. For that purpose the 
Agency should, in cooperation with
Member States and, as appropriate, 
statistical bodies, collect relevant 
information. Furthermore, the Agency 
should assist the Member States and the 
European institutions and bodies in their 
efforts to collect, analyse and disseminate 
network and information security data.

(18) To understand better the challenges in 
the network and information security field, 
the Agency needs to analyse current and 
emerging risks. For that purpose the 
Agency should, in cooperation with 
Member States and, as appropriate, 
statistical bodies and others, collect 
relevant information. Furthermore, the 
Agency should assist the Member States 
and the Union institutions and bodies in 
their efforts to collect, analyse and 
disseminate network and information 
security data.
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Or. en

Justification
Other entities able to provide relevant information on risks include private sector 
organisations. 

Amendment 14

Proposal for a regulation
Recital 20

Text proposed by the Commission Amendment

(20) The Agency should facilitate 
cooperation among the Member States’ 
competent public bodies, in particular 
supporting the development and exchange 
of good practices and standards for 
education programmes and awareness-
raising schemes. Increased information 
exchange between Member States will 
facilitate such action. The Agency should 
also support cooperation between public 
and private stakeholders at the Union level, 
partly by promoting information sharing, 
awareness-raising campaigns and 
education and training programmes.

(20) The Agency should facilitate 
cooperation among the Member States’ 
competent public bodies, in particular 
supporting the development and exchange 
of good practices and standards for 
education programmes and awareness-
raising schemes. Increased information 
exchange between Member States will 
facilitate such action. The Agency should 
contribute towards raising awareness by 
individual users of electronic 
communications, infrastructure and 
services, including by assisting Member 
States in producing relevant public 
interest information regarding network 
and information security. The Agency 
should also support cooperation between 
public and private stakeholders at the 
Union level, partly by promoting 
information sharing, awareness-raising 
campaigns and education and training 
programmes.

Or. en

Justification
Following the 2009 Telecoms Package, the Universal Service Directive contains a platform 
for production and delivery of standardised and easily comprehensible public interest 
information, for example on security risks, to all internet users. The agency is well placed to 
assist Member States in utilising that platform, which should also make The agency more 
visible to individuals. The website of the US-CERT provides examples of the type of 
information which could be considered:  http://www.us-cert.gov/reading_room/.  
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Amendment 15

Proposal for a regulation
Recital 22

Text proposed by the Commission Amendment

(22) The work of the Agency should utilise 
ongoing research, development and 
technological assessment activities, in 
particular those carried out by the different 
European Union research initiatives.

(22) The work of the Agency should utilise 
ongoing research, development and 
technological assessment activities, 
including those carried out by the different 
European Union research initiatives.

Or. en

Amendment 16

Proposal for a regulation
Recital 23

Text proposed by the Commission Amendment

(23) Where appropriate and useful for 
fulfilling its scope, objectives and tasks, 
the Agency should share experience and 
general information with bodies and 
agencies created under European Union 
law and dealing with network and 
information security.

(23) Where appropriate and useful for 
fulfilling its objectives and tasks, the 
Agency should share experience and 
general information with bodies and 
agencies created under European Union 
law and dealing with network and 
information security.

Or. en

Justification

To reflect the new heading of Article 1.

Amendment 17

Proposal for a regulation
Recital 24

Text proposed by the Commission Amendment

(24) In liaising with law enforcement 
bodies on the security aspects of 
cybercrime, the Agency respects existing 

(24) In liaising with law enforcement 
bodies on the security aspects of 
cybercrime, the Agency should respect
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channels of information and established 
networks such as the points of contact 
mentioned in the proposed Directive of the 
European Parliament and the Council on 
attacks against information systems, 
repealing Framework Decision 
2005/222/JHA, or the Europol Heads of 
High Tech Crime Units Task Force. 

existing channels of information and 
established networks such as the points of 
contact mentioned in the proposed 
Directive of the European Parliament and 
the Council on attacks against information 
systems, repealing Framework Decision 
2005/222/JHA, and the Europol Heads of 
High Tech Crime Units Task Force.

Or. en

Amendment 18

Proposal for a regulation
Recital 25

Text proposed by the Commission Amendment

(25) To ensure full achievement of its 
objectives, the Agency should liaise with 
law enforcement bodies and privacy 
protection authorities to highlight and 
properly address the network and 
information security aspects of fighting 
cybercrime. Representatives of these 
authorities should become fully fledged 
stakeholders of the Agency and should be 
represented in the Agency’s Permanent 
Stakeholders Group. 

(25) To ensure full achievement of its 
objectives, the Agency should liaise with 
national and Union law enforcement 
bodies, national data and privacy 
protection authorities, such as national 
regulatory authorities and national data 
protection authorities, and Union data 
and privacy protection bodies, such as the 
joint supervisory bodies and the European 
data protection supervisor, to highlight 
and properly address the network and 
information security aspects of fighting 
cybercrime, as well as the data and 
privacy protection aspects relating thereto. 
Representatives of these authorities and 
bodies should become fully fledged 
stakeholders of the Agency through 
representation in the Agency’s Permanent 
Stakeholders Group.

Or. en

Justification

To address the broad range of bodies the agency should liaise with and which the Executive 
Director (ED) can choose from with respect to establishing the Permanent Stakeholders 
Group (PSG), without either limiting that choice (the Council progress report of 12 May 2011
refers only to "Union law" authorities) or biasing it towards any particular body. 
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Amendment 19

Proposal for a regulation
Recital 25 a (new)

Text proposed by the Commission Amendment

(25a) The Agency should furthermore be 
able to assist, where no other Union-level 
body has specific competence and in 
coordination with the relevant Member 
State and Union bodies, in developing a 
coherent Union response to incidents 
relating to network and information 
security affecting several Member States.

Or. en

Justification
Collection of e.g. wi-fi data carried out in the same way across several Member States should 
meet with a coordinated Union approach, in particular given the existence of harmonising 
EU legislation. Very divergent national reactions to such cases demonstrate fragmentation 
and the absence of any coordinating Union body, with a negative impact both on individuals 
and businesses. The agency is well placed to assume the necessary coordinating role. 

Amendment 20

Proposal for a regulation
Recital 27

Text proposed by the Commission Amendment

(27) The exercise of the Agency’s tasks 
should not interfere with the competencies 
nor pre-empt, impede or overlap with the 
relevant powers and tasks of: the national 
regulatory authorities as set out in the 
Directives relating to the electronic 
communications networks and services, as 
well as on the Body of European 
Regulators for Electronic Communications 
(BEREC) established by Regulation 
1211/2009 of the European Parliament and 
the Council and the Communications 
Committee referred to in Directive 

(27) The exercise of the Agency’s tasks 
should reinforce and should not interfere 
with the competencies, nor pre-empt, 
impede or overlap with the relevant powers 
and tasks, of: the national regulatory 
authorities as set out in the Directives 
relating to the electronic communications 
networks and services, as well as on the 
Body of European Regulators for 
Electronic Communications (BEREC) 
established by Regulation 1211/2009 of the 
European Parliament and the Council and 
the Communications Committee referred to 
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2002/21/EC, the European standardisation 
bodies, the national standardisation bodies 
and the Standing Committee as set out in 
Directive 98/34/EC of the European 
Parliament and of the Council of 22 June 
1998 laying down a procedure for the 
provision of information in the field of 
technical standards and regulations and of 
rules on Information Society Services and 
the supervisory authorities of the Member 
States relating to the protection of 
individuals with the regard to the 
processing of personal data and on the free 
movement of such data. 

in Directive 2002/21/EC, the European 
standardisation bodies, the national 
standardisation bodies and the Standing 
Committee as set out in Directive 
98/34/EC of the European Parliament and 
of the Council of 22 June 1998 laying 
down a procedure for the provision of 
information in the field of technical 
standards and regulations and of rules on 
Information Society Services and the 
supervisory authorities of the Member 
States relating to the protection of 
individuals with the regard to the 
processing of personal data and on the free 
movement of such data.

Or. en

Amendment 21

Proposal for a regulation
Recital 27 a (new)

Text proposed by the Commission Amendment

(27a) The organisational structure of the 
Agency should be simplified and 
strengthened to allow for greater 
efficiency and cost effectiveness, while 
ensuring continued high-level 
representation from the Commission and 
the Member States.

Or. en

Justification

See e.g. AMs abolishing the stakeholder representatives and working bodies in the 
Management Board (MB), establishing a small Executive Board (EB) and ensuring decision-
taking capabilities.
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Amendment 22

Proposal for a regulation
Recital 28

Text proposed by the Commission Amendment

(28) In order to ensure that the Agency is 
effective, the Member States and the 
Commission should be represented on a 
Management Board, which should define 
the general direction of the Agency’s 
operations and ensure that it carries out its 
tasks in accordance with this Regulation. 
The Management Board should be 
entrusted with the necessary powers to 
establish the budget, verify its execution, 
adopt the appropriate financial rules, 
establish transparent working procedures 
for decision making by the Agency, adopt 
the Agency’s work programme, adopt its 
own rules of procedure and the Agency’s 
internal rules of operation, and appoint and 
decide on the extension or termination of 
the mandate of the Executive Director. The 
Management Board should be able to set 
up working bodies to assist it with its 
tasks; such bodies could for example draft 
its decisions or monitor their 
implementation. 

(28) In order to ensure that the Agency is 
effective, the Member States and the 
Commission should be represented at 
appropriate levels on a Management 
Board, which should define the general 
direction of the Agency’s operations and 
ensure that it carries out its tasks in 
accordance with this Regulation. The 
Management Board should be entrusted 
with the necessary powers to establish the 
budget, verify its execution, adopt the 
appropriate financial rules, establish 
transparent working procedures for 
decision making by the Agency, adopt the 
Agency’s work programme, adopt its own 
rules of procedure and the Agency’s 
internal rules of operation, and appoint and 
decide on the extension, subject to, 
respectively, confirmation by or opinion 
of the European Parliament, or 
termination of the mandate of the 
Executive Director. The Management 
Board should set up an Executive Board to 
assist it with its tasks.

Or. en

Justification
In order to strengthen the agency and ensure it appropriate attention, the ordinary members 
of the MB and the EB should be high-level representatives. Appointment of the ED should be 
subject to confirmation by the European Parliament, as is the case e.g. for the Executive 
Director of the European Banking Authority. MB working bodies are unnecessary with the 
formation of an EB (cf BUDG 5). 
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Amendment 23

Proposal for a regulation
Recital 29

Text proposed by the Commission Amendment

(29) The smooth functioning of the Agency 
requires its Executive Director to be 
appointed on the grounds of merit and 
documented administrative and managerial 
skills, as well as competence and 
experience relevant for network and 
information security, and that he/she 
performs his/her duties with complete 
independence as to the organisation of the 
internal functioning of the Agency. To this 
end, the Executive Director should prepare 
a proposal for the Agency’s work 
programme, after prior consultation with 
the Commission services, and take all 
necessary steps to ensure the proper 
execution of the work programme of the 
Agency. He should prepare a draft general 
report each year to be submitted to the 
Management Board, should draw up a draft 
statement of estimates of revenue and 
expenditure for the Agency, and should 
implement the budget.

(29) As is the case with all Union 
Agencies, the smooth functioning of the 
Agency requires its Executive Director to 
be appointed on the grounds of merit and 
documented administrative and managerial 
skills, as well as competence and 
experience relevant for network and 
information security, and that he/she 
performs his/her duties with complete 
independence as to the organisation of the 
internal functioning of the Agency. To this 
end, the Executive Director should prepare 
a proposal for the Agency’s work 
programme, after prior consultation with 
the Commission, and take all necessary 
steps to ensure the proper execution of the 
work programme of the Agency. He should 
prepare a draft general report each year to 
be submitted to the Management Board, 
should draw up a draft statement of 
estimates of revenue and expenditure for 
the Agency, and should implement the 
budget.

Or. en

Justification

See AMs to Art 12, accepting Council's view that the Commission itself, not the Commission 
services, should be engaged.

Amendment 24

Proposal for a regulation
Recital 30

Text proposed by the Commission Amendment

(30) The Executive Director should have 
the option of setting up ad hoc Working 

(30) The Executive Director should have 
the option of setting up ad hoc Working 
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Groups to address specific matters, in 
particular of a scientific or technical, or a
legal or socio-economic nature. In setting 
up the ad hoc Working Groups the 
Executive Director should seek input from 
and draw on the relevant external expertise 
needed to enable the Agency to have 
access to the most up-to-date information 
available on security challenges posed by 
the developing information society. The 
Agency should ensure that the ad hoc 
Working Groups’ membership is selected 
according to the highest standards of 
expertise, taking due account of a 
representative balance, as appropriate 
according to the specific issues, between 
the public administrations of the Member 
States, the private sector, including 
industry, the users, and academic experts in 
network and information security. The 
Agency may, as necessary, invite 
individual experts recognised as competent 
in the relevant field to participate in the 
Working Groups’ proceedings, on a case-
by-case basis. Their expenses should be 
met by the Agency in accordance with its 
internal rules and in accordance with the 
existing Financial Regulations.

Groups to address specific matters, in 
particular of a scientific, technical or legal 
or socio-economic nature. In setting up ad 
hoc Working Groups the Executive 
Director should seek input from and draw 
on the relevant external expertise needed to 
enable the Agency to have access to the 
most up-to-date information available on 
security challenges posed by the 
developing information society. The 
Executive Director should ensure that the 
ad hoc Working Groups’ membership is 
selected according to the highest standards 
of expertise, taking due account of a 
representative balance, as appropriate 
according to the specific issues, between 
the public administrations of the Member 
States, the Union institutions, the private 
sector, including industry, the users, and 
academic experts in network and 
information security. The Executive 
Director may, as appropriate, invite 
individual experts recognised as competent 
in the relevant field to participate in the 
Working Groups’ proceedings, on a case-
by-case basis. Their expenses should be 
met by the Agency in accordance with its 
internal rules and in accordance with the 
existing Financial Regulations.

Or. en

Amendment 25

Proposal for a regulation
Recital 31

Text proposed by the Commission Amendment

(31) The Agency should have a Permanent 
Stakeholders’ Group as an advisory body, 
to ensure regular dialogue with the private 
sector, consumers’ organisations and other 
relevant stakeholders. The Permanent 
Stakeholders’ Group, set up by the 
Management Board on a proposal by the 

(31) The Agency should have a Permanent 
Stakeholders’ Group as an advisory body, 
to ensure regular dialogue with the private 
sector, consumers’ organisations and other 
relevant stakeholders. The Permanent 
Stakeholders’ Group, set up by the 
Management Board on a proposal by the 
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Executive Director, should focus on issues 
relevant to all stakeholders and bring them 
to the attention of the Agency. The 
Executive Director may, where appropriate 
and according to the agenda of the 
meetings, invite representatives of the 
European Parliament and other relevant 
bodies to take part in meetings of the 
Group. 

Executive Director, should focus on issues 
relevant to stakeholders and bring them to 
the attention of the Agency. The Executive 
Director may, where appropriate and 
according to the agenda of the meetings, 
invite representatives of the European 
Parliament and other relevant bodies to 
take part in meetings of the Group.

Or. en

Justification

The PSG should be able to address issues even if they are not relevant for each and every 
stakeholder in the PSG, in particular given the broadening of the composition of the PSG.  

Amendment 26

Proposal for a regulation
Recital 32

Text proposed by the Commission Amendment

(32) The Agency shall operate according 
to, respectively, (i) the principle of 
subsidiarity, ensuring an appropriate 
degree of coordination between the 
Member States on NIS-related matters and 
improving the effectiveness of national 
policies, thus adding value to them and (ii) 
the principle of proportionality, not going 
beyond what is necessary in order to 
achieve the objectives set out by this 
Regulation. 

(32) The Agency shall operate according 
to, respectively, (i) the principle of 
subsidiarity, ensuring an appropriate 
degree of coordination between the 
Member States and national bodies on 
network and information security-related
matters and improving the effectiveness of 
national policies, thus adding value to them 
and (ii) the principle of proportionality, not 
going beyond what is necessary in order to 
achieve the objectives set out by this 
Regulation.

Or. en
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Amendment 27

Proposal for a regulation
Recital 34

Text proposed by the Commission Amendment

(34) Within its scope, in its objectives and 
in the fulfilment of its tasks, the Agency 
should comply in particular with the 
provisions applicable to the European 
institutions, and with national legislation 
regarding the treatment of sensitive 
documents. The Management Board should 
have the power to take a decision allowing 
the Agency to handle classified 
information.

(34) Within its scope, in its objectives and 
in the fulfilment of its tasks, the Agency 
should comply in particular with the 
provisions applicable to the European 
institutions, and with national legislation 
regarding the treatment of sensitive 
documents. The Management Board should 
take a decision allowing the Agency to 
handle classified information.

Or. en

Justification

It should be a duty of the MB to ensure that the agency can handle classified information.

Amendment 28

Proposal for a regulation
Recital 35

Text proposed by the Commission Amendment

(35) In order to guarantee the full 
autonomy and independence of the 
Agency, it is considered necessary to grant 
it an autonomous budget whose revenue 
comes primarily from a contribution from 
the Union and contributions from third 
countries participating in the Agency’s 
work. The host Member State, or any other 
Member State, should be allowed to make 
voluntary contributions to the revenue of 
the Agency. The Union’s budgetary 
procedure remains applicable as far as any 
subsidies chargeable to the general budget 
of the European Union are concerned. 
Moreover, the Court of Auditors should 
undertake the auditing of accounts.

(35) In order to guarantee the full 
autonomy and independence of the Agency 
and to enable it to perform additional and 
new tasks, including unforeseen 
emergency tasks, it is considered necessary 
to grant it a sufficient and autonomous 
budget whose revenue comes primarily 
from a contribution from the Union and 
contributions from third countries 
participating in the Agency’s work. The 
host Member State, or any other Member 
State, should be allowed to make voluntary 
contributions to the revenue of the Agency. 
The Union’s budgetary procedure remains 
applicable as far as any subsidies 
chargeable to the general budget of the 
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European Union are concerned. Moreover, 
the Court of Auditors should undertake the 
auditing of accounts to ensure 
transparency and accountability.

Or. en

Justification
BUDG AM 3, with an addition to address the possibility of a surge in expenditure due to 
unforeseen emergencies. 

Amendment 29

Proposal for a regulation
Recital 36

Text proposed by the Commission Amendment

(36) The Agency should succeed ENISA as 
established by Regulation No 460/2004. 
Within the framework of the decision of 
the Representatives of the Member States, 
meeting in the European Council of 13 
December 2003, the host Member State 
should maintain and develop the current 
practical arrangements in order to ensure 
the smooth and efficient operation of the 
Agency, having regard in particular to the 
Agency's cooperation with and assistance 
to the Commission, the Member States and 
their competent bodies, other Union 
institutions and bodies, and public and 
private stakeholders from throughout 
Europe.

(36) The Agency should succeed ENISA as 
established by Regulation No 460/2004. 
The host Member State should maintain 
and develop practical arrangements in 
order to ensure the smooth and efficient 
operation of the Agency, having regard in 
particular to the Agency's cooperation with 
and assistance to the Commission, the 
Member States and their competent bodies, 
other Union institutions and bodies, and 
public and private stakeholders from 
throughout Europe.

Or. en

Justification

This Regulation formally establishes the agency as a successor to ENISA as established by the 
original 2004 Regulation. It is therefore not affected by any decision amongst Member States 
pertaining to the 2004 Regulation.
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Amendment 30

Proposal for a regulation
Recital 37 a (new)

Text proposed by the Commission Amendment

(37a) The provisions of point 47 of the 
Interinstitutional Agreement of 17 May 
2006 between the European Parliament, 
the Council and the Commission on 
budgetary discipline and sound financial 
management1 should apply for the 
renewal of the Agency's mandate and any 
decision of the legislative authority in 
favour of such a renewal should be 
without prejudice to the decisions of the 
budgetary authority in the context of the 
annual budgetary procedure,
____________
1 OJ C 139, 14.6.2006, p. 1.

Or. en

Justification
BUDG AM 1, rephrased as a recital. 

Amendment 31

Proposal for a regulation
Article 1 – title

Text proposed by the Commission Amendment

Subject matter and scope Subject matter and objectives

Or. en
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Amendment 32

Proposal for a regulation
Article 1 – paragraph 1

Text proposed by the Commission Amendment

1. This Regulation establishes a European
Network and Information Security Agency 
(hereinafter ‘the Agency’) for the purpose 
of contributing to a high level of network 
and information security within the Union 
and in order to raise awareness and develop 
a culture of network and information 
security in society for the benefit of the 
citizens, consumers, enterprises and public 
sector organisations in the Union, thus 
contributing to the smooth functioning of 
the internal market.

1. This Regulation establishes a Union
Network and Information Security Agency 
(hereinafter ‘the Agency’) to undertake the 
tasks assigned to it for the purpose of 
contributing to a high level of network and 
information security within the Union and 
in order to raise awareness and develop a 
culture of network and information security 
in society for the benefit of the citizens, 
consumers, enterprises and public sector 
organisations in the Union, thus 
contributing to the smooth functioning of 
the internal market.

Or. en

Amendment 33

Proposal for a regulation
Article 1 – paragraph 1 a (new)

Text proposed by the Commission Amendment

1a. The Agency shall develop and 
maintain a high level of expertise.

Or. en

Justification

Moved from Art 2 and accepting Council's approach of turning the text (former part of Art 
2(3)) into a separate paragraph.
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Amendment 34

Proposal for a regulation
Article 1 – paragraph 1 b (new)

Text proposed by the Commission Amendment

1b. The Agency shall assist the 
Commission, the other Union institutions, 
the Member States and industry to meet 
the requirements of network and 
information security in present and future 
Union legislation, thus contributing to the 
smooth functioning of the internal 
market.

Or. en

Justification

Former Art 2(1).

Amendment 35

Proposal for a regulation
Article 1 – paragraph 1 c (new)

Text proposed by the Commission Amendment

1c. The Agency shall assist in enhancing 
and strengthening the capability and 
preparedness of the Member States and of 
the Union to prevent, detect and respond 
to network and information security 
problems and incidents.

Or. en

Justification

Former Art 2(2). Council changes accepted ("...assist in enhancing and strengthening...").
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Amendment 36

Proposal for a regulation
Article 1 – paragraph 3 d (new)

Text proposed by the Commission Amendment

1d. The Agency shall use its expertise to 
stimulate broad cooperation between 
actors both from the public and private
sectors.

Or. en

Justification

Former part of Art 2(3). Council changes accepted. 

Amendment 37

Proposal for a regulation
Article 2

Text proposed by the Commission Amendment

Article 2 deleted
Objectives
1. The Agency shall assist the 
Commission and the Member States to 
meet the legal and regulatory 
requirements of network and information 
security in present and future Union 
legislation, thus contributing to the 
smooth functioning of the internal 
market.
2. The Agency shall enhance the 
capability and preparedness of the Union 
and of Member States to prevent, detect 
and respond to network and information 
security problems and incidents.
3. The Agency shall develop and maintain 
a high level of expertise and shall use this 
expertise to stimulate broad cooperation 
between public and private-sector actors.
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Or. en

Justification

Merged into Art 1.

Amendment 38

Proposal for a regulation
Article 3 – paragraph 1

Text proposed by the Commission Amendment

1. Within the purpose set out in Article 1, 
the Agency shall perform the following 
tasks:

1. Within the purpose and for the 
objectives set out in Article 1, the Agency 
shall perform the following tasks:

Or. en

Justification

As a general matter, most references in Art 3 to the agency only being able to to act on 
request have been deleted. The agency, which can only advise, facilitate, promote cooperation 
etc and is not given any new operational tasks, should be able to act on its own initiative 
when and if it identifies a need. See also the proposed Art 3(1a)(new).

Amendment 39

Proposal for a regulation
Article 3 – paragraph 1 – point a

Text proposed by the Commission Amendment

(a) Assist the Commission, at its request 
or on its own initiative, on network and 
information security policy development
by providing it with advice and opinions 
and with technical and socio-economic 
analyses, and with preparatory work for 
developing and updating Union legislation 
in the field of network and information 
security;

(a) Assist the Union institutions on all 
matters relating to network and 
information security policy by providing 
them with advice, opinions and analyses, 
and by providing the Commission with 
preparatory work for developing and 
updating Union legislation in the field of 
network and information security;

Or. en
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Justification

Addition of "all matters related to" and deletions of "development" and "with technical and 
socio-economic" follows Council.

Amendment 40

Proposal for a regulation
Article 3 – paragraph 1 – point a a (new)

Text proposed by the Commission Amendment

(aa) Advise the Union institutions and the 
Member States on research needs in the 
area of network and information security 
with a view to enabling effective responses 
to current and emerging network and 
information security risks and threats,
and to using risk-prevention technologies 
effectively;

Or. en

Justification

Council text with minor changes (including deletion of a reference to the agency only being 
able to provide advice to MS at their request).

Amendment 41

Proposal for a regulation
Article 3 – paragraph 1 – point b

Text proposed by the Commission Amendment

(b) Facilitate the cooperation among the 
Member States and between the Member 
States and the Commission in their efforts 
with a cross-border dimension to prevent, 
detect and respond to network and 
information security incidents;

(b) Promote cooperation among the 
Member States and facilitate cooperation
between the Member States and the Union 
institutions in their efforts to prevent, 
detect and respond to network and 
information security incidents with a cross-
border dimension;

Or. en
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Justification

Council's editing accepted (putting the cross-border reference last) while not accepting 
Council's more restrictive wording ("where this has an impact across borders").

Amendment 42

Proposal for a regulation
Article 3 – paragraph 1 – point c

Text proposed by the Commission Amendment

(c) Assist the Member States and the 
European institutions and bodies in their 
efforts to collect, analyse and disseminate
network and information security data; 

(c) Assist the Member States and the 
Union institutions and bodies in collecting, 
analysing and disseminating network and 
information security data;

Or. en

Amendment 43

Proposal for a regulation
Article 3 – paragraph 1 – point c a (new)

Text proposed by the Commission Amendment

  (ca) Liaise, and exchange know-how and 
best practices, with relevant Member State 
and Union bodies, including those dealing 
with cybercrime and data protection, and 
provide advice on network and 
information security aspects that might 
have an impact on their work, with the 
aim of achieving a mutual strengthening 
of their and the Agency's efforts to 
promote improved network and 
information security;

Or. en

Justification

Council text accepted with some modifications (incl avoiding the word "synergy" and adding 
MS bodies). Compare also, partly, Recommendation 11 of the July 2011 ITRE-commissioned 
ENISA study.



PR\875732EN.doc 33/76 PE470.059v01-00

EN

Amendment 44

Proposal for a regulation
Article 3 – paragraph 1 – point d

Text proposed by the Commission Amendment

(d) Regularly assess, in cooperation with
the Member States and the European 
institutions, the state of network and 
information security in Europe; 

(d) Regularly assess, with the cooperation 
of the Member States and the Commission, 
the state of network and information 
security in Europe;

Or. en

Justification

Council's version not accepted, i.a. as it appears to weaken the provision by making the state 
of security assessment dependent on information provided by the MS, instead of obliging the 
MS (and the Commission - the primarily relevant Union institution) to cooperate.

Amendment 45

Proposal for a regulation
Article 3 – paragraph 1 – point e

Text proposed by the Commission Amendment

(e) Support cooperation among competent 
public bodies in Europe, in particular 
supporting their efforts to develop and 
exchange good practices and standards;

(e) Promote cooperation among competent 
public bodies in Europe, in particular to 
develop and exchange good practices and 
standards;

Or. en

Amendment 46

Proposal for a regulation
Article 3 – paragraph 1 – point f

Text proposed by the Commission Amendment

(f) Assist the Union and the Member States 
in promoting the use of risk management 
and security good practice and standards 
for electronic products, systems and 

(f) Assist the Union and the Member States 
in promoting the use of risk management 
and security good practice and standards 
for electronic products, systems, networks, 
software and services, including by the 
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services; promotion of minimum risk management 
and security requirements;

Or. en

Justification

The agency should be able to play a role in future to assist in preventing cases such as the 
attacks against the EU emissions trading system by providing a platform for promotion of 
minimum risk management and security requirements.

Amendment 47

Proposal for a regulation
Article 3 – paragraph 1 – point g

Text proposed by the Commission Amendment

(g) Support cooperation between public 
and private stakeholders on the Union 
level, inter alia, by promoting information 
sharing and awareness raising, and 
facilitating their efforts to develop and 
take up standards for risk management and 
for the security of electronic products, 
networks and services; 

(g) Promote cooperation between public 
and private stakeholders on the Union 
level, inter alia, by promoting information 
sharing and awareness raising, and by
facilitating the development and take-up of
standards for risk management and for the 
security of electronic products, systems,
networks, software and services;

Or. en

Amendment 48

Proposal for a regulation
Article 3 – paragraph 1 – point h

Text proposed by the Commission Amendment

(h) Facilitate dialogue and exchange of 
good practice among public and private 
stakeholders on network and information 
security, including aspects of the fight 
against cybercrime; assist the Commission 
on policy developments that take into 
account network and information security 
aspects of the fight against cybercrime;

(h) Promote dialogue and exchange of 
good practice among public and private 
stakeholders on network and information 
security, including aspects of the fight
against cybercrime; assist the Commission 
on policy developments that take into 
account network and information security 
aspects of the fight against cybercrime;
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Or. en

Amendment 49

Proposal for a regulation
Article 3 – paragraph 1 – point i

Text proposed by the Commission Amendment

(i) Assist the Member States and the 
European institutions and bodies, at their 
request, in their efforts to develop network 
and information security detection, analysis 
and response capability;

(i) Assist the Member States and the Union
institutions and bodies in their efforts to 
develop and improve network and 
information security detection, analysis and 
response capability, including on site, and 
to organise and run European, and, on 
request by a Member State, national
exercises, and be engaged in international 
exercises;

Or. en

Justification

The reference to "on site" addresses situations where the agency's employees might need to 
assist Member States on location with acute problems. The reference to exercises proposed 
taken over from Council. For "international exercises", see e.g. the ENISA study p 12.

Amendment 50

Proposal for a regulation
Article 3 – paragraph 1 – point j a (new)

Text proposed by the Commission Amendment

(ja) Assist in coordinating, in consultation 
with the Commission and other relevant 
Member State and Union bodies, 
responses to breaches of applicable law 
affecting several Member States;

Or. en

Justification

See Recital 25a. The agency should be able to assist in e.g. filling the gap demonstrated by 
the recent case involving collection of wi-fi data. Both network security and data protection 
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aspects were involved in the same way across MS, but MS reactions, in applying national 
legislation based on harmonising EU legislation, differed substantially. There is currently no 
single EU body able to assist in coordinating national responses and, potentially, for the 
operator concerned to interact with. 

Amendment 51

Proposal for a regulation
Article 3 – paragraph 1 – point j b (new)

Text proposed by the Commission Amendment

(jb) Promote awareness-raising of end-
users in matters relating to network and 
information security, the fight against 
cybercrime and protection of privacy and 
personal data, by assisting Member States 
in producing standardised public interest 
information as provided for in Article 
21(4) of Directive 2002/22/EC of the 
European Parliament and of the Council 
of 7 March 2002 on universal service and 
users' rights relating to electronic 
communications networks and services 
(Universal Service Directive)1, and also by 
assisting in the development of such 
information to be included with the supply 
of new devices intended for use on public 
communications networks;
____________
1 OJ L 108, 24.4.2002, p. 51.

Or. en

Justification

To enable the agency to participate in activating the "public interest information platform" 
established in the Universal Service Directive in 2009. Network and information security 
ultimately depends to a large extent on actions by individual users. They should therefore be 
aware of threats and precautions they can take, both in their own interest and for better 
security of networks overall. See Recital 20.
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Amendment 52

Proposal for a regulation
Article 3 – paragraph 1 – point j c (new)

Text proposed by the Commission Amendment

(jc) Assist the Commission in preparing a 
comprehensive Union strategy on network 
and information security by presenting a 
comprehensive analysis for that purpose, 
following necessary consultations with all 
stakeholders;

Or. en

Justification

Cf BUDG AM 2 (recital 11), and also the ITRE/Tzavela Broadband Report.

Amendment 53

Proposal for a regulation
Article 3 – paragraph 1 – point k

Text proposed by the Commission Amendment

(k) Carry out tasks conferred on the 
Agency by Union legislative acts.

(k) Carry out tasks conferred on the 
Agency by Union legislative acts, as well 
as any ancillary tasks necessary in order 
to perform the tasks referred to in points 
(a) to (jc) or in other Union legislative 
acts.

Or. en

Amendment 54

Proposal for a regulation
Article 3 – paragraph 1 a (new)

Text proposed by the Commission Amendment

1a. The Agency may act on its own 
initiative within the scope and objectives 
of this Regulation. Where a Member State 
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has requested the Agency to act, that 
Member State shall inform the Agency of 
whether and how its recommendation has 
been taken into account.

Or. en

Justification

See justif to Art 3(1). As the Council text allows the agency to independently give advice etc,
Council's general references to the agency acting only on request of a MS appear superfluous 
and contradictory and are proposed not taken over. It seems logical and helpful to the 
development of the agency (e.g. to evaluate the effectiveness of its services etc) that a MS who 
actually requests assistance, as opposed to where the agency acts on its own initiative, 
informs the agency of its usefulness.

Amendment 55

Proposal for a regulation
Article 3 – paragraph 1 b (new)

Text proposed by the Commission Amendment

1b. The Member States and Union 
institutions shall regularly inform the 
Agency of the main components of their 
network and information security 
activities.

Or. en

Justification

The agency should complement, not duplicate, MS activities. It therefore needs to be aware of 
the thrust of such activities. Compare Art 4(2) of the Regulation on the European Agency for 
Safety and Health at Work.

Amendment 56

Proposal for a regulation
Article 3 a (new)

Text proposed by the Commission Amendment

Article 3a
Computer Emergency and Response 
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Teams (CERTs)
1. The Agency shall support Member 
State and Union CERTs and the 
establishment and operation of a network 
of Member State and Union CERTs, 
including the members of the European 
Governmental CERTs Group.  To assist in 
ensuring that each of the Member State 
and Union CERTs have sufficiently 
advanced capabilities and that those 
capabilities correspond as far as possible 
to the capabilities of the most advanced 
CERTs, the Agency shall assist in 
benchmarking of the teams and shall 
promote dialogue and exchange of 
information and best practices between 
the CERTs and the European 
Governmental CERTs Group.  The 
Agency shall promote and support 
cooperation between the relevant Member 
State and Union CERTs in the event of 
incidents involving or potentially 
involving several of them.
2. The Agency shall facilitate contacts and 
exchanges of information and best 
practices with relevant state and other 
CERTs, groups and fora in third 
countries.

Or. en

Justification

As demonstrated at the ITRE mini-hearing, the agency has an important role vis-a-vis 
national and Union computer emergency and response teams (CERTs). That role deserves to
be clarified and highlighted in a separate text.

Amendment 57

Proposal for a regulation
Article 4 – point a a (new)

Text proposed by the Commission Amendment

(aa) an Executive Board;

Or. en
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Justification

The creation of an EB follows from recommendations in the Inter-institutional Working 
Group on agencies (IWG) and is included in the BUDG Opinion (AM 5). It should facilitate 
and streamline the internal operation of the agency.

Amendment 58

Proposal for a regulation
Article 5 – paragraph 1

Text proposed by the Commission Amendment

1. The Management Board shall define the 
general direction of the operation of the 
Agency and ensure that the Agency works 
in accordance with the rules and principles 
laid down in this Regulation. It shall also 
ensure consistency of the Agency’s work 
with activities conducted by the Member 
States as well as at Union level. 

1. The Management Board shall define the 
general direction of the operation of the 
Agency and ensure that the Agency works 
in accordance with the rules and principles 
laid down in this Regulation. It shall also 
ensure consistency of the Agency’s work 
with activities conducted by the Member 
States as well as at Union level. The 
Management Board shall adopt any 
administrative arrangements with third 
countries and approve any other 
initiatives with an international 
dimension.

Or. en

Justification

The text on arrangements with third countries etc flows from recommendations in the IWG on 
agencies. 

Amendment 59

Proposal for a regulation
Article 5 – paragraph 2

Text proposed by the Commission Amendment

2. The Management Board shall adopt its 
rules of procedure in agreement with the 
relevant Commission services. 

2. The Management Board shall adopt its 
rules of procedure in agreement with the 
Commission. The rules of procedure shall 
allow for expedited decisions through 
either written procedure or by remote 
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conferencing.

Or. en

Justification

Deletion of Commission "services" follows Council here and elsewhere. However, the 
Commission's role should be stronger than just being consulted, as proposed by Council.

Amendment 60

Proposal for a regulation
Article 5 – paragraph 3

Text proposed by the Commission Amendment

3. The Management Board shall adopt the 
Agency’s internal rules of operation in 
agreement with the relevant Commission 
services. These rules shall be made public.

3. The Management Board shall adopt the 
Agency’s internal rules of operation in 
agreement with the Commission. These 
rules shall be made public.

Or. en

Amendment 61

Proposal for a regulation
Article 5 – paragraph 4

Text proposed by the Commission Amendment

4. The Management Board shall appoint 
the Executive Director in accordance with 
Article 10(2) and may remove the 
Executive Director. The Management 
Board shall exercise disciplinary authority 
over the Executive Director.

4. The Management Board shall appoint 
the Executive Director after confirmation 
by the European Parliament in accordance 
with Article 10(2) and may dismiss the 
Executive Director. The Management 
Board shall exercise disciplinary authority 
over the Executive Director.

Or. en

Justification

The role of Parliament in the appointment of the ED should be strengthened, see Article 10 
and compare the co-decided Regulation 1093/2010 on the European Banking Authority. 
Council change of "remove" to "dismiss" taken over.
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Amendment 62

Proposal for a regulation
Article 5 – paragraph 4 a (new)

Text proposed by the Commission Amendment

4a. The Management Board shall be 
consulted by the Executive Director on 
the main activities, priorities and 
objectives that the Agency shall be 
focusing on for the next year. The first 
draft of the Agency's work programme 
shall be based on the result of this 
consultation.

Or. en

Justification

Council text accepted.

Amendment 63

Proposal for a regulation
Article 5 – paragraph 4 b (new)

Text proposed by the Commission Amendment

4b. The Management Board shall decide 
on the establishment of liaison and 
branch offices. 

Or. en

Justification

See ENISA study Recommendations 8-9. While the MB can set up a these offices without an 
explicit reminder in the Regulation, it has not so far despite the many recommendations to 
that effect. The text is not contradictory to the proposed seat in Brussels.
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Amendment 64

Proposal for a regulation
Article 5 – paragraph 5

Text proposed by the Commission Amendment

5. The Management Board shall adopt the 
Agency’s work programme in accordance 
with Article 13(3) and the general report on 
the Agency’s activities for the previous 
year in accordance with Article 14(2). 

5. The Management Board shall adopt the 
Agency’s work programme in accordance 
with Article 12(3) and the general report on 
the Agency’s activities for the previous 
year in accordance with Article 13(2). 

Or. en

Amendment 65

Proposal for a regulation
Article 5 – paragraph 5 a (new)

Text proposed by the Commission Amendment

5a. The Management Board shall perform 
its duties in relation to the Agency's 
budget pursuant to Articles 19 and 21 and 
monitor and give adequate follow-up to 
the findings and recommendations 
stemming from audit reports and 
evaluations, whether internal or external.

Or. en

Justification

BUDG AM 4.

Amendment 66

Proposal for a regulation
Article 5 – paragraph 8

Text proposed by the Commission Amendment

8. The Management Board may set up 
working bodies composed of its members 
to assist it in carrying out its tasks, 

8. The Management Board shall set up an 
Executive Board composed of its members 
to assist it in carrying out its tasks, 
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including drafting its decisions and 
monitoring the implementation thereof.

including drafting its decisions and 
monitoring the implementation thereof.

Or. en

Justification

See justif to Art 4. With the establishment of an EB the "working bodies" of the MB can be 
abolished.

Amendment 67

Proposal for a regulation
Article 5 – paragraph 9

Text proposed by the Commission Amendment

9. The Management Board may adopt the 
Multi-Annual Staff Policy Plan, after 
consulting the Commission services and 
having duly informed the Budgetary 
Authority. 

9. The Management Board shall, after 
consulting the Commission, adopt the 
multi-annual Staff Policy Plan, taking into 
account the multi-annual outlook of the 
work programme and the statement of 
estimates of the Agency's revenue and 
expenditure. It shall duly inform the 
Budgetary Authority.

Or. en

Justification

Council changes accepted. See also the ENISA study, proposing that the MB's role in staff 
strategic planning is clarified (Recommendation 3).

Amendment 68

Proposal for a regulation
Article 6 – paragraph 1

Text proposed by the Commission Amendment

1. The Management Board shall be 
composed of one representative of each 
Member State, three representatives 
appointed by the Commission, and three 
representatives without the right to vote, 
appointed by the Commission, each of 
whom represent one of the following 

1. The Management Board shall be 
composed of one representative of each 
Member State, authorised to act on behalf 
of that Member State, and three 
representatives appointed by the 
Commission. Management Board 
members may be replaced by their 
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groups: alternates in accordance with the rules of 
procedure of the Management Board.

Or. en

Justification

Council changes mostly accepted. However, in order to streamline the agency and given the 
existence of the PSG, stakeholder representatives on the MB are not needed.

Amendment 69

Proposal for a regulation
Article 6 – paragraph 1 – point a

Text proposed by the Commission Amendment

(a) the information and communication 
technologies industry;

deleted

Or. en

Amendment 70

Proposal for a regulation
Article 6 – paragraph 1 – point b

Text proposed by the Commission Amendment

(b) consumer groups; deleted

Or. en

Amendment 71

Proposal for a regulation
Article 6 – paragraph 1 – point c

Text proposed by the Commission Amendment

(c) academic experts in network and 
information security.

deleted
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Or. en

Amendment 72

Proposal for a regulation
Article 6 – paragraph 2

Text proposed by the Commission Amendment

2. Board members and their alternates shall 
be appointed on the basis of their degree of 
relevant experience and expertise in the 
field of network and information security. 

2. Board members and their alternates shall 
be appointed on the basis of their degree of 
relevant experience and expertise in the 
field of network and information security. 
They shall also have the necessary 
managerial, administrative and budgetary 
skills to fulfil the tasks listed in Article 5. 
Board members appointed by the 
Commission shall be at the level of
director or higher. Board members 
appointed by Member States shall have a 
seniority corresponding to that of the 
board members appointed by the 
Commission. The entity intending to 
appoint a board member and alternate 
shall provide information on their degree 
of relevant experience and expertise in 
sufficient time prior to the appointment to 
enable the other Member States and the 
Commission to comment. Any reasoned 
objection to the intended appointment of a 
board member shall be taken into account 
by the Commission and the Member 
States.

Or. en

Justification

Cf, partly, BUDG AM 6 and Recital 28. It should be ensured that the MB members have 
appropriate seniority, anchored in a seniority requirement for the Commission
representatives (currently two Director-Generals and one Director). The equivalent national 
grades will have to be identified at MS level. There should also be a procedure for taking into 
account possible reasoned objections to MB nominees.
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Amendment 73

Proposal for a regulation
Article 6 – paragraph 3

Text proposed by the Commission Amendment

3. The term of office of the representatives 
of the groups referred to in paragraph 
1(a), (b) and (c) shall be four years. This 
term of office may be extended once. If a 
representative ceases his/her affiliation 
with the respective interest group, the 
Commission shall appoint a replacement.

3. The term of office of Management 
Board members shall be four years. Their 
term of office may be renewed once.

Or. en

Justification

Cf BUDG AM 7, as adapted to reflect the abolishment of the MB stakeholder representatives.

Amendment 74

Proposal for a regulation
Article 7 – paragraph 1

Text proposed by the Commission Amendment

The Management Board shall elect its 
Chairperson and a Deputy Chairperson
from among its members for a period of 
three years, which shall be renewable. The 
Deputy Chairperson shall ex officio 
replace the Chairperson if the latter is 
unable to attend to his or her duties.

The Management Board shall elect its 
Chair and a Deputy Chair from among its 
members for a period of three years, which 
shall be renewable. The Deputy Chair shall 
ex officio replace the Chair if the latter is 
unable to attend to his or her duties.

Or. en

Justification

Global change (not reflected in further AMs) of "Chairperson" to "Chair" in accordance with 
Parliament's 2009 guidelines on gender-neutral language. Adoption would implement the 
change throughout the Regulation.
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Amendment 75

Proposal for a regulation
Article 9 – paragraph 1

Text proposed by the Commission Amendment

1. The Management Board shall take its 
decisions by a majority of its members 
with the right to vote.

1. The Management Board shall take its 
decisions by a majority of members 
present with the right to vote.

Or. en

Justification

To facilitate decision-making, in conjunction with further AMs to Art 9.

Amendment 76

Proposal for a regulation
Article 9 – paragraph 2

Text proposed by the Commission Amendment

2. A two-thirds majority of all
Management Board members with the right 
to vote is required for the adoption of its 
rules of procedure, the Agency’s internal 
rules of operation, the budget, the annual 
work programme, and the appointment, 
extension of the term of office or removal
of the Executive Director. 

2. A two-thirds majority of Management 
Board members present with the right to 
vote is required for the adoption of its rules 
of procedure, the Agency’s internal rules of 
operation, the budget, the annual work 
programme, and the appointment, 
extension of the term of office or dismissal
of the Executive Director.

Or. en

Amendment 77

Proposal for a regulation
Article 9 – paragraph 2 a (new)

Text proposed by the Commission Amendment

  2a. A quorum of two-thirds of the 
Management Board members with vote or 
their alternates, shall be required for any 
vote taken by the Management Board. If 
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the quorum is not met, the Chair may 
convene an extraordinary meeting at 
which decisions may be taken with a 
quorum of one-third. The rules of 
procedure shall provide for adequate 
notice for convening an extraordinary 
meeting.

Or. en

Justification

The 2/3 quorum corresponds to that in the 2010/1092 Regulation on the EU Systemic Risk 
Board. Council's reminder that alternates may replace full members covered in 6(1) and 
unnecessary to repeat. The last two sentences, inspired the Regulation on the EU Systemic 
Risk Board, aim at ensuring decision making capability.

Amendment 78

Proposal for a regulation
Article 9 a (new)

Text proposed by the Commission Amendment

Article 9a
Executive Board
1. An Executive Board, composed of 
members of the Management Board 
including two representatives of the 
Commission, shall be set up. Its size shall 
not exceed one third of that of the 
Management Board. It shall meet at least 
on a quarterly basis. The Chair of the 
Management Board shall also be the 
Chair of the Executive Board.
2. The Management Board shall mandate 
the Executive Board with at least the 
following tasks, without prejudice to the 
tasks of the Executive Director:
(a) monitoring the implementation of the 
Management Board's decisions;
(b) monitoring administrative and 
budgetary issues on behalf of the 
Management Board;
(c) assisting and advising the Executive 
Director;
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(d) taking all necessary measures for the 
proper management of the Agency 
between the Management Board 
meetings;
(e) preparing decisions, programmes and 
activities to be adopted by the 
Management Board.
3. All documents distributed to members 
of the Executive Board shall be 
distributed simultaneously to members of 
the Management Board.  All members of 
the Management Board shall be allowed 
to attend meetings of the Executive Board 
at their own expense, but only those 
members also members of the Exectuive 
Board shall have voting rights. The 
Executive Board shall submit an activity 
report to each Management Board 
meeting.
4. The Executive Board shall be convened 
by the Chair whenever necessary to 
prepare the decisions of the Management 
Board and to assist and advise the 
Director. It shall adopt its decisions by 
simple majority.
5. The Director shall take part in the 
meetings of the Executive Board, but shall 
not have voting rights.

Or. en

Justification

BUDG AM 8, referring to the IWG, with proposed amendments and elements from the 
2062/94 Regulation on the EU Agency for Safety and Health at Work and the 168/2007 
Regulation on the Fundamental Rights Agency. See also the ENISA study, noting that the size 
of the MB is too large, though it now seems to work reasonably well. Concerns mentioned in 
the ENISA study re exclusion from the real decision-making and of the ED effectively 
supplanting the MB are addressed through the reporting mechanism from the EB to the MB.

Amendment 79

Proposal for a regulation
Article 10 – paragraph 1

Text proposed by the Commission Amendment

1. The Agency shall be managed by its 1. The Agency shall be managed by its 
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Executive Director, who shall be 
independent in the performance of his/her 
duties.

Executive Director, who shall be 
independent in the performance of his or
her duties.

Or. en

Justification

See Parliament's guidelines on gender-neutral language (global change without further 
individual AMs). Council's addition that the ED shall "demonstrate on an ongoing basis 
commitment to good and efficient management" is vague to the point of being entirely 
meaningless, therefore possibly damaging, and is not taken over. It is for the MB to appoint a 
suitably competent ED, subject to Parliamentary approval, and to dismiss the ED if the hiring 
decision was wrong or circumstances change. Further, the new EB should be able to more 
effectively monitor the ED.

Amendment 80

Proposal for a regulation
Article 10 – paragraph 2

Text proposed by the Commission Amendment

2. The Executive Director shall be 
appointed and dismissed by the 
Management Board. The appointment shall 
be done from a list of candidates proposed 
by the Commission for a period of five 
years, on grounds of merit and documented 
administrative and managerial skills, as 
well as specific competence and 
experience. Before appointment, the 
candidate selected by the Management 
Board may be invited to make a statement
before the competent committee of the 
European Parliament and answer questions 
put by its members. 

2. The Executive Director shall be 
appointed by the Management Board after 
confirmation by the European 
Parliament. The appointment shall be done 
from a list of candidates proposed by the 
Commission for a period of five years, on 
grounds of merit and documented 
administrative and managerial skills, as 
well as specific competence and 
experience. The Commission may arrange 
an open competition for the purpose of 
establishing a list of suitable candidates.
Before appointment, the candidate selected 
by the Management Board and the other 
candidates on the list of candidates 
proposed by the Commission shall be 
invited to make statements before the 
competent committee of the European 
Parliament and answer questions put by its 
members.

Or. en
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Justification

Follows the model of Article 51(2) of the co-decided Regulation 1093/2010 on the European 
Banking Authority. Council's text requires that an open competition is held and the 
candidates selected on the basis of that. Given a possible (and understandable) reluctance of 
suitable candidates to subject themselves to such an exercise it is better to allow the 
Commission to select candidates as before, while enabling the Commission to launch a 
competition if appropriate. Compare also the IWG on Parliamentary hearing of all 
candidates.

Amendment 81

Proposal for a regulation
Article 10 – paragraph 2 a (new)

Text proposed by the Commission Amendment

  2a. The Executive Director may be 
dismissed only by the Management Board.

Or. en

Justification

Inspired by Article 51(5) of Regulation 1093/2010 on the European Banking Authority.

Amendment 82

Proposal for a regulation
Article 10 – paragraph 3

Text proposed by the Commission Amendment

3. In the course of the nine months 
preceding the end of this period, the 
Commission shall undertake an evaluation. 
In the evaluation, the Commission shall 
assess in particular: 

3. At the latest six months before the end 
of the five year period set out in 
paragraph 2, the Commission shall, after 
undertaking an evaluation, submit an 
evaluation report to the Management 
Board and to the competent committee of 
the European Parliament. In the 
evaluation report, the Commission shall 
assess in particular: 

Or. en
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Amendment 83

Proposal for a regulation
Article 10 – paragraph 4

Text proposed by the Commission Amendment

4. The Management Board, acting on a 
proposal from the Commission, taking into 
account the evaluation report and only in 
those cases where it can be justified by the 
duties and requirements of the Agency, 
may extend the term of office of the 
Executive Director for no more than three
years.

4. The Management Board, acting on a 
proposal from the Commission, taking into 
account the evaluation report and only in 
those cases where it can be justified by the 
duties and requirements of the Agency, 
may extend the term of office of the 
Executive Director for no more than five
years, after obtaining the views of the 
European Parliament.

Or. en

Justification

Cf BUDG 9-10.

Amendment 84

Proposal for a regulation
Article 10 – paragraph 5

Text proposed by the Commission Amendment

5. The Management Board shall inform the 
European Parliament about its intention to 
extend the Executive Director's term of 
office. Within a month before the 
extension of his/her term of office, the 
Executive Director may be invited to make 
a statement before the competent 
committee of the Parliament and answer 
questions put by its members. 

5. The Management Board shall inform the 
European Parliament about its intention to 
extend the Executive Director's term of 
office. Within three months before the 
extension of his/her term of office, the 
Executive Director shall be invited to 
make a statement before the competent 
committee of the Parliament and answer 
questions put by its members.

Or. en
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Amendment 85

Proposal for a regulation
Article 10 – paragraph 6

Text proposed by the Commission Amendment

6. If the term of office is not extended, the 
Executive Director shall remain in office 
until the appointment of his/her successor.

6. The Executive Director shall remain in 
office until the appointment of his or her 
successor.

Or. en

Justification

Council changes accepted.

Amendment 86

Proposal for a regulation
Article 10 – paragraph 7 – point a a (new)

Text proposed by the Commission Amendment

(aa) preparing the work of the 
Management Board and the Executive 
Board;

Or. en

Amendment 87

Proposal for a regulation
Article 10 – paragraph 7 – point b

Text proposed by the Commission Amendment

(b) implementing the work programme and 
the decisions adopted by the Management 
Board;

(b) implementing the work programme and 
the decisions adopted by the Management 
Board and the Executive Board;

Or. en
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Amendment 88

Proposal for a regulation
Article 10 – paragraph 7 – point g

Text proposed by the Commission Amendment

(g) other tasks assigned to him/her by this 
Regulation;

(g) other tasks assigned to him or her by 
this Regulation, including preparing and 
updating the Agency's multi-annual 
strategy;

Or. en

Justification

 Cf BUDG AM 13.

Amendment 89

Proposal for a regulation
Article 10 – paragraph 8

Text proposed by the Commission Amendment

8. Where necessary and within the 
Agency’s objectives and tasks, the 
Executive Director may set up ad hoc 
Working Groups composed of experts. The 
Management Board shall be informed in 
advance. The procedures regarding in 
particular the composition, the appointment 
of the experts by the Executive Director 
and the operation of the ad hoc Working 
Groups shall be specified in the Agency’s 
internal rules of operation.

8. Where necessary and within the 
Agency’s objectives and tasks, the 
Executive Director may set up ad hoc 
Working Groups composed of experts. The 
Executive Board shall be informed in 
advance. The procedures regarding in 
particular the composition, the appointment 
of the experts by the Executive Director 
and the operation of the ad hoc Working 
Groups shall be specified in the Agency’s 
internal rules of operation.

Or. en
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Amendment 90

Proposal for a regulation
Article 10 – paragraph 9

Text proposed by the Commission Amendment

9. The Executive Director shall make 
administrative support staff and other 
resources available to the Management 
Board whenever necessary.

9. The Executive Director shall make 
administrative support staff and other 
resources available to the Management and 
Executive Boards whenever necessary.

Or. en

Amendment 91

Proposal for a regulation
Article 11 – paragraph 1

Text proposed by the Commission Amendment

1. The Management Board shall set up a 
Permanent Stakeholders’ Group on a 
proposal by the Executive Director, 
composed of experts representing the 
relevant stakeholders, such as the 
information and communication 
technologies industry, consumer groups, 
academic experts in network and 
information security, and law enforcement 
and privacy protection authorities.

1. The Management Board shall set up a 
Permanent Stakeholders’ Group on a 
proposal by the Executive Director, 
composed of peer-acknowledged experts 
representing the relevant stakeholders, such 
as the information and communication 
technologies industry, providers of 
electronic communications networks or 
services available to the public, consumer 
groups, academic experts in network and 
information security, and relevant 
authorities, including law enforcement 
and privacy protection authorities.

Or. en

Justification

The reference to "peer-acknowledged" aims at ensuring a high level of expertise of members 
of the PSG. Other changes largely reflect the Council text.  Council's addition of "Union" in 
front of the law enforcement and privacy protection authorities is not accepted as it seems to 
exclude national authorities. 
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Amendment 92

Proposal for a regulation
Article 11 – paragraph 3

Text proposed by the Commission Amendment

3. The Group shall be chaired by the 
Executive Director. 

3. The Group shall be chaired by the 
Executive Director or by any person he or 
she should appoint. 

Or. en

Justification

Council proposes allowing the MB (on a proposal by the ED) to entirely delegate the task of 
chairing the PSG to a member of the PSG. However, chairing the PSG should be a core task 
for the ED.  It should nevertheless be made explicit that the ED can appoint someone else to 
chair the PSG on a case-by-case basis. 

Amendment 93

Proposal for a regulation
Article 11 – paragraph 4

Text proposed by the Commission Amendment

4. The term of office of the Group’s 
members shall be two-and-a-half years. 
Members of the Management Board may 
not be members of the Group. Commission 
staff shall be entitled to be present at the 
meetings and participate in the work of the 
Group.

4. The term of office of the Group’s 
members shall be two-and-a-half years. 
Members of the Management Board may 
not be members of the Group. Commission 
staff and experts from the Member States
shall be entitled to be present at the 
meetings and participate in the work of the 
Group. If they are not members, 
representatives of other bodies deemed 
relevant by the Executive Director may be 
invited to be present at the meetings and 
participate in the work of the Group.

Or. en

Justification

Council changes partially accepted. Council's limitation to bodies "set up by Union law" is 
not accepted.
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Amendment 94

Proposal for a regulation
Article 12 – paragraph 1

Text proposed by the Commission Amendment

1. The Agency shall carry out its 
operations in accordance with its work 
programme, which shall contain all of its 
planned activities. The work programme 
shall not prevent the Agency from taking 
up unforeseen activities that fall within its 
objectives and tasks and within the limits 
of its budget. The Executive Director shall 
inform the Management Board of 
activities of the Agency that are not 
provided for in the work programme. 

1. The Agency shall carry out its 
operations in accordance with its work 
programme, which shall contain all of its 
planned activities. The work programme 
shall not prevent the Agency from taking 
up unforeseen activities that fall within its 
objectives and tasks and within the limits 
of its budget. The Executive Director shall 
promptly inform the Executive Board of 
activities of the Agency that are not 
provided for in the work programme. At 
the request of Executive Board members 
representing at least one-third of all 
members with voting rights, the issue of 
whether an unforeseen activity may be 
undertaken by the Agency shall be 
decided by the Executive Board.  Any 
such request shall be made within ten 
days of the Executive Director informing
the Executive Board of the unforeseen 
activity.

Or. en

Justification

The work programme is adopted by the MB. Given the tasks of the agency compared to those 
of ENISA, the possibility of unforeseen activities (while still within the agency's tasks) might 
increase. The EB should therefore have a possibility, if there is a sufficient minority 
requesting it, to promptly decide whether a particular unforeseen task should be undertaken 
or not.   

Amendment 95

Proposal for a regulation
Article 12 – paragraph 2

Text proposed by the Commission Amendment

2. The Executive Director shall be 2. The Executive Director shall be 



PR\875732EN.doc 59/76 PE470.059v01-00

EN

responsible for drawing up the Agency’s 
draft work programme after prior 
consultation with the Commission services. 
Before 15 March each year the Executive 
Director shall submit the draft work 
programme for the following year to the 
Management Board. 

responsible for drawing up the Agency’s 
draft work programme after prior 
consultation with the Commission. Before 
1 March each year the Executive Director 
shall submit the draft work programme for 
the following year to the Management 
Board. The Executive Director shall 
ensure that the draft work programme has 
clear objectives and provides for 
indicators necessary to measure the 
success of the Agency's activities.

Or. en

Justification

Council text largely accepted.

Amendment 96

Proposal for a regulation
Article 12 – paragraph 3

Text proposed by the Commission Amendment

3. Before 30 November each year, the 
Management Board shall adopt the 
Agency’s work programme for the 
following year in consultation with the 
Commission services. The work 
programme shall include a multi-annual 
outlook. The Management Board shall 
ensure that the work programme is 
consistent with the Agency’s objectives 
and with the Union's legislative and policy 
priorities in the area of network and 
information security. 

3. Before 30 November each year, the 
Management Board shall adopt the 
Agency’s work programme for the 
following year in consultation with the 
Commission. The work programme shall 
include a multi-annual outlook and cover
all aspects of the Agency's operations, 
activities and commitments. The 
Management Board shall ensure that the 
work programme clearly states the 
objectives to be achieved, the resources to 
be allocated, how the results of the 
Agency's activities shall be measured, and 
that the work programme is consistent 
with the Agency’s objectives and with the 
Union's legislative and policy priorities in 
the area of network and information 
security.

Or. en
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Justification

Cf part of BUDG AM 11, slightly changed to refer to "all aspects" instead of "virtual and 
non-virtual". Council changes proposed accepted.

Amendment 97

Proposal for a regulation
Article 12 – paragraph 4

Text proposed by the Commission Amendment

4. The work programme shall be organised 
in accordance with the Activity-Based 
Management (ABM) principle. The work 
programme shall be in line with the 
statement of estimates of the Agency’s 
revenue and expenditure and the Agency’s 
budget for the same financial year.

4. The work programme shall be organised 
in accordance with the Activity-Based 
Management (ABM) principle, with an 
indication of the anticipated human and 
financial resources allocated to each 
activity. To this end, the Executive 
Director shall establish, in agreement 
with the Commission, tailored 
performance indicators allowing for an 
effective assessment of the results 
achieved. The work programme shall be in 
line with the statement of estimates of the 
Agency’s revenue and expenditure and the 
Agency’s budget for the financial year 
covered by the programme.

Or. en

Justification

Cf BUDG AM 11.

Amendment 98

Proposal for a regulation
Article 12 – paragraph 5

Text proposed by the Commission Amendment

5. The Executive Director shall, following 
adoption by the Management Board, 
forward the work programme to the 
European Parliament, the Council, the 
Commission and the Member States and 

5. The Executive Director shall, following 
adoption by the Management Board, 
forward the work programme to the 
European Parliament, the Council, the 
Commission and the Member States and 
shall have it published. He or she shall 
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shall have it published. accept any invitation by the European 
Parliament's competent committee to 
present and hold an exchange of views on 
the annual work programme.

Or. en

Justification

BUDG AM 12.

Amendment 99

Proposal for a regulation
Article 12 – paragraph 5 a (new)

Text proposed by the Commission Amendment

5a. The Executive Director shall also 
prepare the Agency's multi-annual 
strategy and submit it to the Management 
Board after consulting the European 
Parliament and the Commission at least 8 
weeks before the relevant Management 
Board meeting.

Or. en

Justification

Cf BUDG AM 13.

Amendment 100

Proposal for a regulation
Article 13 – paragraph 1

Text proposed by the Commission Amendment

1. Each year, the Executive Director shall 
submit to the Management Board a draft 
general report covering all the activities of 
the Agency in the previous year. 

1. Each year, the Executive Director shall 
submit to the Management Board a draft 
general report covering all the activities of 
the Agency in the previous year and 
including a report on budgetary and 
financial management. The general 
report shall include tailored performance 
indicators allowing for an effective 
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assessment of the results achieved.

Or. en

Justification

Cf BUDG AM 14. Council's "The general report shall measure and publish the impact of the 
Agency's activities for the previous year" appears substantially identical with respect to its 
purpose.

Amendment 101

Proposal for a regulation
Article 14 – paragraph 1

Text proposed by the Commission Amendment

1. Requests for advice and assistance 
falling within the Agency’s objectives and 
tasks shall be addressed to the Executive 
Director and accompanied by background 
information explaining the issue to be 
addressed. The Executive Director shall 
inform the Management Board of the 
requests received, and in due course, of the 
follow-up given to the requests. If the 
Agency refuses a request, justification shall 
be given.

1. Requests for advice and assistance 
falling within the Agency’s objectives and 
tasks shall be addressed to the Executive 
Director and accompanied by background 
information explaining the issue to be 
addressed. The Executive Director shall 
inform the Executive Board of the requests 
received, the potential resource 
implications, and, in due course, of the 
follow-up given to the requests. If the 
Agency refuses a request, justification shall 
be given.

Or. en

Justification

Apart from the reference to the EB, the AM reflects Council's text.

Amendment 102

Proposal for a regulation
Article 14 – paragraph 2

Text proposed by the Commission Amendment

2. Requests referred to in paragraph 1 
may be made by:

deleted

(a) the European Parliament; 
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(b) the Council;
(c) the Commission; 
(d) any competent body appointed by a 
Member State, such as a national 
regulatory authority as defined in Article 
2 of Directive 2002/21/EC.

Or. en

Justification
Simplifying deletion, given that the entities supported by the agency flow from the tasks, and it 
would thus be unnecessary duplication to identify them again, and that the Agency is not 
obliged to act on all requests. The justification to be given by the agency to refuse a request 
could simply be that it does not fall within its tasks and/or is not made by any body identified 
in the tasks.

Amendment 103

Proposal for a regulation
Article 14 – paragraph 3

Text proposed by the Commission Amendment

3. The practical arrangements for applying 
paragraphs 1 and 2, regarding in particular 
submission, prioritisation, follow up and 
information of the Management Board on 
the requests to the Agency, shall be laid 
down by the Management Board in the 
Agency’s internal rules of operation.

3. The practical arrangements for applying 
paragraph 1, regarding in particular 
submission, prioritisation, follow up and 
information of the Executive and 
Management Boards on the requests to the 
Agency, shall be laid down by the 
Management Board in the Agency’s 
internal rules of operation.

Or. en

Amendment 104

Proposal for a regulation
Article 15 – paragraph 1

Text proposed by the Commission Amendment

1. The Executive Director and officials 
seconded by Member States on a 
temporary basis shall make a written 
declaration of commitments and a written 

1. Members of the Management Board, 
the Executive Director and officials 
seconded by Member States on a 
temporary basis shall make a declaration of 
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declaration indicating the absence of any 
direct or indirect interest which might be 
considered prejudicial to their 
independence. 

commitments and a declaration indicating 
either the absence of any direct or indirect 
interests which might be considered 
prejudicial to their independence or any 
direct or indirect interests which might be 
considered prejudicial to their 
independence. The declarations shall be 
accurate and complete, made annually in 
writing and updated whenever necessary.

Or. en

Justification

Council changes accepted, with the addition of "accurate and complete" and a requirement 
for updating when necessary.

Amendment 105

Proposal for a regulation
Article 15 – paragraph 2

Text proposed by the Commission Amendment

2. External experts participating in ad hoc 
Working Groups shall declare at each 
meeting any interest which might be 
considered prejudicial to their 
independence in relation to the items on the 
agenda and abstain from participating in 
the discussions on such points.

2. Members of the Management and 
Executive Boards, external experts 
participating in ad hoc Working Groups 
and the Executive Director, shall 
accurately and completely declare at the 
latest at each meeting any interest which 
might be considered prejudicial to their 
independence in relation to the items on the 
agenda.

Or. en

Justification

Council changes substantially accepted, with the addition of "accurately and completely".
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Amendment 106

Proposal for a regulation
Article 15 – paragraph 2 a (new)

Text proposed by the Commission Amendment

2a. The procedure related to the 
replacement of a member in the meeting 
or his or her abstention from attending 
the discussions on such points shall be 
laid down by the Management Board in 
the Agency's internal rules of operation. 
The rules of operation shall also provide 
for the possibility of independent, external 
review of any alleged issues of conflicts of 
interests.

Or. en

Justification

Council text accepted with the addition of a possibility for independent review of cases of 
alleged conflicts of interests.

Amendment 107

Proposal for a regulation
Article 16 – paragraph 2

Text proposed by the Commission Amendment

2. The Agency shall ensure that the public 
and any interested parties are given 
objective, reliable and easily accessible 
information, in particular with regard to the 
results of its work, where appropriate. It 
shall also make public the declarations of 
interest made by the Executive Director 
and by officials seconded by Member 
States on a temporary basis, together with 
the declarations of interest made by 
experts in relation to items on the agendas 
of meetings of the ad hoc Working 
Groups.

2. The Agency shall ensure that the public 
and any interested parties are given 
appropriate, objective, reliable and easily 
accessible information, in particular with 
regard to the results of its work. It shall 
also make public the declarations made in 
accordance with Article 15.

Or. en
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Justification

Council's simplified version of the last sentence accepted. In addition, "of interest" deleted to 
ensure that disclosure covers also declarations of commitment.

Amendment 108

Proposal for a regulation
Article 17 – paragraph 1

Text proposed by the Commission Amendment

1. Without prejudice to Article 14, the 
Agency shall not divulge to third parties 
information that it processes or receives for 
which confidential treatment has been 
requested.

1. Without prejudice to Article 14, the 
Agency shall not divulge to third parties 
non-classified information that it processes 
or receives for which a reasoned request 
for confidential treatment, in whole or in 
part, has been made. If the Agency finds 
that the information can be disclosed, in 
whole or in part, it shall consult with the 
party that has provided the information 
prior to disclosure.

Or. en

Justification

To enhance transparency by requiring an explanation by the person requesting confidentiality 
of the reasons for that request, and to enable the agency to disclose such - non-EU classified -
information after prior consultation if it finds that the information is not confidential (in 
whole or in part).

Amendment 109

Proposal for a regulation
Article 17 – paragraph 4

Text proposed by the Commission Amendment

4. The Management Board may decide to 
allow the Agency to handle classified 
information. In that case the Management 
Board shall, in agreement with the relevant
Commission services, adopt internal rules 
of operation applying the security 
principles contained in Commission 
Decision 2001/844/EC, ECSC, Euratom of 

4. In order to allow the Agency to handle 
classified information, the Management 
Board shall, in agreement with the 
Commission, adopt internal rules of 
operation applying the security principles 
contained in Commission Decision 
2001/844/EC, ECSC, Euratom of 29 
November 2001 amending its internal rules 
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29 November 2001 amending its internal 
rules of procedure. This shall cover, inter 
alia, provisions for the exchange, 
processing and storage of classified 
information.

of procedure. This shall cover, inter alia, 
provisions for the exchange, processing 
and storage of classified information.

Or. en

Justification

To ensure that the agency can handle EU-classified information. Council's deletion of the 
reference to Commission services accepted.

Amendment 110

Proposal for a regulation
Article 19 – paragraph 1

Text proposed by the Commission Amendment

1. The revenues of the Agency shall consist 
of a contribution from the European Union 
budget, contributions from third countries 
participating in the work of the Agency as 
provided for in Article 29, and 
contributions from Member States. 

1. The revenues of the Agency shall consist 
of a contribution from the European Union 
budget, contributions from third countries 
participating in the work of the Agency as 
provided for in Article 29, and voluntary
contributions from Member States, in 
money or in kind. Member States that 
provide voluntary contributions may not 
claim any specific right or service as a 
result thereof.

Or. en

Justification

Addition of "in money or in kind" covers e.g. secondment of experts at the home department's 
expense, the making available of computer processing capacity, payment of rent or any other 
in-kind contribution. Remaining changes are Council texts proposed largely accepted.

Amendment 111

Proposal for a regulation
Article 19 – paragraph 6

Text proposed by the Commission Amendment

6. This statement of estimates, which shall 6. This statement of estimates, which shall 
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include a draft establishment plan together 
with the draft work programme, shall, by 
31 March at the latest, be sent by the 
Management Board to the Commission and 
the States with which the European Union 
has concluded agreements in accordance 
with Article 24.

include a draft establishment plan together 
with the draft work programme, shall, by 
31 March at the latest, be sent by the 
Management Board to the Commission and 
the States with which the European Union 
has concluded agreements in accordance 
with Article 28.

Or. en

Amendment 112

Proposal for a regulation
Article 21 – paragraph 7

Text proposed by the Commission Amendment

7. The Executive Director shall, no later 
than 1 July following each financial year, 
transmit the final accounts to the European 
Parliament, the Council, the Commission 
and the Court of Auditors, together with 
the Management Board’s opinion.

7. The Executive Director shall, no later 
than 1 July following each financial year, 
transmit the final accounts, including the 
report on the budgetary and financial 
management for that financial year and 
the Court of Auditor’s observations, to the 
European Parliament, the Council, the 
Commission and the Court of Auditors, 
together with the Management Board’s 
opinion.

Or. en

Amendment 113

Proposal for a regulation
Article 22 – title

Text proposed by the Commission Amendment

Legal status Legal status and seat

Or. en
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Amendment 114

Proposal for a regulation
Article 22 – paragraph 3 a (new)

Text proposed by the Commission Amendment

3a. The Agency shall have its seat in 
Brussels.

Or. en

Justification

Follows the model of Article 7 of the co-decided Regulation 1093/2010 on the European 
Banking Authority. The  agency, which formally succeeds ENISA as formed under the 2004 
Regulation should be located where it can operate most effectively and efficiently in the 
overall Union interest. Given e.g. the tasks and the need for frequent personal contacts, that 
location is Brussels.   

Amendment 115

Proposal for a regulation
Article 23 – paragraph 1

Text proposed by the Commission Amendment

1. The rules and regulations applicable to 
officials and other staff of the European
Union shall apply to the staff of the 
Agency, including its Executive Director.

1. The rules and regulations applicable to 
officials and other staff of the Union shall 
apply to the staff of the Agency, including 
its Executive Director.

Or. en

Justification

Council change accepted.

Amendment 116

Proposal for a regulation
Article 27 – paragraph 1

Text proposed by the Commission Amendment

When processing data relating to 
individuals, the Agency shall be subject to 

When processing data relating to 
individuals, in particular while 
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the provisions of Regulation (EC) No 
45/2001.

performing its tasks, the Agency shall 
observe the principles of personal data 
protection in, and be subject to, the 
provisions of Regulation (EC) No 45/2001.

Or. en

Justification

Council changes accepted, with the addition of the "in" after "protection" and the commas 
before "and" and after "to".

Amendment 117

Proposal for a regulation
Article 28 – paragraph 2 a(new)

Text proposed by the Commission Amendment

2a. The Agency may liaise and cooperate 
with other third countries, and allow them 
to participate in relevant areas of the 
Agency's work as appropriate.

Or. en

Justification

To reflect the task of supporting international dialogue, cooperation and a global common 
approach. 

Amendment 118

Proposal for a regulation
Article 29 – paragraph 1

Text proposed by the Commission Amendment

1. Within three years from the date of 
establishment referred to in Article 34, the 
Commission, taking into account the views 
of all relevant stakeholders, shall carry out
an evaluation on the basis of terms of 
reference agreed with the Management
Board. The evaluation shall assess the 
impact and the effectiveness of the Agency 
in achieving the objectives set out in 

1. Within five years from the date of 
establishment referred to in Article 33, the 
Commission, taking into account the views 
of all relevant stakeholders, shall request
an independent third-party evaluation on 
the basis of terms of reference agreed with 
the Executive Board. The evaluation shall 
assess the impact and the effectiveness of 
the Agency in achieving the objectives set 
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Article 2, and the effectiveness of the 
Agency’s working practices. The 
Commission shall undertake the
evaluation notably in order to determine
whether an Agency is still an effective 
instrument and whether the duration of the 
Agency should be further extended beyond 
the period specified in Article 34. 

out in Article 2, and the effectiveness of 
the Agency’s working practices. The 
evaluation shall serve as a basis for
determining whether an Agency is still an 
effective instrument, whether its budget 
planning for the following years is still 
appropriate and whether the duration of 
the Agency should be further extended 
beyond the period specified in Article 33. 

Or. en

Justification

Apart from the reference to the EB, the text reflects accepted Council changes. The idea of an
independent 3rd party evaluation is also supported by the ENISA study.

Amendment 119

Proposal for a regulation
Article 29 – paragraph 3

Text proposed by the Commission Amendment

3. The Management Board shall receive the 
evaluation and issue recommendations 
regarding changes to this Regulation, the 
Agency and its working practices to the 
Commission. The Management Board and 
the Executive Director shall take the results 
of the evaluation into consideration in the 
Agency’s multi-annual planning.

3. The Management Board shall receive the 
evaluation and issue recommendations 
regarding changes to this Regulation, the 
Agency, its budget and its working 
practices to the Commission. The 
Management Board and the Executive 
Director shall take the results of the 
evaluation into consideration in the 
Agency’s multi-annual planning.

Or. en

Justification

Council change accepted.  
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Amendment 120

Proposal for a regulation
Article 30 – title

Text proposed by the Commission Amendment

Cooperation of the host Member State Cooperation of the host Member State
and headquarters agreement

Or. en

Amendment 121

Proposal for a regulation
Article 30 – paragraph 1 a (new)

Text proposed by the Commission Amendment

The necessary arrangements concerning 
the accommodation to be provided for the 
Agency in the Member State where its seat 
is located and the facilities to be made 
available by that Member State, as well as 
the specific rules applicable in that 
Member State to the Executive Director, 
the members of the Management Board, 
the staff of the Agency and members of 
their families, shall be laid down in a 
Headquarters Agreement between the 
Agency and that Member State concluded 
after obtaining the approval of the 
Management Board.

Or. en

Justification

Compare the IWG and Article 74 of the co-decided Regulation 1093/2010 on the European 
Banking Authority.
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Amendment 122

Proposal for a regulation
Article 30 – paragraph 1 b (new)

Text proposed by the Commission Amendment

That Member State shall provide the best 
possible conditions to ensure the proper 
functioning of the Agency, including 
multilingual, European-oriented 
schooling and appropriate transport 
connections.

Or. en

Justification

See justification to Art 30(1a)(new)  

Amendment 123

Proposal for a regulation
Article 33 – paragraph 1

Text proposed by the Commission Amendment

The Agency shall be established from […]
for a period of five years.

The Agency shall be established from 13 
September 2013 for a period of seven
years.

(Or. en

Justification

To align the duration to the Multiannual Financial Framework, cf Recommendation 5 and 
passim of the ENISA study.
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EXPLANATORY STATEMENT

ENISA - the European Network and Information Security Agency "the Agency" - was 
established in March 2004 for a five year period which was subsequently extended in 2008 
until March 2012. In September 2010 the Commission came forward with two proposals, the 
first was to further extend the Agency's period of establishment by a period of 18 months until 
September 2013, and the second was a more substantive proposal to modernise and streamline 
the agency. With unanimous support from the Parliament it was decided to first approve the 
extension of the Agency's mandate to secure the immediate future of the agency and allow 
Parliament more time to launch a thorough debate and analysis on the longer term future of 
the Agency.

When looking at the Commission's second proposal, to update the role of the Agency, we first 
had to consider the question of whether there is still a need for the agency. In its relatively 
short lifetime the Agency has made a valuable contribution to network and information 
security, but it is clear to your rapporteur that the continuation of the agency in its current 
form would not be a viable proposition to face the new challenges of a continually evolving 
cyber world. Having considered all the arguments it is evident that the Agency does fulfil 
specific needs at EU level, coordinating stakeholders more effectively and efficiently than 
inter-Member State cooperation might be able to achieve.

The ITRE Committee of the European Parliament decided to hold a hearing and requested an 
up-to-date, independent study to be conducted to look into various aspects of the current 
functioning of the Agency, including how the agency can effectively contribute to network 
and information security in the EU and internationally. The brief for the study called for it to 
consider all practical arrangements conducive to the effective running of the agency, 
including staff issues and budgetary aspects. The study was conducted in great detail within 
the Parliament's brief and returned with twelve recommendations for improving the 
functioning of the Agency. Among these were recommendations to provide the Agency with a 
longer period of establishment, reduced ambiguity over role and objectives within the 
Regulation and an increased budget to carry out its tasks.

Furthermore there should be additional roles for the Agency regarding CERTs (Computer and 
Emergency Response Teams), ensuring that all Member State and Union CERTs have 
sufficiently advanced capabilities and that those correspond to the most advanced teams. 
Additionally, the Agency should liaise with national data and privacy protection authorities so 
that the network and information security aspects of fighting cybercrime are properly 
addressed, and it should be able to take on a coordinating role to fill gaps in areas where there 
is no other EU-level body responsible and which fall within the Agency's remit.  

One recent example, touching both on network security and privacy and data protection, is the 
case of collection of wi-fi data through identical methods in several Member States.  Despite 
harmonised EU law on data protection, there was no EU-level body able to assist in 
coordinating a common analysis and response, resulting in very different national approaches 
and thus different levels of protection of citizens as well as unnecessary uncertainty and 
complexity for operators concerned. 
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Network and information security often assumes a more global dimension as recent events 
have demonstrated, the Agency must therefore be enabled to establish dialogue and 
cooperation with third countries and international organisations to develop a more common 
approach to potential threats. 

Furthermore, the 2009 changes to the Telecoms Framework introduced a platform for 
providing standardised public interest information to all internet users.  Given that network 
security overall - a common good - ultimately and to a very large extent depends on the 
actions of individual users and how they protect their devices against threats, and considering 
the risk to individual users themselves from those threats, the opportunity should be taken to 
now activate that platform. The Agency is well-positioned to assist Member States in 
producing the necessary information which could then be distributed to individual users.  

In addition to the study a number of other sources have highlighted an element of ambiguity 
surrounding the proper role of the Agency There appear to be divergent views amongst 
Member States on what the Agency is meant to do as per its charter and these differences 
have served to complicate the work of the agency. It is important that the scope, tasks and 
objectives of the agency are made clearer so that we can best use its valuable resources. While 
attempting to reduce the ambiguities and provide a clearer definition of the Agency's roles it 
is important that we do not then make the Regulation too rigid. 

The network and information security sphere changes so rapidly that what is appropriate now 
may not be in the near future, the agency must therefore be given a management structure 
with an element of flexibility to allow it to adapt to this environment. This rapidly changing 
environment also has implications for the duration of the agency. It has been regularly 
suggested that the Agency should have an unlimited duration to give it greater certainty and 
effectiveness in long term planning. While these are sound arguments experience has shown 
that the first the Agency Regulation needed to be rethought quite soon in order to keep pace 
with developments. Having a time limited mandate means that we must regularly review 
whether the Agency continues to fulfill its objectives and update them if necessary or close it 
down if no longer fit for purpose.

Finally, the location of the Agency in Heraklion on the Greek island of Crete has been a 
controversial issue. While advances in technologies have made working in remote locations 
more feasible, there is no substitute for meeting face to face. A number of observers have 
emphasised the importance of trust in this world and one could say it is necessary to network 
in person in order to better protect network security. Statistics on the Agency staff travel are 
particularly alarming; both in terms of cost and time spent travelling. A review of the Agency 
travel statistics alone suggests that Brussels would be a far better location than any other. 
Being based in Brussels would enhance the capabilities of the agency in a number of ways, 
such as responding to urgent last minute requests from EU institutions, maintaining networks 
of key contacts, attending key events and also ensure that the Agency has a higher profile than 
is currently the case. 

This Regulation, which provides for an agency formally succeeding the original the Agency 
as established through the 2004 Regulation, provides a good opportunity to consider the 
location afresh. Furthermore, Parliament, being co-legislator, should clearly exercise that 
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responsibility in also having a role in deciding the seat of bodies it agrees to create, rather 
than leaving the issue as a matter solely for deals between the Member States with no public 
debate. Your Rapporteur therefore recommends that the agency is based in Brussels.


