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SUGGESTIONS

The Committee on the Internal Market and Consumer Protection calls on the Committee on 
Industry, Research and Energy as the committee responsible, to incorporate the following 
suggestions into its motion for a resolution:

– having regard to Directive 2011/83/EU of Parliament and of the Council of 25 October 
2011 on consumer rights, amending Council Directive 93/13/EEC and Directive 
1999/44/EC of Parliament and of the Council, and repealing Council Directive 
85/577/EEC and Directive 97/7/EC of Parliament and of the Council1,

– having regard to Directive 99/44/EC of Parliament and of the Council on certain aspects 
of the sale of consumer goods and associated guarantees2,

– having regard to Directive 95/46/EC of Parliament and of the Council of 24 October 1995 
on the protection of individuals with regard to the processing of personal data and on the 
free movement of such data3,

– having regard to Directive 2000/31/EC of Parliament and of the Council of 8 June 2000 
on certain legal aspects of information society services, in particular electronic commerce, 
in the Internal Market 4,

– having regard to Directive 2001/29/EC of Parliament and of the Council of 22 May 2001 
on the harmonisation of certain aspects of copyright and related rights in the information 
society5,

A. whereas the Digital Single Market is a key factor in achieving the targets of the Europe 
2020 strategy providing a significant boost in attaining the objectives of the Single Market 
Act and responding to the economic and financial crisis affecting the EU;

B. whereas EU-wide broadband provision, universal and equal access to Internet services for 
all citizens, and a guarantee of network neutrality are the essential prerequisites for the 
development of a European cloud system;

C. whereas the Connecting Europe Facility is intended, among other things, to increase 
broadband uptake in Europe; 

D. whereas the benefits of cloud technology lie in cost savings, the creation of jobs and new 
business opportunities, flexibility (adaptation of data-storing capacity according to needs), 
mobility (of workers, enterprises and citizens), enhanced competitiveness through 
potential economies of scale, and the innovation potential of new services, eventually 
leading to economic benefits, particularly for SMEs (small and medium-sized enterprises).

E. whereas cloud computing should stimulate the integration of SMEs thanks to the 

                                               
1 OJ L 304, 22.11.2011, p. 64.
2 OJ L 171, 07.07.1999, p. 12.
3 OJ L 281, 23.11.1995, p. 31.
4 OJ L 178, 17.07.2000, p. 1.
5 OJ L 167, 22.06.2001, p. 10.
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reduction of market entry barriers (e.g. decreases in IT infrastructure costs);

F. whereas it is essential for the European cloud system that European legal standards on 
data protection be guaranteed;

G. whereas the development of cloud computing should help to promote creativity for the 
benefit of both rights-holders and users; whereas, furthermore, distortions in the Single 
Market should be avoided in the process and consumer and business confidence in cloud 
computing should be boosted;

1. Is aware of the major economic, social and cultural potential of cloud computing and 
welcomes the Commission’s initiative of launching a comprehensive cloud strategy,
thereby addressing the attendant legal issues;

2. Emphasises the vast possibilities in having access to data from any device connected to 
the Internet;

3. Underlines that the longer-term strategic dimension of cloud computing should be fully 
acknowledged and supported as an opportunity to relaunch the European economy 
(incorporating research and development, and the use of cloud technology in industry, for 
instance);

4. Insists, however, on the problems related to the use of cloud computing, by helping 
enterprises to identify, choose and put into practice cloud solutions adapted to their needs 
and by supporting the development of the access to high-speed broadband Internet;

5. Underlines that fears related to the loss of control of data by the user and the dependence 
on external providers generated by data outsourcing may undermine users’ confidence in 
cloud computing; insists, therefore, on the fact that data protection must be thoroughly 
ensured in order to create and maintain both public and private users’ confidence in cloud 
computing; 

6. Underlines, in particular, the need to ensure the adequate protection of sensitive data, such 
as, for instance, health-related data;

7. Considers that securing data portability, integrity, confidentiality, availability, reversibility 
and interoperability of services, platforms, and infrastructures forms a great challenge, 
given that all of these are essential for the stimulation of innovation and competition; calls 
on the Commission to ensure that cloud providers do not lock-in cloud users to their own 
services, and that users retain full control over their data and can switch to another service 
upon request, without undue delay, free of charge and without the loss of data; considers 
that overcoming these challenges is essential for building consumer, business and public 
sector confidence in cloud-based services and unleashing their full potential.

8. Points out that Europe must take advantage of the fact that this technology is at a 
relatively early stage and work towards developing it, in order to benefit from the 
economies of scale which it is expected to offer, thereby revitalising its economy, 
particularly in the ICT sector;

9. Highlights the importance of cloud computing for SMEs – particularly those established 
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in countries facing economic difficulties or in remote or outermost areas – as a means of 
combating their isolation and making them more competitive, as well as for public 
authorities, enabling them to make their services more efficient and flexible, and reduce 
costs and red tape;

10. Regrets that, in the field of cloud computing, differing legal requirements lead to a 
fragmentation of the Digital Single Market and to high transaction costs for cloud 
providers and users;

11. Accordingly, calls on the Commission to propose legislative measures concerning 
transparency requirements and to prevent abusive and unfair practices; calls, furthermore,
on the Commission and the Member States to ensure that the consumer acquis applies to 
cloud computing services in a comprehensive and uniform fashion throughout the EU.

12. Welcomes the Commission’s steps towards developing EU-wide standard contractual 
conditions by taking into account national recommendations and best practices, given that
both high security of services and legal certainty for cloud users and providers are
important to further enhance the evolution of cloud services; believes, however, that this 
should not prevent the market from developing cloud services in response to the needs of 
consumers, businesses, or governments;

13. Deplores the proposal by Member States to cut the Connecting Europe Facility by 
EUR 8.2 billion in the coming multiannual financial framework (MFF);

14. Calls on the Commission to ensure a technology-neutral approach supported by open and 
interoperable standards, in order to maximise competition and consumer choice;

15. Welcomes the Commission’s intention to establish an EU-wide certification system which 
would provide an incentive for developers and providers of cloud computing services to 
invest in better privacy protection; 

16. Underlines that users are not necessarily aware of the fact that the services they use rely 
on cloud computing; insists, therefore, on the need for users to be better informed on the 
treatment of their data, especially by whom, where and how their data are treated;

17. Underlines that the public sector plays a key role in the development of cloud computing; 
welcomes the establishment of the European Cloud Partnership and the conclusions 
adopted by its steering board after its first meeting; stresses the need to elaborate EU-wide 
and national recommendations and best practices for transferring public IT use to the 
cloud, while ensuring a high level of awareness on the question of security, especially 
where personal data are concerned; 

18. Calls on the Commission to ensure, through the adoption of standard contractual clauses 
or binding corporate rules, that any transfers of an EU cloud user’s personal data to a third 
country must be subject to strict safeguards and conditions, in compliance with EU data 
protection legislation;

19. Calls on the Commission to explore the adequacy of a review of the EU-US Safe Harbour 
Agreement, in order to adapt it to technological developments, especially with regard to 
aspects linked to cloud computing;
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20. Underlines that cloud computing raises the issue of determining the applicable law and 
defining the responsibilities of all involved parties in terms of implementation of EU data 
protection legislation, especially with regard to EU users’ stored data using cloud 
computing technology by companies established in third countries; calls, therefore, on the 
Commission and the Member States to ensure that any transfer to and processing of EU 
residents’ personal data by a cloud operator established in a third country takes place in 
accordance with EU data protection legislation; calls, furthermore, on the Commission 
and the Member States to ensure that EU-based cloud users are informed when cloud 
operators communicate their data to the law enforcement authorities of a third country; 
stresses, in particular, its concern in future trade agreements over the responsibilities of 
Internet service providers, which include data protection;

21. Calls on the Commission and the Member States to simplify legal cross-border access to 
content and services from the cloud, and to consider providing more flexible licensing 
systems; suggests that the Commission, during its ongoing revision of copyright rules,
adopt specific proposals to ensure that the future applicable regime will promote the 
distribution and dissemination of cloud computing services and innovation; 

22. Calls on the Commission to ensure that any commercial agreements between 
telecommunications operators and cloud providers are fully compliant with EU 
competition law and that they allow consumers full access to any cloud service, using an 
Internet connection offered by any telecommunications operator;

23. Draws the Commission’s attention to the highly strategic nature of the location of data 
centres and to the potential impact of having such locations based outside EU territory, 
especially with regard to the storage of sensitive data or that of public bodies;

24. Calls on the Commission and Member States to make cloud computing a priority of 
research and development programmes, and to promote it in the public administration 
sector as an innovative e-government solution of public interest, as well as in the private 
sector as an innovative tool for business development; 

25. Calls on the Commission to consult consumer organisations and industry on a regular 
basis and to take their observations into due consideration, particularly with regard to the 
establishment of contractual standards for cloud computing, and to report regularly to 
Parliament on the discussions and conclusions drawn by the expert group;

26. Encourages the Commission and the Member States to communicate the economic 
potential of cloud computing to SMEs in particular;

27. Calls on the Commission to propose measures for copyright levies that foster innovation 
and promote creativity for the benefit of both right-holders and users, and that ensure that 
digital content which is subject to a licensing agreement between service providers and 
right-holders and legally acquired by private individuals or businesses (with due regard to 
any attached restrictions on terms of business use), shall not be levied further by virtue of 
being uploaded to the cloud or stored in the cloud by a service provider, provided that the 
remuneration of right-holders has been effective;

28. Takes note of the technological fact that if cloud processing is done in a particular 
country, the authorities of that country, including the security services, have access to the 
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data; notes that this has implications from an industrial espionage perspective; asks the 
Commission to take this into account when issuing proposals and recommendations 
regarding cloud computing;

29. Calls on the Commission, within the framework of its expert group discussions, to make 
mandatory for cloud providers the inclusion in contracts of certain key clauses 
guaranteeing the quality of the service, such as an obligation to update software and 
hardware where necessary, to determine what happens if data is lost, and to determine the 
time it would take to resolve a problem or how rapidly the cloud service could take down 
offending materials, should the cloud user make such a request; 

30. Calls on the Commission and the Member States to adopt specific measures on the use 
and promotion of cloud computing in relation to open access and open educational 
resources;

31. Calls on the Commission to study and identify best practices within individual Member 
States regarding the potential savings which could be achieved in public expenditure 
through the use of cloud computing by the public sector, in particular by establishing new 
procurement models; 
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