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Amendment 1
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Citation 3 a (new)

Motion for a resolution Amendment

– having regard to the Commission 
communication of 27 September 2012 
entitled "Unleashing the Potential of 
Cloud Computing in Europe" (COM 
(2012)0529),

Or. en

Amendment 2
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Citation 7 a (new)

Motion for a resolution Amendment

– having regard to the Directive 
2011/92/EU of the European Parliament 
and of the Council of 13 December 2011 
on combating the sexual abuse and sexual 
exploitation of children and child 
pornography, and replacing Council 
Framework Decision 2004/68/JHA,

Or. en

Amendment 3
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Citation 7 b (new)
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Motion for a resolution Amendment

– having regard to the Framework 
Decision 2001/413/JHA on combating 
fraud and counterfeiting of non-cash 
means of payment,

Or. en

Amendment 4
Vital Moreira
on behalf of INTA Committee

Draft motion for a resolution
Citation 13 a (new)

Motion for a resolution Amendment

– having regard to the Union's 
international obligations, notably under 
the General Agreement on Trade in 
Services (GATS)

Or. en

Amendment 5
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Citation 13 b (new)

Motion for a resolution Amendment

– having regard to Article 16 of the Treaty 
on the Functioning of the European 
Union and to the Charter of Fundamental 
Rights of the European Union, in 
particular Articles 6, 8 and 11 thereof1,
___________________________
1 OJ C 83/02, 30.3.2010
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Or. en

Amendment 6
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Citation 13 c (new)

Motion for a resolution Amendment

– having regard to the Stockholm 
Programme in the area of freedom, 
security, and justice1, and the Commission 
communications entitled ‘Delivering an 
area of freedom, security and justice for 
Europe’s citizens – Action Plan 
Implementing the Stockholm Programme’ 
(COM(2010)0171) and ‘The EU Internal 
Security Strategy in Action: Five steps 
towards a more secure Europe’ 
(COM(2010)0673),
___________________________
1 OJ C 115, 4.5.2010.

Or. en

Amendment 7
Emma McClarkin
on behalf of the ECR Group

Draft motion for a resolution
Recital A a (new)

Draft motion for a resolution Amendment

Aa. whereas criminal groups exploit 
modern technology, environments and 
opportunities mirroring legitimate 
business opportunities and goals; whereas
cybercrime criminal groups have high 
levels of expertise, organisation, 
experience and sophistication, backed up 
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by greater mobility, connectivity, and ease 
of travel; whereas this has led to 
organised crime being less localised and 
more likely to exploit differing legal 
systems and differing national legal 
jurisdictions on a global level;

Or. en

Amendment 8
Emma McClarkin
on behalf of the ECR Group

Draft motion for a resolution
Recital A b (new)

Draft motion for a resolution Amendment

Ab. whereas cybercrime is an increasingly 
expensive international problem, 
currently costing - according to the 
United Nations Office on Drugs and 
Crime - almost 295 billion EUR to the 
global economy each year;

Or. en

Amendment 9
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital A

Motion for a resolution Amendment

A. whereas growing cyber challenges, 
increasingly sophisticated threats and 
attacks constitute a major threat to national 
security, stability and economic prosperity 
of the Member States as well as of the 
private sector and the wider community; 
whereas the protection of our society and 
economy therefore will be a constantly 

A. whereas growing cyber challenges, 
increasingly sophisticated threats and 
attacks constitute a major threat to national 
security, stability and economic prosperity 
of the Member States as well as of the 
private sector and the wider community as 
well as the individual citizen and their 
fundamental rights online, in particular 
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evolving challenge; the right to privacy and protection of 
personal data; whereas the protection of 
our society and economy therefore will be 
a constantly evolving challenge; 

Or. en

Amendment 10
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital A a (new)

Motion for a resolution Amendment

Aa. whereas it is crucial to ensure that 
cyberspace will remain open to the free 
flow of ideas, information and expression; 

Or. en

Amendment 11
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital A a (new)

Motion for a resolution Amendment

Aa. whereas measures must be taken to 
ensure that legislation keeps up to date 
with new technological developments,
enabling effective identification and 
prosecution of cybercriminals and 
protection of victims;

Or. en

Amendment 12
Vicente Miguel Garcés Ramón
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on behalf of the S&D Group

Draft motion for a resolution
Recital A a (new)

Motion for a resolution Amendment

Aa. whereas cyberspace and safety should 
be one of the strategic pillars of security 
and defence policies of the EU and all
Member States;

Or. en

Amendment 13
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital A b (new)

Motion for a resolution Amendment

Ab. whereas cybersecurity strategy of the 
European Union has to provide a secure 
and reliable digital environment, 
guaranteeing freedom of expression and
the protection of fundamental rights and 
other core values of the Union, including 
the rights to privacy and data protection;

Or. en

Amendment 14
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital A c (new)

Motion for a resolution Amendment

Ac. whereas the EU cybersecurity system
should be built in such a way that allows



AM\938989EN.doc 9/65 PE513.182v01-00

EN

the control and management of the
overall European cyberspace security and
efficient and effective management of 
cybersecurity by Member State 
governments, setting objectives and 
priorities;

Or. en

Amendment 15
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital A d (new)

Motion for a resolution Amendment

Ad. whereas technology is the foundation
of cyberspace and knowledge, continuous
adaptation to technological changes are 
essential to improve the resilience and 
safety of EU cyberspace, the
Cybersecurity Strategy of the EU must 
include measures focused on awareness, 
education, development of CERTs
(Computer Emergency and Response
Teams), the development of an internal 
market for cybersecurity products and
services and the promotion of investment
in RDI (research, development and
innovation).

Or. en

Amendment 16
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital B a (new)
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Motion for a resolution Amendment

Ba. whereas there continues to be several 
obstacles to the investigation of 
cybercrime by competent authorities 
including a lack of harmonisation of 
cybercrime law, the issue of territoriality 
and jurisdictional boundaries, insufficient 
intelligence-sharing capabilities, lack of 
trained staff and inconsistent cooperation 
with other stakeholders;

Or. en

Amendment 17
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital B a (new)

Motion for a resolution Amendment

Ba. whereas international organised 
crime continues to shift its operational 
terrain into cyberspace where cyber crime 
radically alters the traditional structure of 
the organised crime groups;

Or. en

Amendment 18
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital B a (new)

Motion for a resolution Amendment

Ba. whereas there continues to be several 
obstacles to the investigation of 
cybercrime by competent authorities 
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including a lack of harmonisation of 
cybercrime law, the issue of territoriality 
and jurisdictional boundaries, insufficient 
intelligence-sharing capabilities, lack of 
trained staff and inconsistent cooperation 
with other stakeholders;

Or. en

Amendment 19
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
Recital C a(new)

Draft motion for a resolution Amendment

Ca. whereas the Cybersecurity strategy 
should be rebalanced to put more 
emphasis on the more common causes of 
unintentional system failures;

Or. en

Amendment 20
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital D a (new)

Motion for a resolution Amendment

Da. whereas given growing concerns in 
relation to privacy and managing security 
risks of cloud computing, measures 
should be introduced to protect client 
privacy including improved 
authentication and authorization 
techniques, transparent use of standards, 
the certification by regulatory authorities 
of cloud services to show they meet these 
standards; whereas the security of cloud 
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services requires special attention, with 
particular consideration to data being 
transferred between different 
jurisdictions, if they are used by public 
authorities or services dealing with 
sensitive data;

Or. en

Amendment 21
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital D a (new)

Motion for a resolution Amendment

Da. whereas given growing concerns in 
relation to privacy and managing security 
risks of cloud computing, measures 
should be introduced to protect client 
privacy including improved 
authentication and authorization 
techniques, transparent use of standards, 
the certification by regulatory authorities 
of cloud services to show they meet these 
standards; whereas the security of cloud 
services requires special attention, with 
particular consideration to data being 
transferred between different 
jurisdictions, if they are used by public 
authorities or services dealing with 
sensitive data;

Or. en

Amendment 22
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital E
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Motion for a resolution Amendment

E. whereas cybersecurity across the Union, 
is only as strong as its weakest link and
disruptions in one sector or Member State 
impact another sector or Member State 
creating spill over effect on the Union 
economy as a whole;

E. whereas cybersecurity across the Union, 
and also in the rest of the world,  is only 
as strong as its weakest link and
disruptions in one sector or Member State 
impact another sector or Member State 
creating spill over effect on the Union 
economy as a whole;

Or. en

Amendment 23
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital E a (new)

Motion for a resolution Amendment

Ea. whereas internet of things (IoT) 
paradigm, machine to machine 
communications, cloud computing or 
context aware systems are being 
developed in the European Union, a huge 
amount of critical and non critical 
information will be transferred among 
devices to help the decision making 
process, and this information must not be 
altered nor stolen;

Or. en

Amendment 24
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital F
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Motion for a resolution Amendment

F. whereas, as of April 2013, only 13 
Members States have officially adopted 
national cybersecurity strategies; whereas 
there remain fundamental differences 
between the Member States in terms of 
maturity, complexity of and capacities to 
implement their national cybersecurity 
strategies;

F. whereas, as of April 2013, only 13 
Members States have officially adopted 
national cybersecurity strategies; whereas 
there remain fundamental differences 
between the Member States in terms of 
maturity, complexity of and capacities to 
implement their national cybersecurity 
strategies and an assessment on the 
differences between Member States 
should be made;

Or. en

Amendment 25
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital F

Motion for a resolution Amendment

F. whereas, as of April 2013, only 13 
Members States have officially adopted 
national cybersecurity strategies; whereas 
there remain fundamental differences 
between the Member States in terms of 
maturity, complexity of and capacities to 
implement their national cybersecurity 
strategies;

F. whereas, as of April 2013, only 13 
Members States have officially adopted 
national cybersecurity strategies; whereas 
there remain fundamental differences 
between the Member States in terms of 
preparedness, security and strategic 
cultures and capacities to implement their 
national cybersecurity strategies;

Or. en

Amendment 26
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital F a (new)
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Motion for a resolution Amendment

Fa. whereas the use of the so-called 
virtual currencies in cyberspace 
transactions is growing and the lack of 
regulation on this aspect can constitute an 
advantage to criminal organizations in 
their several activities, especially money 
laundering;

Or. en

Amendment 27
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital F a (new)

Motion for a resolution Amendment

Fa. whereas the use of the so-called 
virtual currencies in cyberspace 
transactions is growing and the lack of 
regulation on this aspect can constitute an 
advantage to criminal organizations in 
their several activities, especially money 
laundering;

Or. en

Amendment 28
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Recital G

Motion for a resolution Amendment

G, whereas this fragmentation and lack of 
legal certainty are primary concerns in the 
digital single market; whereas the lack of a 

G, whereas this fragmentation and lack of 
legal certainty are primary concerns in the 
digital single market; whereas the lack of a 
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harmonized approach to cybersecurity calls 
for concerted efforts and closer cooperation

harmonized approach to cybersecurity calls 
for concerted efforts and closer cooperation 
and cybersecurity standards should be
global, neutral and in compliance with the 
ISO standards or similar;

Or. en

Amendment 29
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Recital G

Motion for a resolution Amendment

G. whereas this fragmentation and lack of 
legal certainty are primary concerns in the 
digital single market; whereas the lack of a 
harmonized approach to cybersecurity calls 
for concerted efforts and closer 
cooperation;

G. whereas this fragmentation and lack of 
legal certainty are primary concerns in the 
digital single market; whereas the lack of a 
harmonized approach to cybersecurity calls 
for concerted efforts and closer cooperation 
between the governments, the private 
sector, law enforcement and intelligence 
agencies;

Or. en

Amendment 30
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Recital G

Draft motion for a resolution Amendment

G. whereas this fragmentation and lack of 
legal certainty are primary concerns in the 
digital single market; whereas the lack of a 
harmonized approach to cybersecurity calls 
for concerted efforts and closer 
cooperation;

G. whereas different security cultures and 
the lack of a legal framework lead to 
fragmentation and are primary concerns in 
the digital single market; considers that the 
lack of a harmonized approach to 
cybersecurity entails serious risks for 
economic prosperity and the security of 
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transactions and therefore calls for 
concerted efforts and closer cooperation;

Or. en

Amendment 31
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 2 a (new)

Motion for a resolution Amendment

2a. Stresses that it is necessary to develop 
a strategic communication policy on EU
cybersecurity, cyber crisis situations, 
review of strategies, public-private
collaboration and alerts and
recommendations to the public;

Or. en

Amendment 32
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 3

Draft motion for a resolution Amendment

3. Reminds that the need for a high level of 
network and information security is not 
only required for maintaining virtual
services that are essential for the well-
functioning of society and economy, but 
also for safeguarding the physical integrity 
of citizens through the secure functioning 
of critical infrastructures;

3. Reminds that the need for a high level of 
network and information security is not 
only required for maintaining services that 
are essential for the well-functioning of 
society and economy, but also for 
safeguarding the physical integrity of 
citizens through the secure functioning of 
critical infrastructures;

Or. en
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Amendment 33
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 3

Motion for a resolution Amendment

3. Reminds that the need for a high level of 
network and information security is not 
only required for maintaining virtual 
services that are essential for the well-
functioning of society and economy, but 
also for safeguarding the physical integrity 
of citizens through the secure functioning 
of critical infrastructures;

3. Reminds that the need for a high level of 
network and information security is not 
only required for maintaining virtual 
services that are essential for the well-
functioning of society and economy, but 
also for safeguarding the physical integrity 
of citizens through enhancing the 
efficiency, effectiveness and the secure 
functioning of critical infrastructures;

Or. en

Amendment 34
Ivailo Kalfin
on behalf of the S&D Group in ITRE

Draft motion for a resolution
Paragraph 3 a (new)

Motion for a resolution Amendment

3a. Considers that the regulatory 
involvement in the cybersecurity should 
be risk oriented, focused on the critical 
infrastructures of which proper 
functioning is in a large public interest 
and building on the existing market based 
efforts of the industry to assure network 
resilience; considers that the public 
private partnership in providing 
cybersecurity should be based on mutual 
trust, exchange of information, network 
and technological neutrality and efforts to 
address the problems that have a high 
public impact.

Or. en
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Amendment 35
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 3 a (new)

Motion for a resolution Amendment

3a. Prioritises the need to increase 
training, skills, awareness and education 
that will help to boost the supply pool of 
cyber skills and lower the cost of cyber 
security knowledge; believes that the 
education of citizens at an early stage 
should be a main priority;

Or. en

Amendment 36
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 3 a (new)

Motion for a resolution Amendment

3a. Reiterates the necessity of prevention, 
teaching of personal cyber security to 
citizens as part of all digital literacy 
curriculum, provision of technical advice 
and legal information as well as 
establishing programs on prevention and 
fight against cybercrime;

Or. en

Amendment 37
Vicente Miguel Garcés Ramón
on behalf of the S&D Group
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Draft motion for a resolution
Paragraph 3 b (new)

Motion for a resolution Amendment

3b. Considers that education on 
cybersecurity awareness should facilitate 
the awareness of the European society on
cyber threats, constructing it in the 
responsible use of cyberspace; believes 
that it requires an ambitious educational 
plan for cybersecurity training from
primary school level to university and
training programs for all sectors of 
European society; 

Or. en

Amendment 38
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 3 c (new)

Motion for a resolution Amendment

3c. Stresses that logical security of 
network and information must be 
addressed but that also physical security is 
an important issue to improve, extending 
the use of biometrics authentication 
methods to access to physical 
infrastructure and to logical systems, 
making more difficult the identity theft 
cybercrimes and making easier the 
forensic analysis;

Or. en

Amendment 39
Ivailo Kalfin
on behalf of the S&D Group in ITRE
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Draft motion for a resolution
Paragraph 4

Motion for a resolution Amendment

Reiterates its call on Member States to 
adopt cybersecurity strategies without 
undue delay; notes that only a combined 
leadership and political ownership on the 
part of the Union institutions and Member 
States will lead to a high level of network 
and information security across the Union, 
and thus contribute to the secure and 
smooth functioning of the single market; 

Reiterates its call on Member States to 
adopt cybersecurity strategies without 
undue delay, which shall cover technical, 
coordinative, human resources/ expertise 
and financial allocation aspects; notes that 
only a combined leadership and political 
ownership on the part of the Union 
institutions and Member States will lead to 
a high level of network and information 
security across the Union, and thus 
contribute to the secure and smooth 
functioning of the single market;

Or. en

Amendment 40
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 4

Motion for a resolution Amendment

4. Reiterates its call on Member States to 
adopt cybersecurity strategies without 
undue delay; notes that only a combined 
leadership and political ownership on the 
part of the Union institutions and Member 
States will lead to a high level of network 
and information security across the Union, 
and thus contribute to the secure and 
smooth functioning of the single market;

4. Reiterates its call on Member States to 
adopt national cybersecurity strategies that 
contain distinct  rules on benefits and 
responsibilities for private firms to 
guarantee their participation, without 
undue delay in order to provide for 
comprehensive risk-management 
procedures as well as safeguard the 
regulatory environment; notes that only a 
combined leadership and political 
ownership on the part of the Union 
institutions and Member States will lead to 
a high level of network and information 
security across the Union, and thus 
contribute to the secure and smooth 
functioning of the single market;
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Or. en

Amendment 41
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 5

Motion for a resolution Amendment

5. Stresses that the Union cybersecurity 
policy should be based on and designed to 
ensure the protection and preservation of 
freedoms and respect for fundamental 
rights online;

5. Stresses that the Union cybersecurity 
policy should be based on and designed to 
ensure the protection and preservation of 
freedoms and respect for fundamental 
rights online, and that the Union and its 
Member States should ensure net 
neutrality and the universal right to 
telecommunications and all its services; 
believes that cybersecurity should be 
regulated in such a way that no 
discretionality can be applied;

Or. en

Amendment 42
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 5

Motion for a resolution Amendment

5. Stresses that the Union cybersecurity 
policy should be based on and designed to 
ensure the protection and preservation of 
freedoms and respect for fundamental 
rights online;

5. Stresses that the Union cybersecurity 
policy should be based on and designed to 
ensure the protection and preservation of 
freedoms and respect for fundamental 
rights online; believes that specific 
attention should be paid to the protection 
of children online;

Or. en
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Amendment 43
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 5

Draft motion for a resolution Amendment

5. Stresses that the Union cybersecurity 
policy should be based on and designed to 
ensure the protection and preservation of 
freedoms and respect for fundamental 
rights online;

5. Stresses that the Union’s cybersecurity 
policy should be based on and designed to 
ensure the protection and preservation of 
freedoms and respect for fundamental 
rights online;

Or. en

Amendment 44
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 5 a (new)

Motion for a resolution Amendment

5a. Reiterates  its call for caution in 
applying restrictions on the ability of 
citizens to make use of communication 
and information technology tools and 
stresses that Member States should aim 
never to endanger their citizens' rights 
and freedoms when developing their 
responses to cyber threats and attacks and 
should have adequate legislative 
differences between civilian and military 
level cyber incidents;

Or. en

Amendment 45
Christian Ehler
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on behalf of the EPP Group in ITRE

Draft motion for a resolution
Paragraph 6

Draft motion for a resolution Amendment

6. Underlines the crucial role of 
cooperation between the public authorities 
and the private sector, both at Union and 
national level, with the aim of generating 
mutual trust and exchanging expertise;

6. Underlines the crucial role of 
cooperation between the public authorities 
and the private sector, both at Union and 
national level, as well as in co-operation 
with strategic partners of the Union,  with 
the aim of generating mutual trust and 
exchanging expertise;

Or. en

Amendment 46
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 6

Draft motion for a resolution Amendment

6. Underlines the crucial role of 
cooperation between the public authorities 
and the private sector, both at Union and 
national level, with the aim of generating 
mutual trust and exchanging expertise;

6. Underlines the crucial role of 
cooperation between the public authorities 
and the private sector, both at Union and 
national level, with the aim of ensuring the 
security of networks and information by 
generating mutual trust and exchanging 
expertise; calls on the Commission to 
encourage all economic operators 
involved to be more vigilant and more 
cooperative in order to protect others from 
damage on their services;

Or. en

Amendment 47
Juan Fernando López Aguilar
on behalf of LIBE Committee
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Draft motion for a resolution
Paragraph 6

Motion for a resolution Amendment

6. Underlines the crucial role of 
cooperation between the public authorities 
and the private sector, both at Union and 
national level, with the aim of generating 
mutual trust and exchanging expertise;

6. Underlines the crucial role of 
cooperation at the operational level for 
more efficient sharing of cyber threat 
information between the public authorities 
and the private sector, both at Union and 
national level, with the aim of generating 
mutual trust, value and commitment and 
facilitating prevention and quick 
response;

Or. en

Amendment 48
Juan Fernando López Aguilar
on behalf of the LIBE

Draft motion for a resolution
Paragraph 6 a (new)

Motion for a resolution Amendment

6a. Emphasises the problem of one-way 
traffic of information between public 
authorities and the private sector; points 
out that, whereas information-sharing 
remains a ‘one-way street’ in the Union, 
in the United States steps have already 
been taken to ensure that information can 
flow in two directions; believes therefore 
that the standards mentioned for example 
in Article 16 of the proposed directive on 
High common level of network and 
information security across the Union
should be set at a global level;

Or. en

Amendment 49
Juan Fernando López Aguilar
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on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 6 a (new)

Motion for a resolution Amendment

6a. Underlines the importance of digital 
literacy and cybersecurity awareness 
among all citizens and urges Member 
States to develop concepts on how to 
promote the safe use of the Internet in 
order to create a true cybersecurity 
culture;

Or. en

Amendment 50
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 6 a (new)

Motion for a resolution Amendment

6a. Recognises the key role of Europol 
and its new European Cybercrime Centre 
(EC3) in strengthening operational law 
enforcement cooperation and EU level 
training efforts in the different areas of 
cybercrime;

Or. en

Amendment 51
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 6 b (new)
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Motion for a resolution Amendment

6b. Recognises the continued work by the 
European Network and Information 
Security Agency (ENISA) and  
EUROJUST in adding value to 
operational and strategic work including 
the coordination of search and seizure 
activities and assistance in the training 
activities for law enforcement and 
international judicial cooperation tools;

Or. en

Amendment 52
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 7

Motion for a resolution Amendment

7. Notes that sectors and Member States 
have different levels of capabilities and 
skills which hinders the development of 
trusted cooperation and undermines the 
functioning of the single market;

7. Believes that the existence of  different 
levels of capabilities and skills in different 
sectors and Member States should not be 
an obstacle to develop trusted cooperation 
and a limitation for the  functioning of the 
single market; 

Or. en

Amendment 53
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 7 a (new)

Motion for a resolution Amendment

7a. Underlines that threat-representation 
must remain well informed and well 
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balanced in order to prevent overreactions 
with costs that are too high and benefits 
that are uncertain; considers that 
requirements towards small and medium 
sized enterprises should follow a 
proportionate and risk-based approach;

Or. en

Amendment 54
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 8

Draft motion for a resolution Amendment

8. Underscores that for guaranteeing 
integrity, availability and confidentiality 
particularly of critical services, the 
identification and categorization of critical 
infrastructure must be up to date and 
necessary minimum security requirements 
for their network and information systems 
must be set;

8. Underscores that for guaranteeing the 
integrity, availability and confidentiality 
particularly of critical services, the 
identification and categorization of critical 
infrastructure must be up to date and 
necessary minimum security requirements 
for their network and information systems 
must be set;

Or. en

Amendment 55
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 8

Motion for a resolution Amendment

8. Underscores that for guaranteeing 
integrity, availability and confidentiality 
particularly of critical services, the 
identification and categorization of critical 
infrastructure must be up to date and 
necessary minimum security requirements 

8. Underscores that for guaranteeing 
integrity, availability and confidentiality 
particularly of critical services, the 
identification and categorization of critical 
infrastructure must be up to date and 
necessary minimum security requirements 
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for their network and information systems 
must be set; 

for their network and information systems 
must be set and for this purpose, a 
mechanism to ensure compliance with
these minimum requirements should be 
established;

Or. en

Amendment 56
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
Paragraph 8 a (new)

Draft motion for a resolution Amendment

8a. Encourages the Commission and 
other actors to introduce cybersecurity 
and cyber resilience policies which 
include economic incentives to promote 
high levels of cybersecurity and cyber
resilience;

Or. en

Amendment 57
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 8 a (new)

Motion for a resolution Amendment

8a. Recognizes that the detection and 
notification of cyber security incidents by 
both private and public authorities is vital 
in the promotion of cyber resilience in the 
Union;

Or. en
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Amendment 58
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 8 a (new)

Motion for a resolution Amendment

8a. Underscores that infrastructure 
should be resilient both to intentional and 
unintentional disruptions;

Or. en

Amendment 59
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 8 a (new)

Motion for a resolution Amendment

8a. Recognizes that the detection and 
notification of cyber security incidents by 
both private and public authorities is vital 
in the promotion of cyber resilience in the 
Union;

Or. en

Amendment 60
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 8 b (new)

Motion for a resolution Amendment

8b. Believes that proportionate and 
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necessary disclosure requirements must 
be in place to allow for notification of 
incidents involving significant security 
breaches to the competent national 
authorities which will facilitate improved 
monitoring of incidents of cybercrime and 
facilitate raising awareness at all levels;

Or. en

Amendment 61
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 9

Motion for a resolution Amendment

9. Recognises that the proposal for a 
Directive concerning measures to ensure a 
high common level of network and 
information security across the Union 
foresees such minimum security 
requirements for providers of information 
society services and operators of critical 
infrastructures;

9. Recognises that the proposal for a 
Directive concerning measures to ensure a 
high common level of network and 
information security across the Union 
foresees such minimum security 
requirements for providers of information 
society services and operators of critical 
infrastructures and the supervisory 
mechanism should be defined;

Or. en

Amendment 62
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
Paragraph 9 a (new)
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Draft motion for a resolution Amendment

9a. Calls on operators of critical 
infrastructure to design resilience based 
systems that are operational even when 
other systems beyond their control fail;

Or. en

Amendment 63
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 9 a (new)

Motion for a resolution Amendment

9a. Calls on operators of critical 
infrastructure to design resilience based 
systems that are operational even when 
other systems beyond their control fail;

Or. en

Amendment 64
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 10

Motion for a resolution Amendment

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs); 

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs). In countries 
where CERTs have been already 
established, their operability should be 
strenghten and in countries, where 
CERTs haven´t been built yet, they should 
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be created.

Or. en

Amendment 65
Ivailo Kalfin
on behalf of the S&D Group in ITRE

Draft motion for a resolution
Paragraph 10

Motion for a resolution Amendment

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs); 

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs), being 
operational on a 24/7 basis; They shall be 
part of an effective network in which 
relevant information is exchanged in 
accordance with the necessary practices 
of trust and confidentiality;

Or. en

Amendment 66
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 10

Motion for a resolution Amendment

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs);

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs) to address the 
network and information security aspects 
of cybercrime; recognises the importance 
of efficient and effective cooperation 
between CERTs and law enforcement 
agencies in the fight against cybercrime;
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Or. en

Amendment 67
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 10

Draft motion for a resolution Amendment

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs);

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs); points out that 
national CERTs should be part of an 
effective network in which relevant 
information is exchanged in accordance 
with the necessary standards of 
confidentiality; notes that umbrella 
initiatives that bring together CERTs and 
other relevant security bodies can be a 
useful tool for the development of trust in 
a cross-border and cross-sector context;

Or. en

Amendment 68
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 11

Draft motion for a resolution Amendment

11. Supports ENISA in exercising its duties 
with regard to network and information 
security;

11. Supports ENISA in exercising its duties 
with regard to network and information 
security, in particular by providing 
guidance and advising Member States as 
well as supporting the exchange of best 
practices and the development of an 
environment of trust;
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Or. en

Amendment 69
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 11

Motion for a resolution Amendment

11. Supports ENISA in exercising its duties 
with regard to network and information 
security.

11. Supports ENISA in exercising its duties 
with regard to network and information 
security; considers that it is necessary to 
create centers of excellence in RDI 
(research, development and innovation) in 
the EU and an evaluation plan in the 
medium term;

Or. en

Amendment 70
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 11 a (new)

Motion for a resolution Amendment

11a. Welcomes the initiative to organise a 
European Cyber Security Month 
supported by ENISA and in cooperation 
with public authorities and private sector  
in order to raise awareness concerning 
the challenges to protect network and 
information systems;

Or. en

Amendment 71
 Brian Simpson
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on behalf of TRAN Committee

Draft motion for a resolution
Paragraph 11 a (new)

Motion for a resolution Amendment

11a. Calls on the Commission, in 
cooperation with Member States, to 
undertake an identification of all critical 
assets within the European transport 
system which may be subject to cyber 
threats, assess their vulnerabilities and 
propose an action plan containing 
effective measures to ensure future 
transport network security;

Or. en

Amendment 72
Brian Simpson
on behalf of TRAN Committee

Draft motion for a resolution
Paragraph 11 b (new)

Motion for a resolution Amendment

11b. Urges the Commission to assist the 
Member States in building expertise and 
establishing national plans for the 
development of strong cyber resilience 
capabilities for the protection of transport 
control systems and infrastructure from 
cyber incidents;

Or. en

Amendment 73
Brian Simpson
on behalf of TRAN Committee

Draft motion for a resolution
Paragraph 11 c (new)
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Motion for a resolution Amendment

11c. Calls on Member States to take all 
necessary actions in order to enhance the 
knowledge of operators of transport 
control systems and traffic management 
centres on cyber security issues, in 
particular through training and targeted 
awareness-raising campaigns;

Or. en

Amendment 74
Brian Simpson
on behalf of TRAN Committee

Draft motion for a resolution
Paragraph 11 d (new)

Motion for a resolution Amendment

11d. Stresses the need for the industry to 
implement appropriate cybersecurity 
performance requirements across the 
whole value chain for ICT products used 
in transport networks and information 
systems, carry out appropriate risk 
management, adopt security standards 
and solutions, and develop best practices 
and information sharing with the view of 
ensuring cyber secure transportation 
systems;

Or. en

Amendment 75
Ivailo Kalfin
on behalf of the S&D Group in ITRE

Draft motion for a resolution
Paragraph 12
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Motion for a resolution Amendment

12. Is of the opinion that ensuring a high 
level of network and information security 
plays a central role in raising the 
competitiveness of both the suppliers of 
security solutions and the users in the 
Union; considers that on the one hand the 
IT security industry in the Union has 
important untapped potential, while on the 
other hand private, public and business 
users are often uninformed about the costs 
and benefits of investing in cyber security 
and thus remain vulnerable towards 
harmful cyber threats; 

12. Is of the opinion that ensuring a high 
level of network and information security 
plays a central role in raising the 
competitiveness of both the industry (e.g., 
the suppliers of security solutions, network 
operators, telecommunication, software 
and content providers and financial and 
banking  institutions) and the users in the 
Union; considers that on the one hand the 
IT security industry in the Union has 
important untapped potential, while on the 
other hand private, public and business 
users are often uninformed about the costs 
and benefits of investing in cyber security 
and thus remain vulnerable towards 
harmful cyber threats; 

Or. en

Amendment 76
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 12

Motion for a resolution Amendment

12. Is of the opinion that ensuring a high 
level of network and information security 
plays a central role in raising the 
competitiveness of both the suppliers of 
security solutions and the users in the 
Union; considers that on the one hand the 
IT security industry in the Union has 
important untapped potential, while on the 
other hand private, public and business 
users are often uninformed about the costs 
and benefits of investing in cyber security 
and thus remain vulnerable towards 
harmful cyber threats

12. Is of the opinion that ensuring a high 
level of network and information security 
plays a central role in raising the 
competitiveness of both the suppliers of 
security solutions and the users in the 
Union; considers that on the one hand the 
IT security industry in the Union has 
important untapped potential, while on the 
other hand private, public and business 
users are often uninformed about the costs 
and benefits of investing in cyber security 
and thus remain vulnerable towards 
harmful cyber threats; the implementation
of CERTs is a relevant factor in this 
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regard;

Or. en

Amendment 77
Ivailo Kalfin
on behalf of the S&D group in ITRE

Draft motion for a resolution
Paragraph 13

Motion for a resolution Amendment

13. Deems that a strong supply and 
demand require adequate investments in 
research and development to foster 
innovations and sufficient awareness about 
the network and information security risks; 

13. Deems that a strong supply and 
demand require adequate investments in 
academia and research and development to 
foster innovations and sufficient awareness 
about the network and information security 
risks; 

Or. en

Amendment 78
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 13

Motion for a resolution Amendment

13. Deems that a strong supply and 
demand require adequate investments in 
research and development to foster 
innovations and sufficient awareness about 
the network and information security risks;

13. Deems that a strong supply and 
demand require adequate investments in 
research and development and knowledge-
and capacity-building of the national 
authorities that are involved in IT matters 
to foster innovations and sufficient 
awareness about the network and 
information security risks leading towards 
a concerted European security industry;

Or. en
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Amendment 79
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 13

Draft motion for a resolution Amendment

13. Deems that a strong supply and 
demand require adequate investments in 
research and development to foster 
innovations and sufficient awareness about 
the network and information security risks;

13. Deems that a strong supply of and 
demand for cyber security solutions 
require adequate investments in research 
and development to foster innovations and 
sufficient awareness about the network and 
information security risks;

Or. en

Amendment 80
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 14

Motion for a resolution Amendment

14. Calls on the Union institutions and the 
Member States to take the necessary 
measures towards the establishment of a 
"Single Market for Cybersecurity", where 
users and suppliers benefit best from 
innovations, synergies and combined 
expertise;

14. Calls on the Union institutions and the 
Member States to take the necessary 
measures towards the establishment of a 
"Single Market for Cybersecurity", where 
users and suppliers benefit best from 
innovations, synergies and combined 
expertise; it is necessary to define a
common regulatory framework in this 
regard;

Or. en

Amendment 81
Vicente Miguel Garcés Ramón
on behalf of the S&D Group
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Draft motion for a resolution
Paragraph 15 a (new)

Motion for a resolution Amendment

15a. Points out that, given the rapid 
development in the field of information 
technology, software and hardware, and 
the current trends, it can be predicted that 
these types of crime will steadily increase, 
which will affect the ways information 
technology is used through different types 
of interfaces (i.e. computer equipment and 
resources, smart phones, tablet computers 
and other electronic devices); believes that 
law enforcement agencies will have to 
adapt to this continuous development of 
new technologies and equipment, and the 
following new forms of criminal activity,  
through effective and close cooperation, 
which should entail secure and rapid 
exchange of information, knowledge, 
experience and investigative tactics and 
methods; believes that all of this can 
contribute to the successful detection and 
prosecution of criminal offenses related to 
cyber crime;

Or. en

Amendment 82
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 15 a (new)

Motion for a resolution Amendment

15a. Suggests that the EU needs an 
industrial policy for autonomous capacity 
in cloud computing;

Or. en
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Amendment 83
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 16

Motion for a resolution Amendment

16. Considers that criminal activities in the 
cyberspace can be as harmful to the well-
being of societies as offences in the 
physical world and often reinforce each 
other as can be observed with regard to, 
inter alia, the sexual exploitation of 
children, organized crime; 

16. Considers that criminal activities in the 
cyberspace can be as harmful to the well-
being of societies as offences in the 
physical world and often reinforce each 
other as can be observed with regard to, 
inter alia, the sexual exploitation of 
children, organized crime and money 
laundering;

Or. en

Amendment 84
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 16

Motion for a resolution Amendment

16. Considers that criminal activities in the
cyberspace can be as harmful to the well-
being of societies as offences in the 
physical world and often reinforce each 
other as can be observed with regard to, 
inter alia, the sexual exploitation of 
children and organized crime;

16. Considers criminal activities in 
cyberspace as a threat to society’s core 
values, and to the economic and social
well-being of entire nations  with the same 
measure as offences in the physical world 
such as the abuse and the sexual 
exploitation of children and many other 
forms of international organized crime; 
points out that, at the same time, they 
represent a serious challenge for law 
enforcement authorities as it is more 
difficult to identify and pursue 
perpetrators on-line; welcomes the high 
aims of the Commission to fight criminal 
activities in cyberspace; notes that the 
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financial envelope foreseen by the 
Commission does not reflect these 
challenges; 

Or. en

Amendment 85
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 16 a (new)

Motion for a resolution Amendment

16a. In relation to the use of social 
networks, awareness campaigns are 
needed for the protection of children and 
adolescents in order to alert them on 
network threats, incorporating this subject
in schools;

Or. en

Amendment 86
Emma McClarkin
on behalf of the ECR Group

Draft motion for a resolution
Paragraph 16 a (new)

Draft motion for a resolution Amendment

16a. Notes in some cases the link between 
legitimate and illicit business activities; 
stresses the importance of the link 
between the funding of terrorism and 
serious organised crime facilitated by the 
Internet; stresses that the public must be 
made aware of the seriousness of 
becoming involved in cybercrime and the 
possibility that what at first may be seen to 
be a "socially acceptable" crime, such as 
the illegal downloading of films,  can in 
fact often generate large sums of money 
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for international crime syndicates;

Or. en

Amendment 87
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 17

Motion for a resolution Amendment

17. Agrees with the Commission that the 
same norms and principles that uphold 
offline also apply online and that therefore 
the fight against cybercrime needs to be 
stepped up in up to date legislation and 
operational capabilities;

17. Notes that Crime as a Service (CaaS), 
hacking tools and the number of malware 
in the internet are rising; agrees with the 
Commission that the same norms and 
principles that uphold offline also apply 
online and that therefore the fight against 
cybercrime needs to be stepped up in up to 
date legislation and operational 
capabilities; believes that privacy 
governance should be placed on the 
value-based footing that is neutral to 
technology, business models and services, 
etc;

Or. en

Amendment 88
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 17

Draft motion for a resolution Amendment

17. Agrees with the Commission that the 
same norms and principles that uphold 
offline also apply online and that therefore 
the fight against cybercrime needs to be 
stepped up in up to date legislation and 
operational capabilities;

17. Agrees with the Commission that the 
same norms and principles that uphold 
offline also apply online and that therefore 
the fight against cybercrime needs to be 
stepped up with up to date legislation and 
operational capabilities;
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Or. en

Amendment 89
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
Paragraph 17

Draft motion for a resolution Amendment

17. Agrees with the Commission that the 
same norms and principles that uphold 
offline also apply online and that 
therefore the fight against cybercrime 
needs to be stepped up in up to date 
legislation and operational capabilities;

Deletion

Or. en

Amendment 90
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 17 a (new)

Motion for a resolution Amendment

17a. Highlights the dangers of intelligent 
cyber criminals using clouds from distant, 
bullet-proof countries’ with which neither 
the EU nor the United States have 
international agreements to launch their 
criminal activities;

Or. en

Amendment 91
Juan Fernando López Aguilar
on behalf of LIBE Committee
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Draft motion for a resolution
Paragraph 17 a (new)

Motion for a resolution Amendment

17a. Underlines the importance of taking 
forward recent initiatives for the detection 
of serious crime and terrorism using the 
EU digital platform for assistance to 
victims of trafficking, identity theft and 
identity fraud;

Or. en

Amendment 92
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 18

Motion for a resolution Amendment

18. Is of the view that joint efforts and 
expertise beyond the individual Member 
States at Union level are particularly 
important and that therefore Eurojust and 
the European Cybercrime Centre within 
Europol need to be provided with adequate 
resources and capabilities to properly 
function as hubs for expertise, cooperation 
and information-sharing;

18. Is of the view that joint efforts and 
expertise beyond the individual Member 
States at Union level are particularly 
important and that therefore Eurojust and 
the European Cybercrime Centre within 
Europol, CERTs, the universities and 
research centers, need to be provided with 
adequate resources and capabilities to 
properly function as hubs for expertise, 
cooperation and information-sharing;

Or. en

Amendment 93
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 18
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Motion for a resolution Amendment

18. Is of the view that joint efforts and 
expertise beyond the individual Member 
States at Union level are particularly 
important and that therefore Eurojust and 
the European Cybercrime Centre within 
Europol need to be provided with adequate 
resources and capabilities to properly 
function as hubs for expertise, cooperation 
and information-sharing;

18. Is of the view that joint efforts and 
expertise beyond the individual Member 
States at Union level are particularly 
important and that therefore Eurojust and 
the European Cybercrime Centre within 
Europol need to be provided with adequate 
resources and capabilities to properly 
function as hubs for expertise, cooperation 
and information-sharing; so as to fight not 
only against cybercrime but also to share 
information in order  to improve the 
detection and disruption of illegal activity 
as well as increased deterrence; recalls 
that the cooperation between these 
agencies and public and private actors 
such as owners of digital infrastructure is 
vital to protect critical infrastructure and 
to fight cybercrime; recalls in this regard 
that national parliaments and the 
European Parliament need to remain 
fully informed and kept involved in the 
development of any policy cycle aimed at 
tackling these issues;

Or. en

Amendment 94
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 18

Draft motion for a resolution Amendment

18. Is of the view that joint efforts and 
expertise beyond the individual Member 
States at Union level are particularly 
important and that therefore Eurojust and 
the European Cybercrime Centre within 
Europol need to be provided with adequate 
resources and capabilities to properly 
function as hubs for expertise, cooperation 

18. Is of the view that, given the borderless 
nature of cybercrime, joint efforts and 
expertise beyond the individual Member 
States at Union level are particularly 
important and that therefore Eurojust and 
the European Cybercrime Centre within 
Europol need to be provided with adequate 
resources and capabilities to properly 
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and information-sharing; function as hubs for expertise, cooperation 
and information-sharing; calls for 
measures aimed at increasing the 
understanding of and cooperation on 
cybercrime by law enforcement and 
judicial authorities;

Or. en

Amendment 95
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
Paragraph 18

Draft motion for a resolution Amendment

18. Is of the view that joint efforts and 
expertise beyond the individual Member 
States at Union level are particularly 
important and that therefore Eurojust and 
the European Cybercrime Centre within 
Europol need to be provided with adequate 
resources and capabilities to properly
function as hubs for expertise, cooperation 
and information-sharing;

18. Is of the view that joint efforts and 
expertise beyond the individual Member 
States at Union level are important and that 
therefore Eurojust and the European 
Cybercrime Centre within Europol can 
function as hubs for expertise, cooperation 
and information-sharing;

Or. en

Amendment 96
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 18 a (new)

Motion for a resolution Amendment

18a. Calls on the Member States to ensure 
that citizens can easily access the 
information regarding cyber threats and 
how to fight them; believes that such 
guidance should include information on 
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how to protect their privacy on the 
internet, how to detect and report cases of 
grooming, how to install software and 
firewalls, how to manage passwords, how 
to detect false identification (phishing), 
luring (pharming) and other attacks;

Or. en

Amendment 97
Emma McClarkin
on behalf of the ECR Group

Draft motion for a resolution
Paragraph 18 a (new)

Draft motion for a resolution Amendment

18a. Strongly welcomes the establishment 
of the EUROPOL European Cybercrime 
Centre (EC3) and encourages the future 
development of this agency and its vital 
role in coordinating the timely and 
efficient cross border exchange of 
information and expertise in order to 
support the prevention, detection and 
investigation of cybercrime. 

Or. en

Amendment 98
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 18 a (new)

Motion for a resolution Amendment

18a. Calls on the Member States to ensure 
that citizens can easily access the 
information regarding cyber threats and 
how to fight them; believes that such 
guidance should include information on 
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how to protect their privacy on the 
internet, how to detect and report cases of 
grooming, how to install software and 
firewalls, how to manage passwords, how 
to detect false identification (phishing), 
luring (pharming) and other attacks;

Or. en

Amendment 99
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 19

Motion for a resolution Amendment

19. Calls on Member States who have not 
yet ratified the Council of Europe 
Convention on Cybercrime to do so 
without undue delay

19. Insists that the Council of Europe 
Convention on Cybercrime needs a new 
common legal framework and that the 
Member States which have not yet ratified 
it should do so without undue delay;

Or. en

Amendment 100
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 19

Motion for a resolution Amendment

19. Calls on Member States who have not 
yet ratified the Council of Europe 
Convention on Cybercrime to do so 
without undue delay;

19. Calls on Member States who have not 
yet ratified and implemented the Council 
of Europe Convention on Cybercrime to do 
so without undue delay, given that the 
Convention provides a basis for 
international cooperation on drafting 
national cybercrime legislation, and 
encourages the expansion of the 
ratification to other countries outside of 
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the EU such as Russia, China, India and 
Brazil who are not party to the 
Convention; believes that it is improbable 
that these countries will decide to 
cooperate in the absence of clear 
agreements on military and political 
questions regarding cyberspace, which 
can have a negative impact on the real 
effectiveness of the Convention;

Or. en

Amendment 101
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 20

Motion for a resolution Amendment

20. Underlines that cyber challenges, 
threats and attacks put Member States' 
defence and national security interests at 
risk and that civilian and military 
approaches for the protection of respective 
critical infrastructure should maximize 
their benefits from synergies;

20. Underlines that cyber challenges, 
threats and attacks put Member States' 
defence and national security interests at 
risk and that civilian and military 
approaches for the protection of respective 
critical infrastructure should maximize 
their benefits from synergies; believes 
however, that the military should be only 
involved when there is sufficient proof 
that an attack was targeted directly and 
deliberately at national assets by another 
state, when its effects are widespread and 
not localized, or when special technical 
expertise is required that others do not 
have;

Or. en

Amendment 102
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
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Paragraph 20 a (new)

Motion for a resolution Amendment

20a. Calls on the Member States to 
consider only computer attacks whose 
effects are sufficiently destructive or 
disruptive as a national security issue; 
believes that attacks that disrupt non-
essential services, or that are mainly a 
costly nuisance, should not be covered 
under this strategy;

Or. en

Amendment 103
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 20 a (new)

Motion for a resolution Amendment

20a. Reiterates that a comprehensive EU 
cyber security strategy should take into 
account the added value of the existing 
agencies and bodies, as well as good 
practices from those Member States which 
already have national cyber security 
strategies;

Or. en

Amendment 104
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 21

Motion for a resolution Amendment

21. Calls for efforts of the Union to enter 21. Calls for efforts of the Union to enter 
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into an exchange with international 
partners, including NATO, to identify areas 
of cooperation, to avoid duplication, and to 
complement activities, where possible,

into an exchange with international 
partners, including NATO, to identify areas 
of cooperation, to avoid duplication, and to 
complement activities, where possible, all 
within a framework of action in cyber 
defence in the Union;

Or. en

Amendment 105
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 21

Motion for a resolution Amendment

21. Calls for efforts of the Union to enter 
into an exchange with international 
partners, including NATO, to identify areas 
of cooperation, to avoid duplication, and to 
complement activities, where possible;

21. Calls for efforts of the Union to enter 
into an exchange with international 
partners, including NATO, in the pursuit 
of the Union free from cybercrime, to 
identify areas of cooperation, to avoid 
duplication, and to complement activities, 
where possible;

Or. en

Amendment 106
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 21

Draft motion for a resolution Amendment

21. Calls for efforts of the Union to enter 
into an exchange with international 
partners, including NATO, to identify areas 
of cooperation, to avoid duplication, and to 
complement activities, where possible;

21. Calls for efforts of the Union to enter 
into an exchange with international 
partners, including NATO, to identify areas 
of cooperation, to avoid duplication, and to 
complement activities, wherever possible;
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Or. en

Amendment 107
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
Paragraph 21

Draft motion for a resolution Amendment

21 Calls for efforts of the Union to enter 
into an exchange with international 
partners, including NATO, to identify 
areas of cooperation, to avoid duplication, 
and to complement activities, where 
possible

21. Calls for efforts of the Union to enter 
into an exchange with international 
partners, to identify areas of cooperation, 
to avoid duplication, and to complement 
activities, where possible

Or. en

Amendment 108
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolutionParagraph 21 a (new)

Motion for a resolution Amendment

21a. Suggests that the development of 
strategic early warning systems would be 
a fertile breeding ground for EU-NATO 
cooperation, given the rise in state-
sponsored cyber attacks;

Or. en

Amendment 109
Ivailo Kalfin
on behalf of the S&D Group in ITRE

Draft motion for a resolution
Paragraph 22
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Motion for a resolution Amendment

22. Believes that international cooperation 
and dialogue play an essential role in 
creating trust and promoting a high level of 
network and information at a global level; 

22. Believes that international cooperation 
and dialogue play an essential role in 
creating trust and promoting a high level of 
network and information at a global level; 
calls therefore the Commission and the 
European External Action Service to set 
up a cyber diplomacy team, whose 
responsibilities would include the 
promotion of a dialogue with like-minded 
countries and organisations; calls for a 
more active participation of the EU to the 
multitude of international high-level 
conferences on cybersecurity;

Or. en

Amendment 110
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolutionParagraph 22

Motion for a resolution Amendment

22. Believes that international cooperation 
and dialogue play an essential role in 
creating trust and promoting a high level of 
network and information at a global level;

22. Believes that international cooperation 
and dialogue play an essential role in 
creating trust, transparency and promoting 
a high level of network and information at 
a global level;

Or. en

Amendment 111
 Vital Moreira 
on behalf of INTA Committee

Draft motion for a resolution
Paragraph 22 a (new)



PE513.182v01-00 56/65 AM\938989EN.doc

EN

Motion for a resolution Amendment

22a. Considers that a balance needs to be 
struck between the competing goals of 
cross-border transfer of data, data 
protection and cyber-security in line with 
the Union's international obligations, 
notably under the GATS.

Or. en

Amendment 112
Ivailo Kalfin
on behalf of the S&D Group in ITRE

Draft motion for a resolution
Paragraph 23

Motion for a resolution Amendment

23. Is of the opinion that efforts should be 
made to ensure that the existing 
international legal instruments are enforced 
in the cyberspace; considers therefore that 
currently there is no need for the creation 
of new legal instruments at international 
level;

23. Is of the opinion that efforts should be 
made to ensure that the existing 
international legal instruments are enforced 
in the cyberspace; considers therefore that 
currently there is no need for the creation 
of new legal instruments at international 
level, but that jurisdictional issues imply a 
thoroughly discussion on judicial 
cooperation and prosecution in 
transnational criminal cases;

Or. en

Amendment 113
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 23

Draft motion for a resolution Amendment

23. Is of the opinion that efforts should be 23. Is of the opinion that efforts should be 
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made to ensure that the existing 
international legal instruments are enforced 
in the cyberspace; considers therefore that 
currently there is no need for the creation 
of new legal instruments at international 
level;

made to ensure that the existing 
international legal instruments, in 
particular the Convention on Cybercrime 
by the Council of Europe, are enforced in 
the cyberspace; considers therefore that 
currently there is no need for the creation 
of new legal instruments at international 
level;

Or. en

Amendment 114
Christian Ehler
on behalf of the EPP Group in ITRE

Draft motion for a resolution
Paragraph 23

Draft motion for a resolution Amendment

23. Is of the opinion that efforts should be 
made to ensure that the existing 
international legal instruments are enforced 
in the cyberspace; considers therefore that 
currently there is no need for the creation 
of new legal instruments at international 
level;

23. Is of the opinion that efforts should be 
made to ensure that the existing 
international legal instruments are enforced 
in the cyberspace; considers that the 
modification of existing legal instruments 
and the development of eventually 
necessary new such instruments ought be 
considered;

Or. en

Amendment 115
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 23

Motion for a resolution Amendment

23. Is of the opinion that efforts should be 
made to ensure that the existing 
international legal instruments are enforced 
in the cyberspace; considers therefore that 

23. Is of the opinion that efforts should be 
made to ensure that the existing 
international legal instruments are enforced



PE513.182v01-00 58/65 AM\938989EN.doc

EN

currently there is no need for the creation 
of new legal instruments at international 
level;

in the European cyberspace;

Or. en

Amendment 116
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 24

Motion for a resolution Amendment

24. Considers that, in particular, the EU-
US Working Group on Cybersecurity and 
Cybercrime should serve as an instrument 
to prepare the ground for an alignment of 
the cybersecurity policies between the EU 
and the US, wherever appropriate; notes in 
this context that areas linked to 
cybersecurity, such as e-commerce, 
consumer protection online, including data 
protection, and other services depending 
on the secure functioning of network and 
information systems are expected to be an 
important element of the upcoming 
negotiations of Transatlantic Trade and 
Investment Partnership (TTIP);

24. Considers that, in particular, the EU-
US Working Group on Cybersecurity and 
Cybercrime should serve as an instrument 
to prepare the ground for an alignment of 
the cybersecurity policies between the EU 
and the US, wherever appropriate; notes in 
this context that areas linked to 
cybersecurity, such as e-commerce, 
consumer protection online and other 
services depending on the secure 
functioning of network and information 
systems are expected to be an important 
element of the upcoming negotiations of 
Transatlantic Trade and Investment 
Partnership (TTIP) all safeguarding  the 
independence of the EU institutions and 
its sovereignty; underlines, however, that 
the European Union acquis on data 
protection is to remain outside the scope 
of the TTIP negotiations;

Or. en

Amendment 117
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
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Paragraph 24

Draft motion for a resolution Amendment

24. Considers that, in particular, the EU-
US Working Group on Cybersecurity and 
Cybercrime should serve as an instrument 
to prepare the ground for an alignment of 
the cybersecurity policies between the EU 
and the US, wherever appropriate; notes in 
this context that areas linked to 
cybersecurity, such as e-commerce, 
consumer protection online, including data 
protection, and other services depending on 
the secure functioning of network and 
information systems are expected to be an 
important element of the upcoming 
negotiations of Transatlantic Trade and 
Investment Partnership (TTIP);

24. Considers that, in particular, the EU-
US Working Group on Cybersecurity and 
Cybercrime should serve as an instrument 
to spread best practice of the cybersecurity 
policies between the EU and the US, 
wherever appropriate; notes in this context 
that areas linked to cybersecurity, such as 
e-commerce, consumer protection online, 
including data protection, and other 
services depending on the secure 
functioning of network and information 
systems are expected to be an important 
element of the upcoming negotiations of 
Transatlantic Trade and Investment 
Partnership (TTIP);

Or. en

Amendment 118
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolutionParagraph 24

Motion for a resolution Amendment

24. Considers that, in particular, the EU-
US Working Group on Cybersecurity and 
Cybercrime should serve as an instrument 
to prepare the ground for an alignment of 
the cybersecurity policies between the EU 
and the US, wherever appropriate; notes in 
this context that areas linked to 
cybersecurity, such as e-commerce, 
consumer protection online, including data 
protection, and other services depending on 
the secure functioning of network and 
information systems are expected to be an 
important element of the upcoming 
negotiations of Transatlantic Trade and 
Investment Partnership (TTIP);

24. Considers that, in particular, the 
Council of Europe Convention on 
Cybercrime and the EU-US Working 
Group on Cybersecurity and Cybercrime 
should serve as an instrument to spread 
best practice of the cybersecurity policies 
between the EU and the US, wherever 
appropriate; notes in this context that areas 
linked to cybersecurity, such as e-
commerce, consumer protection online, 
including data protection, and other 
services depending on the secure 
functioning of network and information 
systems are expected to be an important 
element of the upcoming negotiations of 
Transatlantic Trade and Investment 
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Partnership (TTIP);

Or. en

Amendment 119
Vital Moreira
on behalf of INTA Committee

Draft motion for a resolution
Paragraph 24

Motion for a resolution Amendment

24. Considers that, in particular, the EU-
US Working Group on Cybersecurity and 
Cybercrime should serve as an instrument 
to prepare the ground for an alignment of 
the cybersecurity policies between the EU 
and the US, wherever appropriate; notes in 
this context that areas linked to 
cybersecurity, such as e-commerce, 
consumer protection online, including 
data protection, and other services 
depending on the secure functioning of 
network and information systems are 
expected to be an important element of the 
upcoming negotiations of Transatlantic 
Trade and Investment Partnership (TTIP);

24. Considers that, in particular, the EU-
US Working Group on Cybersecurity and 
Cybercrime should serve as an instrument 
to prepare the ground for an alignment of 
cyber-security policies between the EU and 
the US, wherever appropriate; notes in this 
context that areas linked to cyber-security, 
such as services depending on the secure 
functioning of network and information 
systems will be included in the upcoming 
negotiations on the Transatlantic Trade and 
Investment Partnership (TTIP);

Or. en

Amendment 120
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
Paragraph 24 a (new)

Draft motion for a resolution Amendment

24a. Considers however that the US and 
EU might have competing interests and 
ask the Commission to assess how US or 
US-based companies control over 
software systems, credit cards systems and 
payment systems impact cybersecurity and 
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resilience from an European perspective.  

Or. en

Amendment 121
Christian Ehler
on behalf of the EPP Group in ITRE

Draft motion for a resolution
Paragraph 25

Draft motion for a resolution Amendment

25. Notes that cybersecurity skills and the 
capacity to threats and malicious attacks 
are not evenly developed around the globe; 
emphasizes that efforts to increase cyber 
resilience and fight cyber threats must not 
be confined to like-minded partners, but 
should also address the regions with less 
developed capacities, technical 
infrastructure and legal frameworks;

25. Notes that cybersecurity skills and the 
capacity to prevent, detect, and effectively 
counter threats and malicious attacks are 
not evenly developed around the globe; 
emphasizes that efforts to increase cyber 
resilience and fight cyber threats must not 
be confined to like-minded partners, but 
should also address the regions with less 
developed capacities, technical 
infrastructure and legal frameworks;

Or. en

Amendment 122
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 25

Motion for a resolution Amendment

25. Notes that cybersecurity skills and the 
capacity to fight threats and malicious 
attacks are not evenly developed around 
the globe; emphasizes that efforts to 
increase cyber resilience and fight cyber 
threats must not be confined to like-minded 
partners, but should also address the 
regions with less developed capacities, 
technical infrastructure and legal 

25. Notes that cybersecurity skills and the 
capacity to fight threats and malicious 
attacks are not evenly developed around 
the globe; emphasizes that efforts to 
increase cyber resilience and fight cyber 
threats must not be confined to like-minded 
partners, but should also address the 
regions with less developed capacities, 
technical infrastructure and legal 
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frameworks; frameworks; believes that coordination 
between CERTs is crucial in this matter;

Or. en

Amendment 123
Ivailo Kalfin
on behalf of the S&D Group in ITRE

Draft motion for a resolution
Paragraph 25 a (new)

Motion for a resolution Amendment

25a. Calls on the Commission to establish 
development instruments for cybersecurity 
capacity building and awareness, as well 
as for designing the appropriate various 
financing instruments or when 
committing to international agreements 
which involve the exchange and storage 
of sensitive data;

Or. en

Amendment 124
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolutionParagraph 26

Motion for a resolution Amendment

26. Calls for regular evaluations of the 
effectiveness of national cybersecurity 
strategies at the highest political level to 
ensure adaptation to new global threats and 
broader developments;

26. Calls for regular evaluations of the 
effectiveness of national cybersecurity 
strategies at the highest political level to 
ensure adaptation to new global threats and 
to guarantee the same level of 
cybersecurity in different Member States;

Or. en
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Amendment 125
Andreas Schwab, Pilar del Castillo Vera
on behalf of the EPP Group

Draft motion for a resolution
Paragraph 26 a (new)

Draft motion for a resolution Amendment

26a. Asks the Commission to draw up a 
clear roadmap determining the timelines 
for the objectives to be delivered at Union 
level under the cybersecurity strategy and 
the assessments thereof; invites the 
Member States to agree on a similar 
delivery plan for national activities under 
this strategy;

Or. en

Amendment 126
Christian Engström
on behalf of the Greens/EFA Group

Draft motion for a resolution
Paragraph 26 a(new)

Draft motion for a resolution Amendment

26a. Encourages the Commission and 
other actors to introduce cybersecurity 
and cyber resilience policies which 
include economic incentives to promote 
high levels of cybersecurity and cyber
resilience;

Or. en

Amendment 127
Vicente Miguel Garcés Ramón
on behalf of the S&D Group

Draft motion for a resolution
Paragraph 27
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Motion for a resolution Amendment

27. Asks for regular reports by the 
Commission and  Member States, 
assessing the progress that has been made 
on the objectives set out in the 
cybersecurity strategy, including key 
performance indicators measuring the 
progress of implementation;

27. Asks for regular reports by the 
Commission, Member States,  Europol 
and its newly established European 
CyberCrime Centre (EC3), Eurojust and 
ENISA assessing the progress that has 
been made on the objectives set out in the 
cybersecurity strategy, including key 
performance indicators measuring the 
progress of implementation;

Or. en

Amendment 128
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 27

Motion for a resolution Amendment

27. Asks for regular reports by the 
Commission and Member States assessing 
the progress that has been made on the 
objectives set out in the cybersecurity 
strategy, including key performance 
indicators measuring the progress of 
implementation;

27. Asks for regular reports by the 
Commission, Member States, Europol and 
its newly established European 
CyberCrime Centre (EC3), Eurojust and 
ENISA assessing the progress that has 
been made on the objectives set out in the 
cybersecurity strategy, including key 
performance indicators measuring the 
progress of implementation;

Or. en

Amendment 129
Juan Fernando López Aguilar
on behalf of LIBE Committee

Draft motion for a resolution
Paragraph 28



AM\938989EN.doc 65/65 PE513.182v01-00

EN

Motion for a resolution Amendment

28. Instructs its President to forward this 
resolution to the Council and Commission.

28. Instructs its President to forward this 
resolution to the Council, the Commission, 
the national parliaments, Europol, 
Eurojust and the Council of Europe.

Or. en


