
AMENDMENTS TO CYBERSECURITY STRATEGY OF THE EU

Committee on Foreign Affairs
Subcommittee on Security and Defence

Existing Paragraph SEDE suggestions for Amendment
- Having regard to the Joint Proposal of the 

Commission and the High Representative 
for a Council Decision on the arrangements 
for the implementation by the Union of the 
Solidarity clause (JOIN/2012/039 final)

B. whereas e-commerce and online services are a 
vital force of the internet and are crucial to the 
aims of the EU 2020 strategy, benefitting both 
citizens and private sector; whereas, the Union 
must fully realise the potential and 
opportunities that the internet, presents to the 
further development of the single market; 

B. whereas e-commerce and online services are a 
vital force of the internet and are crucial to the 
aims of the EU 2020 strategy, benefitting both 
citizens and private sector; whereas, the Union 
must fully realise the potential and 
opportunities that the internet, presents to the 
further development of the single market and 
the digital single market; 

C. whereas the strategic priorities outlined in the 
Joint Communication on a cybersecurity 
strategy for the European Union include 
achieving cyber resilience, reducing 
cybercrime, developing cyberdefence policy 
and capabilities related to Common Security 
and Defence Policy (CSDP);

C. whereas the strategic priorities outlined in the 
Joint Communication on a cybersecurity 
strategy for the European Union include 
achieving cyber resilience, reducing 
cybercrime, developing cyberdefence policy 
and capabilities related to Common Security 
and Defence Policy (CSDP), establishing a 
coherent international cyberspace policy for 
the EU,;

F. whereas, as of April 2013, only 13 Members 
States have officially adopted national 
cybersecurity strategies; whereas there remain 
fundamental differences between the Member 
States in terms of maturity, complexity of and 
capacities to implement their national 
cybersecurity strategies; 

F. whereas, as of April 2013, only 13 Members 
States have officially adopted national 
cybersecurity strategies; whereas there remain 
fundamental differences between the Member 
States in terms of maturity, complexity of and 
capacities to develop and to implement their 
national cybersecurity strategies; 

4. Reiterates its call on Member States to adopt 
cybersecurity strategies without undue delay; 
notes that only a combined leadership and 
political ownership on the part of the Union 
institutions and Member States will lead to a 
high level of network and information 
security across the Union, and thus 
contribute to the secure and smooth 
functioning of the single market;

4. Reiterates its call on Member States to adopt 
cybersecurity strategies without undue delay; 

4a. Notes that only a combined leadership and 
political ownership on the part of the Union 
institutions and Member States will lead to a 
high level of network and information 
security across the Union, and thus 
contribute to the secure and smooth 
functioning of the single market;

5. Stresses that the Union cybersecurity 
policy should be based on and designed to ensure 
the protection and preservation of freedoms and 
respect for fundamental rights online;

5. Stresses that the Union cybersecurity policy 
should be based on and designed to ensure the 
protection and preservation of freedoms and 
respect for fundamental rights online laid 
down in the EU Charter and Article 16 
TFEU;

7a. Insists on the development of cyber resilience 
for critical infrastructures and recalls that 



the forthcoming arrangements for the 
implementation of the Solidarity Clause 
(Article 222 TFEU) should take into 
consideration the risk of cyber attack against 
a Member State; calls on the Commission 
and the High Representative to take this risk 
into account in their joint integrated threat 
and risk assessment report to be issued as of 
2015;

9a. Calls on the Member States and the Union to 
set in place adequate framework for rapid 
two-way information exchange systems 
ensuring anonymity for the private sector 
and keeping public sector constantly updated 
and when needed provide assistance to the 
private sector; 

9b. Welcomes the notion by the Commission to 
create a risk management culture regarding 
cyber security and urges the Member States 
and Union institutions to rapidly include 
cyber crisis management in their crisis 
management plans and risk analysis; further 
calls on the national governments and the 
Commission to encourage the private sector 
to include cyber crisis management in the 
management plans and risk analysis and to 
train their staff on cyber security;

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs); 

10. Calls on Member States and the Union 
institutions to establish a network of well-
functioning Computer Emergency and 
Response Teams (CERTs); encourages the 
training of cyber engineers specialized in 
protecting critical infrastructure and 
information systems; 

11a. Calls on the Member States and the 
Commission to come forward with 
programmes to promote and raise awareness 
among the public authorities, private and 
business users on general safe use of cyber 
space; calls on the Member States to include 
education on cyber security in school 
curricula from the earliest possible age; 
underlines the dire need to introduce on 
every level regular trainings of public sector 
staff on cyber security;

14. Calls on the Union institutions and the 
Member States to take the necessary measures 
towards the establishment of a "Single Market 
for Cybersecurity", where users and suppliers 
benefit best from innovations, synergies and 
combined expertise;

14. Calls on the Union institutions and the 
Member States to take the necessary measures 
towards the establishment of a "Single Market 
for Cybersecurity", where users and suppliers 
benefit best from innovations, synergies and 
combined expertise and which would enable 
SME-s to enter the market on cybersecurity;

19. Calls on Member States who have not yet 
ratified the Council of Europe Convention on 
Cybercrime to do so without undue delay,

19. Calls on Member States who have not yet 
ratified the Council of Europe Convention on 
Cybercrime to do so without undue delay, 
calls on the Commission to actively promote 
the Convention outside Europe and to 
encourage more states to join;

20a. Calls therefore on the Member States to 
intensify their cooperation with the 



European Defence Agency (EDA) in order to 
develop proposals and initiatives for 
cyberdefence capabilities, building on recent 
initiatives and projects; underlines the need 
to increase R&D including pooling and 
sharing resources;

20b. Calls on the HR/VP to include cyber crisis 
management in the crisis management 
planning and stresses the need for the 
Member States, in cooperation with the EDA, 
to develop plans to protect CSDP missions 
and operations against cyber attacks; invites 
to pool a European cyber defence force;

20c. Underlines the good practical cooperation 
with NATO on cyber security and the need to 
intensify this cooperation, especially in 
regard to closer coordination on planning, 
technology, training and equipment; 

21. Calls for efforts of the Union to enter into an 
exchange with international partners, 
including NATO, to identify areas of 
cooperation, to avoid duplication, and to 
complement activities, where possible;

deleted

22a. Calls on the HR/VP to mainstream into its 
external actions, especially in relation to 
third countries, the cyber security dimension 
in order to intensify the cooperation and 
exchange of experiences and information on 
how to deal with cyber security;

22b. Calls for efforts of the Union to enter into 
an exchange with international partners,  to 
identify areas of cooperation, to avoid 
duplication, and to complement activities, 
where possible; Calls on the HR/VP and the 
commission to be proactive in the 
international organisations and coordinate 
the positions of Member States on how to 
effectively promote solutions and policies in 
cyber field;

23. Is of the opinion that efforts should be made to 
ensure that the existing international legal 
instruments are enforced in the cyberspace; 
considers therefore that currently there is no 
need for the creation of new legal instruments 
at international level;

23. Is of the opinion that efforts should be made to 
ensure that the existing international legal 
instruments are enforced in the cyberspace; 
considers, however, that additional efforts 
should be made in order to achieve common 
norms of behaviour and to solve open issues 
such as, for example, the absence of common 
definitions for "cyber security" and "cyber 
defence" in the EU and internationally; 

25. Notes that cybersecurity skills and the 
capacity to fight threats and malicious attacks 
are not evenly developed around the globe; 
emphasizes that efforts to increase cyber 
resilience and fight cyber threats must not be 
confined to like-minded partners, but should 
also address the regions with less developed 
capacities, technical infrastructure and legal 
frameworks;

25. Notes that cybersecurity skills and the 
capacity to fight threats and malicious attacks 
are not evenly developed around the globe; 
emphasizes that efforts to increase cyber 
resilience and fight cyber threats must not be 
confined to like-minded partners, but should 
also address the regions with less developed 
capacities, technical infrastructure and legal 
frameworks; calls on the Commission to 
facilitate and assist third countries, if needed, 
in their efforts to build their cyber security 
capabilities using appropriate means;




