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 Background 
 
This note seeks to provide an initial analysis of the strengths and weaknesses of the European 
Commission's Impact Assessment (IA) accompanying the proposal for a Directive concerning 
'Network and Information Security'. 
 
Network and Information Security (NIS) is defined as 'the ability of a network or an 
information system to resist, at a given level of confidence, accidental events or unlawful or 
malicious actions that compromise the availability, authenticity, integrity and confidentiality of 
stored or transmitted data and the related services offered by or accessible via these networks 
and systems' (IA, p. 6). The internet and other networks and information systems underpin 
services which support the functioning of our society and economy, for example public 
administration, finance and banking, energy, transport, health, as well, by definition, internet 
services like e-commerce platforms and social networks.  
 
The European Parliament Resolution of 12 June 2012 on 'Critical Information Infrastructure 
Protection - achievements and next steps: towards global cyber-security'1 calls on the 
Commission to, inter alia: 
 

- propose binding measures via the EU cyber incident contingency plan for better 
coordination at EU level of the technical and steering functions of the national and 
governmental Computer Emergency Response Teams (CERTs); 

- propose binding measures designed to impose minimum standards on security and 
resilience and improve coordination among national CERTs; 

- propose an EU framework for the notification of security breaches in critical sectors 
such as energy, transport, water and food supply, as well as in the ICT and financial 
services sectors, to ensure that relevant Member State authorities and users are notified 
of cyber incidents, attacks or disruptions. 

 
The proposal under consideration introduces mechanisms at EU level for cooperation and for 
trusted information sharing on NIS incidents and risks between Member States.  
 
 

                                                 
1 P7_TA-PROV(2012)0237, at paragraphs 19, 22 and 35. 
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 Problem definition 
 
The problem in need of EU intervention is described as 'an overall insufficient level of 
protection against network and information security incidents, risks and threats across the EU, 
undermining the proper functioning of the internal market' (IA, p.12) 
 
The IA provides a detailed description of the problems being encountered, illustrated by 
examples of past NIS incidents. Because networks and information systems are interconnected, 
many NIS incidents transcend national borders and have the potential to disrupt the EU 
internal market. NIS incidents seem to be rising in number, frequency and complexity, but a 
lack of information on these incidents slows down the ability to react and to take appropriate 
measures to mitigate adverse consequences. The ICT sector is one of the growth engines of the 
EU and affects many other sectors in the society and economy, including sectors where the 
proper functioning of network and information security is key to preserving the successful 
operation of the internal market. The respondents to the public consultation conducted by the 
Commission identified the following sectors as particularly reliant upon the security of network 
and information systems: energy, transport, banking and finance, health, internet services and 
public administration. 
 
According to the Commission, the underlying problem drivers are: first, an uneven level of 
capabilities (preparedness and capability to respond to cyber-incidents) between Member 
States, hindering the creation of trust, which is an important prerequisite for cooperation and 
sharing information on NIS incidents, risks and threats; and, second, the absence of a 
framework for sharing such information. If no further measures at EU level are taken, the 
consequences would be diminished consumer confidence in the internal market, insufficient 
business investment in NIS, lack of credibility on the international scene. 
 
At the request of the Commission's Impact Assessment Board, the IA contains a section on the 
(lack of) effectiveness of the existing regulatory framework and explains the limits of the 
current voluntary approach to NIS preparedness and information sharing. For example, the 
European Network and Information Security Agency (ENISA) provides support and advice to 
the European Commission and Member States, but does not have operational powers and 
cannot intervene to remedy NIS problems. 
 
 Objectives of the legislative proposal 
 
The general objective of the proposal is 'to increase the level of protection against network and 
information security incidents, risks and threats across the EU' (IA, p. 34). 
 
The following specific objectives are derived from the general objective and the described 
problems: 
 

- to put in place a minimum common level of network and information security in the 
Member States and thus to increase the overall level of preparedness and response. The 
operational objectives derived from this objective are: (a) to ensure that all Member 
States are adequately equipped, in terms of technical and organisational capabilities, to 
prevent, detect, mitigate and respond to NIS risks, threats and incidents, and (b) to 
ensure that all Member States develop and update national cyber security strategies 
and national cyber incident contingency/cooperation plans; 

 
- to improve cooperation on NIS at EU level, with a view to counter cross-border 

incidents and threats effectively. This is translated into two operational objectives: (a) to 
ensure that national competent authorities share NIS information and best practices 
and, (b) to make sure that such bodies can exchange information across borders in a 
reliable and confidential manner. 
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- to create a culture of risk management and improve the sharing of information between 
the public and private sectors. The corresponding operational objectives are: (a) to make 
sure that key private sector players and public administrations engage in assessment of 
risks and risk management practices, and (b) to ensure that NIS breaches with a 
significant impact are reported to the national competent authorities. 

 
The IA provides a useful overview of these specific objectives, demonstrating the link between 
the identified problems, their drivers and the different objectives. 
 
 Range of options considered 
 
The IA presents a rather limited range of options, including the 'no policy change' option. 
 
Option 0 - Baseline scenario - This option means that there would be no policy change and that 
the voluntary approach is continued, and the Commission would continue sending 
Communications to the Member States, encouraging them to set up properly functioning 
CERTs and to adopt a national cyber incident contingency/cooperation plan and a national 
cyber security strategy.  
 
Option 1 - Regulatory approach - Under this option, the Commission would require all Member 
States to: 
 

- set up a well functioning national/governmental CERT; 
 
- appoint a national competent authority for NIS, which would have a coordination role 

and act as a focal point for cross-border cooperation. The national authorities would be 
mandated to form a network in order to exchange information and best practices; 

 
- adopt a national contingency/cooperation plan, defining protocols for communication 

and cooperation among relevant players at national level in case of NIC incidents of a 
certain scale; 

 
- adopt a national cyber-security strategy. 

 
Additionally, under this option, NIS risk management and reporting requirements would be 
imposed on public administrations and certain key private players in specific critical sectors (for 
example, banking, energy, health). These requirements cover regular risk analysis, governance 
and risk management, human resources security, security of systems and facilities, operation 
and incident management, and business continuity management. Moreover, these entities 
would be required to report incidents seriously compromising the operation of network and 
information systems and, thus, with a significant impact on the services provided. This is the 
Commission's preferred option. 
 
Option 2 - Mixed approach - This option combines the regulatory requirements imposed under 
Option 1 (identical regarding both the targeted entities and the substance of the obligation), 
with voluntary initiatives aimed at setting up or strengthening Member States' NIC capabilities 
and establishing mechanisms for EU-level cooperation. 
 
The Commission states that it has discarded the option of completely ceasing all EU activities 
on NIS and leaving all efforts undertaken in the hands of the Member States, since this would 
not be compatible with the digital single market and Europe 2020 'smart and sustainable 
economy' objectives.  
 
Also discarded and left out of any analysis is the option of proposing voluntary NIS risk 
management and reporting requirements for public administrations and key actors, combined 
with either a voluntary or a regulatory approach towards the Member States. The Commission 
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claims that the voluntary approach 'does not work for the reasons given in the problem 
statement' (IA, p. 45). 
 
 Subsidiarity / proportionality 
 
The proposal is based on Article 114 TFEU.  
 
The Commission justifies action at EU level in the field of NIS referring to its cross-border 
nature, the need to create a level playing-field and to close legislative loopholes. At the moment 
of the publication of this appraisal, only the Swedish national parliament has issued a reasoned 
opinion, raising problems with respect to the subsidiarity issue. 
 
The Commission also states that the approach chosen is proportionate for the following reasons. 
For Member States, the costs of putting in place the necessary capabilities and to ensure 
systematic cooperation amongst Member States would be 'not significant'. As to the private 
sector, 'the security requirements would only apply to certain sectors and the measures 
proposed would be proportionate to risks faced and, hence, reasonable and corresponding to 
the interests of the concerned entities. Moreover, many of these companies, as data controllers, 
are already required by the current data protection legislation to secure the protection of the 
personal data they control' (IA, p 33). 
 
However, in the light of the need to demonstrate the proportionality of the proposed measure, 
the Commission could ideally have provided a full assessment of the costs and impacts on the 
level of security of the option 'voluntary NIS risk management and reporting requirements for 
public and private entities', and could have compared these with the costs and benefits of a 
regulatory approach. Instead, the Commission limits its justification of discarding voluntary 
measures to a mostly anecdotal description of the problems under the baseline scenario. Also 
the Commission's IA Board had insisted on the provision of a solid justification for imposing 
the measures 'on a very wide range of public bodies and industrial sectors' and an explanation 
of their added value. 
 
 Scope of the Impact Assessment / Quality of data, research and 

analysis 
 
The IA provides a mainly qualitative, purely descriptive, and fairly brief analysis of the retained 
options' expected impacts on the level of security, their economic and social impacts. For 
example, for the regulatory approach (the preferred Option 1), the analysis of the expected 
social impact is limited to the statement that 'this Option is very likely to boost employment of 
NIS personnel in the EU due to the requirements to conduct NIS risk assessments and adopt 
appropriate security measures' (IA, p. 48). 
 
The IA contains the following cost estimations: 
 

- Costs for the Member States associated with building-up NIS capabilities and 
cooperation at EU level: the cost of setting up a CERT (for the three Member States who 
have not done so yet) would be approximately 2.5 million euro per CERT. The 
theoretical maximum cost for NIS national competent authorities would be 9.72 million 
annually across the EU. A pan-European exercise would have a cost of 55 555 euro per 
Member State. The cost of the network would be 6000 euro per year per Member State 
for travel and subsistence costs, 2400 euro per year for the EU per year for the 
maintenance of a common website and additional costs for setting up the physical 
infrastructure (1 or 10 million euro per year for the EU depending on whether or not 
existing structures are used).  
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- Compliance costs for public administrations and key private players: the total 
additional compliance cost would be in the range of 1 to 2 billion euro. 

 
- Costs for public administrations and key private players associated with reporting NIS 

incidents with significant impact: the expected cost per breach notification would be 
125 euro, leading to a total cost of 212, 500 euro annually at EU level. An investigation 
following an incident would cause a maximum cost of 25, 000 euro per investigation, or 
4.25 to 8.5 million euro per year across the EU. 

 
Annex 3 of the IA explains in more detail how the assessment of the NIS risk management 
compliance costs for public administrations and private players is made. First, the relevant 
sectors are identified, as well as the cost related to ICT security spending that is currently not 
yet made 'naturally'  by organisations. Finally, an assessment is made of the additional cost for 
risk management that could be caused by NIS risk management obligations. This last 
assessment seems to rely heavily on the assumption that 'between 40 and 70 per cent of the 
additional required ICT security spending will not be caused by NIS regulation'. This brings the 
Commission to a very broad range of possible total cost of between 1 and 2 billion euro. Over 
half of this amount relates to measures that need to be taken by public entities (Annex 3, p. 89). 
The IA also provides a table with estimates per sector and per company, again using the broad 
40-70 per cent range. 
 
The Commission warns that 'statistics on what businesses currently are doing in terms of NIS 
expenditure are very scarce, because it is difficult to assess how much is spent, as security 
generally does not represent a separate budget line and a number of costs might be 'hidden 
outside the IT budget' (IA, Annex 3, p. 86). Moreover, similar security obligations already exist 
under EU and national all-hazard plans for critical infrastructure, as well as under the General 
Data Protection Regulation.  
 
 SME test / Competitiveness 
 
Although micro-enterprises (employing less than 10 people) are excluded from the scope of the 
proposal, the requirements would apply to a large number of small and medium enterprises, 
active in the sectors identified as crucial. The compliance cost calculation contains a section on 
costs for SMEs, which would fall in the range of 2,500 and 5,000 euro per SME per year. 
However, these estimates are the result of extrapolations from the total compliance cost figure 
for the private sector, this figure itself being the result of assumptions and extrapolations as 
explained above. Annex 5 contains the required brief and qualitative 'SME test'. The conclusion 
of this test is that there is 'no element showing the need for SME-specific measures in order to 
ensure compliance with the proportionality principle', apart from the exclusion of micro-
enterprises from the scope (p. 95). 
 
The IA also provides the 'competitiveness proofing' assessment. As far as cost competitiveness 
is concerned, the Commission concludes that 'additional costs in general remain limited since 
many measures have already been taken based on existing regulatory measures'. The 
Commission also expect a positive impact on the capacity to innovate and a competitive 
advantage in external markets. Competition in the internal market would be improved by the 
created level playing field. Finally, a positive impact is expected on the competitiveness of ICT 
security products and service providers. 
 
 Budgetary or public finance implications 
 
The proposal will have EU budgetary implications only if Member States choose to adapt an 
existing infrastructure (for example,  sTESTA) for cooperation and exchange of information and 
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task the Commission to implement this under the 2014-2020 MFF. The one-off cost is estimated 
to be 1, 250, 000 euro. 
 
The cost for Member State is calculated and cited above. 
 
 Stakeholder consultation 
 
In the preparation of this IA, the Commission seems to have correctly consulted with Member 
States and other stakeholders. It conducted an online public consultation from July to October 
2012. Following a recommendation by the IA Board, the results of this public consultation are 
systematically reported throughout the IA. 
 
 Monitoring and evaluation 
 
The IA contains a table of core indicators for future monitoring and evaluation, linked to the 
specific objectives of the proposal and with an indication of the tools to be used. 
 
The Commission will periodically review the functioning of the proposed legislation, in 
particular on the basis of technological and market developments, and will report every three 
years. 
 
 Commission Impact Assessment Board 
 
The Commission's IA considered the draft impact assessment and issued a first, very critical, 
opinion in July 2012. The Board requested the originating service, DG CONNECT, to improve 
the problem definition, to provide clear intervention logic, and to justify the proportionality of 
the proposed measures. It considered a modified and resubmitted draft in written procedure in 
October 2012, making further recommendations for its improvement. The second opinion again 
focuses mainly on the need to justify and prove added value for the measures imposed on 
private actors, in particular SMEs. It also requires the originating DG to strengthen the 
assessment of significant impacts, including social/employment impacts, competitiveness, data 
protection and international implications. This recommendation of the IA Board seems not to 
have been fully followed up.   
 
 Coherence between the Commission's legislative proposal and IA  
 
The IA and the proposal seem to correspond, as the proposal is clearly based on the preferred 
option ('regulatory approach'). 
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