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1. This Working Document outlines the views of your Rapporteur for opinion on the areas 
of the Commission Communication of highest relevance for ITRE.  Those areas are the 
possible introduction of

(i) a principle of "privacy by design", and

(ii) a principle of "accountability", including requirements to appoint data 
protection officers, to carry out impact assessments, and the creation of EU 
certification schemes.

The proposals

2. The Communication does not explain what a principle of "privacy by design" means, 
but your Rapporteur believes it is generally understood to require that entities 
processing data (data controllers/processors) and producers of equipment and services 
would have to take privacy considerations into account in the design and running of 
their systems and products.   

3. As regards "accountability", the Communication states that the Commission will 
explore ways of "ensuring that data controllers put in place effective policies and 
mechanisms to ensure compliance with data protection rules".  In doing so, it will "take 
account of the current debate on the possible introduction of an ‘accountability’ 
principle".  The Communication also states that the aim would not be to impose a net 
additional burden on controllers.  The Communication's reference to the current debate 
is to a paper (Opinion 3/2010) by the so-called Working Party 29, which is an advisory 
body consisting of the EU national data protection authorities.  That document contains 
a proposed legislative text:

"1. The controller shall implement appropriate and effective measures to ensure that the 
principles and obligations set out in the Directive are complied with.

2. The controller shall demonstrate compliance with paragraph 1 to the supervisory 
authority on its request."

The problems

4. While both "privacy by design" and "accountability" might look attractive on the 
surface, your Rapporteur is concerned that there are a large number of significant 
problems attached to both ideas when it comes to possibly turning them into legislation.  
These problems can be outlined as follows.

5. "Privacy by design":  Expressing "privacy by design" merely as a broad general 
principle seems problematic with respect to legal certainty and the internal market free 
movement aspects of ICT. 

6. "Accountability" etc:  A principle of "accountability" appears in difficulty with respect 
to. demonstrated need and added value, legal certainty and proportionality.  Also, if 
"accountability" means that data controllers would have to prove to the relevant 
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authorities that they comply with the law, rather than the authorities having to prove that 
they do not comply, "accountability" would seem hard to reconcile with the 
presumption of innocence (where sanctions for breaches of data protection/privacy law 
include criminal sanctions).

A mandatory requirement for data protection officers appears debatable from the 
perspectives of demonstrated need and added value, proportionality and possibly 
subsidiarity.  The need for and added value of mandatory data protection impact 
assessments and certification schemes (which would presumably be voluntary) also 
remains to be shown, and a number of details worked out in order to achieve legal 
certainty and trustworthiness.

7. SME aspects:  "Accountability" appears likely to create excessive administrative 
burdens on all controllers, but in particular on controllers who are SMEs or natural 
persons.  Certification schemes, even if voluntary, might put SMEs at a competitive 
disadvantage due to the likely costs associated with them.  While the Commission is 
envisaging some sort of threshold for making data protection officers mandatory, the 
size of the controller may not be the best determinant.  Even if a threshold was to 
exclude all or most SMEs, it could still act as a disincentive to their growth.  An 
implementation of "privacy by design" without further specification might also 
disadvantage SMEs, as larger entities would probably find it easier to devote the time 
and cost necessary to convince the authorities that their offerings comply.  They may 
also be able to establish de-facto standards suitable for them but dissuading competition 
and possibly endangering interoperability as well.   

8. Your Rapporteur therefore believes that a large amount of further work is needed by the 
Commission before any of these ideas are included into any legislative proposal.  
Among other things, that work should aim at demonstrating that there is a real need and 
to ensure that there is no additional burden imposed on any entity, including in 
particular SMEs, without a demonstration that those additional burdens are 
proportionate, necessary and effective in addressing verified and specified underlying 
problems in a way that provides legal certainty.  

The possible solutions

9. By way of indication, your Rapporteur believes there are alternatives that might prove 
workable, provide legal certainty and avoid the potential problems outlined above. 

10. A concrete implementation of "privacy by design" could possibly be done by using the 
existing EU model of the New Approach and New Legislative Framework.  There is 
already one Directive in the New Approach family providing for "privacy by design" in 
the ICT sector.  Under this model, the EU legislators would lay down the essential data 
protection/privacy requirements for particular systems, services and products in law.  
Details would be worked out through Commission-approved standardisation with the 
participation of all stakeholders.  Providers would also have the possibility to meet the 
essential requirements in other ways than applying a standard.  Alternatively, the 
possibility of delegated acts under Article 290 TFEU could be considered.  Also in this 
case, the EU legislators would lay down the essential elements in law.  A third 
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possibility might be to enable data protection authorities to impose privacy by design 
requirements, where relevant, as sanctions on a case by case basis for proven breaches 
of the law - "privacy by design" by natural selection.  Safeguards securing free 
movement, through the participation of the Commission, should form part of such a 
structure.

11. With respect to "accountability", if there is a problem with widespread breaches of the 
law, alternatives might include making sure that the law is consistent across the EU, 
clear enough and relevant, and that it is actually enforced.  If the aim is to reduce 
unnecessary notification obligations, then a less burdensome, more proportionate and 
effective approach might be to address the problem directly by simplifying, minimising, 
centralising and harmonising the current requirements, perhaps also allowing data 
protection authorities to grant individual exceptions subject to safeguards.  Enforcement 
might be facilitated by considering the burdens and standards of proof, but without 
contravening the presumption of innocence in criminal cases.  A possibility for data 
protection authorities to impose behavioural sanctions might also be considered.  For 
example, an authority might in case of a proven breach, and depending on the nature of 
the breach, order the controller to appoint a data protection officer or otherwise to take 
specific measures to amend its ways for the future.  This could be cumulative with other 
sanctions.  Compliance could be made subject to external verification etc. 

Impact Assessment

12. Your Rapporteur believes that the Commission's Impact Assessment for the review of 
the 95/46 Data Protection Directive should address not only costs for any measures 
proposed, but cover all relevant aspects, including the basic questions of whether there 
is demonstrated need for a principle of "accountability" (including mandatory data 
protection officers etc).   The Impact Assessment should address the net overall burdens 
potentially imposed on controllers as against expected effectiveness with respect to 
increased data protection, compared, i.a., to a case of a review of the existing rules for 
relevance, clarity and enforceability, taking also the powers and enforcement activities 
of the data protection authorities into account.

The Telecoms Package

13. The changes introduced in 2009 the review of the EU Framework for Electronic 
Communications include new requirements for providers of communications networks 
or services regarding security, and for personal data breach notification.  Your 
Rapporteur recommends that in order to secure a level playing field and uniform 
protection of citizens, those rules should be introduced for all data controllers.

14. Your Rapporteur would invite your thoughts and comments.

-------------


