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The EU market and the cloud

Stefano Fratta, Director Regulatory Affairs, Telefonica Digital

I think to start this debate it would be useful to remind ourselves that, although we are still in 

the “Early stages” of the development of Cloud-based services as an industry, remote-based 

services have been there since the beginning of the Internet. 

Think of your first web-based email service two decades ago. It was probably Hotmail or Yahoo 

mail or Altavista. These email services have been available since the early days, and so have 

online calendars and agendas, productivity tools and virtual hard discs.   

So what has changed in the recent years to bring us today to debate of a specific “Cloud”

concept?

There are a few elements that have clearly contributed to the recent development of the 

Cloud industry: the huge increase of storage availability at cheaper prices, the improvement of 

the quality and speed provided by the telecommunication networks, the development of new 

devices like smartphones and tablets, and the global acceptance of the Internet culture. 

However, you can see that each of the factors I just mentioned potentially underpins a 

different business model: smartphone adoption means increased use of remote storage 

services for millions of people that want to have access to their content on the go. Faster 

access network and increased computing capacity means that large multinationals do not need 

to locally store their documents and software but can actually have Cloud-based services that 

are seamlessly available from every company office. As an example, Telefonica Digital HR 

system is entirely Cloud-based and accessible from all Telefonica Digital offices (London, 

Madrid, Miami, Palo Alto, São Paulo, Tel Aviv).  Therefore we can all agree with the the 

European Commission when it claims that the definition of Cloud is very elusive. We should 

not forget this when addressing any potential regulation of this sector. 

So why are we here debating this "nebulous" concept today? Well, the main objective on my 

side is to dissipate some common misconceptions about the Cloud industry.

The Cloud will ensure better protection of the data of European businesses

To start with, I would like to say that the transition to a Cloud-based service industry 

(understood as remote access to services) will result in a safer environment (from an IT and 

data protection perspective) than "traditional" local IT solutions.

Imagine a local, small business that currently stores its customers’ data or business records in 

the hard disk of its PCs or in a server in the basement of its building. Do we think that this 

company is necessarily applying high privacy and security standards? How many small 

businesses and professionals have lost their data because of poor storage conditions, or 

because the data was stored in old hard disks that are no longer in use or simply because the 
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data were in a PC with an old version of Windows operating system? Do we also believe that 

the average SME can invest in expensive security measures against unauthorized access when 

setting up internal WIFI network? Do we know who provides the IT support to these business, 

how they provide it, what software they employ when they have access to these data (for 

instance to repair an old laptop)?  

If you look at the whole Cloud issue from this perspective, the remote service access provided 

by large, sophisticated Cloud providers is a very significant improvement for our society. We 

should not think that as the data is moved from a local infrastructure to a remote one, the 

risks are necessarily higher, because there are at least as many risks (if not more) in the 

existing, hardware-based industry in which the data are stored locally. I would like you all to 

reflect about this approach and start from this assumption when considering any regulation of 

the Cloud industry.

If we accept this premise, it is relative easy to understand why Telefonica welcomes the 

European Commission initiative aimed at “Unleashing the Potential of Cloud Computing in 

Europe”.  Beyond pure cost savings, there is a huge opportunity to create a really good 

environment to foster the creation of a Cloud-based value proposition. This proposition could

benefit the competitiveness of the European Cloud business and, beyond that, the 

competitiveness of the whole European industry from professionals to small and medium 

enterprises to large Corporations.

However, for the Commission initiative to succeed we need to eliminate a number of exisiting 

or future obstacles that could prevent the European Cloud industry from unleashing its 

potential. 

The Cloud does not require Cloud-specific Regulation

Indeed, the second main misconception that I would like to address today is that the Cloud 

requires an additional set of dedicated, Cloud-specific rules. I think it is actually the opposite. 

The Cloud necessitates less (but more uniform) rules. 

First, we need a uniform set of Privacy rules applicable across the EU. In this regard, we 
support the adoption of a Privacy regulation that would result in the application of the same 
set of rules in the 27 Member States. This is crucial for the success of Cloud services in Europe, 
in particular for those services that compete with large, US-based companies. Economies of 
scale are critical in Cloud services: in the current scenario  the addressable market for a given 
product is only national in scope, as different Member State have different legal requirements.  
Allowing the creation of a true internal market for Digital Services (which would necessarily be 
underpinned by a single set of privacy rules) would allow Cloud providers to address a market 
of more than 500 million people, and thus reach unparalleled scale and efficiency if compared 
with the existing scenario

Second, we do not need for a specific, more restrictive set of Privacy rules applicable only to 

Cloud services. If we take into account the premise that the Cloud world is not necessarily 

more dangerous that the current hardware-based world, there is no reason why the new 

Privacy Regulation should increase the administrative burdens of data processors and their 
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responsibilities. In particular, we should not consider that all Cloud-based processing activities 

are equivalent and therefore blur the boundaries between the roles of data controller and 

data processor. This distinction has always characterized the EU Privacy framework and has 

proved really fruitful. In particular, it has provided clarity around the ownership of personal 

data and the related liability. We see no reason to depart from this approach in the Cloud 

world.

Third, we need to understand that while geographic homogeneity is essential, product 

homogeneity is dangerous. There are different privacy and security risks associated to each 

Cloud activity, and we cannot regulate this sector with a simplistic one-size-fits-all approach. 

Cloud services are really heterogeneous; the only common factor that connects them all is the

remote access to a service. Any rule applicable to Cloud services, be it Privacy and security 

regulation, consumer protection, general terms and conditions regulation, remote contracting 

rules, should remain sufficiently flexible to be applicable to all Cloud services.

Fourth, we need to avoid the imposition of standards and specific quality thresholds in this 

non-homogenous product landscape. We are a major European player in the provision of 

Cloud services, and our experience tells us that the standard contract clauses, the technical 

standards and the quality levels of the cloud infrastructure required by our bank customers are 

not (and do not have to be) similar to the requirements of our consumers that need to backup 

their personal content or the local bakery that need to manage their suppliers. I hope you will 

agree that it sounds pretty straightforward: now we need to transpose this 

straightforwardness into the regulation.

Fifth, portability. There is no reason why we should be more demanding as far as portability in 

the Cloud world than in the offline world. Do we require mandatory portability to the provider 

of accounting software to move the data to another software package? Do we require OS 

mandatory portability to software applications that runs in a specific OS to move to another? 

We do not. So we should probably let the market to do its job: there are cases in which data 

portability may be critical for certain businesses, and in this instance portability will become an 

additional element to be taken into account in a competitive market.  Other customers may 

not be interested in portability, and would prefer cheaper, less sophisticated solutions. Let’s 

leave them the choice.

Conclusion

Let's now recap on the important aspects that I would like you to take away from this 

intervention. I think that these are the key points we need to bear in mind before we even 

start considering any regulation for the Cloud
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 First, the adoption of Cloud service will lead to a clear improvement concerning 
privacy, security and availability of the data of European citizens and companies. 

- Second, its time for flexibility (best practices, guidelines, Codes of Conduct) and not for 
rigid regulation in order for the market to drive further adoption of these services.  

- Third, Privacy and security regulations, consumer protection regulation, or any 
regulation on general terms and conditions and remote contracting should be 
generally applicable to the Cloud without the need to any special, Cloud-specific rules.

I Thank you for your attention.


