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1. | NTRODUCTI ON

1.1. Context

Over the last two decades, the Internet and nore broadly cyberspace has had a tremendous
impact on all parts of society. Qur daily life, fundamental rights, social interactions and
econom es depend on informati on and conmuni cation technol ogy working seanl essly. An

open and free cyberspace has pronbted political and social inclusion worldw de; it has broken
down barriers between countries, comunities and citizens, allow ng interaction and sharing
of information and i deas across the globe; it has provided a forumfor freedom of expression
and exercise of fundanental rights, and enpowered people in their quest for denocratic and
nore just societies - nost strikingly during the Arab Spring.

For cyberspace to remmin open and free, the sane norns, principles and values that the EU
uphol ds of fline, should also apply online. Fundanental rights, denocracy and the rule of |aw
need to be protected in cyberspace. Qur freedom and prosperity increasingly depend on a

robust and innovative Internet, which will continue to flourish if private sector innovation and
civil society drive its growh. But freedomonline requires safety and security too. Cyberspace
shoul d be protected fromincidents, malicious activities and mi suse; and governments have a
significant role in ensuring a free and safe cyberspace. Covernments have several tasks: to

saf equard access and openness, to respect and protect fundanmental rights online and to

maintain the reliability and interoperability of the Internet. However, the private sector owns
and operates significant parts of cyberspace, and so any initiative aimng to be successful in
this area has to recognise its leading role

I nformati on and comuni cati ons technol ogy has beconme the backbone of our economc

growh and is a critical resource which all economc sectors rely on. It now underpins the
conpl ex systens whi ch keep our economies running in key sectors such as finance, health,
energy and transport; while many business nobdels are built on the uninterrupted availability
of the Internet and the smooth functioning of information systens.

By conpleting the Digital Single Market, Europe could boost its GDP by al nbst €500 billion
a yearl; an average of €1000 per person. For new connected technol ogies to take off,

i ncl udi ng e-payments, cloud conputing or machi ne-to-nmachi ne conmuni cation2, citizens wll
need trust and confidence. Unfortunately, a 2012 Eurobaroneter survey3 showed that al nost a
third of Europeans are not confident in their ability to use the internet for banking or
purchases. An overwhelming nejority also said they avoid disclosing personal information

1
http://ww. epc. eu/ dsnif 2/ St udy_by_Copenhagen. pdf
2

For exanpl e, plants enbedded with sensors to comunicate to the sprinkler systemwhen it is tine for

themto be watered

3

2012 Speci al Eurobarometer 390 on Cybersecurity
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online because of security concerns. Across the EU, nobre than one in ten Internet users has
al ready becone victimof online fraud.

Recent years have seen that while the digital world brings enormous benefits, it is also

vul nerabl e. Cybersecurity4 incidents, be it intentional or accidental, are increasing at an

al arm ng pace and coul d di srupt the supply of essential services we take for granted such as

wat er, healthcare, electricity or nobile services. Threats can have different origins —
including crimnal, politically notivated, terrorist or state-sponsored attacks as well as natura
di sasters and unintentional m stakes.

The EU econony is already affected by cybercrinmeb activities against the private sector and
i ndividuals. Cybercrimnals are using ever nore sophisticated nethods for intruding into
information systens, stealing critical data or hol ding conpanies to ransom The increase of
econom c espionage and state-sponsored activities in cyberspace poses a new category of
threats for EU governments and conpani es.

In countries outside the EU, governnents nmay al so m suse cyberspace for surveillance and
control over their own citizens. The EU can counter this situation by pronoting freedom
online and ensuring respect of fundanental rights online

Al'l these factors explain why governnments across the world have started to devel op cyber-
security strategies and to consider cyberspace as an increasingly inportant international issue
The tine has cone for the EUto step up its actions in this area. This proposal for a
Cybersecurity strategy of the European Union, put forward by the Conm ssion and the Hi gh
Representative of the Union for Foreign Affairs and Security Policy (H gh Representative),
outlines the EUs vision in this domain, clarifies roles and responsibilities and sets out the
actions required based on strong and effective protection and pronotion of citizens' rights to
make the EU s online environnent the safest in the world.

1.2. Principles for cybersecurity

The borderless and multi-layered Internet has becone one of the nobst powerful instrunents

for global progress wi thout governnental oversight or regulation. Wiile the private sector
shoul d continue to play a leading role in the construction and day-to-day nanagenent of the
Internet, the need for requirenents for transparency, accountability and security is becom ng
nmore and nore prominent. This strategy clarifies the principles that shoul d guide
cybersecurity policy in the EU and internationally.

The EU s core values apply as nuch in the digital as in the physical world

The sane |laws and norns that apply in other areas of our day-to-day lives apply also in the
cyber donmai n.

4

Cyber-security conmmonly refers to the safeguards and actions that can be used to protect the cyber
donmain, both in the civilian and mlitary fields, fromthose threats that are associated with or that may
harmits interdependent networks and information infrastructure. Cyber-security strives to preserve the
availability and integrity of the networks and infrastructure and the confidentiality of the information
cont ai ned therein.

5

Cybercrime commonly refers to a broad range of different crimnal activities where conputers and
information systens are involved either as a primary tool or as a primary target. Cybercrine conprises
traditional offences (e.g. fraud, forgery, and identity theft), content-related offences (e.g. on-line
distribution of child pornography or incitenent to racial hatred) and offences unique to conputers and
information systens (e.g. attacks against informati on systens, denial of service and malware).
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Protecting fundanmental rights, freedom of expression, personal data and privacy

Cybersecurity can only be sound and effective if it is based on fundanental rights and
freedons as enshrined in the Charter of Fundanental Rights of the European Union and EU

core values. Reciprocally, individuals' rights cannot be secured w thout safe networks and
systems. Any information sharing for the purposes of cyber security, when personal data is at
st ake, should be conpliant with EU data protection |law and take full account of the
individuals' rights in this field.

Access for al

Limted or no access to the Internet and digital illiteracy constitute a di sadvantage to citizens,
gi ven how rmuch the digital world pervades activity within society. Everyone should be able

to access the Internet and to an unhindered flow of information. The Internet's integrity and
security must be guaranteed to allow safe access for all

Denocratic and efficient nulti-stakehol der governance

The digital world is not controlled by a single entity. There are currently several stakehol ders
of which many are comerci al and non-governnental entities, involved in the day-to-day
managenent of Internet resources, protocols and standards and in the future devel opnent of

the Internet. The EU reaffirms the inportance of all stakeholders in the current |nternet
governance nodel and supports this nulti-stakehol der governance approach6.

A shared responsibility to ensure security

The growi ng dependency on information and comuni cations technologies in all domains of

human life has led to vulnerabilities which need to be properly defined, thoroughly anal ysed,
remedi ed or reduced. Al relevant actors, whether public authorities, the private sector or

i ndividual citizens, need to recognise this shared responsibility, take action to protect
thensel ves and if necessary ensure a coordi nated response to strengthen cybersecurity.

2. STRATEG C PRI ORI TI ES AND ACTI ONS

The EU shoul d safeguard an online environment providing the highest possible freedom and

security for the benefit of everyone. Wile acknow edging that it is predomnantly the task of
Menber States to deal with security challenges in cyberspace, this strategy proposes specific
actions that can enhance the EU s overall performance. These actions are both short and | ong
term they include a variety of policy tools7 and involve different types of actors, be it the EU
institutions, Menber States or industry.

The EU vision presented in this strategy is articulated in five strategic priorities, which
address the chall enges highlighted above:

Achi eving cyber resilience

Drastically reducing cybercrinme

6

See al so COM 2009) 277, Communication fromthe Comm ssion to the European Parlianment and the
Council on "Internet Governance: the next steps"

7

The actions related to information sharing, when personal data is at stake, should be conpliant with EU

data protection | aw.
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Devel opi ng cyberdefence policy and capabilities related to the Commobn Security and
Def ence Policy (CSDP)

Devel op the industrial and technol ogi cal resources for cybersecurity

Establ i sh a coherent international cyberspace policy for the European Union and pronpte

core EU val ues

2.1. Achieving cyber resilience

To pronote cyber resilience in the EU, both public authorities and the private sector nust

devel op capabilities and cooperate effectively. Building on the positive results achieved via

the activities carried out to date8 further EU action can help in particular to counter cyber risks
and threats having a cross-border dinension, and contribute to a coordinated response in

enmergency situations. This will strongly support the good functioning of the internal narket

and boost the internal security of the EU

Europe will remain vulnerable without a substantial effort to enhance public and private
capacities, resources and processes to prevent, detect and handl e cyber security incidents. This
i s why the Conmi ssion has devel oped a policy on Network and Information Security (N S)9.

The European Network and Information Security Agency EN SA was established in

200410 and a new Regul ation to strengthen ENI SA and nodernise its nmandate is being

negotiated by Council and Parlianentll. In addition, the Franework Directive for electronic
comuni cations12 requires providers of electronic comunications to appropriately nmanage

the risks to their networks and to report significant security breaches. A so, the EU data
protection |egislationl3 requires data controllers to ensure data protection requirenments and
saf equards, including neasures related to security, and in the field of publicly available e-
conmuni cation services, data controllers have to notify incidents involving a breach of
personal data to the conpetent national authorities

Despite progress based on voluntary conmtnents, there are still gaps across the EU, notably
in terms of national capabilities, coordination in cases of incidents spanning across borders,
and in ternms of private sector involvenent and preparedness:. This strategy is acconpani ed by
a proposal for legislation to notably:

establish conmmobn mininumrequirenents for NIS at national |evel which would oblige

Menber States to: designate national conpetent authorities for NIS; set up a well-

functioning CERT; and adopt a national NIS strategy and a national NS cooperation plan
Capacity building and coordination also concern the EU institutions: a Conputer

Enmer gency Response Teamresponsi ble for the security of the IT systenms of the EU

institutions, agencies and bodies ("CERT-EU') was permanently established in 2012

8

See references in this Comunication as well as in the Conmmi ssion Staff Wrking Docunent | npact
Assessnent acconpanyi ng the Conm ssion proposal for a Directive on network and information
security, in particular sections 4.1.4, 5.2, Annex 2, Annex 6, Annex 8

9

In 2001, the Conm ssion adopted a Communi cation on "Network and Information Security: Proposa
for A European Policy Approach" (COM 2001)298); in 2006, it adopted a Strategy for a Secure

I nformati on Society (COM 2006)251). Since 2009, the Conmm ssion has al so adopted an Action Plan
and a Conmmuni cation on Critical Information Infrastructure Protection (ClIP) (COM 2009) 149,
endorsed by Council Resolution 2009/C 321/01; and COM 2011) 163, endorsed by Council Concl usi ons
10299/ 11).

10

Regul ation (EC) No 460/ 2004

11

COM 2010) 521. The actions proposed in this Strategy do not entail anmending the existing or future
mandat e of ENI SA.

12

Article 13a& of Directive 2002/ 21/ EC

13

Article 17 of Directive 95/46/EC, Article 4 of Directive 2002/58/EC
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set up coordinated prevention, detection, mitigation and response nechani sns, enabling

i nformation sharing and nmutual assistance anbngst the national N S conpetent

authorities. National NI'S conpetent authorities will be asked to ensure appropriate EU

wi de cooperation, notably on the basis of a Union NI'S cooperation plan, designed to

respond to cyber incidents with cross-border dinension. This cooperation will also build
upon the progress made in the context of the "European Forum for Menber States

(EFMS) " 14, which has held productive discussions and exchanges on NI'S public policy

and can be integrated in the cooperation nechani smonce in place.

i mprove preparedness and engagenment of the private sector. Since the large majority of
network and informati on systens are privately owned and operated, inproving

engagenent with the private sector to foster cybersecurity is crucial. The private sector
shoul d devel op, at technical level, its own cyber resilience capacities and share best
practices across sectors. The tools devel oped by industry to respond to incidents, identify
causes and conduct forensic investigations should also benefit the public sector

However, private actors still lack effective incentives to provide reliable data on the existence
or inmpact of NIS incidents, to enbrace a risk nanagenment culture or to invest in security
solutions. The proposed | egislation therefore ains at making sure that players in a nunber of
key areas (nanely energy, transport, banking, stock exchanges, and enablers of key Internet
services, as well as public admnistrations) assess the cybersecurity risks they face, ensure
net works and information systens are reliable and resilient via appropriate risk managenent,
and share the identified information with the national NI'S conpetent authorities The take up
of a cybersecurity culture could enhance business opportunities and conpetitiveness in the
private sector, which could nake cybersecurity a selling point.

Those entities would have to report, to the national NS conpetent authorities, incidents with
a significant inpact on the continuity of core services and supply of goods relying on network
and infornmation systens.

National NI'S conmpetent authorities should collaborate and exchange information with other

regul atory bodies, and in particular personal data protection authorities. N S conpetent
authorities should in turn report incidents of a suspected serious crinmnal nature to | aw
enforcenent authorities. The national conpetent authorities should also regularly publish on a
dedi cated website unclassified informati on about on-going early warnings on incidents and

ri sks and on coordinated responses. Legal obligations should neither substitute, nor prevent,
devel oping informal and voluntary cooperation, including between public and private sectors

to boost security levels and exchange informati on and best practices. In particular, the

Eur opean Public-Private Partnership for Resilience (EP3RLl5) is a sound and valid platform at
EU | evel and should be further devel oped.

14

The European Forum for Menber States was |aunched via COM 2009) 149 as a platformto foster
di scussi ons anobng Menber States public authorities regarding good policy practises on security and
resilience of Critical Information Infrastructure

15

The European Public-Private Partnership for Resilience was | aunched via COM 2009) 149. This
platforminitiated work and fostered the cooperati on between the public and the private sector on the
identification of key assets, resources, functions and baseline requirenents for resilience as well as
cooperation needs and nechanisnms to respond to | arge-scal e disruptions affecting electronic
conmuni cat i ons
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The Connecting Europe Facility (CEF)16 woul d provide financial support for key
infrastructure, linking up Menber States' NS capabilities and so making it easier to cooperate
across the EU.

Finally, cyber incident exercises at EU |l evel are essential to sinmulate cooperation anong the
Menber States and the private sector. The first exercise involving the Menber States was
carried out in 2010 ("Cyber Europe 2010") and a second exercise, involving also the private
sector, took place in Cctober 2012 ("Cyber Europe 2012"). An EU-US table top exercise was
carried out in Novermber 2011 ("Cyber Atlantic 2011"). Further exercises are planned for the
com ng years, including with international partners.

The Conmission will:

eContinue its activities, carried out by the Joint Research Centre in close
coordination with Menber States authorities and critical infrastructure owners and
operators, on identifiying NIS vulnerabilities of European critical infrastructure and
encour agi ng the devel opnment of resilient systens.

eLaunch an EU-funded pilot projectl7 early in 2013 on fighting botnets and

mal ware, to provide a framework for coordi nati on and cooperation between EU

Menber States, private sector organisations such as Internet Service Providers, and

i nternational partners.

The Conmi ssion asks ENI SA to:

*Assi st the Menber States in devel oping strong national cyber resilience

capabilities, notably by building expertise on security and resilience of industrial
control systenms, transport and energy infrastructure

eExamine in 2013 the feasibility of Conmputer Security Incident Response Tean(s)

for Industrial Control Systems (ICS-CSIRTs) for the EU

*Conti nue supporting the Menber States and the EU institutions in carrying out

regul ar pan- European cyber incident exercises which will also constitute the
operational basis for the EU participation in international cyber incident exercises.
The Conmi ssion invites the European Parlianment and the Council to:

*Swiftly adopt the proposal for a Directive on a common high I evel of Network

and Information Security (NI'S) across the Union, addressing national capabilities

and preparedness, EU- | evel cooperation, take up of risk managenent practices and
information sharing on NI S.

The Conmi ssion asks industry to:

eTake | eadership in investing in a high level of cybersecurity and devel op best
practices and information sharing at sector level and with public authorities with

the view of ensuring a strong and effective protection of assets and individuals, in
16

1718htt ps:// ec. europa. eu/ di gi t al - agenda/ en/ connecti ng-europe-facility. CEF Budget |ine 09.03.02 —
Tel ecommuni cations networks (to pronote the interconnection and interoperability of national public
services on-line as well as access to such networks).

Cl P-1CT PSP-2012-6, 325188. It has an overall budget of 15 MIlion Euro, with EU fundi ng anounting
to 7.7 MIlion Euro.

http://ww. trustindigitallife.eu/
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particul ar through public-private partnerships |ike EP3R and Trust in Digital Life

(TDL) 18 .
Rai si ng awar eness

Ensuring cybersecurity is a common responsibility. End users play a crucial role in ensuring
the security of networks and information systens: they need to be made aware of the risks
they face online and be enpowered to take sinple steps to guard agai nst them

Several initiatives have been devel oped in recent years and should be continued. In particular,
ENI SA has been involved in raising awareness through publishing reports, organising expert

wor kshops and devel opi ng public-private partnerships. Europol, Eurojust and national data
protection authorities are also active in raising awareness. In Cctober 2012, ENISA, with

sone Menber States, piloted the "European Cybersecurity Mnth". Raising awareness is one

of the areas the EU-US Working G oup on Cybersecurity and Cybercrimel9 is taking forward,

and is also essential in the context of the Safer Internet Programme20 (focused on the safety of
children online).

The Conmi ssion asks ENI SA to:

ePropose in 2013 a roadmap for a "Network and Information Security driving
licence" as a voluntary certification programme to pronote enhanced skills and
conpetence of |IT professionals (e.g. website administrators).

The Conmi ssion will:

*Organise, with the support of ENI SA a cybersecurity chanpionship in 2014,
where university students will conpete in proposing NI'S sol utions.

The Conmission invites the Menber States2l to:

eOrganise a yearly cybersecurity month with the support of EN SA and the

i nvol verrent of the private sector from 2013 onwards, with the goal to raise
awar eness anong end users. A synchroni sed EU-US cybersecurity nonth will be
organi sed starting in 2014.

«Step up national efforts on NI'S educati on and training, by introducing:
training on NIS in schools by 2014; training on NIS and secure software

devel opnent and personal data protection for conputer science students; and NI S
basic training for staff working in public adm nistrations.

The Conmmission invites industry to:

«Pronpte cybersecurity awareness at all levels, both in business practices and in
19

This Working Group, established at the EU-US Summit in Novenber 2010 (MEMO 10/597) is tasked
wi th devel opi ng col | aborative approaches on a wi de range of cybersecurity and cybercrine issues.

20

The Safer Internet Programme funds a network of NGOs active in the field of child welfare online, a
network of |aw enforcenent bodi es who exchange informati on and best practices related to crimnal
exploitation of the Internet in dissem nation of child sexual abuse material and a network of researchers
who gat her information about uses, risks and consequences of online technologies for children's lives.

21

Also with the involvenent of relevant national authorities, including NIS conpetent authorities and
data protection authorities.
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the interface with custoners. In particular, industry should reflect on ways to
make CEGs and Boards nore accountable for ensuring cybersecurity.

2.2.

Drastically reducing cybercrine

The nmore we live in a digital world, the nore opportunities for cyber crimnals to exploit.
Cybercrine is one of the fastest growing forns of crime, with nore than one mllion people
wor | dwi de becoming victins each day. Cybercrimnals and cybercrine networks are

becom ng increasingly sophisticated and we need to have the right operational tools and
capabilities to tackle them Cybercrimes are high-profit and lowrisk, and crimnals often
exploit the anonynmity of website domains. Cybercrine knows no borders - the gl obal reach of
the Internet nmeans that | aw enforcenent nust adopt a coordi nated and col | aborative cross-
bor der approach to respond to this growing threat.

Strong and effective legislation

The EU and the Menber States need strong and effective legislation to tackle cybercrinme. The
Counci| of Europe Convention on Cybercrinme, also known as the Budapest Convention, is a
binding international treaty that provides an effective framework for the adoption of national
| egi sl ation.

The EU has al ready adopted |egislation on cybercrinme including a Directive on conbating the
sexual exploitation of children online and child pornography22. The EU is al so about to agree
on a Directive on attacks against information systens, especially through the use of botnets.

The Conmi ssion will:

Ensure swift transposition and inplenmentation of the cybercrine rel ated
directives.

Urge those Menber States that have not yet ratified the Council of Europe's
Budapest Convention on Cybercrinme to ratify and inplement its provisions as
early as possible.

Enhanced operational capability to conbat cybercrine

The evol ution of cybercrine techni ques has accel erated rapidly: |aw enforcenent agencies
cannot conbat cybercrine with outdated operational tools. Currently, not all EU Menber

St ates have the operational capability they need to effectively respond to cybercrinme. Al
Menber States need effective national cybercrine units.

The Conmmi ssion will:

*Through its funding progranmes23, support the Menber States to identify gaps
and strengthen their capability to investigate and conbat cybercrinme. The
Conmi ssion will furthernore support bodies that nmake the |ink between

22

Directive 2011/ 93/ EU repl aci ng Council Franmework deci sion 2004/ 68/ JHA
23

For 2013, under the Prevention and Fight against Crine Programme (ISEC). After 2013, under the
Internal Security Fund (new I nstrunent under M-F).
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research/acadeni a, | aw enforcenent practitioners and the private sector, simlar to
the on-going work carried out by the Conm ssion-funded Cybercrine Centres of
Excel |l ence already set up in sonme Menber States.

Together with the Menber States, coordinate efforts to identify best practices and
best avail able techniques including with the support of JRC to fight cybercrine
(e.g. with respect to the devel opnent and use of forensic tools or to threat

anal ysi s)

Work closely with the recently | aunched European Cybercrime Centre (EC3),
within Europol and with Eurojust to align such policy approaches w th best
practices on the operational side.
| mproved coordination at EU | evel

The EU can conpl enment the work of Menber States by facilitating a coordi nated and
col I aborative approach, bringing together |aw enforcenent and judicial authorities and public
and private stakehol ders fromthe EU and beyond.

The Conmission will:

*Support the recently | aunched European Cybercrinme Centre (EC3) as the

Eur opean focal point in the fight against cybercrinme. The EC3 will provide

anal ysis and intelligence, support investigations, provide high |evel forensics,
facilitate cooperation, create channels for information sharing between the
conpetent authorities in the Menber States, the private sector and ot her

st akehol ders, and gradually serve as a voice for the | aw enforcenent

communi ty24 .

*Support efforts to increase accountability of registrars of domain nanes and
ensure accuracy of infornmation on website ownership notably on the basis of the

Law Enf orcenent Recommendations for the Internet Corporation for Assigned

Narmes and Nunmbers (1 CANN), in conpliance with Union [aw, including the rules

on data protection.

*Build on recent legislation to continue strengthening the EU s efforts to tackle
child sexual abuse online. The Conmm ssion has adopted a European Strategy for a
Better Internet for Children25 and has, together with EU and non-EU countries, ,

| aunched a G obal Alliance against Child Sexual Abuse Online26. The Alliance

is a vehicle for further actions fromthe Menmber States supported by the

Conmi ssion and the EC3.

The Conmi ssion asks Europol (EC3) to:

elnitially focus its analytical and operational support to Menber States' cybercrine
investigations, to help dismantle and di srupt cybercrime networks primarily in the
24

2526

On 28 March 2012, the European Conmi ssion adopted a Conmunication "Tackling Crine in a Digital
Age: Establishing a European Cybercrine Centre"

COM 2012) 196 fi nal

Counci| Conclusions on a dobal Alliance against Child Sexual Abuse Online (EU-US Joint Statenent)
of 7th and 8th June 2012 and Decl aration on the launch of the G obal Alliance against Child Sexual
Abuse Online (http://europa.eu/rapid/ press-rel ease_ MEMO- 12-944 en. htm
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areas of child sexual abuse, paynent fraud, botnets and intrusion

On a regul ar basis produce strategic and operational reports on trends and
emerging threats to identify priorities and target investigative action by
cybercrine teans in the Menber States

The Conmi ssion asks the European Police College (CEPOL) in cooperation wth
Eur opol to

Coordi nate the design and planning of training courses to equip |aw enforcenent
with the know edge and expertise to effectively tackle cybercrine.
The Conmi ssion asks Eurojust to:

Identify the main obstacles to judicial cooperation on cybercrine investigations
and to coordination between Menber States and with third countries and support
the investigation and prosecution of cybercrine both at the operational and
strategic level as well as training activities in the field.

The Conmi ssion asks Eurojust and Europol (EC3) to:

Cooperate closely, inter alia through the exchange of information, in order to
increase their effectiveness in conbating cybercrine, in accordance with their
respecti ve mandates and conpetence

2. 3.

Devel opi ng cyberdefence policy and capabilities related to the franework of the

Common Security and Defence Policy (CSDP)

Cybersecurity efforts in the EU al so involve the cyber defence dinension. To increase the
resilience of the communication and informati on systens supporting Menber States' defence
and national security interests, cyberdefence capability devel opnent should concentrate on
detection, response and recovery from sophisticated cyber threats

G ven that threats are nmultifaceted, synergies between civilian and mlitary approaches in
protecting critical cyber assets should be enhanced. These efforts should be supported by
research and devel opment, and cl oser cooperati on between governnments, private sector and
academ a in the EU. To avoid duplications, the EUw |l explore possibilities on how the EU
and NATO can conpl enent their efforts to heighten the resilience of critical governnental,
defence and other information infrastructures on which the nmenbers of both organisations
depend.

The Hi gh Representative will focus on the follow ng key activities and invite the
Menber States and the European Defence Agency to col | aborate:

*Assess operational EU cyberdefence requirenents and pronote the devel opment of EU
cyberdefence capabilities and technologies to address all aspects of capability
devel opnent -including doctrine, |eadership, organisation, personnel, training,
technol ogy, infrastructure, logistics and interoperability;

*Devel op the EU cyberdefence policy framework to protect networks w thin CSDP

m ssions and operations, including dynam c risk managenent, inproved threat analysis
EN

EN
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and i nformation sharing. |Inprove Cyber Defence Training & Exercise Qpportunities for

the mlitary in the European and multinational context including the integration of Cyber
Def ence el ements in existing exercise catal ogues

«Pronote di al ogue and coordi nati on between civilian and nilitary actors in the EU - with
particul ar enphasis on the exchange of good practices, information exchange and early
war ni ng, incident response, risk assessnent, awareness raising and establishing
cybersecurity as a priority

*Ensure dialogue with international partners, including NATO, other internationa

organi sations and mnul tinational Centres of Excellence, to ensure effective defence
capabilities, identify areas for cooperation and avoid duplication of efforts

the military in the European and multinational context including the integration of Cyber
Def ence el ements in existing exercise catal ogues

*Pronote di al ogue and coordi nation between civilian and nmilitary actors in the EU - with
particul ar enphasis on the exchange of good practices, information exchange and early
war ni ng, incident response, risk assessnent, awareness raising and establishing
cybersecurity as a priority

eEnsure dialogue with international partners, including NATO, other internationa

organi sations and nul tinational Centres of Excellence, to ensure effective defence
capabilities, identify areas for cooperation and avoid duplication of efforts

2.4. Develop industrial and technol ogi cal resources for cybersecurity

Eur ope has excellent research and devel opnent capacities, but many of the global |eaders
providing i nnovative |ICT products and services are |ocated outside the EU. There is a risk
that Europe not only becones excessively dependent on |ICT produced el sewhere, but al so on
security solutions devel oped outside its frontiers. It is key to ensure that hardware and
sof tware conponents produced in the EU and in third countries that are used in critica
services and infrastructure and increasingly in nobile devices are trustworthy, secure and
guarantee the protection of personal data.

Pronoting a Single Market for cybersecurity products

A high level of security can only be ensured if all in the value chain (e.g. equipnent
manuf acturers, software devel opers, information society services providers) nake security a
priority. It seens27 however that many players still regard security as little nore than an

additional burden and there is limted demand for security solutions. There need to be
appropriate cybersecurity performance requirenents inplenmented across the whol e val ue

chain for ICT products used in Europe. The private sector needs incentives to ensure a high

| evel of cybersecurity; for exanple, |abels indicating adequate cybersecurity performance will
enabl e conpanies with a good cybersecurity performance and track record to make it a selling
point and get a conpetitive edge. Also, the obligations set out in the proposed NIS Directive
woul d significantly contribute to step up business conpetitiveness in the sectors covered.

A Europe-w de market demand for highly secure products should also be stinulated. First,

this strategy ains to increase cooperation and transparency about security in ICT products. It
calls for the establishment of a platform bringing together relevant European public and
private stakeholders, to identify good cybersecurity practices across the value chain and create
the favourabl e market conditions for the devel opnent and adoption of secure ICT solutions. A
prinme focus should be to create incentives to carry out appropriate risk managenment and adopt
security standards and sol utions, as well as possibly establish voluntary EU-wi de certification
schenmes buil ding on existing schemes in the EU and internationally. The Conmission will

pronote the adopti on of coherent approaches anong the Menber States to avoid disparities

causi ng | ocational disadvantages for businesses.

Second, the Conmmi ssion will support the devel opnment of security standards and assist with
EU-wi de voluntary certification schemes in the area of cloud conmputing, while taking in due

27

See the Commission Staff Wrking Docunent |npact Assessnent acconpanying the Conmi ssion
proposal for a Directive on network and information security, Section 4.1.5.2
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account the need to ensure data protection. Wrk should focus on the security of the supply
chain, in particular in critical economc sectors (lndustrial Control Systenms, energy and
transport infrastructure). Such work should build on the on-going standardi sation work of the
Eur opean St andardi sati on Organi sati ons (CEN, CENELEC and ETSI)28, of the Cybersecurity

Coordi nation Group (CSCG as well as on the expertise of ENI SA the Conm ssion and ot her

rel evant players.

The Conmission will:

Launch in 2013 a public-private platformon NS solutions to devel op incentives
for the adoption of secure |ICT solutions and the take-up of good cybersecurity
performance to be applied to | CT products used in Europe

Propose in 2014 recommendations to ensure cybersecurity across the |ICT val ue
chain, drawing on the work of this platform

Exam ne how maj or providers of |ICT hardware and software coul d inform

national conpetent authorities on detected vulnerabilities that could have
significant security-inplications

The Conmi ssion asks ENISA to

Devel op, in cooperation with relevant national conpetent authorities, relevant
st akehol ders, International and European standardi sati on bodies and the European
Conmi ssion Joint Research Centre, technical guidelines and reconmendations

for the adoption of NI'S standards and good practices in the public and private
sectors

The Conmi ssion invites public and private stakeholders to

Stinmul ate the devel opnent and adoption of industry-led security standards,
techni cal norns and security-by-design and privacy-by-design principles by ICT
product manufacturers and service providers, including cloud providers; new
generations of software and hardware shoul d be equi pped with stronger

enbedded and user-friendly security features

Devel op industry-led standards for conpani es' perfornmance on cybersecurity and
improve the information available to the public by devel oping security | abels or
kite marks hel pi ng the consuner navi gate the market.

Fostering R& investnments and i nnovati on

R&D can support a strong industrial policy, pronpte a trustworthy European |ICT industry,

boost the internal market and reduce European dependence on foreign technol ogi es. R&D

should fill the technology gaps in ICT security, prepare for the next generation of security
chal | enges, take into account the constant evolution of user needs and reap the benefits of dua
use technol ogies. It should al so continue supporting the devel opment of cryptography. This

has to be conplenmented by efforts to translate R& results into comercial solutions by
providing the necessary incentives and putting in place the appropriate policy conditions.

28

Particularly under the Smart Gids Standard M 490 for the first set of standards for a smart grid and
reference architecture.
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The EU shoul d make the best of the Horizon 202029 Franework Progranme for Research and

I nnovation, to be launched in 2014. The Commi ssion's proposal contains specific objectives

for trustworthy ICT as well as for conbating cyber-crine, which are in line with this strategy.
Horizon 2020 will support security research related to energing |CT technol ogi es; provide
solutions for end-to-end secure | CT systens, services and applications; provide the incentives
for the inplenmentation and adoption of existing solutions; and address interoperability anong
network and information systems. Specific attention will be drawn at EU | evel to optim sing
and better coordinating various funding progranmes (Horizon 2020, Internal Security Fund,

EDA research includi ng European Franmework Cooperation).

The Conmmi ssion will:

Use Horizon 2020 to address a range of areas in ICT privacy and security, from
R&D to innovation and depl oynent. Horizon 2020 will al so devel op tools and
instruments to fight crimnal and terrorist activities targeting the cyber

envi ronnent .

Est abl i sh mechani sns for better coordination of the research agendas of the
Eur opean Union institutions and the Menber States, and incentivise the Menber
States to invest nore in R&D.

The Conmission invites the Menber States to

Devel op, by the end of 2013, good practices to use the purchasing power of
public adm nistrations (such as via public procurenment) to stinulate the
devel opnent and depl oynent of security features in ICT products and services

Pronote early invol verent of industry and academi a in devel opi ng and

coordi nating solutions. This should be done by making the nost of Europe’'s
Industrial Base and associ ated R& technol ogi cal innovations, and be

coordi nated between the research agendas of civilian and mlitary organi sations;
The Conm ssion asks Europol and EN SA to:

Identify energing trends and needs in view of evolving cybercrine and
cybersecurity patterns so as to devel op adequate digital forensic tools and
t echnol ogi es.

The Conm ssion invites public and private stakeholders to

Devel op, in cooperation with the insurance sector, harnonised netrics for

cal culating risk prem unms, that woul d enabl e conpani es that have made

investnments in security to benefit fromlower risk prem uns.

2.5.

Establish a coherent international cyberspace policy for the European Union

and pronote EU core val ues

Preserving open, free and secure cyberspace is a global challenge, which the EU shoul d

address together with the relevant international partners and organi sations, the private sector
and civil society.

29

Hori zon2020 is the financial instrunment inplenmenting the Innovation Union, a Europe 2020 fl agship
initiative ained at securing Europe's global conpetitiveness. Running from 2014 to 2020, the EU s new
Framewor k Programme for research and innovation will be part of the drive to create new growth and
jobs in Europe
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In its international cyberspace policy, the EUw Il seek to pronote openness and freedom of
the Internet, encourage efforts to devel op norns of behavi our and apply existing international

laws in cyberspace. The EUwill also work towards closing the digital divide, and wll
actively participate in international efforts to build cybersecurity capacity. The EU
i nternational engagenment in cyber issues will be guided by the EU s core val ues of human

dignity, freedom denocracy, equality, the rule of law and the respect for fundanental rights.

Mai nstream ng cyberspace issues into EU external relations and Cormmon Forei gn and
Security Policy

The Conmi ssion, the Hi gh Representative and the Menber States should articulate a coherent

EU i nternational cyberspace policy, which will be ained at increased engagenent and

stronger relations with key international partners and organisations, as well as with civil

soci ety and private sector. EU consultations with international partners on cyber issues should
be desi gned, coordinated and i nplemented to add value to existing bilateral dial ogues

between the EU s Menber States and third countries. The EU will place a renewed enphasis
on dialogue with third countries, with a special focus on |like-mnded partners that share EU
values. It will pronote achieving a high level of data protection, including for transfer to a

third country of personal data. To address global challenges in cyberspace, the EU will seek
cl oser cooperation with organisations that are active in this field such as the Council of
Europe, OECD, UN, OSCE, NATO, AU, ASEAN and OAS. At bilateral |evel, cooperation

with the United States is particularly inportant and will be further devel oped, notably in the
context of the EU-US Working Group on Cyber-Security and Cyber-Crine.

One of the nmjor elements of the EU international cyber policy will be to pronote cyberspace
as an area of freedom and fundanental rights. Expanding access to the Internet should
advance denocratic reformand its pronotion worl dw de. |Increased global connectivity

shoul d not be acconpani ed by censorship or nmass surveillance. The EU should pronote
corporate social responsibility30, and launch international initiatives to inprove gl obal
coordination in this field.

The responsibility for a nore secure cyberspace lies with all players of the global information
society, fromcitizens to governnents. The EU supports the efforts to define norns of

behavi our in cyberspace that all stakehol ders should adhere to. Just as the EU expects citizens
to respect civic duties, social responsibilities and |aws online, so should states abide by norms
and existing laws. On matters of international security, the EU encourages the devel opnent of
confidence building measures in cybersecurity, to increase transparency and reduce the risk of

m sperceptions in state behaviour.

The EU does not call for the creation of new international |egal instruments for cyber issues.
The Il egal obligations enshrined in the International Covenant on Cvil and Political R ghts,

t he European Convention on Human Rights and the EU Charter of Fundanental Rights

shoul d be al so respected online. The EU will focus on how to ensure that these neasures are
enforced al so in cyberspace.

To address cybercrine, the Budapest Convention is an instrunment open for adoption by third
countries. It provides a nodel for drafting national cybercrime |egislation and a basis for
international co-operation in this field.

30

A renewed EU strategy 2011-14 for Corporate Social Responsibility; COM2011) 681 final
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If arnmed conflicts extend to cyberspace, International Humanitarian Law and, as appropriate
Human Rights law will apply to the case at hand. Devel oping capacity buil ding on
cybersecurity and resilient information infrastructures in third countries

The snooth functioning of the underlying infrastructures that provide and facilitate
communi cation services will benefit fromincreased international cooperation. This includes
exchangi ng best practices, sharing infornation, early warning joint Incident nanagenent
exercises, and so on. The EU w || contribute towards this goal by intensifying the on-going
international efforts to strengthen Critical Information Infrastructure Protection (ClIP)
cooper ation networks invol ving governnents and the private sector

Not all parts of the world benefit fromthe positive effects of the Internet, due to a |ack of
open, secure, interoperable and reliable access. The European Union will therefore continue to
support countries’ efforts in their quest to devel op the access and use of the Internet for their
people, to ensure its integrity and security and to effectively fight cybercrine.

In cooperation with the Menber States, the Conmmi ssion and the High
Representative will:

Work towards a coherent EU International cyberspace policy to increase
engagenent with key international partners and organi sations, to nmainstream
cyber issues into CFSP, and to inprove coordi nati on of global cyber issues;
Support the devel opment of norms of behaviour and confidence buil di ng
nmeasures in cybersecurity. Facilitate dial ogues on how to apply existing
international |aw in cyberspace and pronote the Budapest Convention to
address cybercring;

Support the pronotion and protection of fundanental rights, including access
to information and freedom of expression, focusing on: a) devel opi ng new
public guidelines on freedom of expression online and offline; b) nonitoring
the export of products or services that m ght be used for censorship or nass
surveill ance online; c) devel oping neasures and tools to expand I nternet
access, openness and resilience to address censorship or mass surveillance by
communi cati on technol ogy; d) enpowering stakehol ders to use

communi cation technol ogy to pronote fundanental rights;

Engage with international partners and organi sations, the private sector and
civil society to support global capacity-building in third countries to inprove
access to information and to an open Internet, to prevent and counter cyber
threats, including accidental events, cybercrinme and cyber terrorism and to
devel op donor coordination for steering capacity-building efforts;

Utilise different EU aid instrunents for cybersecurity capacity building
including assisting the training of |aw enforcenent, judicial and technica
personnel to address cyber threats; as well as supporting the creation of

rel evant national policies, strategies and institutions in third countries;

I ncrease policy coordination and informati on sharing through the internationa
Critical Information Infrastructure Protection networks such as the Meridian
net wor k, cooperation anong NI'S conpetent authorities and others
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3

ROLES AND RESPONSI BI LI TI ES

Cyber incidents do not stop at borders in the interconnected digital econony and society. Al
actors, from N S conpetent authorities, CERTs and |aw enforcenent to industry, nust take
responsi bility both nationally and at EU-level and work together to strengthen cybersecurity.
As different |legal franmeworks and jurisdictions may be involved, a key challenge for the EU
istoclarify the roles and responsibilities of the many actors invol ved

G ven the conplexity of the issue and the diverse range of actors involved, centralised,

Eur opean supervision is not the answer. National governments are best placed to organise the
prevention and response to cyber incidents and attacks and to establish contacts and networks
with the private sector and the general public across their established policy streans and | ega
frameworks. At the same time, due to the potential or actual borderless nature of the risks, an
effective national response would often require EU-l evel involvenent. To address

cybersecurity in a conprehensive fashion, activities should span across three key pillars—
NI'S, |aw enforcenent, and defence—which also operate within different |egal frameworks

Net wor k and

I nf ormati on
Law enf orcenent Defence

NATI ONAL

EU

security

e Commi ssion / EN SA
e CERT-EU

e Net wor k of

conpetent authorities
EP3R

Nat i onal CERTs
EC3/ Eur opol

CEPOL

Eur oj ust

Nati onal Cybercrine
Units

* EEAS

* European Defence
Agency

e National defence
and security
authorities

I ndustry

Academ a

NI S conpet ent

aut horities

3. 1.

Coordi nati on between NI'S conpetent authorities/CERTs, |aw enforcenent and
def ence

Nati onal |eve

Menber States should have, either already today or as a result of this strategy, structures to
deal with cyber resilience, cybercrine and defence; and they should reach the required | eve

of capability to deal with cyber incidents. However, given that a nunber of entities may have
operational responsibilities over different dinensions of cybersecurity, and given the

i nportance of involving the private sector, coordination at national |evel should be optim sed
across mnistries. Menber States should set out in their national cybersecurity strategies the
roles and responsibilities of their various national entities.

I nformation sharing between national entities and with the private sector should be
encouraged, to enable the Menber States and the private sector to maintain an overall view of
different threats and get a better understanding of new trends and techni ques used both to
conmit cyber-attacks and react to themnore swiftly. By establishing national NI'S

cooperation plans to be activated in the case of cyber incidents, the Menber States should be
able to clearly allocate roles and responsibilities and optinm se response actions
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EU | evel

Just as at national level, there are at EU | evel a nunber of actors dealing with cybersecurity.
In particular, the ENI SA, Europol/EC3 and the EDA are three agencies active fromthe
perspective of NI'S, |aw enforcenment and defence respectively. These agenci es have

Managenent Boards where the Menber States are represented, and offer platforms for

coordi nation at EU | evel.

Coordi nation and col | aboration will be encouraged anong EN SA, Europol/EC3 and EDA in

a nunmber of areas where they are jointly involved, notably in terns of trends analysis, risk
assessnent, training and sharing of best practices. They should col |l aborate while preserving
their specificities. These agencies together with CERT-EU, the Comm ssion and the Menber
States shoul d support the devel opnment of a trusted community of technical and policy experts
inthis field.

I nformal channels for coordination and col |l aboration will be conplenented by nore
structural links. EUnmilitary staff and the EDA cyber defence project teamcan be used as the
vector for coordination in defence. The Programe Board of Europol/EC3 will bring together

among ot hers the EURQIUST, CEPCL, the Menber States31, EN SA and the Conmmi ssion,

and offer the chance to share their distinct knowhow and to nake sure EC3’s actions are
carried out in partnership, recognising the added expertise and respecting the nandates of all
st akehol ders. The new nandate of EN SA should nake it possible to increase its links with
Europol and to reinforce links with industry stakehol ders. Mst inportantly, the

Conmi ssion’s |egislative proposal on NIS) woul d establish a cooperation framework via a
network of national NS conpetent authorities and address information sharing between NI'S

and | aw enforcenment authorities.

I nt ernati onal

The Conmi ssion and the Hi gh Representative ensure, together with the Menber States,

coordinated international action in the field of cybersecurity. In so doing, the Conm ssion and
the Hi gh Representative will uphold EU core values and pronote a peaceful, open and

transparent use of cyber technol ogi es. The Conm ssion, the Hi gh Representative and the

Menber States engage in policy dialogue with international partners and with international
organi sati ons such as Council of Europe, OECD, OSCE, NATO and UN.

3.2. EU support in case of a mmjor cyber incident or attack

Maj or cyber incidents or attacks are likely to have an inpact on EU governnents, business

and individuals. As a result of this strategy, and in particular the proposed directive on NI'S,
the prevention, detection and response to cyber incidents should inprove and Menmber States

and the Conmi ssion should keep each other nore closely inforned about major cyber

incidents or attacks. However, the response nechanisns will differ depending on the nature,
magni t ude and cross-border inplications of the incident.

If the incident has a serious inmpact on the business continuity, the NIS directive proposes that
national or Union NI'S cooperation plans be triggered, depending on the cross-border nature of
the incident. The network of NI'S conpetent authorities would be used in that context to share
31

via representation within the EU Cybercrime Task Force, which is made up of the heads of the EU
cybercrinme Units of the Menber States
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information and support. This would enabl e preservation and/or restoration of affected
net wor ks and servi ces.

If the incident seens to relate to a crinme, Europol/EC3 should be inforned so that they -
together with the | aw enforcenent authorities fromthe affected countries — can |launch an
investigation, preserve the evidence, identify the perpetrators and ultimtely nake sure they
are prosecut ed.

If the incident seens to relate to cyber espionage or a state-sponsored attack, or has national
security inplications, national security and defence authorities will alert their relevant
counterparts, so that they know they are under attack and can defend thenselves. Early

war ni ng mechani sns will then be activated and, if required, so will crisis managenent or

ot her procedures. A particularly serious cyber incident or attack could constitute sufficient
ground for a Menber State to invoke the EU Solidarity O ause (Article 222 of the Treaty on

the Functioning of the European Union).

If the incident seens having conprom sed personal data, the national Data Protection
Aut horities or the national regulatory authority pursuant to Directive 2002/58/ EC shoul d be
i nvol ved.

Finally, the handling of cyber incidents and attacks will benefit from contact networks and
support frominternational partners. This may include technical mtigation, crimnal
i nvestigation, or activation of crisis nmanagenent response nechani sns.

4. CONCLUSI ON AND FOLLOW UP

Thi s proposed cybersecurity strategy of the European Union, put forward by the Conmi ssion

and the High Representative of the Union for Foreign Affairs and Security Policy, outlines the
EU s vision and the actions required, based on strongly protecting and pronoting citizens'
rights, to nake the EU s online environnment the safest in the world. 32

This vision can only be realised through a true partnership, between nmany actors, to take
responsi bility and nmeet the chal |l enges ahead.

The Conmi ssion and the Hi gh Representative therefore invite the Council and the European
Parliament to endorse the strategy and to help deliver the outlined actions. Strong support and
commitnment is also needed fromthe private sector and civil society, who are key actors to
enhance our level of security and safeguard citizens' rights.

32

The financing of the Strategy will occur within the foreseen ambunts for each of the relevant policy
areas (CEF, Horizon 2020, Internal Security Fund, CFSP and External Cooperation, notably the

Instrument for Stability) as set out in the Conmission's proposal for the Milti-Annual Financi al
Franmewor k 2014- 2020 (subject to the approval of the Budget Authority and the final amounts of the
adopted MFF for 2014-2020). Wth regard to the need to ensure overall conpatibility with the nunber

of posts available to decentralised agencies and the sub-ceiling for decentralised agencies in each
expendi ture heading in the next MFF, the agencies (CEPCL, EDA EN SA, EURQIUST and

EUROPOL/ EC3) which are requested by this Communication to take on new tasks will be encouraged

to do so in so far as the actual capacity of the agency to absorb grow ng resources has been established
and all possibilities for redepl oyment have been identified.
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The tine to act is now. The Conmi ssion and the H gh Representative are determ ned to work
together with all actors to deliver the security needed for Europe. To ensure that the strategy is
being inplenmented pronptly and assessed in the face of possible devel opnents, they wll

gather together all relevant parties in a high-level conference and assess progress in 12
nont hs.
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