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About this Note: 

This Note was prepared in response to an invitation from the Civil Liberties Committee of the 

European Parliament (LIBE) to participate in a Committee hearing on the legal framework regarding 

the protection of fundamental rights in the EU as far as law enforcement and surveillance activities 

are concerned.  That hearing will take place on 12 September 2013.  Since I was unable to attend on 

that date, I offered to submit a Note on the matter instead.  This is that Note. 

I also recently drafted, at the request of the European Digital Rights Initiative (EDRi) and the 

Fundamental Rights European Experts group (FREE), a Submission to the United States Congress, the 

European Parliament and Commission & the Council of the European Union, & the Secretary-General 

& the Parliamentary Assembly of the Council of Europe on the surveillance activities of the United 

States and certain European States’ national security and “intelligence” agencies.  I am submitting 

that document with this Note:  they can best be read together. 

I should stress that the views expressed in this Note are mine alone. 

I hope I will be able to expand on the issues addressed in this Note (and in the EDRi/FREE 

Submission, if required), and on wider matters, at a later LIBE hearing. 

Background: 

In its resolution of 4 July, the European Parliament expressed serious concern over the U.S. PRISM 

programme and other such initiatives, since, should the information available up to then be 

confirmed, they risked violating the fundamental rights of EU citizens and residents. 

In a follow up to this resolution, the LIBE Committee will hold an inquiry consisting of a series of 

hearings from September to December with different stakeholders, authorities and experts, and will 

produce a report with conclusions and recommendations for EU action as result of this exercise. 

It is hoped this Note (and the EDRi/FREE Submission) will contribute to the LIBE Committee’s work. 
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About the author; 

Douwe Korff is a leading European human rights and data protection expert and works closely on 

those issues with the Council of Europe and the European Union, and with European and national 

civil liberties and digital rights organisations.  He is Professor of International Law at London 

Metropolitan University: 

http://www.londonmet.ac.uk/faculties/law-governance-and-international-relations/our-staff/law-

staff/douwe-korff/  
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EUROPEAN & INTERNATIONAL LAW ON TRANS-NATIONAL SURVEILLANCE 

NB: This report focusses on the case-law of the European Court of Human Rights relating to State 

surveillance, with an excursion (in Section IV) to general public international law relating to “extra-

territorial acts” of States.  The ECHR minimum standards relating to surveillance are summarised in a 

text box on p. 6.  My conclusions are set out in Section VI.  See also the EDRi/FREE Submission. 

I. General ECHR standards
1
 

Since the 1978 case of Klass v. Germany, the ECtHR has consistently held that interception 

of telephone communications by State bodies, including national security agencies (NSAs), 

constitutes an “interference” with the right to private and family life, home and 

correspondence, that is guaranteed by Article 8 of the Convention.  There is no doubt that 

the same applies equally to other forms of electronic communications surveillance (Cf. 

Liberty and Others, para. 56).  Indeed: 

the mere existence of legislation which allows a system for the secret monitoring of 

communications entails a threat of surveillance for all those to whom the legislation 

may be applied. This threat necessarily strikes at freedom of communication between 

users of the telecommunications services and thereby amounts in itself to an 

interference with the exercise of [individuals’] rights under Article 8, irrespective of any 

measures actually taken against them. (Weber and Saravia, para. 78, emphasis added) 

The Court is also particularly concerned that if intercept data are destroyed and the persons 

concerned are not notified of the fact that they were under surveillance, “this may serve to 

conceal monitoring measures which have been carried out by the authorities” (idem, para. 

79).  Such surveillance (also by NSAs) must therefore be “in accordance with law”, serve a 

“legitimate aim in a democratic society”, be “necessary” and “proportionate” in relation to 

that aim. 

The first of these requirements is crucial.  In particular, the Court accepts that safeguarding 

national security, preventing disorder and preventing and fighting crime are of course 

“legitimate aims” of a democratic State (Klass, para. 46, cf. Weber and Saravia, para. 104)  - 

although it is notable that in the latter case the Court did not repeat the reference to “the 

economic well-being of the country” that was mentioned as a further aim of the relevant 

surveillance law by the German Government (see para. 103). 

Moreover, while the Court grants States “a fairly wide margin of appreciation in choosing 

the means for achieving the legitimate aim of protecting national security”, it adds that: 

Nevertheless, in view of the risk that a system of secret surveillance for the protection 

of national security may undermine or even destroy democracy under the cloak of 

defending it, the Court must be satisfied that there exist adequate and effective 

guarantees against abuse.  This assessment depends on all the circumstances of the 

case, such as the nature, scope and duration of the possible measures, the grounds 

required for ordering them, the authorities competent to authorise, carry out and 

supervise them, and the kind of remedy provided by the national law. (Weber and 

Saravia, para. 106, with reference to Klass, Leander, Malone and other cases; emphases 

added.) 

                                                           
1
  The section and Section II are based especially on an analysis of two important decisions by the 

European Court of Human Rights:  the inadmissibility decision in Weber and Saravia v. Germany (2006) and the 

judgment in Liberty and Others v. the UK (2008), that build on earlier case-law, including in particular Klass v. 

Germany (1978), Malone v. the UK (1984), Leander v. Sweden (1987) and S. and Marper v. the UK (2008). 
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In other words, in judging whether secret surveillance is “necessary” and “proportionate”, 

the Court looks mainly at the nature and quality of the law in question, and at the available 

safeguards against abuse.  I will now look at those more closely 

In accordance with law 

On the point of whether surveillance is “in accordance with law”, the Court has developed a 

number of “minimum safeguards”, which we shall examine below.  First, however, it should 

be noted that the Court says that “these safeguards should be set out in statute law” 

(Weber and Saravia, para. 95).  In other words, these matters are so fundamental that they 

may not be left to subsidiary rules or –legislation.  This reflects the German constitutional 

concept of Gesetzesvorbehalt, according to which certain restrictions on fundamental rights 

may only be imposed by statute law, i.e., by a formal law adopted by the democratic 

representatives of the people.  It goes beyond the normal Convention requirement that 

interferences with fundamental rights must be based on legal rules that are “accessible” to 

those (potentially) affected (cf. the fourth bullet-point, below). 

Minimum safeguards 

The “minimum safeguards that should be set out in statute law in order to avoid abuses of 

power”relate to the following: 

• the nature of the offences in relation to which electronic surveillance may be ordered; 

• the definition of the categories of people who are liable to be placed under 

surveillance; 

• the limits on the duration of the surveillance; 

• the procedure to be followed for ordering the examination, use and storage of the 

data obtained; these “should be set out in a form which is open to public scrutiny and 

knowledge”; 

• the precautions to be taken when communicating the data to other parties; and 

• the circumstances in which the intercept data may or must be erased or destroyed. 

These principles, which were first listed in this way in Weber and Saravia (para. 95, with 

references to earlier case-law), apply not just to “strategic monitoring” of communications 

based on “catchwords”, but to all interceptions of and surveillance over (e-)communications 

(Liberty and Others, para. 63; the quote in the fourth bullet-point is from para. 67). 

II. The ECHR standards applied to surveillance in practice 

It is very instructive to contrast the findings in relation to these tests in Weber and Saravia v. 

Germany on the one hand, with those in Liberty and Others v. the UK on the other hand. 

In Weber and Saravia, the Court found that the German surveillance law (the “amended G 10 

Act”), as further restricted by the German Constitutional Court: 

• “defined the offences” which could give rise to an interception order “in a clear and 

precise manner”. (para. 96); 

• indicated which categories of persons were liable to have their telephone tapped 

with sufficient precision (para. 97); 

• limited interception orders to a period of three months (renewable as long as the 

statutory conditions for the order were met) (para. 98); 

• set out strict procedures for the imposition of surveillance (in particular, for 

automated “strategic monitoring” through “catchwords”), including prior 
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authorisation from an independent commission (the G10 Commission) that is 

appointed by Parliament (in consultation with the Government); 

• contained sufficient “safeguards against abuse”, including strict purpose- (use-) 

limitation-, data disclosure- and data destruction rules , and close oversight over 

surveillance by a Parliamentary Board and by the G10 Commission (cf. paras. 116, 

120ff, and passim); and 

• “effectively ensured that the persons monitored were notified in cases where 

notification could be carried out without jeopardising the purpose of the restriction of 

the secrecy of telecommunications.” (para. 136). 

In its judgment in Liberty and Others v. the UK, the Court held that surveillance in the UK, 

too, had a basis in domestic law, i.e., in the Interception of Communications Act 1985 (ICA) 

and the Regulation of Investigatory Powers Act 2000 (RIPA).  However, in contrast to the 

case of Weber and Saravia, above, the Court held that in the UK the law: 

• “allowed the executive an extremely broad discretion in respect of the interception of 

communications passing between the United Kingdom and an external receiver ... The 

legal discretion granted to the executive for the physical capture of external 

communications was ... virtually unfettered; 

• the detailed “arrangements” for surveillance were contained in “internal regulations, 

manuals and instructions” that were not contained in legislation or otherwise made 

available to the public; 

• the supervision provided by the Interception of Communications Commissioner 

(further discussed below), did not contribute towards the accessibility and clarity of 

the scheme, since he was not able to reveal what the “arrangements” were;  

consequently, the procedures to be followed for examining, using and storing 

intercepted material were not “set out in a form which is open to public scrutiny and 

knowledge”; and 

• the fact that “extensive extracts” from the Code of Practice on surveillance had 

belatedly been made public “suggests that it is possible for a State to make public 

certain details about the operation of a scheme of external surveillance without 

compromising national security.” 

The Court concluded that: 

the domestic law at the relevant time [did not indicate] with sufficient clarity, so as to 

provide adequate protection against abuse of power, the scope or manner of exercise 

of the very wide discretion conferred on the State to intercept and examine external 

communications. In particular, it did not, as required by the Court’s case-law, set out in 

a form accessible to the public any indication of the procedure to be followed for 

selecting for examination, sharing, storing and destroying intercepted material. The 

interference with the applicants’ rights under Article 8 was not, therefore, “in 

accordance with the law”. 

It follows that there has been a violation of Article 8 in this case. 

(Liberty and Others, paras. 69-70) 

The European Court of Human Rights considerations and minimum requirements relating to 

State surveillance, adduced in Sections I and II, are summarised overleaf.  
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ECtHR CONSIDERATIONS & MINIMUM REQUIREMENTS RELATING TO SURVEILLANCE: 

The case-law of the ECtHR shows the following considerations and requirements of 

European human rights law relating to surveillance: 

- A system of secret surveillance for the protection of national security may 

undermine or even destroy democracy under the cloak of defending it. 

- The mere existence of legislation which allows a system for the secret monitoring 

of communications entails a threat of surveillance for all those to whom the 

legislation may be applied. 

- In view of these risks, there must be adequate and effective guarantees against 

abuse. 

- The first of these is that such systems must be set out in statute law, rather than in 

subsidiary rules, orders or manuals.  The rules must moreover be in a form which is 

open to public scrutiny and knowledge.  Secret, unpublished rules in this context 

are fundamentally contrary to the Rule of Law; surveillance on such a basis would 

ipso facto violate the Convention. 

The following are the “minimum safeguards” that should be enshrined in such (published) 

statute: 

• the offences and activities in relation to which surveillance may be ordered should 

be spelled out in a clear and precise manner; 

• the law should clearly indicate which categories of people may be subjected to 

surveillance; 

• there must be strict limits on the duration of any ordered surveillance; 

• there must be strict procedures to be followed for ordering the examination, use 

and storage of the data obtained through surveillance; 

• there must be strong safeguards against abuse of surveillance powers, including 

strict purpose/use-limitations (e.g., preventing the too-easy disclosure of 

intelligence data for criminal law purposes) and strict limitations and rules on when 

data can be disclosed by NSAs to LEAs, etc.; 

• there must be strict rules on the destruction/erasure of surveillance data to 

prevent surveillance from remaining hidden after the fact; 

• persons who have been subjected to surveillance should be informed of this as 

soon as this is possible without endangering national security or criminal 

investigations, so that they can exercise their right to an effective remedy at least 

ex post facto; and 

• the bodies charged with supervising the use of surveillance powers should be 

independent and responsible to, and be appointed by, Parliament rather than the 

Executive. 

Under the ECHR, these principles must be applied to anyone who is affected by 

surveillance measures taken by any Council of Europe Member State. 

In addition, European States have a “positive obligation” to protect their citizens from 

surveillance contrary to the above, perpetrated by any other State.  A fortiori, they are 

under a legal obligation not to actively support, participate or collude in such surveillance 

by a non-European State. 
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III. The ECHR and extra-territorial surveillance 

In its case-law, the European Court of Human Rights has clarified the extent to which State-

Parties to the ECHR are bound by their obligations under the Convention in relation to 

activities of their soldiers or other agents outside of their own territory, or in relation to acts 

that can be attributed to the State and that have an effect outside the State.  For a summary 

of the cases, see the very recent European Court of Human Rights Factsheet on Extra-

territorial jurisdiction of ECHR Member States (June 2013), available at: 

http://www.echr.coe.int/Documents/FS_Extra-territorial_jurisdiction_ENG.pdf 

Basically, the Convention requires ECHR Member States to: 

secure to everyone within their jurisdiction the rights and freedoms defined in 

[the substantive part of the Convention]. (Article 1) 

The basic approach to this is that, although the concept of “jurisdiction” is “primarily 

territorial”: 

Article 1 of the Convention cannot be interpreted so as to allow a State party to 

perpetrate violations of the Convention on the territory of another State, which 

it could not perpetrate on its own territory. 

(ECtHR Chamber Judgment in Issa and Others v. Turkey, 16 November 2004, final 

since 30 March 2005, para. 71) 

It is notable that the Court, in this statement of the basic principle, refers expressly to its 

(and the previous European Commission of Human Right’s) own earlier case-law as well as 

to a decision of the Inter-American Commission of Human Rights and views adopted by the 

(UN) Human Rights Committee.  This confirms that this a broadly accepted approach under 

international human rights law, recognised not just in Europe but globally. 

Most of the cases concern the exercise of State power by State agents such as soldiers on 

the soil of other States.  If soldiers of a State that is party to the Convention exercise 

“effective control” of an area in another country (even if that is not an ECHR Member State), 

and put a person in that area under their authority, e.g., by detaining him or killing or 

injuring him, then the ECHR Member State is responsible for those actions under the 

Convention:  such victims are “within the jurisdiction” of the ECHR Member State concerned 

(see the cases mentioned in the ECtHR Factsheet, above). 

However, in recognition of the broad principle quoted above, the concept of “extra-

territorial acts” that come within the “jurisdiction” of a State is wider than just covering 

physical acts on permanantly or temporarily occupied foreign soil: 

In exceptional circumstances the acts of Contracting States performed outside 

their territory or which produce effects there (“extra-territorial act”) may 

amount to exercise by them of their jurisdiction within the meaning of Article 1 

of the Convention. 

(Issa judgment, para. 68). 

Clearly, if a State intercepts, extracts copies of, and analyses communications of individuals 

and organisations outside that State, that “produces effects” on those concerned, even if 

they are “foreigners” and not physically on the territory of the State concerned.  Moreover, 

it would be perverse to argue that if a State explicitly legislates to authorise such 
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surveillance, it is not exercising its “jurisdiction” in that respect:  bringing something within 

the legal rules of a country, making that something subject to the legal order of a country, is 

perhaps the most conspicuous way to exercise a country’s jurisdiction.  In international-legal 

terms, such a country is exercising “enforcement jurisdiction” over the data. 

This is the case, even if the exercise of that jurisdiction would violate the sovereignty of 

another State, e.g., because it concerned data physically located in another country (cf. the 

Lotus judgment, noted under the next heading): the fact that the act was contrary to 

international law of course does not mean that the State perpetrating the act is not bound 

by its human rights obligations; that too would be perverse. 

It follows that if an agency of an ECHR State is given powers under the laws of that State to 

gather information on the communications- or other data, such as Internet communications 

and –browsing activities, or data held in the “Cloud”, be that within Europe or not, then that 

activity must be regarded as being done “within the jurisdiction” of the State concerned. 

In this regard, it does not matter if the data relate to individuals who are not citizens or 

residents of the country concerned:  it is a fundamental requirement of modern human 

rights law, and explicitly also of the ECHR, that the rights guaranteed by it must be granted 

in respect of “everyone” who is, or is brought, within the “jurisdiction” of an ECHR Member 

State, in the sense just discussed.  

If the law in a European State allows the surveillance of the communications or other data 

of individuals in a non-European country, that law and its application in practice must still 

conform to the European standards set out in the earlier sections and summarised on p. 6.  

(Note that U.S. constitutional law is deficient in this respect, in that in relation to crucial 

matters of surveillance it only protects U.S. citizens and residents.) 

In sum: In relation to any surveillance activity by any European State, on anyone, wherever 

they are, the State in question must comply with the minimum European standards, set out 

at I and II, above, and summarised in the text box on p. 6. 

IV. International law on extra-territorial surveillance 

Apart from human rights law, it is also important to note fundamental general legal 

restrictions on the exercise of State power on foreign territory.  This can be put very simply:  

unless done with the consent of the other State, this is in violation of what is probably the 

most fundamental principle of public international law, State sovereignty.  As it was put 

unambiguously in what is still the leading case in this regard, the judgment of the 

Permanent Court of International Justice (the forerunner of the International Court of 

justice) in the Lotus case: 

Now the first and foremost restriction imposed by international law upon a 

State is that  - failing the existence of a permissive rule to the contrary -  it may 

not exercise its power in any form in the territory of another State.  In this 

sense jurisdiction is certainly territorial; it cannot be exercised by a State outside 

its territory except by virtue of a permissive rule derived from international 

custom or from a convention [i.e., a treaty]. 

(PCIJ, The Case of the S.S. “Lotus”, judgment of 7 September 1927, pp. 18-19, 

emphasis added, available at http://www.icj-

cij.org/pcij/serie_A/A_10/30_Lotus_Arret.pdf) 
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At III, above, we saw that in terms of the ECHR, spying by one State on the activities of 

citizens and residents of another State should be regarded as coming within the 

“jurisdiction” of the former State, even if that State does not carry out this activity by 

means of a physical presence of agents of that State on the terriritory of the other 

State.  International human rights law has extended the concept of “jurisdiction” from 

a purely territorial one (as it possibly was in 1927) to a more functional one, that 

corresponds more appropriately to the realities of the late-20
th

 and early-21
st

 

centuries, and especially the current digital environment and the Internet. 

It can be strongly argued that surveillance by one State over the communications of 

citizens and organisations  - and indeed of public institutions -  in another State 

constitutes the exercise of jurisdiction (more specifically:  enforcement jurisdiction) in 

a way that contravenes the sovereignty of the other State. 

This is also the view of the vice-president of the EU’s European Commission, Viviane Reding, 

who issued a statement on 25 July 2013, saying: 

The [EU’s new General Data Protection Regulation] will also provide legal clarity 

on data transfers outside the EU: when third country authorities want to access 

the data of EU citizens outside their territory, they have to use a legal 

framework that involves judicial control. Asking the companies directly is 

illegal. This is public international law. 

See:  http://techcrunch.com/2013/07/25/ireland-prism/ (emphasis added) 

This means that the surveillance of global communications by the USA, and of vast 

amounts of non-UK communications data by the UK (and similar actions by other 

States), is strongly arguably illegal under general public international law. 

This reinforces our conclusion under the next heading, that States do not only have a 

duty to limit their own surveillance activities, both at home and in relation to people 

abroad, in accordance with human rights principles (as adduced above, at III), but that 

in addition, they have a “positive” duty to also prevent such surveillance of their own 

citizens and residents by other States.  We will now turn to that topic. 

V. Positive obligations of States 

As we have just seen, European States must comply with the European minimum human 

rights standards in their surveillance activities, even if these are directed at individuals or 

organisations outside their territory, or even outside the ECHR/Council of Europe area. 

Conversely, they also have obligations in respect of the surveillance activities of non-

European countries that affect the rights of individuals and organisations within their 

jurisdiction, i.e., in particular, citizens and residents of their country, and organisations 

established in their country.  This follows from the doctrine of “positive obligations”, also 

developed by the Strasbourg Court, on the basis that States have an obligation to ensure 

that the rights under the Convention are made “real and effective”.  These obligations are 

increasingly also linked to the duty of all ECHR Member States under Article 1 of the 

Convention to “ensure” the rights guaranteed by the Convention, or more specifically with 

regard to Article 8 ECHR, to ensure that the right to privacy and communication is 

“respected”, “protected” and fully “implemented”.  See the Council of Europe’s Human 
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Rights Handbook No. 7 on Positive obligations under the European Convention on Human 

Rights, by Jean-Francois Akandji-Kombe, available at: 

http://www.coehelp.org/file.php/54/resources/Handbooks/pos_obl_eng.pdf 

A State that knowingly does nothing to prevent another State from spying on the 

communications and other data of anyone within its (the first State’s) “jurisdiction” is failing 

in its positive duty to ensure that the rights of “everyone” to be free from surveillance that 

does not comply with the ECHR standards.  This includes not preventing such an other State 

from accessing the communications- or data infrastructure  - such as Internet routers and 

“pipes” -  that are under the first State’s control.  Indeed, it includes not preventing private 

companies under its (the first State’s) jurisdiction from disclosing personal data to the other 

State, in ways that do not conform to the European minimum standards. 

Of course, a fortiori, a European State that actively supported surveillance activities by 

another (non-European) State that did not meet the European minimum standards, would 

be in even greater breach of the ECHR  - and indeed of its main, “negative” obligations 

under the Convention (i.e., the obligation not to engage in any actual activity contrary to the 

Convention). 

VI. Conclusions 

1) A system of secret surveillance for the protection of national security can undermine or even 

destroy democracy under the cloak of defending it. 

2) According to European minimum standards adduced by the European Court of Human 

Rights, States must by statute law strictly limit the offences for which surveillance may be 

ordered and the categories of people who may be placed under surveillance;  they must 

impose strict procedures and time-limits on surveillance, and introduce strong and effective 

safeguards against abuse (including unwarranted disclosure), and strong independent 

parliamentary oversight (see the summary on p. 6 for more details). 

3) Under the ECHR, these principles must be applied to anyone who is affected by surveillance 

measures taken by any Council of Europe Member State, wherever they are (even if that is 

outside the Council of Europe area). 

4) States (including Non-European States) that carry out surveillance on the communications or 

other data of individuals and organisations in other States (European or otherwise), without 

the latter States’ consent, act in violation of public international law:  they are violating the 

sovereignty of the States where the targets of such surveillance are living. 

5) European States have a “positive obligation” to protect their citizens from surveillance 

contrary to the above, perpetrated by any other State.  A fortiori, they are under a legal 

obligation not to actively support, participate or collude in such surveillance by a non-

European State. 

- o – O – o - 

 

Douwe Korff, Cambridge/London, August 2013 


