
     September 28, 2013

To:  The Privacy and Civil Liberties Oversight Board

     We three former intelligence professionals offer this input to the PCLOB to help 
ensure a robust, informed debate about the critical matters of intelligence production 
and the need to protect the identities of innocent American citizens, and perhaps the 
identities of innocent persons across the globe.  We emphasize that there is no need to 
sacrifice any privacy in order to achieve effective intelligence discovery and production. 

The authors of this input to PCLOB discussions are:

William E. Binney:  Former NSA Senior Technical Director with over 36 years in the 
field of intelligence.  Mr. Binney is a graduate of Penn State University and has a degree 
in mathematics.  He was the technical lead for the THIN THREAD program at NSA. He 
is also a military veteran of the U.S. Army Security Agency.

J. Kirk Wiebe:  Former NSA Senior Intelligence Analyst and Business Process 
Engineer with over 32 years in the field of intelligence.  Mr. Wiebe is a graduate of 
Indiana University with a Masters degree in the Russian Language and worked with Mr. 
Binney on the THIN THREAD program. He is a recipient of the NSA’s second highest 
honor, the Meritorious Civilian Service Award and is a military veteran of the U.S. Air 
Force Security Service.

Thomas A. Drake:  Former NSA Senior Executive with over 25 years in the fields of 
intelligence, software, information technology, contracting, business analytics and 
management/leadership development and consulting. Mr. Drake was also an Air Force 
reconnaissance and electronic warfare aircrew member and Navy officer intelligence 
veteran. While at NSA, he was the Senior Change Leader in the Signals Intelligence 
Directorate, Executive Program Manager for THIN THREAD, Technical Director for 
Software Engineering Implementation, and Process Portfolio Manager in the Directorate 
of Engineering. He has also taught strategic leadership, ethics, space industry studies 
and information strategies at the National Defense University as a professor of 
behavioral science.

____________________________________________

THE EFFECTIVE ANALYSIS OF BIG DATA WHILE PROTECTING PRIVACY (THERE 
IS NO TRADEOFF NECESSARY BETWEEN SECURITY AND PRIVACY)

There are three important parts in responding to this question.  The first is how 
metadata is used to “guide” analyst exploitation of massive data for intelligence 
targeting purposes. 



There is no need to “bulk collect” and retain all the metadata in the world.  It can 
be obtained as needed, bounded by the nature and scope of the analyst’s 
investigation and as authorized by a duly constituted court of law in accordance 
with the Fourth Amendment’s “probable cause” doctrine. 

For example, if an analyst knows of a single “bad guy”, and he is foreign, there is 
no court authorization required under current law. Yet there is still no need to 
“bulk collect” all available metadata – phone, internet, or otherwise. The amount 
of metadata is governed – or should be – by the need to focus analysis on the 
most relevant available information.  This means queries into metadata are 
confined to “one-hop” or one degree of separation between entities and “two 
hops” or two degrees of separation from a known “bad guy” in a graphic display 
of related entities.  See this illustration of the concept:

Illustration 1

The second matter is related content - content associated with known bad guys.  
All content for such entities is indexed to the associated metadata for each “bad 
guy”.  In this way, analysts do not spend unfruitful hours searching huge amounts 
of content, hoping to find relevant intelligence.  They focus on the content having 



the highest probability of containing usable intelligence. In cases where no 
known target already exists from which to grow a list of entities involved in 
nefarious activities, analysts should focus on, for example, website information 
related to Jihadi and radicalization activities, and websites associated with known 
sponsors of terrorism, and the like. 

The third matter left to resolve regarding metadata is where it and its identifying 
information resides.  In the Digital Age, all networked data that is in some way 
connected to the Internet in its most expansive definition, is accessible from 
anywhere in the world.  Hence metadata and its identifying information can be –
and is – resident with those delivering associated services; telephone numbers 
with telecommunications companies, email addresses and IP addresses with 
Internet service providers, etc.  It could all be left with those service providers
and encrypted, to be accessed and “pulled” into the graphic display of 
relationships as an intelligence-producing agency needed it.  Or – since all 
identifying information associated with metadata would be encrypted, the data 
could – in bulk- reside in databases owned by the intelligence-producing 
agencies, if it can be demonstrated to have some tangible benefit in so doing.  
Thus, it no longer matters where identifying data is, just that it be protected by 
strong encryption. The same is true for all related content. 

An important aspect of the approach shown above in Illustration 1 is that the 
identities of the yellow dots in the illustration – those suspected of having 
nefarious dealings with the known bad guy – need not have their identities 
revealed until criteria constituting probable cause have been met. The underlying 
software creating the display “knows” about the relationships, hence they are part 
of the display for analysis, despite not being identified.  In fact all entities of the 
world (blue dots) may be protected in this manner, without any degradation to 
intelligence analysis.  Protection of identities is made possible through the 
implementation of very strong encryption protecting identifying information, and 
the privacy is guaranteed by leaving the encryption key not with the intelligence-
producing agencies, but with the judiciary branch of government.  Management 
of encryption and most decryption actions may also be implemented in software 
using commonly called “business rules”.  In this way, many criteria constituting 
compliance with Fourth Amendment stipulations of “probable cause” can be 
defined in software, allowing most court decisions to be automated. A sitting 
court would only be required for the most complex cases where evidence 
supporting “probable cause” is thin or otherwise open to interpretation.  

We recommend the PCLOB obtain an important report written by the U.S. 
Department of Defense Inspector General in 2005.  It responds to a DoD IG
complaint filed by J. Kirk Wiebe, William E. Binney, Diane S. Roark, and Edward 
F. Loomis on September 4, 2002, that describes mismanagement of the 
acquisition of intelligence capabilities by the National Security Agency involving 
two programs – THIN THREAD and TRAILBLAZER (the latter was declared a 



failure in 2005).  The very highly redacted unclassified version of report may be 
seen here:

(http://www.whistleblower.org/storage/documents/IGR.pdf).

The PCLOB should obtain the original, classified version of the report.  For 
reference, see this related information:

 The DoD Hotline case number connected with the investigation is 85671 
per DoD IG letter to complainants, dated 29 Jan 2003.

 The title of the subsequent DoD IG report is “Requirements of the 
TRAILBLAZER And THINTHREAD SYSTEM,” Intel Report 05-Intel-03, 
and is dated December 15, 2004.
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