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NOTICE TO MEMBERS

Subject: Petition 1388/2009 by Jens Cunow (German), on funding for the INDECT 
project

1. Summary of petition

The petitioner indicates that the INDECT project includes research into the development of 
technologies designed to detect ‘abnormal’ behaviour patterns in modern communications. 
This involves the use of data from surveillance cameras with face recognition functions, GSM 
trace data, and data from web pages and message boards, and the collation thereof in a 
databank where they can be scrutinised using a search engine. He also indicates that the 
period encompasses research into mobile personal surveillance techniques. He argues that, on 
the one hand, if the project is intended solely for research purposes and without any use being 
made of findings, it is a waste of millions of euros of tax revenue and that if on the other, its 
findings are being used, this is a clear infringement of human rights, including Article 12 of 
the Universal Declaration of Human Rights, which reads: ‘no one shall be subjected to 
arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon 
his honour and reputation. Everyone has the right to the protection of the law against such 
interference or attacks.’ He therefore takes the view that, in either case, funding for the 
INDECT project should be ended.

2. Admissibility

Declared admissible on 8 January 2010. Information requested from Commission under Rule 
202(6).

3. Commission reply, received on 22 April 2010.

The INDECT project, supported under the Security Theme of the Seventh Framework 
Programme for Research and Development (FP7), is to develop a platform for the registration 
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and exchange of operational data, including the recognition of abnormal behaviour or 
violence, and to develop a prototype of an integrated, network-centric system supporting the 
operational activities of police officers in law-enforcement actions. 

The INDECT project has been subject to an Ethics Review. The ethics review panel has 
concluded that, following the adoption of the review requirements, the research work is in full 
compliance with legal rules and obligations to be observed by the EU and by its Member 
States. Amongst others, the requirements include the establishment of a project Ethics Board 
that will report to the Commission on potential improper use of research results. Moreover, all 
projects funded under FP7, including INDECT, have to fully comply with  legislation at EU 
and at national level for the protection of personal data.
This requires inter alia that Article 8 of the EU Charter of Fundamental Rights must be 
respected, which gives everyone the right to the protection of personal data concerning him or 
her. If personal data are processed then they must be processed fairly, for specified purposes 
and on the basis of the consent of the person concerned or some other legitimate basis laid 
down by law, and must in particular be necessary and proportionate. Furthermore, everyone 
has the right of access to data which has been collected concerning him or her, and the right to 
have it rectified. Compliance with these rules is subject to control by an independent 
authority. 

The Commission would also like to point out that all projects in the field of security research 
should also be subject to public debate and scrutiny. For instance, on the initiative of the 
Commission, the INDECT project was invited to present its findings and discuss these with 
experts on privacy and data protection at the Security Research Conference at the end of 
September ’09 in Stockholm. The data protection aspects of the INDECT project are also 
being discussed by the Article 29 Working Party, the independent advisory body to the 
Commission on personal data protection.

The petitioner claims that "INDECT is a waste of money if technologies developed there are
not implemented", while stating that "if the developed technologies will be implemented then 
this will violate the Charter of Fundamental Rights". This statement is overly simplified and 
has an intrinsic flaw.
- Stating that the implementation of certain research results leads, inevitably, to unethical or 

unlawful practices appears to be somewhat of an over-simplification; it also goes against 
the basic idea behind the freedom of research and might result in an unacceptable brake on 
the search for new solutions providing better public security.

- Indeed the purpose of FP7 security research projects is to promote the availability of novel 
know-how and technologies to enhance the public security for the citizen. Clearly, the 
planning of such technology development activities under FP7 needs to be done in such a 
way as to maximize the practical usefullnes in an operational context. The participation of 
'end-users', as in the case of INDECT, is therefore considered a valuable asset.

- The decision on the development and use of research results can only be based on lawful 
grounds. The technologies developed under INDECT are intended for police and other 
law enforcement authorities. However, it remains within the responsibility of the 
authorities of the Member States to use these new technologies, taking of course into 
account the right of every citizen to the protection of personal data, in particular the 
principle of proportionality (as stated in Article 16 of the Treaty for the Functioning of the 
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EU). The Commission expects that the Member States will weigh all the possible aspects 
of using such technologies in a way that fully respects the protection of personal data and 
other fundamental rights. 

- As previously stated, should Member States intend to use such new technologies within 
the scope of Union law, they are bound to respect EU fundamental rights as enshrined in 
the EU Charter of Fundamental Rights as well as the the European Convention on Human 
Rights, and to address the processing of personal data on a proper legal basis. 

On the petitioner's interpretation of the work being done in the INDECT project, the 
following needs to be clarified/corrected
- As for point 2 – To our knowledge, INDECT is not foreseeing any work on telephone 

tapping. 
- As for point 3 - Should this system in the future be used by national law enforcement 

authorities, it is clear that access to the planned data bases and the personal data contained 
therein will evidently have to be strictly regulated by national law and thus restricted to 
those public authorities mandated by law to have such access for specific predefined 
purposes.

- As for point 5 - a device will be developed for the police to search personal equipment, 
but again this is only possible within the set legal rules, for which, in most of the cases a 
court decision is needed and only in a crime case (no research work towards a systematic 
remote search is planned)

- Furthermore, on the statement 'enabling the access to personal data of any EU citizen by
anybody', this is not correct, would contravene Article 8 of the Charter and it is certainly 
not within the objectives/scope of the project.

Conclusion

The Commission intends to continue funding the INDECT project. After having analysed the 
concerns of the petitioner, the Commission concludes that the principal assumptions deployed 
to argue for ending the funding for the INDECT project are not substantiated.


