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Subject: Petition 1829/2009 by Simone Thieme (German), on the use of mobile phone 
data to trace a debtor

1. Summary of petition

The petitioner indicates that she is seeking to trace a person owing her money using his 
mobile phone number, this being the only information she has, since the person concerned did 
not furnish her with an address and she is therefore unable to send an official demand for 
repayment. However, the German authorities are apparently refusing to cooperate. The 
petitioner argues that this method of tracing individuals should be admissible where criminal 
acts are involved. She also complains of failure by the Freenet AG company to provide her 
with Internet services. 

2. Admissibility

Declared admissible on 23 March 2010. Information requested from Commission under Rule 
202(6).

3. Commission reply, received on 2 September 2010.

The petition
The petitioner raises two issues in her petition:

a) Execution of a private debt instrument issued in Germany against a debtor assumed to be in 
Spain :

The petitioner holds a legal title as creditor, i.e. an instrument on uncontested claims certified 
by a notary (notarielles Schuldanerkenntnis) issued in Germany, against an individual as the 
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debtor. Such an instrument is considered an enforcement order1 under German civil law and 
will be served by a bailiff. The petitioner argues that she can not obtain her right to execution 
of this legal title by intermediary of the competent authorities in Germany, as she has no 
information about the current residence or whereabouts of the debtor. The petitioner 
submitted a complaint for criminal offence (in relation to money liabilities) against him with 
the police in Berlin. The petition does not provide any information as to which criminal 
offence the debtor would have committed, and to whether the German police have initiated 
criminal investigations into the matter. She has asked the German authorities to trace the 
debtor via the only contact she had, his Spanish MOVISTAR telephone number. The 
petitioner believes that by this method she would be enabled to enforce her rights on the basis 
of the enforcement order which would be served at the residence of her debtor. According to 
the petitioner, the competent authorities did not assist her in obtaining her right. The petitioner 
therefore seeks guidance from the Commission as to whom she could address her request for 
assistance.

b) The petitioner complains that the internal legal department of the service provider Freenet 
AG has put pressure on her to make her pay for services she has never received. She considers 
this behaviour a criminal offence. She considers that neither the national regulatory authority 
for electronic communications (Bundesnetzagentur) nor a lawyer are able to support her.

The Commission’s comments on the petition 
a) Private debt by an individual
Enforcement of a civil law order in another EU Member State:
It is worth recalling that basically, if a creditor wishes to have a judgment enforced in another 
Member State, he must apply to the relevant court in the Member State where enforcement is 
required for a declaration that the foreign judgment is enforceable (exequatur).
Council Regulation (EC) No 44/2001 of 22 December 2000 on jurisdiction and the 
recognition and enforcement of judgments in civil and commercial matters contains rules on 
enforcement in another Member State. The European Regulation lays down the following 
private international rules:

- Judgments given in a Member State and enforceable there can be enforced in another 
Member State after being declared enforceable there (or registered in the United Kingdom) on 
application by anybody who has an interest in the matter;
- The application is made to the court that has territorial jurisdiction on the basis of the 
domicile of the party against whom enforcement is sought or of the place of enforcement;
- The declaration of enforceability ("exequatur") must be issued after certain formalities have 
been completed and must be served on the other party, who may challenge it only in the 
courts; 

- It is possible to refuse to recognize a foreign judgment if recognition would be contrary to 
public policy or irreconcilable with an earlier judgment, or where the document initiating the 
proceeding has not been served in good time or the other party does not appear.
Furthermore, there exist a number of simplified and fast-track European proceedings as 
follows:

                                               
1

§ 781 Bundesgesetzbuch.
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Regulation (EC) No 805/2004 of the European Parliament and the Council of 21 April 2004 
creating a European enforcement order for uncontested claims dispenses, under certain 
conditions, with all intermediary measures – i.e. abolishing exequatur in the Member State in 
which enforcement is sought in the verifiable absence of a dispute over the nature or extent of 
a debt. Those conditions mainly concern the service of documents in the case of judgments by 
default.

Regulation (EC) No 1896/2006 of the European Parliament and of the Council of 12 
December 2006 created a European order for payment procedure. It allows creditors to 
recover their uncontested civil and commercial claims before the courts of the Member States
according to a uniform procedure that operates on the basis of standard forms. The procedure 
does not require presence before the court; it can even be started and handled in a purely 
electronic way. The claimant only has to submit his application, after which the procedure 
will lead its own life. It does not require any further formalities or intervention on the part of 
the claimant. In addition, as the assistance of a lawyer is not required, the procedure will keep 
costs at a minimum. Language problems are minimized thanks to the availability of standard 
forms for the communication between the parties and the court that are available in all EU 
languages. The judicial decision obtained as a result of this procedure will circulate freely in 
the other Member States; the creditor will not have to undertake intermediate steps to enforce 
the decision abroad.
Regulation (EC) No 861/2007 of the European Parliament and the Council of 11 July 2007
established a European Small Claims Procedure. The aim of the Regulation is to simplify, 
speed up and reduce the costs of litigation. The procedure applies in cross-border civil and 
commercial matters where the value of a claim does not exceed 2000 €. The procedure applies 
to pecuniary claims as well as to non-pecuniary claims. The Regulation abolishes the 
intermediate measures to enable the recognition and enforcement of a judgment given in a 
European Small Claims Procedure. A judgment shall be recognized and enforced in another 
Member State automatically and without any possibility of opposing its recognition, except in 
cases of incorrect service of the claim.

However, there are no European provisions on enforcement as such. Consequently domestic 
enforcement schemes will apply.

The legal basis for the petitioner's claim against the debtor is an instrument on uncontested 
claims certified by a notary. This enforcement order is recognised under German civil law. 
The petitioner therefore has a legitimate claim under civil law against the debtor in Germany. 
However, it is not directly recognised and enforced in another country. For example if the 
debtor has moved to another Member State (Spain), the creditor should request to the Spanish 
Courts a declaration of enforceability of this order (according to Brussels I provisions) or start 
simplified proceedings for cross-border uncontested claims as above-mentioned.
In the course of an execution procedure, the judicial authorities are usually entitled to verify 
the address of the debtor and to obtain information about any change of legal residence. It is 
not clear from the petition if the German authorities have already undertaken efforts in that 
respect or if the petitioner has asked the authorities for such action.
The petitioner states that the only contact data she has for the debtor is a Spanish mobile 
phone number. While it is not clear when this number has last been used by the debtor and 
these and other circumstances would need to be considered, it might be considered as an 
indication that the debtor is in Spain or was there at some point in time. The German 
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authorities could request support from the Spanish authorities to locate the debtor and execute 
the enforcement order. In order to obtain information about the debtor's residence, they may 
use appropriate means, such as accessing the register of residences or other information 
sources at their disposal.

Criminal enforcement:

The petitioner is of the opinion that the fact that the debtor owes her money is a criminal 
offence and she therefore notified the debtor to the police in Berlin. No information is 
provided as to whether the German police has opened a criminal investigation.
In case such investigations were ongoing, the German police might benefit from cooperation 
with the Spanish authorities under applicable EU law.
However, in the absence of any such information, it is not possible to analyse this element.

Determination of the whereabouts of an individual:
Public authorities usually have several possibilities to determine the residence or address of an 
individual. With the enforcement order, at least the full name, date of birth and last registered 
address of the debtor are known. These information elements should serve as starting point for 
researching the current address of the debtor.
The use of personal data held by private entities as data controllers and the use of specific 
categories of data processed by providers of electronic communications services is subject to 
the provisions of national law transposing the relevant EU legislation, in particular Directives 
95/46/EC and Directive 2002/58/EC. For the retention of communications data to which the 
petitioner refers, Directive 2006/24/EC is relevant.

(i) Directive 95/46/EC1 on the protection of individuals with regard to the processing of 
personal data.

The Data Protection Directive provides the legal framework for the processing of personal 
data in all Member States. 

Art. 2 defines 'personal data' as any information relating to an identified or identifiable natural 
person (data subject). An identifiable person is one who can be identified, directly or 
indirectly, in particular by reference to an identification number or to one or more factors 
specific to his physical, physiological, mental economic, cultural or social identity.

Directive 95/46/EC does not apply to the processing of personal data in the course of an 
activity of the State in areas of criminal law (Art. 3(2)).

Directive 95/46/EC lays down the principles that a processing activity must comply with in 
order to be lawful. It also establishes the rights of individuals whose personal data are 
processed so as to ensure the fundamental right to the protection of personal data. The 
principles enshrined in Art. 6 are the foundation for the protection of personal data as they 
concern the data quality when they are processed: the collection and the processing of 
personal data must be for specified and explicit purposes and personal data must be adequate, 
relevant and not excessive in relation to the purposes for which they are collected and/or 
further processed and, where necessary, kept up to date. Personal data must also be processed 
for no longer than is necessary for the purposes for which the data were collected or for which 
                                               
1

Directive 95/46/EC of the European Parliament and of the Council of 24.10.1995 on the protection of individuals with regard to 
the processing of personal data and on the free movement of such data, OJ L 281 of 23.11.1995, p. 31.
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they are further processed. 
Data processing (Art. 7) is only considered legitimate if 

a) the data subject has given unambiguously his consent, or 
b) processing is necessary for the conclusion of a contract binding on the data subject, or 

c) as a legal requirement, or
d) to protect the vital interests of the data subject, or
e) for the performance of a task carried out in the public interest or in the exercise of official 
authority, or
f) in the legitimate interests of a natural or legal person, provided that the interests or the 
rights and freedoms of the data subject are not overridden.
The data subject has the right to information, access, rectification and deletion or blocking of 
personal data as well as to effective redress. These rights may be restricted insofar as they are 
necessary to safeguard for example, national security, defense, but also for the purposes of 
criminal investigations and prosecutions.

The processing activities are supervised and controlled by public independent supervisory
authorities.

In the current case it is Directive 2002/58/EC which is applicable as lex specialis, since the 
data which would be object to processed would be traffic and location data of the debtor.

(ii) Directive 2002/58/EC1 concerning the processing of personal data and the protection of 
privacy in the electronic communications sector, as amended by Directive 2009/136/EC2 :
The Directive 2002/58/EC complements and particularises the data protection Directive 
95/46/EC.

Of particular relevance in the context of the petition are the provisions on traffic data and 
location data. The Directive provides that Member States must ensure the confidentiality of 
communications and the related traffic data (Article 5), that traffic data may only be processed 
for specific purposes or with the consent of the subscriber or in anonymous form (Article 6) 
and that location data may only be processed when it is made anonymous or with the consent 
of the user (Article 8).
The Directive provides for the possibility for Member States to enact legislative measures 
limiting these rights, under the condition that these limitations are appropriate, proportionate 
and necessary in a democratic society and relate to specific purposes such as national security, 
the prosecution, prevention, investigation and detection of criminal offences (Article 15).
With its judgement in case 275/06 Promusicae vs. Telefonica, which concerned civil 
proceedings in the domain of copyright protection, the ECJ ruled that this provision, together 
with other applicable EU legislation, does not require Member States to lay down an 
obligation to communicate personal data in the context of civil proceedings.
In order to assess the relevance of the Directive for the present case, it must first be noted that 
                                               
1

Directive 2002/58/EC of the European Parliament and of the Council of 12.7.2002 concerning the processing of personal data 
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications), OJ L 201 
of131.7.2002, p. 37.
2

Directive 2009/136/EC of the European Parliament and of the Council of 25.11.2009 amending Directive 2002/22/EC on 
universal service and users’ rights relating to electronic communications networks and services, Directive 2002/58/EC concerning the 
processing of personal data and the protection of privacy in the electronic communications sector and Regulation (EC) No 2006/2004 on 
cooperation between national authorities responsible for the enforcement of consumer protection laws, OJ L 337 of 18.12.2009, p. 11.
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there is no evidence that the phone number is still in use and even if that were the case, that 
the debtor is still using the phone number. Furthermore, there is no indication that the debtor 
has ever been the subscriber of the phone number1. It cannot be excluded that access to 
communications traffic or location data related to this phone number would infringe on the 
privacy rights of a third person.
In any case, access to communications related data is only legitimate if it is necessary and 
proportionate. The necessity condition requires that no other means are available to achieve 
the purpose. The fact that the petitioner does not see any other means is not decisive in this 
case, instead the means available to the authorities charged with the execution of the civil 
order or, if a criminal offence is involved, the investigation and prosecution of that offence 
must be taken into account.

For the test of proportionality, the limitation of fundamental rights must be considered with 
respect to the purpose intended. A further analysis of the facts of the case would be needed in 
order to assess if the disclosure of the address registered for the subscriber of the phone 
number, provided the debtor is the subscriber, to the competent national authorities could be 
considered proportionate, taking account of matters such as the seriousness of the criminal 
offence (if any) and the probability that the authorities have the possibility to allocate 
sufficient resources to pursue the matter further.
It is very doubtful that access to location data related to the phone number could be 
considered necessary and appropriate in the present case. The location data processed in 
electronic communications networks does not reveal a precise address, but only a cell of a 
mobile telecommunications network. Such cells usually cover areas of several hundred meters 
or even several kilometres in diameter. Even if location data of this level of precision could be 
determined for a mobile phone, considerable additional investigative efforts would be 
required to be able to contact the user of the phone number physically. Furthermore, in order 
to obtain the current location of the phone, a permanent surveillance of its activities would be 
required, comparable to interception of phone calls.
(iii) Directive 2006/24/EC2:
Directive 2006/24/EC provides for the retention of certain categories of data related to 
electronic communications, including mobile telephony, for the purposes of the detection, 
investigation and prosecution of serious crime. It was adopted to enable investigation of 
crimes such as terrorism. There is no indication that a serious crime is involved in this case.

It should be noted, that contrary to the assertion in the petition, neither this Directive or any 
other EU instrument provides for the 'permanent supervision of all communications'. The 
Directive only concerns the retention of certain categories of data. For mobile telephony, the 
only information stored about the location of the terminal equipment is the identifier of the 
network cell in which a communication is initiated is stored.
b) Unjustified claims by a service provider
The information about the case is insufficient to assess the relevance of EU legislation. 

                                               
1

Until recently, Spain allowed the use of pre-paid cards for electronic communications without registration of name or address of 
the subscriber. After the entry into force of the registration obligation, all unregistered phone numbers were deactivated.
2 Directive 2006/24/EC of the European Parliament and of the Council of 15.3.2006 on the retention of data generated or 
processed in connection with the provision of publicly available electronic communication services or of public communications networks 
and amending Directive 2002/58/EC, OJ L 105 of 13.4.2006, p. 54.
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Depending on the facts of the case, EU consumer legislation may be relevant.

Conclusions
a) Private debt of an individual
The petitioner could be invited to pursue her existing pecuniary claim on the basis of the 
enforcement order under civil law to the competent authorities, i.e. civil courts. 
The petitioner could be invited to submit her further criminal allegations before the competent 
authorities, i.e. criminal courts.
b) Unjustified claims 
The petitioner is invited to seek advice from a consumer protection authority or advisory 
service. In Germany the petitioner can contact

Verbraucherzentrale Bundesverband e. V. – vzbv
Adresse: Markgrafenstrasse 66, DE-10969 Berlin
Telefon: +49 (0)30 258000
E-mail: info@vzbv.de
Internet: www.vzbv.de


