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NOTICE TO MEMBERS

Subject: Petition 0723/2010 by D.F. (Italian), on his request to extend the application 
of Directive 2002/58/EC (data protection in the electronic communications 
sector) to online gaming portals

1. Summary of petition

The petitioner relates the action of a software company which will divulge the data of online 
game subscribers without their consent. They admit to not offering the possibility of 
protecting subscribers' privacy until after the launch of the new programme. Thus third parties 
will be able access and store private information, to be used later while players are online. 
The petitioner considers this equivalent to spamming, covered by the Directive.

2. Admissibility

Declared admissible on 25 October 2010. Information requested from Commission under 
Rule 202(6).

3. Commission reply, received on 6 May 2011.

The petitioner is concerned about privacy protection in online games, particularly with respect 
to the protection of personal data related to virtual characters. He requests the extension of EU 
rules on electronic communications services to the online games environment.

The petitioner refers to a specific online role-playing game (EVE Online) which was in the 
process of opening a new interface to users. This interface, usable through a web browser, 
combines game functions with social network functionality. In contrast to usual social 
networks, the participants do not present themselves with their real-world identity, but rather 
with the identity of their virtual character. The petitioner considers that the data relating to 
such a virtual character should enjoy the same protection as data relating to an individual in 
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the real world, i.e. personal data. The petitioner is concerned that third parties could exploit 
this data, for example, by sending unsolicited in-game messages (spam) and so undermining 
the gaming experience.
The Commission's observations

The Commission agrees that the principles of data protection enshrined in the data protection 
legislation, namely in the technology neutral Data Protection Directive 95/46/EC1 applies to 
role-playing games as to any other online services.  The personal data of participants of online 
games must be protected against illegal collection and processing. The personal data related to 
a participant of the game may also include some information related to the virtual characters 
used by the player. The provider of the online gaming service is under the obligation to 
respect the rights of the data subjects participating in the games it provides, in particular by 
taking appropriate technical and organisational measures for the security of the data 
processed. It is the responsibility of the competent national authorities to monitor and enforce 
the national data protection laws.
The Commission considers spam (unsolicited commercial communications) a serious 
problem. The ePrivacy Directive (2002/58/EC) provides that unsolicited commercial 
messages may in principle only be sent to individuals over electronic communications 
networks if the recipients have given their prior consent. This legislation does not apply to 
messages sent for non-commercial purposes. Messages intended to harass recipients are 
subject to national laws protecting against harassment or defamation, enforced by the 
competent national authorities.

Conclusions

The Commission considers that the petitioner may have the possibility to obtain recourse 
against alleged infringements of his rights through the competent national authority for data 
protection of the country of establishment of the service provider and recommends inviting 
him to contact that authority.
The game provider referred to in the petition is established in Iceland, which is a member of 
the European Economic Area and has transposed the relevant EU Directives into national law. 
The Icelandic Data Protection Authority may be contacted under the following coordinates:

Icelandic Data Protection Agency
(Persónuvernd) 
Rauðarárstíg 10 
105 Reykjavík, Ísland 

Tel. +354 510 9600 
Fax +354 510 9606 
e-mail: postur@personuvernd.is
website: http://www.personuvernd.is/

                                               
1 OJ L 281, 23.11.95, p. 31 


