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1. Summary of petition

The petitioner calls on the European Parliament to discourage the Commission from 
implementing its plans with regard to body scanners at airports. The petitioner regards the use 
of such scanners as a gross infringement of the personal privacy of the citizen. He doubts 
whether the advantages of such scanners outweigh the serious violation of people's personal 
privacy. In particular he considers the appointment of private staff instead of officials to 
operate scanners unacceptable. He also wonders whether there are not also health risks 
associated with body scanners.

2. Admissibility

Declared admissible on 17 March 2009. Information requested from Commission under Rule 
202(6).

3. Commission reply, received on 7 July 2009.

Background

Body scanners are a technology recently developed as a means of screening persons for 
prohibited dangerous articles carried close to their body. It gives a phantom image of a 
person's body by seeing through clothes, while identifying articles of a certain mass and 
density different from clothes.

Body scanners are one of the possible technical solutions to keep a high level of security at 
European airports.
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At the request of the European Parliament from 26 October 2008 the Commission assesses the 
sine qua non conditions on how to safeguard the privacy and health of passengers, if this 
technology were to be used for security screening at European airports. The context within 
which this analysis is being undertaken is the following.

Legal context

The aim of EU legislation on aviation security is to protect persons and goods within the 
European Union by preventing acts of unlawful interference with civil aircraft (e.g. hijacking, 
sabotage of aircraft).1

One important means for ensuring aviation security is to screen persons2 and baggage before 
they enter security restricted areas at airports and board an aircraft in order to detect 
dangerous articles prohibited by European legislation3.  

At present body scanners are not a recognised means of screening air passengers allowed 
under EU legislation in force.4 Body scanners can therefore not systematically replace any of 
the recognised screening methods, namely hand search or walk-through metal detectors 
followed up by a continuous random hand search of a minimum number of passengers and a 
hand search of all passengers having caused an alarm.5

Adding body scanners to the list of recognised methods and technologies available for the 
screening of persons at airports requires a decision of the Commission to be adopted by the 
Member States and the European Parliament6. Implementing legislation may then be adopted7

                                               
1 At the latest on 29.4.2010 Regulation (EC) No 2320/2002 of the European Parliament and of the Council of 16 
December 2002 establishing common rules in the field of civil aviation security (OJ L 355, 30.12.2002, p.1) will 
be fully replaced by Regulation (EC) No 300/2008 of the European Parliament and of the Council on common 
rules in the field of civil aviation security and repealing Regulation (EC) No 2320/2002 (OJ L97, 9.4.2008, p. 
72). Throughout this assessment reference is made to the legal situation concerning aviation security applicable 
in full as of 29.4.2010, considered to be more relevant to the discussion of a potential use of body scanners as a 
screening technology, because the present legal situation will expire by that date.
2 Passengers and non-passengers (staff employed by airports, air carriers, cargo companies or service suppliers as 
well as police forces or other public agents). Exemptions may apply in a number of well defined situations.
3 Commission Regulation (EC) No 820/2008 laying down measures for the implementation of common basic 
standards on aviation security (OJ L 221, 19.8.2008, p.8) to be replaced by Commission Regulation (EC) No 
272/2009 of 2 April 2009 supplementing the common basic standards on civil aviation security laid down in the 
Annex to Regulation (EC) No 300/2008 of the European Parliament and of the Council (OJ L91, 3.4.2009, p.7) 
and further implementation regulation(s) still to be adopted.
4 Both the existing (Article 4 of Commission Regulation (EC) No 820/2008) as well as the new legislation 
(Commission Regulation (EC) No 272/2009) allow for time limited trials in order to evaluate methods of 
screening applying newly available technologies.
5 For the future Part A of the Annex of Commission Regulation (EC) No 272/2009 foresees for the screening of 
persons the following methods to be used, individually or in combination, as primary or secondary means: hand 
search; walk-through-metal detection (WTMD) equipment; hand-held metal detection (HHMD) equipment; 
explosive detection dogs; explosive trace detection. Requirements and procedures will be subject to 
implementing legislation to be adopted by the Commission in order to apply as of 29 April 2010.
6 Article 19(3) of Regulation (EC) No 300/2008 (comitology procedure with EP scrutiny).
7  Article 19(2) of Regulation (EC) No 300/2008 (comitology procedure with EP information).
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in order to further specify the requirements and procedures for screening and thus ensuring 
compliance with general principles on the protection of human rights, privacy, personal 
dignity and data.

Practical context

In order to fulfil the screening required in relation to passengers, screening of persons and 
their hand baggage is undertaken systematically at points within an airport, which every 
passenger has to pass in order to enter the security restricted area of an airport (general 
screening) or an aircraft (gate screening).

Today's usually applied screening methods at such points are threefold: passengers are asked 
to present themselves and their luggage in the most appropriate manner for screening to be 
performed in a satisfactory and result-oriented way.1 While hand baggage is being screened 
separately,2 passengers3 usually pass through walk-through metal detectors which should 
ensure that guns and knives (and other prohibited items made out of metal) may be detected. 
A minimum percentage of passengers thereafter are chosen at random to become subject to 
hand searches.

Unfortunately, hand searches of passengers are not popular, neither with passengers nor with 
security staff, and detection rates are not always satisfactory4.All in all, hand-search is not an 
optimal solution for detecting prohibited articles concealed on a person.

Body scanners

Over the last five years body scanners have been developed as a means of detecting non-
declared prohibited articles of both metallic and non-metallic nature carried on or close to a 
person's body.

The screening procedure requires several seconds allowing the machine to take the image. 
The image produced is opaque and resembles with most available technologies used a 
photographic negative. For a person to be screened by a body scanner, he must stand still for a 
few seconds either inside the body scanner (which is the size of a telephone booth) or directly 
in front of it.

There are various technologies of body scanners being developed. The most advanced 
technologies are:

                                               
1 Point 4.3.3 of the Annex of Commission Regulation (EC) No 820/2008 to be replaced as of 29.4.2009 by new 
implementation regulation(s) still to be adopted.
2 Point 4.3.1 and 2 of the Annex of Commission Regulation (EC) No 820/2008 to be replaced as of 29.4.2010 by 
new implementation regulation(s) still to be adopted.
3 Point 4.1 of the Annex of Regulation (EC) No 2320/2002 to be fully replaced as of 29.4.2010 by Regulation 
(EC) No 300/2008.
4 According to inspections undertaken by the Commission in accordance with Article 7(2) of Regulation (EC) 
No 2320/2002 to be fully replaced as of 29.4.2010 by Regulation (EC) No 300/2008.
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- millimetre wave, using radio waves;
- backscatter, using low-energy x-rays;
- t-ray, using terahertz radiation which lies between infrared light and microwaves on 

the electromagnetic spectrum.

The term body scanner is used generically to cover all these various technologies. It is 
expected that only large airports will consider using body scanners, as machines are bulky and 
rather expensive.

Regarding health, national studies have shown that millimetre wave technology raise no 
concerns1. The exposure from x-ray backscatter technology is estimated to be equivalent to a 
few percent of the dose of natural ionizing radiation received by a passenger during a long 
haul flight. The case of such equipment is subject to the requirements of the Euratom 
radiation protection legislation, in particular to the provisions of the Council Directive 
96/29/EURATOM2 regarding the justification of such a practice before it being adopted. In 
some Member States the deliberate exposure of humans to ionizing radiation is only 
permissible for medical purposes thus ruling out the use of x-ray body scanners for security 
purposes. Terahertz technology is expected to screen moving targets but is not yet 
appropriately fit for the screening of passengers. 

Regarding the protection of privacy, nobody other than security staff should ever be able to 
see body scanner images and no archive of pictures shall be kept. 

The Commission's comments on the petition

The combination of metal detectors and hand searches is currently the best means of detecting 
concealed prohibited items, although not optimal. Body scanners can detect any item 
concealed on a person’s body or in or under his clothes with a degree of reliability and 
accuracy. European legislation on aviation security builds on the constant need to adapt 
methods and technologies to new threats and evolving risk assessments.
On 5 September 2008 the Commission, based on the positive vote of the Member States' 
representatives in the Aviation Security Committee of 9./10.7.2008 therefore proposed to the 
Council and the European Parliament a draft regulation allowing inter alia for body scanners 
to be added to the list of recognised screening methods. On 23 October 2008 the European 
Parliament adopted a resolution on the impact of aviation security measures and body 
scanners on human rights, privacy, personal dignity and data protection3 requesting a more in-
depth assessment of the situation.
In reply to that the Commission has organised a Task Force with stakeholders concerned, 
                                               
1 The radio waves used are of an equivalent to 0.01% of the permissible dosage for mobile phones.
2 Council Directive 96/29/EURATOM of 13 May 1996 laying down basic safety standards for the protection of 
the health of workers and the general public against the dangers arising from ionizing radiation (OJ L 159 , 
29.06.1996, p.1).
3 The EP Resolution (2008)0521asked the Commission to: carry out an impact assessment relating to 
fundamental rights; consult the European Data Protection Supervisor (EDPS), the Article 29 Working Party and 
the Fundamental Rights Agency (FRA); carry out a scientific and medical assessment of the possible health 
impact of such technologies; carry out an economic, commercial and cost-benefit impact assessment.
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which met last December, and a public consultation that was undertaken in the first quarter of 
2009. The European Data Protection Supervisor, the Article 29 Working Party and the 
Fundamental Rights Agency have been requested to provide the Commission with their 
opinions on the use of body scanners at airports.

Conclusion

The Commission fully understands the concerns felt by citizens such as the petitioner over the 
use of body scanners at airports.

One possible method of screening persons at airports is indeed by use of body scanners. In 
order to decide whether or not body scanners should be allowed as a method of screening 
persons at airports and if so, under what conditions (for example, remote analysis of the 
pictures taken by persons of the same sex as the screened passenger), the Commission is 
carrying out a consultation on the impact of the use of body scanners in the field of aviation 
security on human rights like privacy, personal dignity, data protection and health. Thorough 
consultations are undertaken to take fully into account the concerns of the European 
Parliament.

Once its assessment is completed, the European Commission will propose the appropriate 
steps to be taken.

4. (REV) Commission reply, received on 20 April 2012.

The Commission's observations

In November 2011 the Commission adopted legislation (Regulations 1141/2012 and 
1147/20111) that allows airport managers and Member States to deploy security scanners 
which do not use ionising radiation if that technology is considered as helping to deliver 
effective and sustainable security controls at a given airport, in full compliance with 
fundamental rights.

The new EU legislation does not impose the deployment of security scanners, and Member 
States and airports can decide to use them or not. However, if security scanners are deployed, 
they have to comply with the operational conditions and performance standards set at EU 
level. 

Security scanners are only allowed in accordance with minimum conditions such as for 
example: that security scanners shall not store, retain, copy, print or retrieve images; that any 
unauthorised access and use of the image is prohibited and shall be prevented; that the human 
reviewer analysing the image shall be in a separate location. Passengers must be informed 
about conditions under which the security scanner control takes place. In addition, passengers 

                                               
1 Commission Regulations 1141/2011 of 10 November 2011 amending Regulation (EC) No 272/2009 
supplementing the common basic standards on civil aviation security as regards the use of security scanners at 
EU airports, OJ L 293 of 11.11.2011, and Commission Implementing Regulation 1147/2011 of 11 November 
2011 amending Regulation (EU) No 185/2010 implementing the common basic standards on civil aviation 
security as regards the use of security scanners at EU airports, OJ, L 294 of 12.11.2011.
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are given the right to opt out from a control with scanners and be subject to an alternative 
method of screening. 

The Commission has also very seriously taken into account citizens' health and safety. For 
this reason, at present, only security scanners which do not use X-ray technology can be used 
at EU airports. The Commission has requested an independent group of experts, the 
Committee Scientific Committee on Emerging and Newly Identified Health Risks 
(SCENIHR) to further assess the possible effects of security scanners which use ionising 
radiation to human health. The SCENIHR's opinion is expected in Spring 2012.

The combination of metal detectors and hand searches is currently the most common means 
deployed at airport security checkpoints to detect concealed prohibited items on persons. 
Security scanners provide an additional screening method to detect items concealed on a 
person’s body with a high degree of reliability and accuracy, including non-metallic threats 
such as explosives. 
The Commission has analysed all outstanding issues related to the use of security scanners in 
its Communication on security scanners (COM/2010/311)1 and in the impact assessment 
accompanying the legislation.

Conclusion
The European Commission fully understands the concerns of the citizens over the use of 
security scanners at airports. The new European legislation ensures that scanners are used 
only under strict conditions aimed at protecting fundamental rights and human health. 

At present Member States and airports can decide whether to use security scanners not based 
on X-ray technology at their airports. In deploying security scanners they have to comply with 
the operational conditions and performance standards set at EU level. They have to provide 
passengers with a possibility of opting for an alternative method of screening.

                                               
1 http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0311:FIN:EN:PDF.


