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NOTICE TO MEMBERS

Subject: Petition 0492/2012 by C.F. (British), on his call to lobby the US Congress 
against adopting the Cyber Intelligence Sharing and Protection Act (CISPA)

1. Summary of petition

The petitioner calls on the Parliament to exercise its influence on the US Congress to prevent 
the adoption of the CISPA. According to the petitioner, it would allow American companies 
such as Facebook and Google to spy on their users without their consent, in complete 
disregard for privacy and freedom of speech laws in countries outside the US.

2. Admissibility

Declared admissible on 10 September 2012. Information requested from Commission under 
Rule 202(6).

3. Commission reply, received on 18 December 2012

The Commission is aware of the bill "Cyber Intelligence Sharing Protection Act", since it 
follows known legislative developments in the US concerning the Internet.

The bill was adopted by the House on 26 April 2012. On 7 May 2012 the bill was received in 
the Senate where it was referred to the Senate Select Intelligence Committee.  Since then, no 
major actions have been taken on the bill in the Senate.  Based on privacy concerns for 
consumers, President Obama has previously indicated that he would veto the bill if passed by 
both chambers in the original version. Nevertheless, some high ranking Democrats, including 
Defence Secretary Panetta, have recently voiced support for passing bills like CISPA 
(whether CISPA or the Senate backed comprehensive Cyber Bill – S 3414). Some Democrats 
now say that passing one or the other bill is better than passing no bill.
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In parallel, the Administration is working on an executive order on cyber security. How this 
executive order will influence the legislative process is unknown and whether or not CISPA 
will be revived during the "lame duck session" remains to be seen. Traditionally, not much 
legislation is passed during the "lame duck session" in years where the President's party does 
not have a majority in both chambers of Congress (Note: if a proposed bill is not adopted 
before the new Congress begins in January 2013, the bill will have to be re-introduced and the 
entire process repeated).

In the EU, data protection legislation protects the fundamental rights and freedoms of 
individuals regarding the processing of personal data in the European Union. Companies are 
subject to the supervision of data protection authorities in the Member States who apply 
national rules implementing Directive 95/46/EC. National provisions implementing the 
Directive 95/46/EC are applicable where: (a) the processing is carried out in the context of the 
activities of an establishment of the controller on the territory of a Member State; (b) the 
controller is not established on the Member State's territory, but in a place where its national 
law applies by virtue of international public law; or (c) the controller is not established on 
Community territory and, for purposes of processing personal data makes use of equipment 
situated on the territory of the said Member State, unless such equipment is used only for 
purposes of transit through the territory of the European Union. In the latter case, the 
controller must designate a representative established in the territory of that Member State, 
without prejudice to legal actions which could be initiated against the controller himself.

Conclusion

Given the fact that CISPA is still under discussion in the US, the impact on EU citizens, 
business and possible interferences with EU data protection legislation cannot yet be foreseen.

However, it is important to reiterate that third countries' legislation cannot be directly and 
unilaterally applied in the territory of the EU and cannot overrule European legislation. Any 
violation of individuals' rights protected by EU data protection legislation would be unlawful 
under EU law.

The Commission considers that if a US law enforcement authority needs information outside 
its jurisdiction, it must obtain the data transfer via cooperation mechanisms in place with 
Member States where those data are located, such as the EU-US and the Member States - US 
Mutual Legal Assistance agreements. Outside established channels, when replying directly to 
requests originating from third countries' authorities, companies may be in breach of national 
rules implementing the Directive 95/46/EC. In this case, it is up to the national supervisory 
authorities, most notably the data protection authorities, to ensure that transfers and 
disclosures are made lawfully.


