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Subject: Petition 569/2012 by B. O. (German), on access by large IT companies to 
citizens’ computers and telephones

1. Summary of petition

The petitioner is concerned that large IT companies, such as Google, Apple, etc., have access 
to citizens’ computers and telephones. The petitioner quotes as an example Google’s solution 
for a security problem in Android. Android users were not aware of this intervention. 
Although the intervention by the company was in itself useful, the petitioner believes that it 
also means that companies – and potentially criminal organisations – can obtain access to 
users’ personal data. The petitioner finds it strange that hackers are severely punished for such 
practices while large companies apparently get away with impunity. The petitioner points out 
that, under Directive 95/46/EC on the protection of individuals with regard to the processing 
of personal data, every EU citizen is entitled to protection with regard to the processing of 
his/her personal data. The petitioner calls for an EU regulation to ban so-called ‘backdoors’ or 
at least make the use thereof subject to the user’s permission. He also believes that an 
independent body should be set up to oversee conformity with these rules.

2. Admissibility

Declared admissible on 14 September 2012. Information requested from Commission under 
Rule 202(6).

3. Commission reply, received on 27 March 2013

The petitioner requests changes to EU legislation in order to ensure better protection of 
computer and mobile phone devices and prevent or control access to them by third parties. 
The petitioner notes that the incidence of such access is commonplace in the EU, although he 
doubts their lawfulness.
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The unauthorized access to individuals' computers and mobile devices may violate the 
fundamental rights of the individuals to the protection of their property, to the respect for 
private and family life, home and communication, and to the protection of personal data, 
enshrined in the Charter of fundamental rights, and regulated in the EU acquis and in national 
laws. Such access can only be considered as legitimate under strict conditions defined by law.
Whether an attempt to get access to an information system or device is of criminal nature 
depends on the specific case and the concrete circumstances. In such case, national criminal 
laws are applicable and national law enforcement authorities are competent to investigate and 
pursue a criminal offence.
The petition concerns the EU acquis regarding data protection, ePrivacy, consumer protection 
and cybercrime.

* EU acquis :

The ePrivacy Directive
The ePrivacy Directive 2002/58/EC is applicable to the processing of personal data in the 
electronic communication sector to ensure the free movement of such data and of electronic 
communication equipment and services in the Community. It sets out clear rules regarding 
access to personal data stored on individual devices, and clarifies that user consent is 
mandatory. The relevant provision of ePrivacy Directive reads as follows: "Member States 
shall ensure that the storing of information, or the gaining of access to information already 
stored, in the terminal equipment of a subscriber or user is only allowed on condition that the 
subscriber or user concerned has given his or her consent, having been provided with clear 
and comprehensive information, in accordance with Directive 95/46/EC, inter alia, about the 
purposes of the processing."

The Data Protection Directive
The Data Protection Directive 95/46/EC specifies the principles for any processing activity: it 
must be fair and lawful, for legitimate, specified and explicit purposes, data processed must be 
adequate, relevant, accurate and not excessive and kept up to date and must be processed for 
no longer than necessary (Article 6). Article 7 clarifies when processing of personal data is 
legitimate. This will be the case, inter alia, where 'the data subject has unambiguously given 
his consent' and when 'processing is necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority vested in the controller or in a third party 
to whom the data are disclosed except where such interest are overridden by the interests of 
for fundamental rights and freedoms of the data subject. Data subjects enjoy a number of 
rights under Directive 95/46/EC and, in consequence, under the national measures adopted in 
its implementation. These include, in particular, the right to obtain from the controller the 
rectification, erasure or blocking of data the processing of which does not comply with the 
provisions of that Directive [Article 12(b)]. Furthermore, under Article 14(b), data subjects 
have the right 'to object, on request and free of charge, to the processing of personal data 
relating to him which the controller anticipates being processed for the purposes of direct 
marketing, or to be informed before personal data are disclosed for the first time to third 
parties or used on their behalf for the purposes of direct marketing, and to be expressly 
offered the right to object free of charge to such disclosures or uses'. Article 28 of the 
Directive 95/46/EC states that Member States shall provide that one or more public authorities 
are responsible for monitoring the application within its territory of the provisions adopted by 
the Member States pursuant to this Directive. In Germany this authority is the 
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Bundesbeauftragter für den Datenschutz und die Informationsfreiheit, who hears claims 
regarding the lawfulness of data processing. 

Contract law and consumer rights
The Distance Selling Directive 97/7/EC and the Unfair Commercial Practices Directive 
2005/29/EC require traders to provide information on the main characteristics of the goods or 
services they put on offer. The new Consumer Rights Directive 2011/83/EU, which is 
currently being implemented by Member States into their national laws and which will apply 
as from 13 June 2014, specifically requires information about the functionality and 
interoperability of digital content. Any update or modification of the digital product supplied 
to the consumer, such as software, should be subject to the same rule and standard of 
information as the principal product unless the consumer has chosen not to be informed about 
the characteristics of updates by accepting automatic updates. 
Any standard contractual term of the provider, which imposes an obligation on the consumer 
to accept the updates or makes the use of the product conditional on accepting future updates, 
has to be assessed in light of Directive 93/13/EEC on unfair terms in consumer contracts. This 
Directive prohibits the use by companies of standard contractual terms, which cause a 
significant imbalance in the parties' rights and obligations to the detriment of consumer. For 
example, it is unlikely that contractual terms requiring the acceptance of software updates to 
address an identified security risk could be deemed to be to the detriment of the consumer. 
However, in the case where an automatic update would lead to a detriment for consumer, such 
as reduced functionalities or incompatibilities of the product with the consumer's hardware, 
the provider's contractual term requiring the consumer to accept automatic updates could be 
considered unfair in the sense of Directive 93/13/EEC.
The above-mentioned EU law provisions are incorporated in the national laws of Member 
States and their authorities and courts are in charge of their application in concrete cases. In 
relation to cross-border problems, Regulation (EC) No 2006/2004 on Consumer Protection 
Cooperation (CPC) links national enforcement authorities to form an EU wide enforcement 
network (the "CPC Network") and defines a framework and conditions enabling them to 
detect, investigate and stop cross-border unfair practices. Consumers who have been victim of 
unfair practices can report their case to their national enforcement authority. The German 
member of the CPC network is the Federal Office of Consumer Protection and Food Safety 
(BVL); address: Bundesamt für Verbraucherschutz und Lebensmittelsicherheit (BVL), 
Bundesallee 50, Gebäude 247, 38116 Braunschweig; Website: www.bvl.bund.de
Consumers may also use the network of European Consumer Centres (ECC-Net), which helps 
consumers in getting the appropriate information in case of a violation of their rights in cross-
border transactions and assists them in their contacts with the business operator. The address 
of the German ECC is: Europäisches Verbraucherzentrum Deutschland, Bahnhofsplatz 3, 
77694 Kehl; Website: http://www.eu-verbraucher.de/de/startseite/).

* Ongoing and upcoming Commission initiatives and proposals :

The Data Protection Reform
The Commission proposal for a data protection reform1 aims to strengthen the rules regarding 
consent, which shall not only be freely given, specific and informed but should also be given 

                                               
1 Data Protection Reform Package of 25 January 2012, http://ec.europa.eu/justice/newsroom/data-
protection/news/120125_en.htm.
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explicitly. The Data Protection Reform aims to ensure that data protection authorities have 
more extensive powers of investigation and imposition of sanctions, so that unlawful 
processing of personal data can be appropriately sanctioned throughout the European Union.
This proposal is currently examined by the co-legislators (the European Parliament and the 
Council of Ministers).

Contract law and consumer rights 
The new Consumer Rights Directive, which will apply from June 2014, will strengthen 
consumers' rights when buying on the Internet and in relation to the supply of digital content. 
In particular, it reinforces the rules regarding the information to be given to consumers by 
explicitly requiring traders to provide information about the functionality and interoperability 
of digital content. Furthermore, in the recently (May 2012) adopted European Consumer 
Agenda, the Commission announced that it will develop, by 2014, Guidelines to Member 
States' enforcement authorities on the application of consumer information requirements in 
the digital area.

The cloud strategy
The Communication "Unleashing the Potential of Cloud Computing in Europe" that was 
adopted on 27 of September 2012 refers to some aspects of data protection as far as these are 
related to cloud computing services.  In particular, the Communication underlines that the 
Commission proposal for a Data Protection Regulation gives an opportunity to adapt the 
legislation better to the provision models of cloud-based services. Moreover, the 
Communication states that once the proposed Regulation is adopted, the Commission will 
make use of the new mechanisms set out therein to provide, in close cooperation with national 
data protection authorities, any necessary additional guidance on the application of European 
data protection law in respect of cloud-based services. The Communication also underlines a 
need for guidance on how to apply the existing EU Data Protection Directive to cloud 
computing services (e.g. identify and distinguish data protection rights and obligations of data 
controllers and data processors for providers of cloud service or the applicable law in case 
where the relevant place of establishment of a cloud provider may be difficult to determine).

The Cyber Crime Directive and the Cybersecurity strategy for the European Union
Cybersecurity threats, be it accidental or malicious, pose significant challenges to the 
prosperity of our economy and society. 
To address this problem in a comprehensive and integrated fashion, the Commission and the 
High Representative of the Union for Foreign Affairs and Security Policy have jointly 
adopted on 7 February 2013 a joint Cybersecurity Strategy for the European Union1. The 
Strategy outlines a vision and presents policy actions to ensure a safe and resilient digital 
environment while respecting and promoting fundamental rights (including right to privacy 
and data protection) and EU core values both in the EU and abroad. 
A key action of the Strategy is the legislative proposal on a high level of network and 
information security across the Union to ensure the smooth functioning of the internal market. 
The proposal2 aims at ensuring that: Member States have in place a minimum level of national 
capabilities; Member States cooperate at EU level by sharing information and coordination 
response when needed; private sector operators providing essential services and public 

                                               
1 JOIN(2013) 1 final.
2 COM(2013) 48 final.
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administrations implement appropriate risk management measures and report serious security 
incidents to the relevant national authorities.

The Directive on attacks against information systems
The purpose of the draft Directive on attacks against information systems is to strengthen in 
particular the fight against large-scale attacks against information systems, through the 
approximation of criminal offences and sanctions. The draft Directive builds on the existing 
Framework Decision on attacks against information systems (2005/222/JHA) and retains the 
Framework Decision´s current provisions – the penalisation of illegal access, illegal system 
interference and illegal data interference – and includes new offences, such as illegal 
interception and the use of tools to commit large-scale attacks. The proposal also raises the 
level of criminal penalties for the offences, expands aggravating circumstances by including 
the use of a tool enabling to commit large-scale attacks and the when personal identity is 
stolen to commit cyber-attacks. The proposal equally raises the level of penalties under 
aggravating circumstances. It also includes provisions aimed at improving cross-border 
cooperation between Law Enforcement Agencies and at establishing effective monitoring 
systems and data collection. The draft Directive has been subject to a political agreement 
between the Council of Ministers and the European Parliament and is awaiting final adoption.

Conclusion
In the view of the European Commission, the petitioner should be informed that specific 
conditions apply to ensure the protection of personal data. Moreover, those rules are currently 
being further reinforced and harmonised thanks to several Commission proposals. 
In particular, the recently presented draft Regulation on Data Protection will ensure that 
companies that infringe individuals' rights and, for instance, unlawfully access their devices, 
could – apart from the criminal relevance - be subject to severe fines from data protection 
authorities.


